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A New Approach to Data Center Security
It’s time to identify and confront the latest data center 
security challenges
“...We used to only think about the perimeter. Now we’re securing the network 
from the inside.”

Taking Enterprise Security to  
a Deeper Level

The critical security questions for today’s enterprise 
infrastructure architects are multiplying nearly as fast 
as the threats:

• Is security at the perimeter enough to protect me 
from data breaches?

• How can we secure network traffic inside the  
data center?

• And how can we quarantine attacks and limit 
damage to the rest of network – without incurring 
huge hardware and firewall costs?

Securing the Network from Within

You’ve secured the perimeter, but threats can 
continue to penetrate the network and attack your 
critical system without warning – from the inside. The 
average cost of a corporate data breach was $3.79M  
in 2015*.

The advanced persistent threats and coordinated 
attacks in today’s environment are calling for a 
completely new model of data center security.

* Ponemon Institute

The Answer is Micro-Segmentation

Micro-segmentation with VMware NSX delivers the 
advanced, fine-grained security, simple operations 
and centralized control you get from a virtualized 
environment, without any need for new hardware, 
apps or additional investment.

See how you could achieve all this and more with 
VMware on the next page.
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Advanced security starts at the core with VMware NSX 

A New Model for  
Data Center Security

Micro-segmentation enabled by VMware NSX, 
delivers all the operational agility and granular 
security controls of virtualization, to your existing 
infrastructure. And it does that with three key 
functions:

• Isolation

• Segmentation

• Segmentation with advanced services

How It Works 

As threats can be anywhere and everywhere, micro-
segmentation enabled by VMware NSX acts 
accordingly. Adopting a strict, micro-granular 
security model, micro-segmentation ties security 
directly to the workload and automatically 
provisions policies where needed.

How You Benefit

Network security inside the data center 
Create fully isolated and protected parallel virtual 
networks on top of your existing physical network. 

Automated deployments and data center agility 
Implement powerful security policies that mirror 
business logic and workflows.

Integration with leading networking and security 
infrastructure 
Continue using your existing security products within 
a new advanced platform – without the need for extra 
investment.

Explore your network security in more depth at 
vmware.com/products/nsx
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