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Federal and national governments face an unprecedented opportunity 
to migrate, enhance, or replace legacy systems, some decades old, 
that have built up technical debt, constraining digital transformation, and 
creating an innovation impasse. 

Federal and National Governments 
Are at an Inflection Point

Over 75% of the U.S. Federal IT budget is spent on maintenance and management of IT 
systems, and the annual budgeting process discourages implementation of major cost-
saving improvements, leading to incremental improvements over time 
•    Citizens are frustrated with cumbersome access to information and services 

•   IT governance and compliance are top concerns of agencies as they modernize systems

•   On their path to becoming cloud-enabled — a foundation of digital transformation — agencies are planning for 
the “best fit” mix of hybrid IT encompassing on-premise, private, public, and hosted clouds

•   Security remains a key concern of agencies as they shift to cloud
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Federal IT Modernization Priorities 

The Report to the President on U.S. Federal IT Modernization, published in December 2017, 
recommends 50 actions to reduce cost, improve operational efficiencies, and strengthen 
cybersecurity as agencies implement their IT modernization plans, including: 
•  Enable the use of commercial cloud services and infrastructure

•    Focus on systems with high value and cybersecurity risk or that can be improved through network 
consolidation/modernization 

 »   Modernize the Trusted Internet Connections (TIC) and National Cybersecurity Protection System (NCPS) 
Program to enable cloud migration. Update relevant network security policies and architectures to focus on 
both network and data-level security and privacy. 

 »   Consolidate/standardize acquisition of network and security services

• Update policies and reference architectures to more rapidly take advantage of technological innovation

• Accelerate adoption of cloud email and collaboration tools 

•  Shift toward a consolidated, consumption-based IT service model to better leverage economies of scale, 
support shared services, and achieve the benefits of continuous modernization and standardization. 
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IDC surveyed federal decision makers to find out why agencies are migrating to public cloud.

Drivers for Federal Government to Invest in Public Cloud include*:  

Public cloud offers federal agencies an efficient way to deploy, 
simplify, and standardize IT while providing mission-critical 
solutions and innovative applications. 
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Cloud 2.0 Survey, IDC, May, 2017, N=204

A recent IDC survey of government decision makers indicates that security — while still a concern — has been surpassed 
by other organizational concerns about the cloud. The top three concerns (security ranks fourth) include:
•  IT governance issues, including challenges relating to defining standard services and SLAs
•  Regulatory or compliance issues
•  Downtime, causing business interruption 

Yet, less than 25% of government responders deploy automated data management solutions to proactively enforce 
policies and protections:

Top Concerns About Cloud

There is a random placement of data in the file sharing and 
other services regardless of regulatory policy

IT and LOB start defining what data can be placed in public 
clouds or should stay on-premises

Cloud data management policies and protections are well 
defined in selected business units or geographies

Cloud data management policies and protections are well 
defined across all business units and geographies

Automated data management solutions are used to proactively 
maintain and enforce cloud management policies

Which statement best describes your organization’s cloud data management?
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When asked to rate the importance of cloud to key functions, 
government respondents ranked customer service first.

Cloud is a Key Function for 
Customer Service
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For many agencies, the question isn’t whether to move to cloud but what 
services can be deployed more efficiently via public cloud. Agencies seek 
to provide additional capability and better serve citizens with less internal 
up-front cost and fewer resources. 

Government Spending Includes 
Multiple IT Options 

As the use of cloud solutions in government increases, IT leaders are 
recognizing that the success of their mission depends on taking full 
advantage of cloud innovation while ensuring consistent service levels, 
data management and privacy, and user experiences. Public cloud 
environments may differ from on-premise environments, requiring 
organizations to change processes, tools, workflows, and even skill 
sets.  Hybrid IT combines the right mix of traditional IT, private cloud, 
and public cloud to meet mission goals, allowing agencies to integrate 
innovative technologies where needed, and maintain legacy systems 
where appropriate. And when integrated correctly, workload portability 
can be enabled, versus re-platforming or rehosting apps.   
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Agencies seek consistent infrastructure environments across on-
premise and public cloud platforms to ease migration, integration, and 
operation across these platforms, including using familiar infrastructure 
management software, and having an integrated view of resources 
across private and public cloud.
Although traditional IT makes up over 27% of Federal agency annual budgets in 2018 (decreasing to 24% in 
2020), digitally transforming traditional datacenters is a necessary stepping stone to move to a hybrid or multi-
cloud environment. Leveraging existing infrastructure and resource investments when migrating to cloud enables 
agencies to centralize governance, visibility, and control, ensure workload portability, and reduce the cost and 
complexity of a hybrid cloud environment.

Critical Steps for Federal Agencies in Deploying Hybrid Cloud In Place Plan to Implement

Centralized security processes/tools for governance, visibility, and control 63% 32%

Consolidated management and operations 60% 36%

Centralized provisioning and common service catalogues 54% 38%

Workload portability 51% 38%

Moving to Hybrid IT
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IDC defines DX as the application of 3rd Platform technologies (cloud, 
Big Data, mobility, and social business) to fundamentally change the way 
something is done, such as create new business models, information, and 
services, with a design-led/centric view of users or constituents. 

Cloud Enables Digital Transformation (DX)

Cloud enables DX via: 
•    Aggregation of Big Data across domains to enable data-driven insights and more responsive operations 

• Rapid deployment of new solutions and capabilities, either in-house or via an ecosystem of providers

•  Integration of front office, back-end, and self-service systems to enhance both IT service delivery and  
customer-facing services 
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Priority Use Cases to Move to the Cloud
Improve government and citizen 
services while containing costs.

Modernize existing applications (replace, replatform, refactor, and in 
the future containerize) and develop new cloud-native applications to 
rapidly meet changing mission needs and cyclical demands.

Maintain continuity of operations with cost-
effective backup and disaster recovery.

Blending and analyzing substantial amounts 
of data from emerging technologies such as 
Big Data, analytics, and IoT.
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Benefits of Cloud Deployment
Improve government and constituent services while containing costs. The 
integration of services for customer support extends to an agency’s internal 
customers as well. 

Accelerate innovation/time-to-value. Hybrid cloud gives developers access 
to traditional and cloud-native application resources, including self-service 
capabilities, which accelerates innovation/time to value.

Help drive innovation. Over 70% of federal government survey respondents 
indicate that cloud is significantly or partially exceeding their expectations of 
driving innovations and/or digital transformation in the organization.    

Increase agility and response to dynamic, distributed, and 
highly changeable workloads and mission needs. 
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•   Create an enterprise-wide strategic plan, not incremental 
upgrades

•   Deploy network modernization and consolidation for 
operational efficiency and effectiveness

•   Implement the ability for multi-cloud management 

•   Deploy smart technologies that analyze real-time critical 
infrastructure

•   Leverage two sources of funds, Modernizing Government 
Technology Act and/or agency working capital funds to 
modernize and redeploy savings for innovative solutions

•   Keep track of all savings, including employee efficiency 
and effectiveness in delivering quality and timely services 

Critical Success Factors 
IDC Government Insights predicts that 60% of federal government IT 
cloud spending in 2018 will be spent on transition strategies that address 
workload migration, architecture requirements, data sanitization, staff 
readiness, vendor certifications, and continuity of services.
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•    Develop a vision and roadmap, prioritize investments based on outcomes expected, 
educate the budget holders, plan to address new IT skills, gaps, and cultural changes.  

•  Modernize and consolidate for cloud readiness, including rationalizing applications for 
modernization/migration. Create an application rationalization framework to determine 
which apps should be migrated to cloud based on consistent criteria. 

•  Require cloud service providers to meet security, privacy, and regulatory 
requirements, including data rights and privileges, and enforce policy. 

•  Require FedRAMP certification and, as appropriate, DOD certifications, and strengthen 
cybersecurity with such practices as virtualization and advanced threat detection across 
the entire network.

•  Develop value proposition to secure funding, leverage the Modernizing Government 
Technology ACT and/or agency working capital funds.

Essential Guidance

http://www.idc.com


IDC Infobrief  |  Government IT Modernization and the Adoption of Hybrid Cloud

Sponsored by VMware   |   Page 14Document #US44070918

•   Learn more about VMware Cloud Services and Cloud Products

•   Explore VMware Cloud on AWS   

 -  Test drive VMware Cloud on AWS 

 -  Estimate the cost of VMware Cloud on AWS with our pricing calculator 

 -  Compare capacity and TCO of VMware Cloud on AWS vs. on-premises 

•   Subscribe to the VMware Government Industry Blog and follow @vmwaregov on Twitter

To Learn More About VMware 
Cloud Solutions 

Message from the sponsor

Fast Path to Cloud: Contact VMware to schedule a prescriptive workshop and receive an actionable 
roadmap aligning your business goals with a cloud solution. (877) 486-9273

https://cloud.vmware.com/
https://cloud.vmware.com/vmc-aws
https://cloud.vmware.com/vmc-aws-pricing
https://vmcsizer.vmware.com/home
https://blogs.vmware.com/industry-solutions/government/
https://twitter.com/vmwaregov?lang=en
https://my.vmware.com/en/web/vmware/evalcenter?p=vmc-aws-18-hol

