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The U.S. healthcare industry is experiencing disruption at every level. 
Healthcare payers are still reeling from changes to the Affordable Care Act 
(ACA), exchange markets, and mega-mergers and acquisitions. Meanwhile, 
consumers are demanding better experiences and greater price transparency.1 
In adapting to market and member demands, payers must rapidly and deftly 
transform how they do business.2

Now, leading healthcare payers can turn these challenges into considerable 
opportunities to streamline operations and better meet member expectations 
for value and quality. VMware’s interoperable cloud, mobility, and security 
software solutions form a secure and flexible digital foundation that enables 
organizations to respond to new opportunities and threats and to deliver  
any app, on any device, on any cloud. It lets payers experiment with new 
apps, new experiences, and new business models to create value. Our 
software-defined approach to digital transformation lets payers quickly 
create an integrated, automated environment that facilitates business agility. 
As a result, payers can proactively pursue customer-focused business models 
to engage with members and collaborate with providers. With VMware, IT 
serves as a strategic enabler, allowing payers to meet consumer needs 
through technology. 

 Transform Healthcare    
 Payer IT to Boost Agility  
 in Today’s Dynamic Market

1 American Hospital Association. "Hospital Price Transparency." May 4, 2018.

2 CustomerThink. "How Personalization Improves the Healthcare Experience." John Nash. July 23, 2018.
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Figure 1. Market dynamics forcing healthcare payer digital transformation

By deploying a software-defined approach, payers can

• Integrate and utilize data to improve cost transparency and create  
relevant services for higher member engagement  

• Lower the healthcare cost curve

• Protect member data for next generation health-management tools

• Embrace consumer-centric, integrated, value-based care

While payer survival depends on IT agility, inflexible legacy systems slow 
innovation and business transformation. VMware Healthcare Solutions can 
quickly modernize the IT environment to deliver IT as a service, so payers can 
outmaneuver market turmoil—without disrupting operations.

 “We want a seamless, 
integrated healthcare 
delivery system—connected 
to providers and employers. 
We want to manage the 
financial risk of healthcare 
while we market innovative 
initiatives to our members.”

PAYER CHIEF DATA OFFICER

HEALTHCARE PAYER  
CHALLENGES

DATA SECURITY REGULATIONS

MERGERS AND 
ACQUISITIONS

CONSUMERISM DIGITAL  
DISRUPTION
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Figure 2. Four pillars of IT transformation
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Built on a digital foundation, VMware’s software-driven approach supports agile and   
efficient member-centric care. While freeing payer resources to handle dynamic market 
demands, the enterprise-ready portfolio of VMware solutions can

• Elevate IT to a strategic innovation center to support new health services for improved 
member wellness and outcomes 

• Utilize existing data sets to inform cost controls and personalize member health 
management services

• Extend secure mobile services to employees in the field like membership enrollment, 
wellness coaches, and nursing staff

• Enable next-generation, remote call centers and work-from-home flexibility

Working with existing infrastructure, VMware enables payers to rapidly automate IT,  
reduce costs, and build a development operations (DevOps) environment. Payers can  
take an evolutionary approach to modernization by addressing the need for digital services 
while controlling risk to security or critical legacy applications.

 

 Elevate IT to Support Continuous  
 Business Innovation

MODERNIZE 
PAYER  

DATA CENTER

EMBRACE  
HYBRID CLOUD

MOBILIZE 
HEALTHCARE  

DATA & ACCESS

TRANSFORM 
SECURITY

Respond faster to the dynamic market 
Automate and gain IT agility to reduce complexity  
and free resources to drive business innovation

Improve employee and member experiences 
Increase workforce productivity and satisfaction  
and extend member services

Protect confidential data 
Provide layered, application-focused security to  
streamline compliance



Current legacy systems are challenged by demands to support new operational models, 
reduce costs, and stay relevant. With VMware’s software-defined approach, an intelligent, 
unified management platform enables IT as a service to improve agility. Payer data centers can 
quickly modernize by automating, streamlining, and simplifying operations, ultimately freeing 
technological resources to support next-generation application development. New member 
services—such as in-network provider comparison tools, chronic condition management apps, 
or supporting personalized virtual care—make it easier for members to make smarter decisions 
and stay healthier, while building loyalty. Technology is vital to driving new healthcare payer 
business goals while maintaining existing IT investments and critical systems.           

IT automation and enterprise-ready solutions facilitate an enterprising and proactive DevOps 
environment, enabling innovation and continuous, incremental change. Streamlined processes 
drive down cost and allow payers to compete in real time. Payers can get ahead of market 
changes to better collaborate with providers, partners, and consumers. Resources from mergers 
and acquisitions can be rapidly integrated. Modernization also supports mobilization of data 
and applications to support new services in the field faster and increase connectivity for 
members. 

 Modernize Payer Data Centers



VMware helps payers create an automated, agile foundation that’s easily 
extended to public clouds. Using a single, integrated cloud management and 
VMware NSX® security platform simplifies management and secures 
workloads across hybrid cloud and on-premises environments. 

By efficiently leveraging the cloud to scale on demand, payers can support 
data-driven insights and innovation, adapt to new project opportunities more 
quickly, and run workloads more effectively. A unified cloud environment 
provides an agile foundation for data integration, analytics, and exchange to 
lower the healthcare cost curve and improve services. A streamlined hybrid 
cloud environment efficiently supports value-based care, consumer data 
transparency, telemedicine, and population health management.

 Embrace Hybrid Cloud
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AGILE IT ENVIRONMENT 
ADVANTAGES  

• Respond quickly to business 
needs with agile DevOps 
environments

• Protect member data  
and proactively monitor 
across systems

• Support analytics by 
integrating datasets like 
EHR, financial, pharma,  
and IoT health data 

• Enable continuity of 
operations (COOP) for high-
performance applications 
like claims processing and 
call-center services

• Shift to new, more cost-
effective operational models

• Scale capacity on demand; 
for example, demand spikes 
during open enrollment   

• Increase member 
engagement with secure, 
real-time access to health 
data and personalized 
services
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Today’s end users demand constant access to data from anywhere and on all 
devices, many of which are mobile. VMware helps payers mobilize and enable 
simpler, secure 24x7 data access, from any location, from any device. With 
mobilized data, payers can differentiate themselves by nimbly addressing 
member demands for data transparency and better services. With VMware, 
it’s easier for payers to become digital businesses that deliver better experiences 
for their customers, that in turn drive growth.

VMware’s digital workspace and mobility solutions also streamline management 
and improve security for remote call centers and claims processing, as well as 
employees in the field. By providing fast, unified access to critical tools and 
information, payers can improve response times and better support new 
partnerships and front-line services like home health.

77% of healthcare consumers say it’s important  
or very important to know costs before treatment.   
       —HealthFirst Financial Patient Survey3

 Mobilize Healthcare   
 Data and Access

WITH MOBILIZED DATA  
AND ACCESS, PAYERS CAN: 

• Create next-generation digital 
workspaces to increase staff 
productivity and call-center 
response times

• Integrate new workers  
and call-center services 
rapidly during mergers  
and acquisitions

• Enable secure, mobile 
health-management 
tools to increase member 
engagement

• Give work-from-home 
opportunities to call-center 
employees

• Offer mobile digital 
workspaces for nursing, 
wellness, and membership 
enrollment staff

• Increase employee 
satisfaction and flexibility  
to reduce turnover

• Provide secure mobile 
access to member 
information

3 HealthFirst Financial. "From Millennials to Boomers, Patients Want to Discuss Healthcare Pricing and 
Payment Options Before Treatment." September 12, 2017.



Figure 3. Micro-segmentation for application-focused security
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Payers must prioritize protection of confidential member data. VMware offers multi-layered, 
segmented security across distributed, yet increasingly connected environments. VMware’s 
integrated platform enables an application-focused approach to security, reducing the lateral 
movement of threats with distributed firewalls. Payers can meet data protection and compliance 
requirements with streamlined data management, enabling unified, automated security policies 
covering workloads from data center to cloud and endpoint devices. 

VMware security core benefits:

• Layered, application-focused security for next-generation member health services

• Automated end-to-end security policies for cloud and data sharing

• Streamlined compliance

 Transform Security

APP APP APP
FOUR WORKLOAD CONNECTIONS:

• Claims-processing data analytics to  
reduce errors

• DevOps container for digital health tools

• Provider partner portal in the cloud 

• Mobile member cost-comparison     
shopping app



Figure 4. A new agile foundation. Enabled by VMware. On any device, any application, one cloud.
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VMware accelerates digital transformation so healthcare payers can  
dedicate fewer resources to maintaining legacy apps and more resources  
to continuously meeting member and market demands. With a digital 
foundation built on VMware, IT can support the people, processes, apps,  
and data that power the business. Using a software-defined data center, 
payers can move IT from silos to a single, integrated, secure platform for 
innovation that builds the foundation to embrace the cloud. 

VMware healthcare payer solutions can reduce IT cost and complexity while 
modernizing operations. Payers can use VMware to solve the toughest IT 
challenges—infrastructure complexity, cloud management, digital services, 
member engagement, data security, and compliance—for an agile, seamless 
approach to proactively face today’s member and market challenges.

Use a software-defined approach built on a digital foundation to elevate IT 
and support strategic business innovation for

• Maintaining relevance in a shifting market with new member services 

• Utilizing your data to lower the healthcare cost curve

• Driving automation to free resources and focus on business transformation

• Enabling end-to-end protection of member data

• Taking a flexible, agile approach to change through smaller, continuous 
adjustments

 Agile, Seamless Transition  
 to Modern IT

 “Consolidation and rising 
healthcare costs are 
reaching a breaking 
point. The urgency for 
innovation and change  
is accelerating.”

AHIP CEO MATT EYLES,  
ANNUAL MEETING OF AMERICA’S 
HEALTH INSURANCE PLANS (AHIP), 
JUNE 2018
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 Agile, Seamless Transition  
 to Modern IT
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