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© 2019 VMware, Inc. All rights reserved. This product is protected by U.S. and international copyright and 

intellectual property laws. This product is covered by one or more patents listed at 
http://www.vmware.com/download/patents.html. 

VMware is a registered trademark or trademark of VMware, Inc. in the United States and/or other 
jurisdictions. All other marks and names mentioned in this Service Description may be trademarks of their 
respective companies. 

As used in this Service Description, “VMware”, “we” or “us” means VMware, Inc., a Delaware corporation, 
if the billing address for your order is in the United States, and VMware International Unlimited Company, 
a company organized and existing under the laws of Ireland, if the billing address for your order is outside 
the United States. All terms used but not defined in this Service Description are defined in the Terms of 
Service or other documents comprising the Agreement between you and us regarding your use of the 
Service Offering. 

VMware, Inc. 
3401 Hillview Ave. 
Palo Alto, CA 94304 
www.vmware.com 
  

http://www.vmware.com/download/patents.html
http://www.vmware.com/
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1. Introduction 

1.1 Service Description 

Apteligent® by VMware® (the “Service Offering”) enables customers to monitor and optimize 
application performance and improve user engagement through actionable app insights. The 
Service Offering provides customers with a mobile app SDK (Software Development Kit) that 
helps gather app performance data, and access to a cloud-based Apteligent console to view 
insights based on the collected data. 

1.2 Technical Documentation and Training 

Documents and videos outlining key concepts with usage examples, a “Getting Started” guide, 
and “How To” guides for key objects are available through https://docs.apteligent.com. 

1.3 Legal Terms 

Use of the Service Offering is subject to the Terms of Service at 
https://www.vmware.com/download/eula.html 

2. Service Operations 

The following outlines VMware’s roles and responsibilities in providing the Service Offering. 
While specific roles and responsibilities have also been identified as being owned by you, any 
roles or responsibilities not contained in this Service Description are either not the duty of 
VMware or are assumed to be your responsibility. 

VMware will provide the following provisioning services: 

• VMware will create an instance of the Service Offering for you. 

• VMware will create a corresponding service account and send an email or other 
notification to the contact that you identified in your Order inviting that contact to the 
newly created instance. A URL to access the Service Offering will be provided within that 
notification.  

• VMware will ensure that the identified contact has the ability to create additional user 
accounts for other users, as needed. 

Your responsibilities include: 

• Deploying and configuring the metrics data SDK to collect mobile app performance data 
into the mobile apps as needed. 

• Configuring the Service Offering to gather metrics from mobile apps using Apteligent 
SDK as needed. 

• Monitoring your usage (total number of events generated by customer apps) to ensure 
that it is within the total number of events purchased. VMware is not responsible for the 
event data rate at which you transmit your data. Data transmission, after hitting the 
upper limit of total number of events purchased, may be throttled and blocked, and may 
not be reflected on the Service Offering console / dashboard. 

2.1 Support 

For assistance in identifying and resolving errors, and to answer questions related to the 

https://docs.apteligent.com/
https://www.vmware.com/download/eula.html
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operational use of the Service Offering, support is as specified in the VMware Software as a 
Service Production Support policy with the following exception:   

• For Severity 2-4 cases, VMware business hours are Monday through Friday, 9:00 AM to 
5:30 PM, Pacific Time (Severity 1 issues are supported 24x7). 

2.2 Monitoring 

VMware will provide the following services with respect to monitoring:  

•  We will provide you with the ability, through the Service Offering, to view (monitor) 
insights based on the events sent from mobile apps using Apteligent SDKs. 

You are responsible for the following services with respect to monitoring:  

• Monitoring your usage (total number of events generated by customer apps) to ensure 
that it is within the total number of events purchased.  

• VMware is not responsible for the event data rate at which you transmit your data. Data 
transmission, after hitting the upper limit of total number of events purchased, may be 
throttled and blocked, and may not be reflected on the Service Offering console / 
dashboard.  

2.3 Incident and Problem Management 

VMware will provide incident and problem management services (detection, severity 
classification, recording, escalation, and return to service) pertaining to:  

• Infrastructure over which VMware has direct, administrative access and control, 
including servers and services used to provide the service. 

You are responsible for incident and problem management (e.g., detection, severity 
classification, recording, escalation, and return to service) pertaining to: 

• Your account settings in the Service Offering’s administrative management console. 

• User-deployed and configured assets such as proxy agents. 

• Anything else not under the direct control and administration of VMware. 

2.4 Change Management 

VMware will provide the following change management elements:  

• Processes and procedures to release new code versions, bug fixes, and service packs 
related to the Service Offering. 

You are responsible for: 

• Management of changes to your tagging process, alert settings, dashboards and other 
content. 

• Administration of self-service features provided through the Service Offering’s system 
console and user portal, up to the highest permission levels granted to you. 

• Changes in the data collection agents used. 

• Cooperating with VMware when planned or emergency maintenance is required. 

https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/support/vmware-saas-production-support-and-subscription-datasheet.pdf
https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/support/vmware-saas-production-support-and-subscription-datasheet.pdf
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2.5 Security 

The end-to-end security of the Service Offering is shared between VMware and you. VMware 
will provide security for the aspects of the Service Offering over which it has sole physical, 
logical, and administrative level control. You are responsible for the aspects of the Service 
Offering over which you have administrative level access or control. The primary areas of 
responsibility between VMware and you are set forth below.  

VMware will use commercially reasonable efforts to provide:  

• Information Security: VMware will protect the information systems used to deliver the 

Service Offering for which it has sole administrative level control.   

• Network Security: VMware will protect the networks containing its information systems 
up to the point where you have some control, permission, or access to modify your 

networks.   

• Security Monitoring: VMware will monitor for security events involving the underlying 
infrastructure servers, storage, networks, and information systems used in the delivery of 
the Service Offering for which it has sole administrative level control. This responsibility 
stops at any point where you have some control, permission, or access to modify an 

aspect of the Service Offering.  

• Patching and Vulnerability Management: VMware will maintain the systems it uses to 
deliver the Service Offering, including the application of patches VMware deems critical for 
the target systems. VMware will perform periodic vulnerability scans to surface critical risk 
areas for the systems it uses to deliver the Service Offering. Critical vulnerabilities will be 

addressed in a timely manner.   

You are responsible for: 

• Information Security: Ensuring adequate protection of the information systems, data, 
content or applications that you deploy and manage for purposes of collecting and 
transmitting metric data.  

• Network Security: The security of the networks over which you have administrative 
level control. This includes, but is not limited to, maintaining effective firewall rules, 
exposing only communication ports that are necessary to conduct business, locking 

down promiscuous access, etc.   

• Security Monitoring: Detection, classification, and remediation of all security events 
that are isolated with your systems, applications, data, or content, surfaced through 
vulnerability scanning tools. 

2.6 Data Privacy 

The Service Offering collects data directly from the mobile apps and/or devices involved in the 
delivery or receipt of the Service Offering, such as configuration, performance, usage and 
consumption data, for the purposes of improving VMware products and services and your and 
your users’ experiences. To the extent that any of this data is considered personal data under 
applicable data protection laws, the data will be treated in accordance with the VMware Privacy 
Policy. The Service Offering’s SDK does not collect any personally identifiable information from 
the mobile apps and/or users’ devices. All data is stored on the Service Offering’s cloud that is 
hosted on AWS behind VMware’s firewall 

ttps://www.vmware.com/help/privacy.html
ttps://www.vmware.com/help/privacy.html
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In connection with the operation of the Service Offering, VMware collects data regarding a 
customer’s use of the Service Offering (“Customer Data”) and App Users’ use of the Customer 
App(s) (“App User Data”). VMware has the right to use, reproduce, and distribute the Customer 
Data and the App User Data in connection with your use of the Service Offering. VMware also 
has the right to use, reproduce, and distribute Customer Data and App User Data when it is 
aggregated with other information and not specifically identifiable to you or to any App User 
solely for the purpose of publishing industry reports on various metrics of interest (including, 
without limitation, crash percentage rate between iOS and Android and latency issues with 
particular carriers). As used in this Service Description, “App User” means a user of the 
Customer App(s). “Customer App(s)” means the customer’s mobile applications identified in the 
relevant Order. 

Data Collection by Google Analytics 

The Service Offering utilizes Google Analytics to collect data directly from any browsers used to 
view or receive the Service Offering. The data collected and inferred is used by VMware to 
diagnose and improve its products and services and to fix issues. Further information on how 
Google collects and uses this data when you use the Service Offering can be found at: 
www.google.com/policies/privacy/partners/. This data collection is made possible by the use of 
cookies. Detailed descriptions of the types of cookies we use can be found in the VMware 
Privacy Policy and policies linked from that Privacy Policy. More information on how to choose 
whether to accept certain cookies used by VMware websites and solutions can also be found 
from that link. You agree to provide the information in this paragraph to all end users of the 
Service Offering. 

Deletion of Data 

Upon your request, all personal data in any Content in VMware's possession will be deleted 
from VMware’s primary database and (if applicable) back-up database, except to the extent 
VMware is required by applicable law to retain some or all of the personal data (in which case 
VMware shall implement reasonable measures to isolate the personal data from any further 
processing). 

3. Business Operations 

3.1 Ordering and Invoicing 

Ordering 

The Service Offering is available in a one-year subscription; fees are paid upfront for the entire 
year. See your VMware sales representative for details regarding the Service Offering, Orders 
for the base subscription, and any add-on SKUs. 

Additional production applications and events may be purchased at the time of the initial order 
or through the My VMware portal at any time during the Subscription Term. Orders may also be 
placed for additional capacity manually with VMware or through the same VMware authorized 
reseller you used for the initial purchase. Additional terms and fees may apply to such additional 
services. The additional capacity or services purchased pursuant to those orders will be 
coterminous with the Subscription Term set forth in the initial Order. 
  

https://urldefense.proofpoint.com/v2/url?u=http-3A__www.google.com_policies_privacy_partners_&d=DwMGaQ&c=uilaK90D4TOVoH58JNXRgQ&r=wJcaoW-UH7TYXme5smiJNX5CvvJ08RkQpV4UU4DwB8A&m=xX5ySYqyJcy0STTmOYgkB2PgxPSyZEfu8dwahaZT0YQ&s=ltF1CBcNyDwkxT-yMQ04Ew65qmY_-guy57h92ta1YhQ&e=
ttps://www.vmware.com/help/privacy.html
ttps://www.vmware.com/help/privacy.html
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Changes to the VMware authorized reseller associated with an Order may be made at the time 
of renewal by placing a renewal order directly with your VMware representative or through your 
new VMware authorized reseller 

Invoicing 

When you purchase the Service Offering directly from VMware, VMware will invoice you for all 
ordered services within thirty (30) business days after the beginning of each Billing Period. 
When you purchase the Service Offering through a VMware authorized reseller, the reseller will 
invoice you as mutually agreed between you and the reseller. As used in this Service 
Description, “Billing Period” means the period for which you are billed for use of the Service 
Offering. The first Billing Periods begins on the provisioning of your instance of the Service 
Offering, unless otherwise specified in this Service Description. 

3.2 Metered Usage  

The Service Offering will track the number of events being sent from mobile apps which have 
integrated the Service Offering’s SDK. VMware is not responsible for the event data rate at 
which you transmit your data. Data transmission, after hitting the upper limit of total number of 
events purchased, may be throttled and blocked, and may not be reflected on the Service 
Offering’s console / dashboard. A customer can purchase more events by purchasing add-on 
SKUs for additional events. 

3.3 Renewal 

Unless you notify us at least 30 days prior to expiration of your Subscription Term, your 
subscription to the Service Offering will automatically renew. VMware reserves the right to not 
renew any subscription at the end of its term, in which case we will notify you 30 days prior to 
the end of the Subscription Term. Renewal options for each Order may be selected using the 
My VMware administrative portal. Consult with your VMware sales specialist for details on 
renewal. 

3.4 Suspension and Re-Enablement 

If your access to the Service Offering is suspended as set forth in the Terms of Service, 
VMware may restrict access to account and mobile app data as well as stop collecting and 
processing information from the SDK. VMware will retain your Service Offering instance with 
configurations and data intact until the issue is resolved or the Agreement expires or is 
terminated. Re-enablement of your access to the Service Offering will be initiated promptly upon 
resolution of the issue that led to suspension. Suspension does not suspend your financial 
obligations with regard to the Service Offering nor does it extend the end date of your 
Subscription Term. 

3.5 Termination 

Termination of your instance of the Service Offering will result in permanent loss of access to 
the Service Offering, and VMware may delete all metric and account data pursuant to applicable 
VMware policies. Data from a terminated subscription account will be deleted within 90 days of 
the termination date. VMware may retain any anonymized or hashed data. This Service Offering 
is not eligible for early termination. 
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