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executive Summary
Reliable messaging services help IT deliver the service levels 
and capabilities demanded by end users, while helping orga-
nizations reduce their TCO through areas such as server and 
site consolidation. Deploying Exchange servers has become 
both more reliable and cost intensive with the introduction of 
Microsoft Clustering Server and Exchange Server �00�. The ad-
ditional hardware required, along with more stringent require-
ments for the type of hardware used, has driven up costs in 
the data center for procurement, deployment, and energy use. 
VMware virtual machines vastly reduce costs on all these fronts. 
With the use of VMware® ESX Server, Exchange servers can be 
deployed with reduced hardware, on a uniform virtual platform 
that allows for dynamic resource allocation without compromis-
ing performance or reliability.  Furthermore, virtual machine 
templates allow faster deployment and a consistent framework 
for applications.

Introduction
Virtualization of electronic messaging services in large organiza-
tions has become increasingly popular with mission-critical 
systems, and is becoming more vital to the conduct of ongoing 
business. The ever-growing requirements for higher service 
levels, varied delivery mechanisms, and newer ways to collabo-
rate have led to increasing demands on messaging systems. 

Similar to other information technology services, messaging 
services often evolve in a piecemeal fashion; therefore, deliver-
ing and managing these services can be a challenge for many 
IT organizations. In addition, inconsistencies in configuration 

running Microsoft exchange Server in a Virtual Machine  
Using VMware eSX Server 2.5

guidance for different server products, and “creativity” on the 
part of integration partners and system administrators in trying 
to resolve these inconsistencies can result in higher imple-
mentation costs, unreliable architectural integrity, and added 
difficulties in maintaining custom solutions.

Problem Statement
Most organizations today depend upon a solid communica-
tion infrastructure that is highly available and inexpensive to 
operate. IT infrastructure in large organizations is often complex 
and difficult to manage, making messaging services a challenge 
to deliver. Pressure is increasing from “clients,” departments, and 
partners that depend on these services—particularly for the 
companies that depend upon a �4x7 email access.

This white paper provides lab-tested guidance for implement-
ing an enterprise messaging system using Microsoft Exchange 
messaging products and VMware ESX Server �.5. References are 
made to partner products and technologies. The paper provides 
referential and prescriptive guidance to enable a customer or 
solution provider to adequately plan, build, deploy, and operate 
an enterprise messaging system that results in the following 
benefits to an organization:

• Availability to meet the service level agreements (SLAs)

• Security to meet the business requirements

• Scalability to meet the projected business volumes

• Predictable and reliable performance from pre-tested imple-
mentations

• Reduced implementation time, cost, and operational risk, 
leading to a faster time to benefit

This white paper assumes that the reader is familiar with imple-
menting Microsoft Exchange messaging products.  References 
are made to other VMware ESX best practices, benchmarking, 
and performance and resource management white papers 
which are available on the VMware Technology Network: http://
www.vmware.com/vmtn/resources/esx_resources.html.   
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Introduction to Microsoft exchange Server 
2003
Microsoft Exchange Server is offered in two editions:

• Exchange Server �00� Standard Edition is designed to meet 
the messaging and collaboration needs of small and medium-
size corporations. With Exchange Server �00� Standard 
Edition, you get: 

• Exchange Server �00�.

• The flexibility to be configured as a Microsoft Office 
Outlook Web Access front-end server.

• Mailbox stores and public folder stores that are each lim-
ited to a maximum of 16 gigabytes (GB).

• Recovery Storage Group.

• Exchange Server �00� Enterprise Edition is designed for large 
enterprise corporations and enables you to create multiple 
storage groups and multiple databases. Exchange Server 
�00� Enterprise Edition provides an 8-terabyte (TB) public 
folder store that eases the constraints on the amount of data 
that a single server can manage. With Exchange Server �00� 
Enterprise Edition, you get:  

• All the features and products included in Exchange 
Server �00� Standard Edition.

• Database size limited only by your hardware (with a 
maximum size of 75TB).

• Multiple databases per server. 
• Clustering support for four nodes on Microsoft 
Windows �000 Advanced Server or eight nodes on 
Microsoft Windows Server �00� Enterprise Edition.

Accessibility options with Exchange are shown in Figure 1.

Figure 1: Secure, flexible options for connecting to Exchange Server 2003
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VMware ESX Server Architecture
ESX Server transforms physical systems into a pool of logical 
computing resources. Operating systems and applications are 
isolated in multiple virtual machines that reside on a single 
piece of hardware. System resources are dynamically allocated 
to any operating system based on need, providing mainframe-
class capacity utilization and control of server resources.

ESX Server simplifies server infrastructure by partitioning 
and isolating server resources in secure and portable virtual 
machines. ESX Server enables server resources to be remotely 
managed, automatically provisioned, and standardized on a 
uniform platform. Advanced resource management controls 
allow IT administrators to guarantee service levels across the 
enterprise. ESX Server runs directly on the system hardware to 
provide a secure, uniform platform for deploying, managing, 
and remotely controlling multiple virtual machines. 

 Microsoft Best Practices for Exchange Server Deployment 
Microsoft recommends a clustered Exchange environment to 
gain high availability. There are two supported methods of clus-
tering: scale-up, and scale-out. The scale-up solution requires 
the building of both an active and a passive node for each 
Exchange cluster within an organization. This solution requires 

rarely-used, redundant hardware to be constantly running in 
case of failure. The passive cluster is used only when an active 
node has failed. With the introduction of Exchange Server �00�, 
Microsoft advocates a scale-out rather than a scale-up cluster-
ing solution. In the scale-out approach, each cluster contains 
multiple active nodes and one passive node. If any one node 
fails, the passive node is able to take over. Subsequent failures 
within the cluster are difficult to deal with if repairs are not 
made to the fallen node. The primary benefit of this solution 
is allowing for failover without over committing hardware 
resources. 

VMware as an Alternative

VMware software can accomplish the high availability goals with 
fewer servers than a scale-out solution, and at the same time 
offer the same amount of protection as a scale-up model. As an 
alternative to the Microsoft-recommended scale-out solution, 
the VMware solution  can use two servers each containing both 
a passive and an active node virtual machine. This scale-out 
alternative is more robust as it does not rely on a single passive 
node to cover multiple active nodes within a cluster to create a 

Figure 2: Typical Microsoft Exchange architecture for large enterprises.
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scale-up solution. This allows VMware users to scale up without 
any of the hardware penalties that the Microsoft scale-out 
solution tries to avoid. 

Figure � below shows how an eight-node cluster can exist 
within the confines of four physical servers without sacrificing 
redundancy. In performance numbers obtained by VMware, 
this scale-up solution supports over 6000 users. Each Exchange 
cluster is assured uptime by having a redundant server residing 
on another ESX Server machine. A similar Microsoft solution 
that provides scale-out capabilities requires five physical servers. 
In order to scale up and provide the same level of redundancy 
that this server provides, an organization must purchase as 
many servers as there are virtual machines. In the example 
below, the scale-out solution requires eight physical servers if 
VMware ESX Server is not used.

A Hybrid Solution

Another approach is a hybrid solution. In this solution, all 
active nodes are physical boxes while all passive nodes are 
virtual machines on a single host. This setup provides as 
much redundancy as a scale-out solution.

Advantages and Disadvantages of Virtualized 
Exchange Solutions on ESX Server 2.5
The benefits of the VMware solution include:

• Savings on hardware when compared with both scale-up 
and scale-out models

• More robust than the standard Microsoft scale-out 
solution

• Dynamic resource allocation and management

• Faster deployment by use of Windows Server virtual 
machine (VM) templates

• Easier remote administration through VirtualCenter and 
Remote Console

Issues with the VMware solution include:

• Over-utilized Exchange Server systems (with more than 
60 percent of the CPU is use) are not good candidates to 
host secondary virtual machines

• VMware ESX Server �.5 does not support more than two 
nodes per cluster

To ensure that the architecture of your Exchange infra-
structure is appropriate for your needs, VMware strongly 
recommends that you perform simulated load testing on 
Exchange VMs under real-world conditions. This approach 
will give you the most valid possible metrics for your sizing 
calculations as you design and test your configuration.

Figure 3: VMware Exchange and email archiving infrastructure
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Deployment Options
Deployment options depend on the level of the messaging tier 
to be virtualized.  First, you need to understand the levels of the 
Exchange messaging tiers, summarized in the table below.

Many of these messaging tier components can be virtualized.  
The components of the first tier can all be virtualized and even 
combined on the same ESX Server system as the Exchange 
virtual server. 

Tier Description estimated availability Level1 

A first-tier messaging system has mid-level server-class hardware in all servers, a single-server 
advanced firewall solution, a single domain controller that is also configured as a global catalog 
server, a single server that is running Domain Name System (DNS), Exchange �00�, and Windows 
Server �00� correctly configured.

99% or higher

A second-tier messaging system meets the requirements of a first-tier system, and also 
includes multiple domain controllers, multiple DNS servers, a separate monitoring server, and an 
entry-level redundant array of independent disks (RAID) storage solution that is not on a SAN. 99.5% or higher

A third-tier messaging system meets the requirements of the second-tier system, and also 
includes a mid-range RAID storage solution using a SAN, and Network Load Balancing (NLB) 
implemented on front-end Exchange servers. 99.9% or higher

A fourth-tier messaging system meets the requirements of the third-tier system, and also 
includes a high-range RAID storage solution, a high-range SAN solution, backup and restore 
capabilities using Volume Shadow Copy service, and active/passive Microsoft Windows® 
Clustering (with multiple passive nodes), for all back-end Exchange servers.

99.99% or higher

A fifth-tier messaging system meets the requirements of the fourth-tier system, and also 
includes complete site failover (in the event of a site failure) through the use of a multi-site 
design that includes a geographically dispersed clustering solution. 99.999% or higher

 1Note that the estimated availability levels are untested in virtualized environments.

Hardware Configuration
The number of Exchange Mailbox users recommended for 
deployment in a virtual machine configuration varies, based on 
hardware and user requirements.

The following recommendation is a guideline for deploying 
virtualized Exchange environments:

• Although virtualized Exchange environments can be run 
in a dual-processor configuration, VMware strongly recom-
mends using a four-way machine for any virtualized Exchange 
deployment to eliminate the potential of scheduling and 
performance issues with Virtual SMP configurations.

• Assume the ESX Server system’s primary function is the 
Exchange messaging environment.

• The minimum CPU requirement for the ESX Server system 
running Exchange is a 900-MHz Intel Pentium II Xeon pro-

cessor. VMware recommends you use the fastest processor 
available at the time of deployment for best performance.  In 
addition, the CPU should have a large L� or L� cache.

• The number of users per uniprocessor virtual machine should 
not exceed 500.

• The number of users per Virtual SMP, dual-processor virtual 
machine should not exceed 1,000.  

• For systems with more than 1,000 users, the hardware on 
which ESX Server resides should be a four-way or greater.  
The number of users for all the virtual machines on one ESX 
Server system should not exceed �,000 to 4,000.

• Make sure you test the configuration using LoadSim in the 
customer test environment.

This configuration has been functionally tested. The specific rec-
ommendations vary depending on the customer’s messaging 
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environment.  Heavy usage in the messaging tiers as outlined 
on page 10 requires additional hardware, and the number of 
users on each ESX Server system should decrease as the load 
increases.

SaN architectures in Virtualized Microsoft 
exchange environments
The VMware File System (VMFS) is a simple, high-performance 
file system on physical SCSI disks and partitions. VMFS is used 
for storing large files, such as the virtual disk images for ESX 
Server virtual machines, and, by default, the memory images of 
suspended virtual machines. VMFS also stores the redo log files 
for virtual machines in non-persistent, undoable, or append disk 
modes.

 It is important to understand how a SAN works with 
virtualization. There are many terms for describing disks and 
disks arrays.  The term device can refer to the logical unit 
number (LUN) or the disk itself. Physical disks presented to an 
ESX Server system can reside either on local storage or on a disk 
array usually attached to a SAN.  A LUN is a three-bit identifier 
used on a SCSI bus to distinguish between up to eight devices 
(logical units) with the same SCSI ID.

When presenting physical disks (or LUNs) to an ESX Server 
system, you can create a VMFS device or present the entire disk 
(or LUN) to the virtual machine as a raw disk. In ESX Server �.5, 
VMware introduces the concept of raw disk mapping (RDM), 
which enables:  

• SAN replication software to run inside virtual machines as well 
as pass-through RDMs. 

Storage Group exchange Database VMFS Volume LUN raID Type for VMFS SaN array Cache Setting

First storage group Mailbox stores r RAID-5 Read/Write

First storage group Executive mailbox stores s RAID-5 Read/Write

First storage group Transaction log files t RAID-1 100% write

First storage group Network news (circular 
logging on)

w RAID-5 100% write

First storage group Transaction log files x RAID-1 100% write

First storage group Public folder stores y RAID-5 Read/Write

First storage group Transaction log files z RAID-1 100% write

Note: See EMC's best practice recommendations for SP Cache settings for Exchange.

• Backup offloading solutions so that ESX Server systems can 
be backed up more quickly without placing any load on the 
virtual machines or on the Service Console. 

ESX Server �.5 also allows redo logs to be added to raw disks.

When using “in-band communication array” based functionality 
from the virtual machine, a raw device must be presented to 
the virtual machine.  Raw devices allow applications to pass 
SCSI commands directly from the virtual machine to the array.  
Applications that need direct access to the array must use raw 
devices.

Proper layout of the Exchange databases on SAN devices is es-
pecially important in a virtualized setup.  Data management, I/O 
performance, and disk usage must be properly configured in 
order to have a successful Exchange deployment. VMware rec-
ommends you keep the virtual Exchange server’s database files 
and log files on different devices on the SAN, just as you would 
on a physical Exchange server.  A sample setup for a virtualized 
Exchange environment is as follows:

• Operating system -- C:\VMFS

• Application binaries -- D:\VMFS

• Application database -- E:\RDM

• Application logs -- F:\RDM   

 You can lay out an Exchange storage group on storage devices 
in a virtual machine using either VMFS or RDM devices.  The 
following suggested layout is recommended for the Exchange 
Server storage groups in the virtual machine:
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Software Configuration
To install Exchange Server �00� in a guest operating system, 
you must format the virtual disk partitions (VMFS or RDM) for 
an NTFS file system and not for a file allocation table (FAT). This 
requirement applies to the following partitions:

• System partition

• Partition that stores Exchange binaries

• Partitions containing transaction log files

• Partitions containing database files

• Partitions containing other Exchange files

To install Exchange Server in a guest Windows operating 
system, follow Microsoft’s recommended process for a new 
Exchange Server �00� installation.  The checklist below outlines 
the installation steps:

1. Verify that your organization meets the specified  
requirements.

�. Install and enable the required Windows services.

�. Run the DCDiag tool.

4. Run the NetDiag tool.

5. Run ForestPrep.

6. Run DomainPrep.

7. Run Exchange Setup.

It is recommended that you run the DCDiag and NetDiag tools 
on every server on which you plan to install Exchange Server 
�00�.

Exchange Server Deployment Tools
Exchange Server Deployment Tools are tools and documenta-
tion that lead you through the entire installation or upgrade 
process. At this time, VMware does not support the Exchange 
deployment tools.

Exchange Server 2003 Use Case: Design and 
Architecture at VMware 
VMware uses Exchange Server �00� in combination with 
VMware virtual infrastructure software to provides benefits 
to streamline production and provide high availability. The 
current VMware campus comprises three separate buildings 
at the main campus connected via a leased fiber optic line. All 
Exchange servers are located in one data center.  VMware’s mes-
saging load is typical for a company its size. The current VMware 
Exchange �00� infrastructure is composed of a single Exchange 
�00� messaging organization containing a single site. In this 
Exchange �00� site there are 16 Exchange �00� servers sup-
porting 1,5�� mailboxes.  The server breakdown is � bridgehead 
servers, 1 front end server, 4 two node active/passive clusters 
and � mailbox servers. 10 of the 16 Exchange servers are using 
hardware virtualization technology.

The corporate standard client configuration consists of 
Windows® XP Professional, Windows �000 Professional, and 
Microsoft Office Outlook Client.

When planning the migration of the VMware email and group-
ware software to a virtual infrastructure, VMware IT had the 
following objectives in mind:

• To test and improve the end-to-end virtual infrastructure 
solution for one of the more popular enterprise applications

• To consolidate Exchange Server, to reduce server mainte-
nance and administration costs and workload

• To improve messaging infrastructure availability

• To optimize use of storage

• To simplify the messaging infrastructure based on standard-
ized server and storage hardware

• To improve the recovery time in case of failure

• To significantly improve the end-user experience with mes-
saging services at VMware

VMware IT met all these objectives when it deployed Microsoft 
Exchange on top of a virtual infrastructure

Hardware Design and Configuration
When selecting the hardware for the Exchange infrastructure 
deployment, VMware IT looked for a combination of hardware 
support, availability, and price/performance. The equipment 
selected was chosen based on what was available at the time. 
The hardware configurations were as follows:

• Dell �650 �-processor servers with �.06GHz CPU, 1GB cache, 
4GB of RAM 

• RAID-5 local storage of 4.�6GB hard drives

• Redundant QLogic HBA cards
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• EMC Clariion CX�00 of 1GB, 50GB, and �00GB configurations 
were used for mailbox stores

• Legato email extender was used for archiving older messages 
with attachments 

• HP MSA storage was used for archived messages in conjunc-
tion with the Legato Email Archiver tool

• Nagios was used for hardware monitoring

ESX Server Configuration
VMware IT had deployed ESX Server version �.5:

• Hyper-threading is enabled on each machine

• Local storage contains the VMFS file system and the bootable 
disks of VMs

• Quorum disks for clustering

• Mail stores use ESX Server RDM technology and are located on 
the SAN.  

• Each ESX Server node has two VMs configured with two virtual 
CPUs.

Exchange Server Configuration
VMware IT selected Exchange Server �00� running on Windows 
�00� as the more robust enterprise product.  Each cluster of 
virtual machines supports two mail stores.  Each mail store can 
reach up to 80G while still delivering satisfactory performance.  
Each mail store maintains about 160 mailboxes. The perfor-
mance of the back-end Exchange Server system depends on 
the type and frequency of email transactions, as well as on the 
size of the mail store. For high availability, virtual machines are 
configured in inter-platform clusters using MSCS. Quorum disks 
and data on the shared network storage are mapped as raw 
drives.

Microsoft Support
For details on Microsoft’s support for Exchange running in a 
virtual machine, see Microsoft Knowledge Base article 897615.

Conclusion
VMware software, adopted by top organizations worldwide, 
quickly streamlines Exchange deployment while reducing 
hardware and maintenance costs. By deploying VMware 
software in your organization, you will be able to accelerate 
Exchange deployment completion, reduce cost and improve 
quality in ways such as:

• Reducing capital costs by 48% to 80%

• Increasing you IT efficiency and effectiveness by more than 
50%

• Reducing the amount of hardware required, thus reducing 
server sprawl. 

• Immediately realizing cash savings from reduced operational, 
space, power and support needs
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