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Introduction

VMware Mirage™ is a unified image management solution for physical desktops, virtual desktops, and mobile
devices. Mirage is available as a standalone product and as an integral part of VMware Horizon® 6.

This reviewer’s guide enables you to evaluate VMware Mirage.

Audience

The VMware Mirage Reviewer’s Guideis intended for prospective IT administrators of Mirage and media
reviewers of the product.

What You Will Learn

The VMware Mirage Reviewer’s Guide introduces you to Mirage and its features and gives you hands-on
exercises to evaluate the product. Topics addressed include:

* What is VMware Mirage?

* Key features

» Packaging and licensing

* Components and architecture
* Installation and configuration

* Hands-on evaluation exercises

Navigating This Document for Mirage Use Cases

You can navigate directly to descriptions of key Mirage use cases and the hands-on exercises.
» Backing up a desktop with Mirage

* Operating system migration

* Using Mirage for desktop recovery

+ Using Mirage to work with base and application layers

Note: The term desktop is used in this guide to refer to a desktop computer, laptop computer, virtual machine
as in a bring your own device (BYOD) with VMware Fusion® Pro, and virtual desktop through VMware Horizon
with View.

What Is VMware Mirage?

Mirage takes a new dynamic-layering approach to managing end users’ Windows PCs, Fusion Pro and VMware
Player Plus™ virtual machines, and persistent virtual desktops (full clones) in View.

IT manages layers that update the operating system and applications, while end users control their files, profile,
and other unmanaged applications.

IT can update their layers without affecting the user layers, and all layers are kept synchronized within the data
center when the user is online. In the PC use case, because Mirage leverages local computing, end users can
work online or offline and always enjoy full native performance.

This unique layered solution to desktop management and low-footprint architecture empowers IT to strengthen
how they perform key initiatives, such as Windows 7 or Windows 8.1 migrations, Windows image and
application management, PC management at remote branch offices, and desktop support and recovery.
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Mirage has the following primary features:

» Backups of user desktops - Mirage synchronizes the data center backup with changes to the endpoint.
Centrally stored desktop images and periodic endpoint snapshots enable IT to recover partial or full desktops
when needed.

» Data recovery - You can recover an endpoint at different levels, from applications and data up to a full system
restore.

* Layered desktop images - Mirage offers IT a layered desktop-image approach. Layering enables IT to control
parts of everyone’s desktop and to update or migrate desktops without overwriting user-installed applications
or data.

With Mirage, IT can reduce the time and money required to standardize particular layers of the desktop, back
up desktops, and handle planned migrations and unplanned desktop recovery.

Backups of User Desktops

Mirage desktop images are stored centrally in the data center. Users work on their local personal computers
with full use of native PC hardware capabilities. Execution is local to the PC, and end users can work online or
offline. They are not tied to any network. User data and settings and user-installed applications are persistent.

The Mirage client installed on each endpoint enables Mirage to synchronize the data center backup image with
changes to the endpoint. Mirage uploads snapshots of endpoints to the data center while users work without
interruption. When a user is disconnected from the network, user changes to the endpoint are flagged for
upload when the user reconnects.

Data Recovery
The layering technology in Mirage provides the following desktop recovery options:

* Entire device (OS, applications, user data, and profile)
» Only applications, user data, and profile
* Only user data and profile

Layered Desktop Images

Layers are logical divisions of Mirage desktop images and are useful for creating standardized desktop
configurations. IT can choose to create desktop layers. Each desktop receives a base layer, a driver library, and
one or more application layers (with the operating system, system software, and standard applications). You
can create different base layers for specific sets of users. You can also create multiple application layers to
distribute to different sets of users. Users can receive multiple application layers.

IT assigns base layers and application layers to endpoints and updates these layers with patches and new
content as needed. Endpoints do not receive layer updates continually. Instead, IT initiates and schedules layer
updates. IT has total control over the content, assignment, and deployment of base and application layers.

Depending on IT policies, users can control their own data and settings and install their own applications on
their endpoints. This personalization exists side by side with IT-controlled base and application layers.

Layers are used in the migration of endpoints from one Windows version to another, such as from Windows XP
to Windows 7 or Windows 7 to Windows 8.1, and in the migration of desktop images to new hardware.

For more information, see Layered Desktop Images.

Interaction Between Endpoints and Data Center Desktop Images
IT can choose when to download layer updates—changes that IT makes to base and application layers—to
endpoints.

Changes to endpoints are automatically uploaded to the data center to keep desktop images synchronized with
endpoints. These changes include user changes to endpoints and layer updates initiated by IT.
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Figure 1: Mirage Uploads and Downloads Updates Between Endpoints and Data Center Desktop Images

Mirage efficiently manages uploads and downloads between endpoints and data center desktop images.
Mirage is designed for WANSs. It compresses all transferred data and deduplicates data in storage and during
network transfers. Data is stored once, and Mirage only transfers data that is not present at the destination.

How Is Mirage Different from a PC Lifecycle Management Tool?

Personal computer lifecycle management (PCLM) is a process for managing a computer desktop from the time
of its initial procurement to the later stages of imaging, software application deployment, updates, patching,
monitoring, security compliance, and eventually to retirement. Many software tools exist on the market today
to automate these processes, including Microsoft SCCM, LANDESK, Symantec CMS, BMC Bladelogic, HP Client
Automation, and CA.

Mirage complements and extends your existing PCLM investment and processes. PCLM tools manage the
content of the PC image while Mirage manages the building and deployment of the image. The dynamic-
layering technology of Mirage enables IT to easily migrate user data and profiles, greatly reducing help desk
support costs and end-user downtime.

You can perform an in-place OS migration for end users by deploying a new OS base layer with compatible
applications built in. The base layer upgrades each local OS to the new OS, but does not delete or overwrite
users’ personal files or profiles.

Mirage offers other time and cost savings with its hardware refresh and application layering functionality. With
a hardware refresh, you can move the user experience (OS, personal files, profiles, and applications) from one
device to another. You determine whether to update the OS and applications during the refresh.

Additionally, you can smoothly update end-user applications by applying application layers whenever needed.
The automated snapshot feature that Mirage provides facilitates a quick full-system recovery in case of a
failure.
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VMware Horizon 6 Components

Mirage is a component of Horizon 6 and an essential element of the VMware end-user computing vision. The
Horizon 6 components enable IT to deliver virtualized and remote desktops and applications through a single
platform to end users. These desktop and application services, including Remote Desktop Session (RDS)-hosted
apps, packaged apps with VMware ThinApp®, software-as-a-service (SaaS) apps, and virtualized apps from
Citrix, can all be accessed from one unified workspace across devices, locations, media, and connections.

VMware Workspace™ Portal gives end users a central portal to access all their business apps on any device,
meeting the needs of an increasingly mobile workforce. Workspace provides secure, policy-based single sign-on
for data, applications, and View virtual desktops. Any endpoint managed by Mirage can access Workspace.

ThinApp creates virtual application packages for placement on Mirage-managed desktops, on View virtual
desktops, in the Workspace application catalog, or directly on physical and virtual machines.

View manages virtual machines in the data center and remotely displays virtual desktops on endpoint devices.
Execution is on the virtual machines stored in the data center. View is ideal for managing highly standardized,
stateless virtual desktops in a call center or “follow-me desktop” implementation. Hospitals, public kiosks, and
military outposts are all excellent use cases for View. In these implementations, users tend not to have personal
computers and access their desktops from thin or zero clients, tablets, or smartphones. On these devices,
VMware Horizon Client™ provides access to the View desktop. Users can also access View virtual desktops
through an HTML5 browser without Horizon Client installed on the endpoint.

Mirage fits into the Horizon 6 vision by providing centralized image management for physical, virtual, and

BYO devices. Mirage complements the View solution. You can use Mirage for customizing and managing
physical desktops and keeping endpoint changes synchronized with backup desktop images in the data

center. Execution of operations is local to the endpoint, so users can take the PC offline. User personalization is
integral to the desktop image. Mirage is ideal for handling persistent, personalized physical desktops and virtual
machines.

View Mirage
Virtual Desktops Desktop Images

Central
Management

Central
Management

Central
Execution

Efficient Efficient LAN

remote and WAN

protocol delivery and
caching

Local
Execution

N

&
View Clients on a Variety of

Physical or Virtual Computers Corporate-owned devices
Personal devices

Windows, Mac, and Linux computers
Thin and zero clients
Mobile devices

Figure 2: Comparing Central and Local Operations for View and Mirage
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Mirage fits these use cases:

» Mobile and laptop users - Users can be offline, but their desktop images are stored in the data center. When
the user reconnects to the network, endpoint changes are uploaded to the desktop image in the data center.

* Remote and branch office users - Mirage branch reflectors efficiently download layer updates from the data
center to remote endpoints.

» Power users with their own preferred applications - User-installed applications are backed up as part of the
desktop image. IT can customize and centrally manage different application layers for subsets of users who
use the same applications.

Mirage

((( 0

Centrally managed
desktop-image layers
downloaded to user devices

Data center-hosted
virtual desktops

- “ - v‘
o G
5! N
Data is secure in the data center Offline flexibility

Remote and roaming access Native device performance

Central desktop image is updated with endpoint changes

.

< )

8w

Thin and zero Tablets and Windows Laptops Mac desktop Linux desktop

clients smartphones desktop PCs disconnected from computers computers
the network

Figure 3: Mirage and View in the VMware End-User Computing Vision

As shown in the figure, View is for remote viewing of centralized virtual desktops from a variety of endpoints.
Mirage is for backing up and managing IT-customized layers on the endpoints. On non-Windows physical
computers, such as Mac OS and Linux, Mirage can manage Windows virtual machines created with Fusion Pro.
Mirage can also manage Windows virtual machines created by VMware Workstation™ or VMware vSphere®.
Additionally, Mirage can manage full-clone, persistent virtual desktops in View by updating images to those
virtual desktops without losing personalization settings and data.
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Key Mirage 5.0 Features

Mirage specializes in the following features:

* Centralized desktop backup

* Recovery of user endpoints

* Operating system migration

* Hardware-refresh migration

* Layered desktop images

* Application layering

* Branch-office desktop management

» Reduced help desk burden for desktop management
Click a feature above for details, or you can proceed to the next section, VMware Mirage Packages and
Licensing.

VMware Mirage Packages and Licensing

You can obtain Mirage by purchasing the Mirage bundle, VMware Horizon Advanced Edition, Horizon Enterprise
Edition, or the Mirage Windows Migration package.

Mirage Bundle
The Mirage bundle includes the following components:

* Mirage
* Fusion Pro (VMware Fusion® + Player Plus)
» Workstation

Note: The Workstation license included in the Mirage bundle is for administrative use only. It is not for creating
virtual machines for end users. Workstation is a recommended platform for IT to capture and build ThinApp
virtual applications.

With Fusion Pro installed on a Mac, you can create Windows virtual machine endpoints for use on Mac,
Windows, and Linux computers. You can then use Mirage to manage backups of these virtual machine
endpoints. You can also create virtual machines to use as Mirage reference machines.

The Mirage bundle offers the following license options:
* Per named user
* Per device

Each product included in the Mirage bundle is also licensed with both the per named user and per device
options.

A six-month subscription license exclusively for OS migration is also available. See Mirage Windows Migration
Package.

You can obtain a 10-license trial or evaluation version of Mirage. The Mirage software license is separate from
the software installers and is installed only on the Mirage Management server. You do not need to install a
license for each Mirage server.

Note: Reference machines—where you create base layers and application layers—do not consume licenses. An
archived desktop image with no synchronized endpoint also does not consume a license.
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Horizon 6
Horizon 6 is available in the following editions, all of which include the components required for an end-to-end
virtual desktop deployment. Mirage is included in the Advanced and Enterprise editions.

* Horizon View Standard Edition - Simple, powerful virtual desktop infrastructure (VDI) with great user
experience.

» Horizon Advanced Edition - Cost-effective delivery of desktops and applications through a unified workspace.

* Horizon Enterprise Edition - Desktop and application delivery with closed-loop management and automation.

FEATURE VIEW ADVANCED ENTERPRISE
STANDARD

Cloud Automation

Design and automate workflows (VMware v
vCenter™Orchestrator™ + Desktop Plug-In)

Operations Management

Operations dashboard - Health monitoring v
and performance analytics (VMware vRealize™
Operations Manager™ for Horizon)

MANAGEMENT

Capacity management - Planning and v
optimization (vRealize Operations Manager for
Horizon)

Storage

Virtual storage (VMware Virtual SAN™ for v v
Desktop)

Applications

Application catalog (XA, RDSH, Saas, (4 v
ThinApp)

Application virtualization (hosted apps)

AN

Application packaging (ThinApp) v

AN
AN

Desktop Infrastructure

Image management for physical desktops
(Mirage + Fusion Pro)

INFRASTRUCTURE

Image management for virtual desktops
(Mirage for View)

Virtual desktop infrastructure (View) v

A NI N U N
SN X X

Cloud infrastructure (vSphere Desktop and v
VMware vCenter™ Desktop)

Table 1: Horizon Components per Edition
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Mirage Windows Migration Package
You can purchase a Mirage Windows Migration package for a six-month term per device. You can perform the
following with this package:

* Migrate a PC from Windows XP or Windows Vista to Windows 7
* Migrate a PC from Windows 7 to Windows 8.1 or 8.1 Update 1
* Migrate a Windows 7 user to Windows 7, 8.1, or 8.1 Update 1 from an old PC to a new PC (hardware migration)

You can complete migrations across the network, as you can with the full Mirage product. The package includes
assessment reports. Licensing for the Mirage Windows Migration package is per named device for a six-month
period. The minimum purchase is for 10 devices.

For more information, contact your VMware sales representative or partner representative.
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Architecture and Components

This section provides a general overview of how Mirage works and its components and architecture.

How Mirage Works

Mirage is not only a backup tool but also a mechanism to maintain IT-controlled desktop elements. IT can create
and manage standardized desktop layers, yet preserve user data and settings on the endpoints. IT can create
one or more base layers, which consist of the operating system, system software, and core applications. IT can
also create supplementary application layers for distribution to various groups of users. End users perform daily
activities on their own PCs and maintain personal settings and data. Mirage incorporates both the IT-managed
and the user-controlled elements into one desktop image, or backup, stored in the data center.

IT also can provision a driver library with the base layer, which detects and fixes broken or missing drivers on
endpoints.

You capture a base layer from an IT-configured reference machine in the data center. You can have as many
reference machines and base layers as needed, and you can capture as many application layers as needed.
You capture application layers from devices in a pending state. You assign these base and application layers to
endpoints.

If IT does not choose to standardize a base layer and supplementary application layers, the Mirage-managed
endpoint is backed up. The desktop image is stored in the data center for desktop recovery operations.
IT-managed layers are optional.

If you update your reference machine and want to deploy the changes to the endpoints, you can capture a new
base layer from the updated reference machine and assign it.

If you need new applications, you capture new application layers from pending devices and then perform an
update to the application layers.

After you assign a new base layer or update the application layers, Mirage replaces the image with minimal
downtime for the user and no travel to remote sites for IT. Update operations accommodate user activity on
the endpoint. Users remain productive and unaware of the update process. After a layer update, users are
prompted to reboot at a convenient time.

To activate an endpoint within Mirage, you install the Mirage client and centralize the endpoint (back it up) to
the data center.

Mirage takes periodic snapshots of the endpoint and stores them in the data center with the original backup
image. These snapshots capture incremental changes to the full desktop image and provide time-stamped
rollback points for restoring the desktop to a previous system state. The IT administrator has the option of
restoring user settings and files along with the IT-controlled elements of the desktop.

Mirage can coexist with your existing IT infrastructure. You can continue to use your electronic software
distribution tools, such as SCCM, to deploy individual applications to PCs, an application virtualization program
to encapsulate application packages, and application presentation tools such as XenApp. Mirage deploys
desktop images, not individual applications, and these desktop images can contain IT-controlled base and
application layers. Any changes to user-installed applications are backed up to the desktop image.
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Mirage Architecture

The Mirage server (or a cluster of Mirage servers) manages the desktop images in the data center and
orchestrates uploads and downloads between data center desktop images and Mirage-managed endpoints.

Storage in the data center contains the desktop images and the base and application layers. The Mirage
database contains pointers to the base and application layers and desktop images in storage and an inventory
of what is on the endpoints. The database catalogs the information while the storage contains the actual
information.

Each Mirage-managed physical or virtual computer has the Mirage client installed. The Mirage client
communicates closely with the Mirage server to synchronize the data center desktop image with changes to
the endpoint.

W S e e Storage
HUH !Ui HU, S F volumes
l ] ] i
. Mirage
Mirage Management
Console Server
Mirage
Servers

Mirage | PCs with
Database Mirage Clients
Load
Balancer
PCs with

Mirage Clients

PCs with
Mirage Clients

>

Figure 4: Mirage Clustered Deployment
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Storage Setup

Storage that is assigned to Mirage contains the centralized virtual desktops (CVDs, also referred to as desktop
backups), base layers, and app layers.

Mirage supports SAN, NAS, or local storage. The chosen storage must support alternate data streams where
appropriate.

On average, plan for 20-30 GB of space per user. Deduplication through Mirage usually saves 30-50 percent
in storage space. For storage savings of up to 25 percent, enable compression on the selected Mirage storage
volume.

If you have a large user base or want storage fault tolerance, set up multiple CIFS storage volumes. For more
information, see Deploying Multiple Storage Volumes in the VMware Mirage Administrator’s Guide.

Storage is optimized with global data deduplication at the file and block level. Mirage has additional
optimizations for Microsoft Outlook PST files.
Network Setup

WAN operations are optimized with Mirage. Only distinct bits of data are passed along the network, and all
transfers are compressed.

Network utilization with Mirage averages 15 Kbps of sustained communication from the endpoint, or about 50
Mb per user per day. You can throttle bandwidth on any router in your environment to ensure top performance.
Mirage supports quality of service (QoS) software.

The Mirage client dynamically adjusts bandwidth on the client side to ensure the best user experience. In
addition, end users can “snooze” any Mirage network operations, such as uploads of endpoint changes to the
data center.

Show Status

Tools

Snooze

Sync Now

11:10 PM
6/11/2014

o N

Figure 5: Choosing Snooze from the Mirage Client System Tray Icon
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Security Setup

You can globally enable SSL for all Mirage client-server communication. For details, see Setting Up the SSL
Certificate in Windows Serverin the VMware Mirage Administrator’s Guide.

To protect user data, Mirage uses NTFS on the server side so that regular Windows Security applies through
access-control-list object permissions. If you choose NAS instead, you can leverage vendor data security
tools and use them in conjunction with Mirage. For example, to configure NetApp NAS security to mimic pure
Microsoft NTFS permissions, see the VMware Knowledge Base article Configuring Mirage Storage security.

During backup and restore operations, Mirage uses the MD5 algorithm to ensure data integrity.
Mirage is compatible with

* Microsoft Encrypting File System (EFS)

* Microsoft BitLocker drive encryption

» Sophos SafeGuard hard drive encryption

» Other encryption technologies

This versatility enables you to decrypt on backup and re-encrypt on restore. If you are performing a Mirage
operation that modifies the master boot record (MBR), you must decrypt the data on the endpoint before
starting the operation. If you are performing an OS migration and your endpoint is encrypted with Sophos
SafeGuard Enterprise 5.5, you do not need to encrypt the endpoint. If you are using other third-party, full-disk-
encryption tools, you need to decrypt the endpoint before OS migration.

Server Clustering and Scalability

You can have up to 1,500 Mirage-enabled endpoints per Mirage server. The following table lists the suggested
configurations for virtual and physical Mirage servers.

VIRTUAL MIRAGE SERVER PHYSICAL MIRAGE SERVER
Maximum Supported Endpoints 1,500 1,500
with CVDs (backups)
Required CPUs on Mirage 8 vCPUs Dual Quad
server for CVDs
Required memory on Mirage server 16 GB 16 GB
for CVDs
Required local storage attached to 150 GB 150 GB
the Mirage server for the OS, Mirage
installation, and local cache

Table 2: Suggested Configurations for Virtual and Physical Mirage Server Instances

You can have as many Mirage servers in a cluster as you want, as long as the number of endpoints or CVDs
supported by that cluster does not exceed 20,000. This number can be a combination of physical and virtual
Mirage servers. All Mirage servers are managed by one Mirage Management server. A load balancer, or round-
robin DNS entry, is required to direct endpoint traffic to the Mirage servers.
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Mirage Components and Terminology

See Figure 4 for an architectural diagram of a Mirage deployment. Mirage has components in the data center
for controlling and managing all Mirage operations and objects:

» Mirage server

* Mirage Management server

* Mirage Console

* Database for Mirage

The file portal and driver library can reside on the Mirage server or on another server in the domain.
A Mirage client is installed on each endpoint.

To more efficiently manage Mirage updates to endpoints in remote offices, you can designate a PC Mirage client
in the branch office as a branch reflector.

The following subsections provide details about Mirage components and other terminology.

Mirage Server
The Mirage server controls all Mirage operations and objects. It manages desktop images (CVDs), base layers,
and application layers in the data center.

The local cache on the Mirage server stores commonly used data blocks. The server uses the local cache to
perform data deduplication over the WAN. When large files are transferred over the WAN, blocks are put into
the cache. The next time similar files are transferred, the Mirage server obtains the blocks from the cache
instead of transferring them over the network. The cache is best kept on fast storage: a local drive or SSD drive.

You can have a cluster of Mirage servers, which are managed by the Mirage Management server.

Mirage Management Server
If you have more than one Mirage server, the Mirage Management server controls and manages the Mirage
server cluster. The Mirage Management server is also the interface with the database and updates the database.

Mirage Console

The Mirage Console, previously named the Mirage Management console, is the Ul for the Mirage Management
server. Through the Mirage Console, the administrator manages the Mirage server deployment functions. The
Mirage Console is installed as a Microsoft Management Console Snap-In.

The Mirage Console provides wizards for easy administration of the following common Mirage functions:
» Centralizing endpoints

* Disaster recovery

* Assigning a base layer

» Capturing a base layer

* Windows OS migration

» Base layer provisioning

* Hardware migration

» Updating app layers

 Capturing app layers

You can access these wizards by selecting VMware Mirage > Mirage System > Common Wizards from the left
pane of the Mirage Console.
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Mirage Gateway
The Mirage Gateway provides end users secure communication to Mirage servers without using VPN
configurations. You deploy the Mirage Gateway outside the Mirage data center environment.

Mirage Web Manager

Mirage Web Manager is a Web-based tool that provides some of the same administrative capabilities available
in the Mirage Console. Administrators with either the Help Desk role or the Protection Manager role use Mirage
Web Manager to resolve endpoint issues.

Database for Mirage

The Mirage server components require a connection to a Microsoft SQL database. The database contains
pointers to the base and application layers and desktop images in storage, an inventory of what is on each
endpoint, and driver library information. The database catalogs information for the Mirage system. The actual
files of information are in storage.

Mirage File Portal

End users can view their folders and files within historical snapshots of their data center desktop image in the
optional Mirage file portal. Users can access their files through a Web browser from any device. Because these
files are stored in the data center, users can view their files even if the Mirage-managed endpoint is damaged or
lost. The files are read-only.

The file portal resides on a server within the domain. It can co-reside with the Mirage server.
For information on installing and accessing the file portal, see the VMware Mirage Installation Guide.

Driver Library

The optional Mirage driver library decouples the Mirage base layer from the hardware and enables IT to build
base layers that are agnostic to the hardware on the endpoints. The driver library detects missing or broken
drivers on endpoints and then fixes them. The driver library does not upgrade or take other action on existing
healthy drivers on endpoints.

The driver library is independent of the base layer and is applied to endpoints after you create the following
items:

* Folders containing device drivers
* Profiles for matching endpoints to device drivers

You import hardware-specific device drivers into the Mirage system and set up folders to organize the drivers.
You then create driver profiles.

The driver library must be on a server within the domain. It can reside on the Mirage server.
For more information, see Managing the Driver Library in the VMware Mirage Administrator’s Guide.

Driver Profiles

You create driver profiles when you set up a Mirage driver library. To configure the library, choose a set of
drivers and create rules that specify which hardware to apply the profile to by vendor and operating system
version.

During Mirage operations such as migrations, base layer updates, and centralization, the drivers are applied to
the endpoints according to the rules you set up for matching drivers to endpoints.
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Mirage Client
The Mirage client has a role in managing uploads and downloads between the data center desktop image and
the endpoint. The Mirage client helps in the following activities:

» Uploading endpoint changes to the data center desktop image
* Downloading IT layer updates to the endpoint

You install the Mirage client on all endpoints that you want to manage with Mirage. The client installs directly on
Windows systems. The Windows systems can be physical machines, such as desktops and laptops, and virtual
machines, such as Fusion Pro, Workstation, and vSphere virtual machines.

The Mirage client is less than 10 MB in size.

Branch Reflector

An optional branch reflector serves as a local Mirage update service for peer PCs in a branch office deployment.
Branch reflectors are more efficient at downloading IT layer updates and reduce bandwidth usage on the WAN.
If a branch contains a large number of endpoints, you could dedicate an endpoint as a branch reflector to
provide more resources to the upload and download processes.

Any Mirage-enabled endpoint can act as a branch reflector for peer-to-peer downloads at the remote office.
You can designate one or more endpoint devices as branch reflectors. No special setup, installation, or
infrastructure is required.

For more information, see Branch-Office Desktop Management.

Other Important Mirage Terminology
The following terms and concepts are useful to understanding Mirage:

+ Alarms

* App layers

* Assigned devices
* Base layer

* CVDs

» CVD collection

* CVD polices

* Endpoints

* Pending devices
+ Reference machine
* Rejected devices
* Roles

* Snapshots

Alarms

An open alarm icon in the Mirage Console or Web Manager indicates that a potential issue exists with a desktop
image. For example, the alarm could pertain to an endpoint that does not have enough disk space. Mirage
provides information about the alarm to help you determine which actions to take to resolve the issue.

App Layers

An app layer is a template for deploying one or more applications to specific Mirage endpoints. Creating an
app layer with a single application is often the best approach because you can update the application without
affecting other applications.
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To deploy specific applications to specific endpoints or groups of endpoints, you can capture and assign app
layers. However, if you want to provide all members of your organization access to the same applications, you
can include those applications in the base layer, and not create an app layer.

App layers require a base layer, but you can update the base layer and app layers on an endpoint
independently.

You can use the provided wizard to assign an app layer.

Assigned Devices
A pending device becomes an assigned device when an administrator or the end user activates it. Activating a
device centralizes it, and it appears in the Mirage Console as an assigned device.

By logging in for the first time, the end user activates the device automatically. In contrast, an administrator
activates the device manually. Administrators have control over the details of device activation that end users
do not have. For example, an administrator can select the CVD policy, determine on which volumes to place
CVDs, and decide whether to assign a base layer to the device.

Base Layer
A base layer is a template for deploying common desktop content to Mirage endpoints. The base layer includes
the operating system, service packs and patches, and core enterprise applications and their settings.

CVDs

The centralized virtual desktop (CVD) is the image backup of an endpoint. The end user performs daily
functions locally on the endpoint. All changes to the endpoint are backed up to the CVD. A Mirage-enabled
endpoint is not a remote display of the centralized desktop image in the data center.

The Mirage user interface uses the term CVD frequently. This guide echoes the usage of CVD for procedures
involving the user interface, but often substitutes the terms desktop image or backup in the description.

CVD Collection

You can group CVDs that share a logical relationship in a collection folder. For example, you can place all CVDs
of users in the Sales department in a collection folder named Sales. You can then perform an action, such as
updating a base layer or CVD policy, on all the CVDs in the collection at once.

CVD Policies

A CVD policy, or upload policy, consists of rules that determine which files and directories are uploaded from
the endpoint to the CVD. You can define your own CVD policies or use the policy provided with Mirage. You
need to specify the default CVD policy if you allow end users to activate their endpoints.

Endpoints
An endpoint is a physical or virtual machine on which the Mirage client is installed, enabling it to communicate
with a Mirage server. This is sometimes referred to as a Mirage-enabled endpoint.

Pending Devices
A pending device is a Mirage endpoint that has not yet been activated or centralized. This endpoint appears in
the Mirage Console as a pending device.

Reference Machines

A reference machine is an endpoint managed by an administrator and used to capture base layers. You need to
create a reference CVD for the reference machine before capturing a base layer from it. To capture a new base
layer or a new version of an existing base layer, you update the reference machine and upload the changes to
the reference CVD.

Rejected Devices

A pending device becomes a rejected device when you specifically reject it from the Mirage Console. The
Mirage server does not honor communication requests from rejected devices. You can view and reinstate
rejected devices at anytime.
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Roles

Roles are mapped to operations that users can perform with the Mirage Console or Web Manager. Typical
operations are managing CVDs, base layers, users, groups, and events, and viewing the dashboard and other
system information. You can use the Mirage Console to grant a role to one or more Active Directory (AD)
groups.

The Mirage server identifies users by AD group membership and assigns their matching user roles in the
system. Mirage provides predefined roles. You can also define roles to meet the specific needs of your
organization.

Mirage provides the following predefined roles:
* Mirage Console roles
- Administrator
- Desktop Engineer
- Helpdesk
* Web Manager roles
- Web Help Desk
- Web Protection Manager
For more information about managing user roles, see the VMware Mirage Administrator’s Guide.

Snapshots
Mirage snapshots are distinct from Mirage desktop images and virtual machine snapshots.

A Mirage desktop image (CVD) is a backup of the endpoint taken when the Mirage-managed endpoint is first
activated. Only one desktop image for each endpoint is stored in the data center. Mirage incremental snapshots
build on this foundational desktop image.

A Mirage snapshot contains only the incremental changes to the original desktop image since the previous
snapshot. The purpose of the snapshot is for rolling back the endpoint to a previous state, if needed.

Multiple endpoint snapshots are stored in the data center. Snapshots occur automatically and are taken at a
configurable interval. The default is every 24 hours, but you can configure whether snapshots are taken daily or
hourly.

By default, the number of snapshots retained are

 Zero hourly

* Seven daily

* Three weekly

 Eleven monthly

This means that you have

+ A daily snapshot to roll back to for the previous week

* A weekly snapshot to roll back to for the previous month

* A monthly snapshot to roll back to for the previous year
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You can configure the number of snapshots to take for the various intervals.
* Hourly snapshots kept per day

* Daily snapshots kept per week

» Weekly snapshots kept per month

* Monthly snapshots per year

By configuring the number of snapshots to retain at one-hour intervals, you are adding hourly snapshots to the
default daily snapshots.

[SystemConfiguration - |
Settings
Edit system settings
| Branch Reflector || Gateway Authentication I License |
| General [ CVD Auto Creation | File Portal [ USMT |
Snapshots: _.I

Number of snapshots at 1 hour intervals: I 0

Number of snapshots at 1 day intervals: I 7

Number of snapshots at 1 week intervals: I 3

Number of snapshots at 1 month intervals: I 11

Volumes:

Volume capacity - warning threshold (%): I 80

Volume capacity - critical threshold (%): I 95

Volume capacity check interval (seconds): I 60
Driver Library and USMT files volume: DefaultVolume

CVDs:

CVD size warning threshold (MB): I 51200 =l

oK Cancel

Figure 6: Default Configuration of Frequency and Retention of Snapshots

For more information, see CVD Snapshot Generation and Retention in the VMware Mirage Administrator’s
Guide.

Additional snapshots are taken
» Before a base or application layer update
» Before reverting to a snapshot

 Before a migration

* When an administrator manually invokes a backup using the Force Upload option for an endpoint available in
the Pending Devices pane

These extra snapshots ensure the ability to roll back to a critical desktop state. These snapshots are counted as
part of the number of daily snapshots retained.

When you monitor the endpoint, reference machine, and various Mirage Console panes, you might notice
upload events during a process that you have started. These processes are often the automatic snapshots taken
before major changes to the endpoint, such as a migration or a layer update.
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You might also notice automatic hourly incremental snapshots that Mirage takes for its own internal system use,
aside from your configured hourly or daily snapshots. Evidence of this upload of data from the endpoint to the
data center appears in various Mirage Console panes and in the detail window of the Mirage system tray icon
for an endpoint. You can see a record of these hourly incremental snapshots in Logs > Transaction Log.

[ Console Root
= @ wmaremrage | Transaction Log vmware
=] % Mirage Syste
7 conmon | —— D
2 Dashboa
Emﬂ“’: Page [r Jote > »
Sao| oo CVD Hame Tm Status | L Sz Com_ | B_ Start Time w
8 Archi| 10013 € -MCLIENTXP  Upload Incremental Changes @ Success 95 029 0 29/20136:34.08P_ 2/9/2013 6:34:39
g a Colle 10012 § -MCLIENT7-  Upload Incremental Changes @ Success 94 0.3 0 2/9%20136:32:19P. 2/972013 6:32:25
]
5 ?m; 10007 S -M71 Upload Incremental Changes @ Success 70 030 0 2/9/20136:24:24 P__ 2/9/2013 6:24.28
10018 -MCLIENTXP _Upload Incremental Changes @ Success 96 046 0 29201352911 P.  2/9/20135:29:17 )
5y Pend
- 10013 S -MCLIENT7-  Upload Incremental Changes @ Success 99 057 0 292013526:47P_ 2/9/2013 5:26:53
& ree
B B9 mage €| 10007 S -M71 Upload Incremental Changes @ Success 71 036 0 29201351944 P 2/9/2013 5:19:48
B Base | 10018 (& -MCLIENTXP Upload Incremental Changes @ Success 96 048 0 2/9/20134:27-18P_ 2/9/2013 4:27:25

Figure 7: Transaction Log Showing Automatic, Internally Used System Snapshots of the Endpoint

You might also be using virtual machine snapshots, which are different from Mirage snapshots. A virtual
machine snapshot is taken in Fusion Pro, Player Plus, or vSphere for the purpose of rolling back the virtual
machine to a prior state, if needed. It is used outside of Mirage to manipulate virtual machines. Multiple virtual
machine snapshots are stored in the virtual machine files.

Mirage Feature Details
The following list provides more information about Mirage features.

Centralized Desktop Backup

Mirage gives you centralized storage of desktop images, with execution of all desktop operations on the local
machine. Mirage manages the desktop image using a layered approach. Mirage can manage either physical
computers or virtual machines within physical computers.

For a hands-on exercise in backing up a desktop, see Working with Base and Application Layers.

Recovery of User Endpoints
Mirage takes snapshots of the user desktop, which enables quick recovery or rollback to a previous desktop
state. Changes to the endpoint are captured and periodically uploaded to the desktop image in the data center.

Other products require an all-or-nothing desktop restoration. Mirage offers the option of restoring specific
layers while preserving others. You can restore an endpoint to a previous snapshot without overwriting user
data. If a computer is stolen, damaged, or lost, you can restore the entire computer to a replacement device

or restore only selected layers. You can temporarily migrate a physical computer to a virtual machine until a
replacement device arrives. If the information on a computer hard disk is corrupted, you can overwrite the prior
information and restore the desktop image to the same device.

For a hands-on exercise in restoring a PC, see Data Recovery and Backup.

OS Migration

Mirage facilitates the migration process from one version of Windows to another. You do not need to use a
diverse set of incompatible tools to manually manage the deployment of new Windows OS images. Instead,
with Mirage, you use a migration wizard to automate in-place upgrades from one Windows OS to another, such
as Windows XP to Windows 7, or Windows 7 to Windows 8.1.

Note: References in this guide to Windows 8.1 also apply to Windows 8.1 Update 1.

You can even migrate users between physical and virtual machines during the Mirage Windows migration
process. IT orchestrates the migration from the data center. The procedure operates on many PCs at once, so IT
staff time is greatly reduced.
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PCLM tools typically require the endpoint to be out of operation during a migration from one OS version

to another. With Mirage, downloading the new version takes place in the background while users continue
working. When the download is complete, users reboot their endpoints, and the exchange of the OS versions
occurs. User downtime during a Mirage Windows migration is minimized and is typically only 30-60 minutes.

The migration can be “zero touch” for IT. IT usually does not need to boot individual endpoints, either locally or
remotely. Users can choose when to reboot to the new OS, or IT can have everyone reboot at once, such as at
the beginning of a work day.

During a migration, Mirage preserves user data and profile information, and IT can move this data to the new
OS. Users do not need to re-personalize their computers after the upgrade.

Note: When migrating from different Windows operating systems, such as from Windows XP to Windows 7,
data and profiles are migrated while user-installed applications are not. The reason is because applications that
are compatible with one Windows OS might not be compatible with another.

Mirage takes a snapshot of each system being migrated before replacing the contents of the desktop. You can
use the snapshot to roll back the computer to the previous Windows OS, if needed.

For a hands-on exercise, see Migrating to Windows 7 or 8.1.

Hardware Refresh

With Mirage, you can conveniently migrate all user settings and data to new devices during hardware refresh
cycles. If the OS version is the same on the old and new devices, all user-controlled elements can be migrated in
full to new hardware. You can even restore a complete user desktop to a new make and model of computer.

The first step is to install the Mirage client on the new Windows computer. Then you use the Hardware Migration
wizard to download IT layers and user personalizations. This entire hardware migration process can be zero
touch—IT usually does not need to manually touch the endpoint to configure it.

Layered Desktop Images

Mirage divides the desktop image into logical layers. IT has the option of creating and managing standardized
layers that are stored in the data center and applied to user endpoints. Depending on IT policies, users can
install their own applications and add user data and settings to their endpoint PCs. Both IT-managed elements
and user-controlled elements are rolled into one Mirage desktop image in the data center.

IT can create base layers and application layers. A base layer includes the OS, system-level infrastructure
software (security products such as antivirus software, connectivity software such as VPN, and firewalls),
service packs and patches, and core applications and their settings. Core applications must have enterprise
volume licenses. Base layers are hardware-independent.

An application layer contains applications that IT wants to distribute to specific groups of users, such as to
different departments.
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The desktop image contains both the IT-managed layers and the user-controlled elements. IT downloads layer
updates to the endpoint. These layer updates and any user-initiated changes on the endpoint are uploaded to
the data center to fully back up the endpoint.

End-User
Controlled .
User-Installed Apps and Drivers,
| User Data and Settings
One App Layer
(Apps for One Subset of Users)
IT-Managed Another App Layer

(Apps for Another Subset of Users)

Base Layer
(Operating System, Infrastructure
Software, Core Apps)

Driver Library

Figure 8: Logical Layers of a Mirage Desktop Image

If IT wants to standardize a base layer and application layers, IT generates these layers, and the user PC is
updated with the layers. If IT does not generate these layers, users are in control of their own Windows OS
environment and applications, and the entire user-generated PC is imaged.

IT can use the desktop image layering approach for modular migration, restoration, and updating. You can
migrate, update, or restore each layer independently. For example, you can update the OS base layer but not
the application layers. Mirage preserves end-user files, personalization, and user-installed applications during
layer updates.

You can deliver patches by updating a base layer in the data center and deploying the updated base layer to
the endpoints.

For a hands-on exercise in working with base layers, see Working with Base and Application Layers.
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Application Layers

Application layering extends the base layer image management capabilities of Mirage. You can define and
capture layers containing only applications and deliver the application layers to Mirage-managed devices
independently of the base layer. One endpoint can receive multiple IT-defined application layers, and multiple
endpoints can receive the same application layer. Application layering reduces “gold image spraw!” by isolating
group-specific applications from the base layer. Using different application layers enables IT to maintain
desktop compliance across multiple lines of business.

Mirage application layering is a unique solution for packaging Windows applications and distributing them
to user endpoints. It does not require that applications be installed on the endpoints. Other deployment
mechanisms require that the applications are installed on each endpoint. This approach can result in
complications due to network connection issues, variable endpoint configurations, and users interrupting the
installation.

Application layers are deployed in the background at the file system and registry level. Users can continue
working with their existing applications while a new application layer is being deployed. A restart might be
required at the end of the application layer deployment.

Distribution of application layers uses the same technology as Mirage base layers. The download is WAN-
optimized to enable the following behaviors:

» Only new blocks of data are transferred to endpoints, and existing blocks of data are reused.
* Network disruptions and low bandwidth are automatically handled.
An application layer can contain the following kinds of applications:

» A single application, a suite of applications from the same vendor, or a set of line of business (LOB)
applications, such as for a specific department or group

* OEM applications (see the VMware Mirage Administrator’s Guide)
* Natively installed applications or ThinApp virtual application packages

* ThinApp packages can be either locally deployed in the application layer or streamed from a network
share using a user shortcut in the application layer. A shortcut in the application layer points to the virtual
application on a file share. For more information, see Table 3.

The following types of applications are not yet supported or not fully supported in application layers:
* Disk encryption software

» Kaspersky Internet Security

* Microsoft SQL Server

» Applications that make changes to the MBR or disk blocks

» Applications that deploy a system driver

It is a best practice to install the following applications in the base layer, not in an application layer:

» Windows security applications, such as antivirus, antimalware, and firewall

* Windows components and frameworks, such as .NET and Java

* Global Windows configurations and setting changes
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The following table describes the differences between natively installed applications and ThinApp virtual
applications in application layers.

NATIVELY INSTALLED APPLICATIONS THINAPP VIRTUAL APPLICATIONS
Behave the same as applications installed Behave the same as ThinApp packages or shortcuts placed
directly on the user endpoint. on the user endpoint. ThinApp packages run without

interaction with other native or virtual applications on the
desktop image.

Execute locally on the endpoint. Execute in virtual memory space, whether deployed locally
on the endpoint or streamed from a network share.

Do not require network access for execution. Require network access to the file share if streamed using a
shortcut in the application layer.

Table 3: Differences Between Mirage Application Layers for Natively Installed Applications and ThinApp Virtual Applications

The following table lists application components that can and cannot be included in Mirage application layers.

CAN BE INCLUDED IN MIRAGE CANNOT BE INCLUDED IN MIRAGE

APPLICATION LAYERS APPLICATION LAYERS

Updates and patches related to the installed Network components, such as personal firewalls and VPN
application virtual adapters*

Application customizations Windows licenses*

Global application configurations and settings User-specific changes and user accounts and groups (for
both local and domain users)

File and registry changes created by the OS components or OS-bundled applications, such as the
installed application, or a custom set of files NET framework, Windows updates, Internet Explorer,
and registry entries Windows Media Player, and language packs*

Kernel drivers Drivers installed in the Windows driver store**

COM objects

Global NET assemblies

Windows services

Shell extensions

Browser plug-ins

Table 4. Application Components That Can and Cannot Be Included in Application Layers

*You can, however, deliver these components in a base layer.

**You can include drivers with the Mirage driver library or by adding driver packages to the Windows driver
search path (DevicePath). You can also deliver drivers as part of the base layer.
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If conflicts occur between an application in the application layer and an application in the base layer, the base
layer application takes precedence over the application layer. For example, if Microsoft Word is in both an
application layer and the base layer, the Word settings in the base layer supersede the settings of Word in the
application layer.

For a hands-on exercise in working with application layers, see Using Mirage to Work with Base and
Application Layers.

Branch and Remote Office Desktop Management

Other products require that remote users connect to the data center to update their computers, but Mirage
permits local updates for remote users. In a branch or remote office, you can designate a local Mirage-managed
endpoint as a branch reflector to handle layer updates for local PCs. Peer Mirage-enabled endpoints can then
download layer updates from the branch reflector instead of from the Mirage server in the data center.

The branch reflector reduces bandwidth usage for the following downloads of IT-managed elements from the
data center:

» Base layer

* Driver library

* Application layers

* Microsoft User State Migration Tools (USMT) files

Instead of multiple endpoints downloading updated layers from a distant Mirage server over the WAN, the
branch reflector communicates with the Mirage server, downloads the differences between the data center
layers and the endpoint layers, and stores the data locally. The endpoints on the subnetwork that matches the
configuration of the branch reflector try to download IT-managed elements from the branch reflectors.

Branch reflectors can provide different sets of layer updates for different endpoints in the branch office,
including its own required layer updates. Branch reflectors are not used for uploads of endpoint changes to the
data center. This action is performed over the WAN, with optimizations to accommodate user activity.
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Mirage branch office implementations are efficient for software delivery (application layer updates) and for
Windows OS base layer migrations. The WAN handles only a single image, instead of multiple images.

PCs with
Mirage Clients

Base and application
layers downloaded
across the WAN to the

Branch Reflector
—4 Router
(_>§<_> WAN )3 * dard Mirage-enabled
- point designated
- irage Branch Reflector
Mirage
Serverin
Data Center Remote
Branch Office
(—) For layer updates within a Mirage
branch-office deployment, peer PCs | S /|
communicate only with the Branch Reflector %\]‘ PCs with
= Mirage Clients
H For layer updates within a Mirage \/

branch-office deployment, only the Branch
Reflector communicates with the Mirage Server

Figure 9: Layer Updates in a Branch Office Deployment

You use the Mirage Console to designate, enable, and configure a branch reflector. You can assign specific
values to individual branch reflectors. The default parameters are

» Default Maximum Connections - Maximum number of simultaneous endpoint connections to the branch
reflector.

» Default Cache Size in GB - Cache size allocated for the Mirage image cache in the branch reflector.

* Required Proximity in msec - If a ping from an endpoint to the branch reflector is not answered within this
time, the endpoint downloads from the Mirage server instead.

» Use Active Directory Sites - Whether to use Active Directory site information to determine which of several
available branch reflectors an endpoint should connect to. Mirage uses subnet and physical proximity
information from Active Directory to determine optimal connections.

» Always Prefer Branch Reflector - If a branch reflector is not close enough as determined by the Required
Proximity setting, this configuration requires Mirage-enabled endpoints to repeat the matching process until
a suitable branch reflector becomes available. If the Use Active Directory Sites setting is enabled, the Always
Prefer Branch Reflector setting makes use of Active Directory to find suitable branch reflectors. The endpoint
keeps pinging the branch reflectors until one is within the required proximity. Connection to the Mirage server
in the data center occurs only if no branch reflectors are defined. If the Always Prefer Branch Reflector setting
is not selected, and no branch reflector is available within the required proximity, the Mirage-enabled endpoint
connects to the Mirage server directly.
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The parameters for individual branch reflectors are
* Maximum Connections
* Cache Size in GB

» Additional Networks - Networks other than its own local subnets on which the branch reflector can service
Mirage clients

Connect the branch reflector to a switched LAN, not to a wireless network. The branch reflector needs enough
space to store the IT-managed layers for the various endpoint devices at the branch office.

For other branch reflector system requirements, see the VMware Mirage Administrator’s Guide.

Reduced Help Desk Burden for Desktop Management

Mirage enables Tier-11T staff to solve desktop problems with a few simple clicks on the Mirage Console without
the need for diagnosis or escalation. This is accomplished through the disaster recovery options, such as
reverting to a previous snapshot.
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Hands-On Evaluation Exercises for Mirage

This section walks you through
* The upgrade or installation of Mirage
* The preparation of the reference machine and test machines

* Implementing some key features so that you can experience and evaluate Mirage key features in a test
environment

If an exercise builds on another, information at the beginning of the exercise explains the connection.

To perform the hands-on evaluation exercises, you must first upgrade to or install Mirage 5.0. Also confirm that
you meet the system requirements.

* Preparation
- Operating System and Software Requirements
- Data to Gather Prior to Evaluation Exercises
- Download VMware Mirage Software
* Upgrading or installing
- Upgrading from Prior Versions of VMware Mirage
- New Installation and Configuration

After you perform the upgrade or installation, ensure that the following tasks are performed and requirements
met:

* Requirements for the Mirage Evaluation Exercises
* Preparing the Reference Machine and Test Machines

After you ensure that the requirements for the evaluation exercises are met and the appropriate machines are
prepared, your Mirage 5.0 evaluation environment is ready.

Performing the following exercises introduces you to the basic Mirage procedures:
Create a Reference CVD and Capture a Base Layer

Capture an App Layer (Optional)

Configure the Driver Library and Profile (Optional)

Centralize Endpoints

Migrate to Windows 7 or 8.1

Work with Base and Application Layers

Recover Data

Use the Mirage File Portal to Enable Users to View Files and Folders

© ® N o Uk~ W N

Create a CVD Policy for Layer Management

10. Manage Images with View Desktops

11. Work with the Mirage Gateway

For more information on these tasks, see the VMware Mirage Documentation.

For testing purposes, such as in this evaluation, you can install the Mirage components on one Windows server.
In a production environment, you must use several Windows servers to install the Mirage components.
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Operating System and Software Requirements

The following table lists the current operating system and software requirements. For the most current
information, check the VMware Mirage Release Notes and the VMware Mirage Administrator’s Guide.

Note: References in this guide to Windows 8.1 also apply to Windows 8.1 Update 1.

MIRAGE COMPONENT

PRIMARY REQUIREMENTS

INSTALLED COMPONENTS

Mirage server

*Windows Server 2008 R2
(Standard Edition), 64-bit
or
Windows Server 2012
(Standard Edition), 64-bit

*Domain membership

« NET Framework 3.5 SP1, 64-bit

*SQL database management
system (MS SQL Server 2008 R2;
Standard, Express, or Enterprise;
64-bit)

Mirage Management server

* Windows Server 2008 R2
Standard Edition, 64-bit
or
Windows Server 2012 (Standard
Edition), 64-bit

*Domain membership

NET Framework 3.5 SP1, 64-bit

Mirage Console

* Windows XP Professional with SP2
or SP3, 32-bit
or

*Windows 7 Professional or
Enterprise, 32- or 64-bit*

* NET Framework 3.5 SP1

*MMC 3.0 (see MMC 3.0 update is
available for Windows Server
2003 and for Windows XP)

Mirage client**

* Windows XP Professional with SP2
or SP3, 32-bit
or

* Windows 7 Professional or
Enterprise, 32- or 64-bit
or

*Windows 8.1

NET Framework 3.5 SP1

Reference machine

*Windows XP Professional with SP2

*Mirage client

or SP3, 32-bit +OS and applications must use
or volume licenses and be designed
* Windows 7 Professional or for multiuser, multimachine
Enterprise, 32- or 64-bit deployment
or *No applications that install
*Windows 8.1 and use
- Hardware-specific licenses
- Local user accounts or groups
*No software that uses a
proprietary update service; install
such software directly on
endpoints
File portal IIS 7.0 or later * ASP NET feature

+1IS 7.0 or later, with the IIS 6
Management Compatibility Role

WHITE PAPER / 33


https://www.vmware.com/support/pubs/mirage_pubs.html
https://www.vmware.com/support/pubs/mirage_pubs.html
http://support.microsoft.com/kb/907265/en-us
http://support.microsoft.com/kb/907265/en-us
http://support.microsoft.com/kb/907265/en-us

VMware Mirage 5.0 Reviewer’s Guide

MIRAGE COMPONENT PRIMARY REQUIREMENTS INSTALLED COMPONENTS

*The Mirage Console can also be on a Windows Server machine. The minimum configuration is Windows XP or
Windows 7.

*“*Turn off XP Fast User Switching mode if the computer is not an AD domain member. See How to Use the Fast
User Switching Feature in Windows XP.

Table 5: Mirage Operating System and Software Requirements

See the VMware Mirage Administrator’s Guide for details on
* Hardware requirements

* Storage requirements

» Database requirements

* Communication ports and protocols
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Data to Gather Prior to Evaluation Exercises

As you work through the installation, note the following information so that you can reuse it later during the
hands-on exercises.

SQL SERVER INFORMATION

Name given to your SQL Server:

SQL instance name (if not using the default):

MIRAGE CLUSTER STORAGE FOLDER

Storage folder (if remote storage, use UNC path):

MIRAGE SERVICES ACCOUNT INFORMATION*

Fully qualified name of account:

Password:

MIRAGE ADMINISTRATOR’S GROUP

Fully qualified name of administrator’s group (<domain>\<groupname>):

MIRAGE MANAGEMENT SERVER ADDRESS

IP address or host name:

MIRAGE LICENSE KEY (SERIAL KEY)

License key number (supplied separately from the software):

MIRAGE SERVER LOCAL CACHE FOLDER

Path and folder to local cache if different from the default:

Size of local cache:

*If you are using a standalone server with local storage, you do not need a dedicated Mirage services user
account. However, if you are mounting an NFS or CIFS share over a network, or you are installing the
optional file portal feature, you must set up a dedicated Mirage services account to access storage and the
database. The account must have
 Local administrator permissions on Mirage servers
* Read and write permissions to the database, with database creation permission
» Read and write permissions to relevant storage areas

Table 6: Information Needed During a Mirage Installation
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Download VMware Mirage Software

Download the licensed VMware Mirage software or the trial evaluation. Place each installer on the server where
you will create the Mirage component.

Upgrading from Prior Versions of VMware Mirage

If you are upgrading Mirage from version 4.0 or later to version 5.0, follow the instructions in this section. To
perform a new installation, see New Installation and Configuration. For more information about upgrading, see
the VMware Mirage Administrator’s Guide.

Upgrading to Mirage 5.0 involves upgrading the MSI file for each Mirage component. SSL and port
configurations are preserved through the upgrade.

1. Obtain the following information from the config file:
» Database server name
* Mirage server cache directory location
+ Cache size
2. Stop the Mirage services.
a. In the left pane of the Mirage Console, under System Configuration, click Servers.
b. Right-click each active Mirage server and select Stop Server Service.
3. Back up the Mirage database:

a. Run a full sysreport in Mirage by double-clicking the file: C:\Program Files\Wanova\Mirage
Management Server\sysreport full.cmd

b. Back up the Mirage database using SQL Server Management Studio.
Note: This step assumes knowledge of SQL Server.

4. Take snapshots of all VMware Mirage storage volumes using an image-based block backup, not a file-
based backup.

If you cannot take a snapshot of a volume, use an appropriate backup program to back up each volume
directory. The backup software must support Alternate Data Streams (ADS). For best results, use block-
based backup programs rather than a file-level backup.

The backup process can take a significant amount of time to complete.
5. Run the MSI files of the Mirage data center components in the following order.
a. Mirage Management server
b. All Mirage servers
c. Mirage Console
d.File portal server
e. Web Manager

After the upgrade of the data center components is complete, Mirage upgrades the Mirage client and prompts
for a reboot when an endpoint connects to the network.
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New Installation and Configuration

In a production environment, you would consider these factors to determine the number of servers needed:
* Number of endpoints

* Number of concurrently connected endpoints

» System fault tolerance requirements

* Support requirements of multiple servers

For this evaluation, install only one Mirage server and skip the optional steps. In addition, scan the VMware
Mirage Administrator’s Guide for procedures pertinent to your environment.

Installing Mirage involves the following steps.
1. Install Windows Server 2008 R2 or Windows 2012 on your server.

2. Install a supported Microsoft SQL Server, such as Microsoft SQL Server 2008 R2 or Microsoft SQL Server
2012.

3. Create a Mirage database instance in the SQL database management system, or collect the database
information.

Install the Mirage Management server.

Install the Mirage Console.

Connect the Mirage Console to the Mirage Management server.
Add the Mirage software license to the Mirage Management server.

Configure SSL.

L © N o 0 s

Install a Mirage server.

10. (Optional) Configure Mirage server options.

11. (Optional) Install 1IS and the file portal, and configure the file portal Web URL.

12. Import the USMT folder to the Mirage server.

13. (Optional but required for domain-joining operations) Configure domain account details.

14. (Optional) Make other system configurations in the Mirage Management server through the Mirage
Console.
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The following table details each installation step. For more information, see the VMware Mirage Administrator’s

Guide.
STEP INSTRUCTIONS
1. Install Windows Server a. Install .NET Framework 3.5 SP1.
2008 R2 or Windows b. Turn off UAC.

Server 2012 on your server. c. Join the server to the existing Active Directory.

d. Create an AD group for the Mirage administrator.

e. Add an existing administrator account to the Mirage AD group you
created, or create a new Mirage administrator and add that administrator
to the group. The administrator must be a local administrator on the
Mirage server hosts. See Defining administrators for VMware Mirage.

2. Install a supported Set up Microsoft SQL Server with Windows Authentication. This is required
Microsoft SQL Server, such for a Mirage file portal implementation, or you might need it to satisfy your
as Microsoft SQL Server own security requirements.

2008 R2 or Microsoft SQL Note the SQL Server name and SQL instance name.
Server 2012. Create a

Mirage database instance in
the SQL database
management system, or
use the default instance.

A best practice for a production system: Install and run the database on a
different server from the Mirage server.

3. Install the Mirage Double-click the mirage .management.server.x64.<build
Management server. number>.msi file.
Note: The account that The VMware Mirage Management Server Setup wizard begins. In the
installs the Mirage wizard, do the following:

Management server and
the Mirage server must
have database creator
rights, and the account - SQLEXPRESS for SQL Express
that runs the Mirage

service must have rights to
the database and storage. Note: The default for SQL Standard is no name.

* Enter the names of the SQL Server and SQL instance. The default
instance names for each SQL Server type are

-MSSQL for SQL Enterprise

*Specify the storage area for Mirage data.

*Enter the credentials for the Mirage services account that will access the
storage and database. If you did not set up a dedicated Mirage services
account, enter Local System account.

*Specify the administrative group that has access to the Mirage Console.
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STEP

INSTRUCTIONS

4. Install the Mirage Console.

The Mirage Console must have network connectivity to the Mirage
Management server.

For this evaluation, you can install the Mirage Console with all other Mirage
components on a single Windows server.

For a production environment, the best practice is to use a Windows server
solely for the Mirage Console or together with Web Manager.

Double-click

mirage.management.console.x64.<build_ number>.msi for
64-bit environments or mirage.management.console.

x86 .<build_ number>.msi for 32-bit environments.

The VMware Mirage Console Setup wizard starts.

A shortcut to the Mirage Console is added to the desktop.

5. Connect the Mirage Console
to the Mirage Management
server.

Double-click the Mirage Console icon on the desktop. In the Mirage Console
window, right-click VMware Mirage in the root directory and select Add
System.

Enter the IP address or host name of the Mirage Management server. If the
Mirage Console and the Mirage Management server are on the same
computer, use localhost. In the Mirage Console, the status of the Mirage
Management server is Down until you install the server. The status then
changes to Up.

6. Add the Mirage software
license to the Mirage
Management server.

a. In the Mirage Console, right-click System Configuration and select
Settings.

b. Select the General tab and scroll down to the License section.
c. Click Set License.

d. In the File window, navigate to your license file and click Open.
e. Click OK.

7. Configure SSL on each
server.

a. Install the server certificate and private key in the Windows Certificate
Store.

b. Restart each VMware Mirage server service.
c. Configure the transport settings in the Mirage server options.

d. Enable SSL on the Mirage clients. See the VMware Mirage
Administrator’s Guide.

8. Install a Mirage server.

Note: The account that
installs the Mirage
Management server and the
Mirage server must have
database creator rights, and
the account that runs the
Mirage service must have
rights to the database and
storage.

Ensure that SQL Server is reachable from the server node and that the
firewall settings on SQL Server allow for remote connections.

Double-click themirage.server.x64.<build number>.msi file.

The VMware Mirage Server Setup wizard starts.

a. Typethe SQL Server and SQL instance names.

b. Specify the local cache location and size.

c. Enter the credentials for the Mirage services account that will access
the storage and database. If you did not set up a dedicated Mirage
services account, enter Local System account.

d. Reboot after installing the Mirage server.
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STEP INSTRUCTIONS

9. (Optional) a. In the left pane of the Mirage Console, under System Configuration, click
Configure Mirage server Servers.
options. b. Right-click the server and select Configure.

c. Configure the maximum number of concurrent desktop image
connections and the transport settings (port and SSL connection).

For more information, see Configuring a Mirage Serverin the VMware
Mirage Administrator’s Guide.

10. (Optional)

Install IS and the file
portal, and configure the
file portal Web URL.

a. Install the IIS Server role on the Mirage server machine.

b. Install the Mirage file portal files by double-clicking the mirage.
WebAccess.x64.<build_number>.msi file, or the 32-bit
equivalent.

The Mirage Web Access Applications Setup wizard starts.
c. Select one or both of the following:

* Web Access - Gives end users access to their files stored in historical
endpoint snapshots. IT determines which files are uploaded to the
data center.

* Admin Web Access - Gives administrative access to all end-user
endpoint snapshots.

d. Enter the Mirage Management server location.
e. Enable the ports between IIS and the Mirage Management server.

f. Enable Windows Authentication on Microsoft SQL Server for the file
portal.

1. Import the USMT folder to
the Mirage server.

The USMT files are required for various base layer migrations and
restorations, such as a Windows XP to Windows 7 migration.

See Importing USMT for a Window 7 Migration for more information.

12. (Optional, but required for
domain-joining operations)
Configure domain account
details.

a. In the left pane of the Mirage Console, right-click System Configuration
and select Settings.
b. Select the General tab.

c. Enter the credentials of the account being used to join domains during
migrations.

13. (Optional)
Make other system
configurations in the
Mirage Management
server through the Mirage
Console.

In the left pane of the Mirage Console, right-click System Configuration

and select Settings. You can configure

*Snapshot frequency and retention period

*Warning threshold for volume capacity

» Warning threshold for desktop image size

*Upload policy to use when an end user adds their desktop image to the
Mirage system

*License number

*Enablement of automatic desktop image creation, initiated by the end
user

*Enablement of and specifications for the file portal

For more information, see Configuring the Mirage System in the VMware
Mirage Administrator’s Guide.

Table 7: Mirage Installation and Configuration Steps
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Requirements for the Mirage Evaluation Exercises
For these Mirage evaluation exercises, you need:

» A product to create virtual machines. The end-user endpoints can be physical PCs, but for the evaluation
exercises it is recommended to use virtual machines. To create the virtual machines, you can use vSphere,
Fusion Pro, or Workstation. The Mirage bundle includes both Workstation and Fusion Pro. Although vSphere
is not required to run Mirage, you can use your current vSphere installation to create virtual machines for
these evaluation exercises.

* You need to know how to create virtual machines, manage virtual machine snapshots, and power virtual
machines on and off. See the vSphere, Fusion Pro, or Workstation documentation.

« If you are not using vSphere, one computer with enough space for two Fusion Pro or Workstation virtual
machines, about 74 GB.

* Installers for some application software, such as Firefox, 7Zip, Skype, and Adobe Reader.

These evaluation exercises assume that you have already installed and configured the Mirage data center
components. If not, see New Installation and Configuration.

In these exercises, you receive periodic instructions to take a virtual machine snapshot with vSphere, Fusion, or
Workstation. These snapshots provide a safety net in case you make a mistake in the exercises. Mirage adjusts
assignments to match the snapshot state.

Note: Rolling back to a previous virtual machine snapshot does not necessarily roll back the state in the Mirage

Console. For example, rolling back to a prior virtual machine snapshot might put the virtual machine into a state
without an applied layer, yet in App Layer Assignments, you might still see the layer as applied. You might need
to manually roll back the Mirage CVD state in the Mirage Console to accommodate the rollback to a prior virtual
machine snapshot. Delete the CVD and then recentralize the endpoint.

Preparing the Reference Machine and Test Machines

You need to create your test environment, which consists of a Mirage reference machine and an endpoint. You
Mirage-enable the reference machine and endpoint, and then back up each machine to the data center.

Create Your Test Virtual Machines

For these exercises, you need several computers—either physical computers or virtual machines. Virtual
machines are suitable for capturing most applications. We will proceed as if you are using virtual machines for
your test machines.

These evaluation exercises demonstrate a migration from Windows XP to Windows 7. You can also migrate
Windows 7 to Windows 8.1 or Windows 8.1 Update 1. The process is the same. If you choose to perform a
Windows 7 to Windows 8.1 migration, adjust the instructions as needed.

Create at least three Windows 7 virtual machines and one Windows XP virtual machine for the following
purposes:

» Administrator virtual machines
- Windows 7 virtual machine for the reference machine to create and maintain base layers
- Windows 7 virtual machine for capturing application layers

* End-user virtual machines
- Windows XP virtual machine for the Windows 7 migration

- Windows 7 virtual machine for layer management
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Assign the Windows 7 virtual machines 40 GB of space, thin-provisioned and lazy-zeroed for best performance.
Assign the Windows XP virtual machine with 50 GB of space, thin-provisioned, to allow for the Windows 7

OS alongside 10 GB of Windows XP during migration. Make sure that these virtual machines comply with
requirements for Mirage clients, as specified in Mirage Operating System and Software Requirements.

In addition, Mirage requires that the Volume Shadow Copy service be enabled. If you have optimized your
Windows 7 or Windows XP virtual machine and have disabled the Volume Shadow Copy service, be sure to
enable it as either Manual or Automatic.

Before you proceed with these exercises, take a virtual machine snapshot of each test machine so that you can
revert to this initial state at any time. Do this in Workstation, Fusion Pro, or vSphere, according to instructions
for these products.

Note: This virtual machine snapshot is different from a Mirage snapshot or a Mirage desktop image in the data
center.

Mirage takes a snapshot of the endpoint at critical junctures, so you also have a Mirage snapshot to roll back to.

Create a Reference Machine
A reference machine is an endpoint that you use to create and maintain base layers. The reference machine is
where you patch the operating system and add core applications to the base layer.

The administrator captures a base layer from the reference machine through the Mirage Console. The
administrator provides names and versions for the layers. You can use the same reference machine for multiple
layer captures.

After creating the reference machine, you centralize it to create a reference desktop image to distribute to a set
of endpoints. The reference machine does not consume any of your Mirage licenses.

The virtual machine you use for the reference machine must be a clean reference machine, such as the following
profile:

» Simple OS installation of Windows XP or Windows 7, either 32- or 64-bit

* Same OS profile of Windows service pack and .NET framework versions as the target endpoints that receive
the copied base layer

* No auto-updating software

If it is not possible to remove auto-updating software, disable the software’s auto-updating feature. For
example, turn off automatic Windows Update installations and antivirus definition updates.

Use a Windows 7 virtual machine as your reference machine in these exercises.

After you ensure that the reference machine is clean, you can install the Mirage client on the two virtual
machines that you are using for these exercises.
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Install the Mirage Client on the Test Machines
Prior to installation, you must

« Install .NET Framework 3.5 on the Windows XP virtual machine. The Windows 7 operating system includes it.

« Verify that an SSL certificate is already configured on the Mirage server. See Overview of Installation and
Configuration for instructions about configuring SSL. If the SSL certificate configured on the Mirage server
is signed by an internal CA or is self-signed, make sure that the certificate is imported into the Personal and
Trusted Root Certification Authorities certificate stores in the Certificates snap-in for the test machine. See
Import a Certificate for more information.

Install the Mirage client on each test virtual machine. In a production environment, you can silently install
the Mirage client on endpoints from the command line. For this evaluation exercise, run the installer on each
endpoint.

1. Place the Mirage client installer on the endpoint. Install either the 64-bit version (.x64) or the 32-bit
version (.x86) according to the types of virtual machines you have created.

2. Double-click the Mirage client installer to run it.

The Welcome page appears.

Welcome to the VMware Mirage Client
Setup Wizard

The Setup Wizard will install VMware Mirage Client on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard.

VMware Mirage

sack | Next | [ cancel |

3. Click Next.

The End-User License Agreement page appears.
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4. Accept the terms and conditions and click Next.

End-User License Agreement
Please read the following license agreement carefully

VMWARE END USER LICENSE AGREEMENT -
(3
PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING,
OR USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL
ENTITY) AGREE TO BE BOUND BY THE TERMS OF THIS END USER _

LIAEMOE ACACCACAT AL AT IE WAL A MAGT ACDCE Th TUE

License file can be found in the installation directory post installation.

[ et | [ Bak |[ Next | [ Ccancel

The Mirage Client Configuration page appears.

5. In the VMware Mirage Server location, enter the fully qualified domain name of the Mirage server you want
this client to communicate with and select the Use SSL to connect to server option.

Note: If the Mirage server uses a port number other than the default of 8000, append the port number to
the Mirage server name. Enter a colon (:) and then the port number.

VMware Mirage Client Configuration
Enter VMware Mirage Server sattings.

VMware Mirage Server location

|I\"irage5erver5.vmware.lab

[V]Use s5L to connect to the server

VMware Mirage Server location must match the fully qualified domain name.
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6. Click Next.
The Ready to Install page appears.

Ready to install VMware Mirage Client

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

7. Click Install.

Installation begins, and a progress page appears.

Installing VMware Mirage Client

Please wait while the Setup Wizard installs VMware Mirage Client.

Status:

Back ][ Mext
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After the installation progress completes, the Completed Setup wizard page appears.

Completed the VMware Mirage Client
Setup Wizard

Click the Finish button to exit the Setup Wizard.

VMware Mirage

© vMware Mirage A X
VMware Mirage is running and protecting your machine,
for shorter upload cycles we recommend rebooting the
machine at your convenience,

8. Click Finish.
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9. Validate that the Mirage client is correctly installed on the test machines.
a. Examine the Mirage system tray icon.

The Mirage client installation is successful if the system tray icon displays a yellow marking. When you
double-click the icon, the details show that the client is connected to the Mirage server and is Pending
Assignment. If you are connecting to a Mirage Gateway server, the Current Action setting is Pending
Logon. See Working with the Mirage Gateway for more information.

B WwareMinge ==

Version 5.0.0.42530

Server Address
Connection Status

Last Upload Time  N/A

S T

vmware
Copyright © 2008-2014 VMware, Inc. All rights reserved.

www vmware.com/go/mirage

Pending Assignment means that the endpoint is ready for backup. You activate the endpoint in the
Mirage Console by centralizing it (creating the initial desktop image, or CVD, in the data center).

Troubleshooting Tip: If you see an X on the Mirage system tray icon, double-click the icon. The details
show that the client is disconnected.

Version 5.0.0.42580
Server Address localhost
Connection St

Last Upload Time N/A
Curment Action Idle

vmware

Copyright © 2008-2014 VMware, Inc. All rights res.
WWW VImware.com/go/mirage
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A possible cause is that you entered an incorrect server address, such as localhost, during the Mirage
client installation. You can use the configuration utility to change the server address. In the Mirage
client window, press Ctrl+Alt+S to open the VMware Mirage Configuration Utility dialog box and change
the settings.

m VMware Mirage
Version 5.0.0.42580 Ctri+Alt+S
Server Address localhost
Connection Status Disconnected
Last Upload Time i /  Co I U
Service Tray Advdnced Editors
Common Parameters
Host Name: Port
Server Address localhost
———— Use S5L Transport
Log Level [DEBUG -
Copyrig|
Auto Reboot [%m user confims or logoff ']
Scan Speed [ﬁlspeedmmuwisidefuﬁn v]
- Senice Sas [T
[ ok | [uCancel]
Ready

Other reasons for the Disconnected status are discussed in the VMware Knowledge Base article Mirage
Client is Disconnected.

b.In the Mirage Console, check the status of each test machine.

When the Mirage client is properly installed on a device and communicating with a Mirage server, the
Mirage server recognizes the device as a Mirage-enabled endpoint. The Mirage Console then displays
the state of the device.

In the left pane of the Mirage Console, select VMware Mirage > Mirage System > Inventory > Pending
Devices. Verify that each test machine has a value of Pending assignment under Pending State.

F= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\Pending Devices (1)]

i@ Fe Adion Vew Favgrites Window Hep
= 7[=HE

| Console Root
& [ vMware Mrage Pending Devices vmware

5 [& vMware Mirage System Qocahost)
# Common Wizards

Take Virtual Machine Snapshots of the Test Machines

Take a snapshot of the reference virtual machine in its clean, Mirage-enabled state. Also take a snapshot of the
endpoint in Workstation, Fusion Pro, or vSphere, according to the instructions for these products. You can use
the snapshot to roll back the reference machine or endpoint to this current state, if needed.

Note: This virtual machine snapshot is different from the Mirage snapshot or a Mirage desktop image in the
data center.
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Creating a Reference CVD and Capturing a Base Layer

Now that you have a Windows 7 reference machine ready and available as a pending device, you can create a
reference CVD from the reference machine and capture a base layer from the reference CVD. A later exercise
explains how to apply the Windows 7 base layer to migrate a Windows XP endpoint to Windows 7.

Create a Reference CVD
The reference machine serves as a backup in the data center.

1. Inthe left pane of the Mirage Console, expand Inventory and then select Pending Devices.

The right pane displays the pending devices, which are the endpoints you enabled by installing the Mirage
client on them. Each endpoint shows pending assignment as the current action in the Mirage system tray
icon details. Pending devices are ready to be backed up to the data center.

2. Right-click the clean Windows 7 reference machine that you created and select Create a new Reference
CVD.

Note: A CVD is the desktop image in the data center.

L A Eafl 7 o]

[ Console Root

£ [ Wiare Mirage Pending Devices vmware
3 [ Mware Mrage System flocahost)

S ancvos m v MName User Name Penﬂngsm: & Build Vendor Versi

/ REFERENCE
85 Collections 16 MIRAGE-C2

(] 9 Image Composer
Driver Library
Reparts

® Lf Logs
Users and Rales
System Configuration

@ Getting Started

The Select Reference CVD creation type page appears.

P Activate Device
Select Reference CVD creation type 1of6
Select Reference CVD creation type

@ Create Reference CVD for Base Layer capture

A Base Layer is a template for common desktop content, cleared identit

deployment to endpoints. The layer includes the operating system, service packs, patches and enterprise applications.
€ Create Reference CVD for App Layer capture

An App Layer is a set of one or more non-core or (eg or line-of-business) and

ummhd%lﬂuamh%wamwhﬁmhmww
be captured on a single connected device at a time.
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3. Select Create Reference CVD for Base Layer capture and click Next.

The Select CVD Policy page appears.

= Activate Device

Select CVD Policy 2of6

Please select a CVD Policy to assign

Page -~ (1 | oft
ID & | Name | Version Description | Num...
5 3 VMware Mirage default CVD policy 1.0 0

A CVD policy is a set of rules specifying which files Mirage backs up to the data center in a CVD. For
example, the default upload policy ignores MP3 files and movies. Mirage numbers new upload policy
versions for you, but you can configure the version numbers. For more information, see the VMware
Mirage Administrator’s Guide.

4. Select Mirage default CVD policy and click Next.

The Select a Base Layer page appears.

F= Activate Device

Select a Base Layer 3of6
Please select a Base Layer

= Don't use a Base Layer
' Select Base Layer from list

Page 1 of 1

5. Select Don’t use a Base Layer and click Next.

You choose this option because you have not yet captured a base layer. You would choose Select Base
Layer from list to apply updates to the base layer.

The Select Target Volume page appears.

F

Activate Device

Select Target Volume 4 of 6
Please select a volume.

 Automatically choose a volume
€ Manually choose a volume

Page 1 of 1

Name & | Path Capacity (GB) | Free Space (GB) | Number of CVDs
Defaultval...  C:\MirageStorage 200 169 1
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6. Select Automatically choose a volume and click Next.

This is the storage volume where the CVD will be located. Mirage finds a storage volume that you have
configured and places CVDs on it.

The Compatibility Check page appears.

F= Activate Device

=lo1x|
Compatibility Check 50f6

Validation results for the layer assignment to the selected CVDs:

+” 1 CVDs passed validation

7. Click Next.

The Summary page appears.

Summary 6of 6

The following device(s) will be activated and

Devices: REFERENCE

d to a new refi CvD

CVD Policy: VMware Mirage default CVD policy

Volume: Automatic

8. Click Finish.
9. Validate that the reference machine CVD has been created.

a. In the Mirage Console, check that the reference machine is no longer in the Inventory > Pending Devices
list and is now in the Image Composer > Reference CVDs list.

= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Image Composer|\Reference CVDs]

i@ File Acton View Favorites Window Help

e |2 Hm

[ Console Root
= [ vMware Mrrage
= & VMware Mirage System (Jocalhost)
& Common Wizards
{2 Dashboard
Task Manitoring
[ & Inventory
= 3 Image Composer
3 Base Layers
= App Layers
5 Reference CVDs
B9 Layer Rules

Reference CVDs

{ 10013 REFERENCE

At first, the Activity value is Initializing Upload. As the backup progresses, it changes to Upload.
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7= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Image Composer\Reference CVDs]

] Console Root

= [ vMware Mirage

B [§ VMware Mirage System (ocalhost)
& Common Wizards
{2 Dashboard

Reference CVDs

Task Monitoring
a Inventory
=] B Image Composer
8 Base Layers

ID a

Name
10013 REFERENCE

When the reference machine backup finishes, the Activity value changes to Idle, and the Progress value
changes to 100%.

Open the reference machine and double-click the Mirage system tray icon to check that the endpoint is

linked to a CVD in the data center. The Current Action value is now ldle.

You have created the desktop image in the data center for the reference machine. You will later use the

reference machine for capturing a base layer.
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Capture the Base Layer from the Reference CVD

After you create a Windows 7 reference CVD, you can capture the base layer from it. You can have multiple
base layers for different sets of users. Base layers are hardware independent. If you want to manage the
hardware drivers, you can manage them using the driver library and the driver profiles.

If you are using Mirage to manage virtual machines, a best practice is to use a separate base layer for the virtual
machines so that virtual machine integration components are included in the base layer. For example, in a
Fusion Pro installation, the base layer needs to include VMware Tools™.

In a production environment, before you capture the base layer, you might want to create base layer rules and
add scripts for operations to be carried out after the base layer update. You should also test the base layer prior
to deployment.

1. Inthe left pane of the Mirage Console, click Common Wizards, and in the right pane, click Capture Base
Layer.

P VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Commeon Wizards]

@ Fle Acion View Favorites Window Help

== nmlET
|| Console Root

= [0 WMware Mirage Common Wizards vmware)

B [ VMware Mirage System (locathost)

P
@ oot R
Task Monitor =L
gl"“"mw e The tasks below are most commonly used by the ViMware Mirage deploy. protect. and suppo
remole users.
& B Image Composer
# [P Oriver Library
Reports : :
| Logs Centralize Endpoint Base Layer Provi|
% Usirs and Rokes Migrate the contents of an endpoint to the VMware Mirage Server. Prepare a new de|
) When lete, the endpoint will be d and can be Base Layer, and

Ge;::“:;:;‘ﬁwmhm managed centrally. endpoint to the VMV

Disaster Recovery Hardware Migratk
Restore 3 CVD to the same endpoint, (e.g. in the case of a new Migrate a CVD to ;|

hard-drive or after a format) or restore to a replacement endpoint.

Capture Base Layer

Assign Base Layer Update App Layes
Q Assign the appropriate base layer to a single CVD or a collection Assign and edit |
This layer will be validated. and will be deployed to the selected collection. The layi
endpoints as they connect to the network. selected endpoints|
Capture Base Layer Capture App Laye|
A Base Layer is a template for common desktop content, cleared An App Layer is
of specific identity information and suitable for mass deployment applications (e.g. |
to endpoints. The layer includes the operating system. service patches for alreaq
packs, patches and enterpnse applications. large number of er|
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The Select Capture Type page appears.

=loix|
Select Capture Type 1of 6
Please choose whether to capture base layer from an existing CVD or create a new reference CVD

Select Capture
(% Use an existing reference CVD
Capture a layer from an existing CVD.

[ Create a new reference CVD

The reference CVD is used as a source for layer capture, The layer is used as a template for desktop content, cleared of specific
identity information, and made suitable for central deployment to a large group of devices.

2. Select Use an existing reference CVD.

The Select a Reference CVD page appears

F_’_“ Capture Base Layer &IELEI
Select a Reference CVD 20f6
Please select a reference CVD

3. Select the reference CVD you created previously and click Next.

The Capture Base Layer page appears.

= Capture Base Layer =100 X]
Capture Base Layer 30f 6
Please choose whether to create a new layer or update an existing layer

= Create a new layer

Name: |

Description:

Vearsion: 1.0

€ update an existing layer

Select layer to update:
I =

Description:

This update is:
& a minor version
€ a major version

WHITE PAPER / 54



VMware Mirage 5.0 Reviewer’s Guide

4. Select Create a new layer, provide a name and description, and click Next.

The Check Compatibility page appears.

Frapuresaeaver - TP
i Check Compatibility 40f5
Validations

=¥ No compatibility issues detected

5. Click Next.

The Summary page appears.

-loix
Summary S50of 5

A layer will be captured from an existing reference CVD
CVD: REFERENCE

6. Click Finish.

~

To monitor the progress of the task, in the left pane, click Task Monitoring.

7= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Task Monitoring]

| Fle Acton View Favorites Window Help

Lo |l s
(] Console Root
& @ vMware Mirage Task Monitoring vmware
= [B VMware Mirage System (ocalhost)
& Common Wizards
2 Dashboard

[ 8 Image Composer
[P Oriver Library
[fd Reports

® L] Logs

Capture Base Layer

8. After the capture finishes, select Image Composer > Base Layers to confirm that the base layer is listed in
the Base Layers pane.

= VMware Mirage Console - [Console Root\VMware Mirage \VMware Mirage System (localhost)\Image Composer\Base Layers]
@ Fle  Acon View Favorites Window Help

e nm
] Console Root
= [ vMware Mirage
= % VMware Mirage System (localhost)
& Common Wizards
(24 Dashboard
[#) Task Monitoring
& Inventory

[ B3 Image Composer
é App Layers
Reference CvDs

You now have a captured base layer that you can use when you want to assign a base layer or migrate to
Windows 7 (or 8.1).
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Importing USMT for a Windows 7 Migration
To perform an OS migration, you must import Microsoft User State Migration Tools (USMT) to the Mirage server.
For a Windows 7 migration, import USMT 4.0 with hotfix to the Mirage server.

Note: Mirage supports USMT 4 and USMT 5 for Windows XP and Windows 7, and USMT 6.3 for Windows 8 and
8.1

Prerequisites

* Download the Microsoft Windows Automated Installation Kit (AIK), and copy the USMT folder and all
subdirectories to your Mirage server.

« For this evaluation exercise, download the hotfix for USMT 4.0 to a location that the Mirage server can access.
Follow the instructions on the Web site to install the hotfix.

Import USMT
This procedure uses USMT 4.0, but the steps for importing USMT 6.3 are similar.

1. Inthe left pane of the Mirage Console, right-click System Configuration and click Settings.
The System Configuration window appears.

2. Click the USMT tab.

[
Settings

Edit system settings

|’ Branch Reflector || Gateway Authentication || License |

( General I CVD Auto Creation I File Portal [ usMT )

Windows® User State Migration Tool (USMT) is a scriptable command-line tool that provides a highly-
customizable user-profile migration experience for IT professionals. VMware Mirage requires importing the
USMT software to support Windows 7 & Windows 8 migration and user data restore.

o LISMT for Windows 7 migrations and user data restores is not available {Import USMT 4 or 5)

0 USMT for Windows 8.0 & 8.1 user data restores is not available (Import USMT 6.3)

_ Import USMT Folder... |
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3. Click Import USMT Folder and navigate to the USMT folder.

Settings
Edit system settings
( Branch Reflector I Gateway Authentication I enss |

| General | CVD Auto Creation | File Portal C vt

Windows® User State Migration Tool (USMT) is a sariptable command-line tool that provides a highly-
customizable user-profile migration experience for IT professionals. VMware Mirage requires importing the
USMT software to support Windows 7 & Windows 8 migration and user data restore.

Browse For Folder

0 USMT for Windows 7 migrations and user datz
© USMT for Windows 8.0 & 8.1 y
|| Import USMT Folder... i ) = ™ Computer -
€ Network
[E8 control Panel
1] Recyde Bin
Ao Server
2l
) amds4

Ju xB6
) win7s4

After you select the USMT folder, Mirage imports the tool. The Uploading window shows the progress.

System Configuration

Settings
Edit system settings

[ Branch Reflector I Gateway Authentication I License |
| General [ CVD Auto Creation | File Portal q usMi D

Windows® User State Migration Tool (USMT) is a scriptable command-line tool that provides a highly-
customizable user-profile migration experience for IT professionals. VMware Mirage requires importing the
USMT software to support Windows 7 & Windows 8 migration and user data restore.

€ USMT for Windows 7 migrations and user data restores is not available (Import USMT 4 or 5)

o USMT for WindoWs. 800 8 3 simme dob combme im b msomila bl [Tt LICAAT £ )
F= Uploading

Import USMT Folde
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After the USMT successfully uploads, the status message indicates that the tool is available.

System Configuration ﬂ
Settings

Edit system settings

\' Branch Reflector || Gateway Authentication H _ License |

\ General I CVD Auto Creation I File Portal I usMT |

Windows® User State Migration Tool (USMT) is a scriptable command-line tool that provides a highly-
customizable user-profile migration experience for IT professionals. VMware Mirage requires importing the
USMT software to suppert Windows 7 & Windows 8 migration and user data restore.

{ &’ USMT for Windows 7 migrations and user data restores is available (USMT 4) )
USMT for Windows 8.0 & B.1 user data restores is not available (Import USMT 6.3)

( Import USMT Folder... ]

Capturing an App Layer (Optional)

The recommended practice in both evaluation and production environments is to use a virtual machine to
capture app layers.

Prerequisites
Use a test machine that meets the following requirements:

« Standard installation of the required OS, for example, Windows XP, Windows 7 32-bit, or Windows 7 64-bit.

* App layers deployed to compatible OS versions. You must capture app layers separately for Windows XP,
Windows 7 32-bit, and Windows 7 64-bit. An app layer captured on Windows XP cannot be deployed on a
Windows 7 (32-bit or 64-bit) machine, and the reverse. An app layer captured on Windows 7 32-bit cannot be
deployed to Windows 7 64-bit, and the reverse.

» Avoid software in the standard state of the machine that has the following characteristics:
- Can cause changes to the machine while you are installing the applications
- Auto-updates

- If you cannot avoid auto-updating software, try to disable its auto-update feature. For example, turn off
automatic Windows Update installation and automatic antivirus definition updates.

« If you are capturing a .NET-based application that uses a version of .NET not included in the standard
Windows OS that you installed, install the required .NET framework in the clean machine before you start the
capture and install your application. Deliver the .NET framework through the base layer, if possible.

» The standard machine is similar in content to the base layers used throughout the organization, for example,
has the same Windows service pack version and .NET framework version as the base layer.

Install the Mirage client on the test machine. For instructions, see Installing the Mirage Client on the Test
Machines.
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Capture an App Layer
After you complete the prerequisite steps of preparing a virtual machine, capture an app layer from it.

1. In the left pane of the Mirage Console, click Common Wizards, and in the right pane, click Capture App
Layer.

mmon Wizards]

i Fle Acton View Favorites Window Hebp

= 2mHm

Commen Wizards vimy

The: tosles used by the Vitware e 1o deploy. manage. protect, and suppor! remole users.

Migrate the of an endpoint to the s Server ‘ Prepare 8 new device by cleaning up the device files, applying a
Wwhen complete, the endpoint will be protected and can be Base Layer. and automatically migrating the contents of the
managed centrally. endpoint to the VMware Mirage Server

Disaster Recovery Hardware Migration
Restore 2 CVD 1o the same endpaint. (€.9. in the case of a new Migrate a CVD to a different endpoint. either physical or virtual.
Capture App Layer hard-drive or after a format) or restore to a replacement sndpoint.
-~

x Update App Layers
Q Assign the appropna 10 & single CVD or a collsction E Assign and edit the spplication Iayars Io & single CVD or »
Thia layes wil be validated, 8 ployed to the selacted collaction. The layers will be vabdated. and will ba deployed 1o the
endpoints os they connect to the netwol

selected endpoints as they connect 1o the network

A Base Layer ia a lemplate for commen deskdop content, cleared
of specific dentity information and suttable for mass deployment
to endpoints. The layer includes the operating system. service
packs. patches and enlerprise applicabions.

Capture App Layer

An App Layer is a sel of one or more non-core organization
of line-of- and updates/

patches for already installed applications. for deployment o a

Large number of endpaints.

(e

The Select Pending Device page appears.

2. Select the pending device from which you want to capture the app layer and click Next.

P acvateDevice e = k.1
Select Pending Device 1of 5

Please select pending device for the new reference CVD

ID & Name User Name Serial Number Vendor Model os

VM
v

rtua

VMware, Inc.
are, Inc.

ware Vi

The Select CVD Policy page appears.
3. Select a policy and click Next.

For information about CVD policies, see CVD Policies.

F= Activate Device

Select CVD Policy 20f 6
Please select a CVD Policy to assign

ID &~ Name | Version Description Num...
1 VMware Mirage default CVD policy 10 0

The Select Target Volume page appears.
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4. Select Automatically choose a volume and click Next.

The Manually choose a volume option enables you to specify the volume to use rather than using the
volume selected by Mirage.

See Storage Setup for more information.

=lalx
Select Target Volume 3of5
Please select a volume.
= Automatically cheose a volume

" Manually choose a volume

Name & Path Capacity (GB) | Free Space (GB) Number of CVDs
DefaultVol...  C:\MirageStorage 200 169 1

The Check Compatibility page appears.

=T}
Check Compatibility 40of 5
validations

&7 No compatibility issues detected

5. Click Next.

The Summary page appears.

IR
Summary 50f 5

The following device will be activated and assigned to a new reference CVD for App Layer capture
L —
CVD Policy: VMware Mirage default CVD policy

Volume: Automatic

6. Click Next.

A window appears asking if you would like to switch to the Task List view.

Capture App Layer ll

Would you like to switch to the Task List view to monitor the
progress of the 'Capture App Layer' action?
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7. Click Yes.

The task is listed in the Task Monitoring pane.

& File Acton View Favorites Window Help

ke A M) [

[ Console Root

=l [ VMware Mirage Task Monitoring

=] % VMware Mirage System (localhost)
& Common Wizards ;
=] ? EEEEV

= Alcvos m v | Name Status
£ Archive 18 CP_ Capture App Layer Performing App Layer pre... I 110% ;
= Collections
=1 o s

8. Access the virtual machine.

A dialog box on the desktop of the virtual machine indicates that Mirage is capturing the pre-installation
system state.

VMware Mirage @

Version 5.0.0.42580

Server Address

Connection Status

Last Upload Time  N/A

Carert o
File Progress 16640 9

Data Progress 335,388

10,531,168 KB

E— 1
vmware

Copyright ® 2008-2014 VMware, Inc. All rights reserved
www.vmwiare.com/go/mirage

ing App Layer Recording
VMware Mirage is capturing the pre-installation system state.
Please do not make any changes until the scan is completed.

9. Wait until Mirage completes the scan.

The dialog box indicates when you can install applications and reboot the machine, if needed.

VMware Mirage

Version 5.0.0.42580
Server Address

Connection Status Connected
Last Upload Time  N/A

e

vmware
Copyright ® 2008-2014 VMware, Inc. All rights reserved.
wwve vmwiare com/golmirage

Recording App Layer

fware Mirage has finished capturing the system state. You
should now install applications. It is OK to reboot the machine in
case the installation process requires a reboot.

10. In the left pane of the Mirage Console, click Task Monitoring.
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11. In the Task Monitoring pane, right-click Capture App Layer and select Finalize App Layer Capture.

F= VMware Mirage Console - [Console Root\VMware Mirage \VMware Mirage System (localhost)\Task Monitoring]

@ File Acton View Favorites Window Help

== s=H
[ Console Root
B [@ WMware Mirage Task Monitoring

=] E VMware Mirage System (localhost)
& Common Wizards f
(@ Dashboard

Tnventory
5Image Composer m v P Name Status
Driver Library - . - -

& Reots 18 & Gpt | 0 App Layer
L Logs

Users and Roles
System Configuration
@ Getting Started

The Capture App Layer page appears and the installed applications are listed.

~ioix

Review Recorded Applications 1of5

I Show Updates

Display Name Display Version Install Location Publi
me—— 1 § VMware, Inc,

12. Click Next.
13. Enter a name and description for the app layer and click Next.
-lolx|

Capture App Layer 20f 5
. Please choose whether to create a new layer or update an existing layer

= Create a new layer

—

Description:

Version: 1.0

 update an existing layer

Select layer to update:
| =

Descriphion: | View Agent 6.0.0.1744868

This update s:
@ 3 minor version
€ a major version
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The Check Compatibility page appears.

ol
Check Compatibility 3of 4
Validations

v No compatibility issues detected

14. Click Next.

The Summary page appears.

—Ioix
Summary 4 of 4

A layer will be captured from an existing reference CVD
CVD:

Layer name: [,
Layer version: 1.0

15. Click Finish.

The process takes some time to finalize. You can check the progress on the Task Monitoring page.

P VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Task Monitoring]

AT
| Console Root
=] VMware Mirage
E Q VMware Mirage System (localhost)
& Common Wizards
(2 Dashboard

Tnventory
[ Image Composer
& [P Driver Library

8 »  Capture App Layer
[ Reports
m [T ions

Wait for device upload

16. When the process completes, in the left pane, expand Image Composer and click App Layers
The captured app layer is listed in the right pane.

=

VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Image Composer\App Layers]

iy File Action View Favorites Window Help

o AR sl 7 N

- Console Root
= [ vMware Mirage
= % VMware Mirage System (Jocalhost)
& Common Wizards
(A Dashboard
[ Task Monitoring
& Inventory
[ B3 Image Composer

2 Name 3
Base Layers 5  Applayer 1.0 >
Reference CVDs
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Configuring the Mirage Driver Library and Profile (Optional)

With the Mirage driver library, you can centrally manage the drivers for the Mirage endpoints. This practice
saves time and provides consistency across endpoints.

The following figure shows the relationship between the driver library, driver profile, and endpoints in Mirage. A
driver profile can link to multiple driver folders. The driver profile uses rules to match endpoints.

I Profile A
Drivers =
Folder 1 > » Endpoint
List of Rules match
o W folders machines
Drivers = >
Folder 2 / Endpoint
- Profile B
: Endpoint
»| Listof Rules match
Drivers folders machines
F " > Endpoint

Figure 10: Driver Library Architecture

The driver library is used during the following operations:
» Centralization

* Migration

* Hardware migration and restore

* Machine cleanup

* Base layer update

« Set driver library

After you decide which drivers should be part of the Mirage driver library, perform the driver-related tasks that
follow.
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Add Driver Folders

Before you begin, you need to create a driver library structure on a Windows system, obtain the drivers, and
extract them. For more information, see Building a driver library in VMware Mirage.

1. Inthe left pane of the Mirage Console, expand Driver Library, right-click Folders, and select Add Folder.

7= VMware Mirage Console - [Console Root\’

(@ Fle Acton View Favorites Window

L A2 ]l 7 s

|1 Console Root
= [ vmware Mirage
= % VMware Mirage System (localhost)
& Common Wizards
(2 Dashboard
[ Task Monitoring
& Inventory
5 Image Composer
=] @ Driver Library
= p fils

QEmEE

The Add Folder window appears.

Faddroder
Add Folder
Add Folder
Name II
o) ona )

2. Enter a folder name and click OK.

The newly created folder appears.

Mware Mirage Console - [Console Root\VMware Mirage\VMwar

@@ File  Action Favorites  Window Help
o A e

|| Console Root Name
= [ vMware Mirage =T

=] % VMware Mirage System (localhost) Printer
& Common Wizards t Scanne
& Dashboard

Task Monitoring
& Inventory
3 Image Composer
= |? Driver Library
& Profiles

|1 Printer
[ Scannep

[6g) Reports

Note: The All folder contains all the drivers and is created by default.
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Import Drivers

1. In the left pane of the Mirage Console, click the created driver folder, and in the Printer pane, click the
Import Drivers icon.

= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Driver Library

[ Fle Acton View Favorites Window Help

L sl ol 7l

[ Console Root
=] m VMware Mirage
B % VMware Mirage System (localhost)
& Common Wizards
(i Dashboard
Task Monitoring
&3 Inventory
[# = Image Composer
= @ Driver Library
Profiles
B [ Folders

The Import Drivers window appears.

P importorves
Import Drivers
Please enter a UNC path to import drivers from

UNC Path: |l\\t'-er\-'Er\sharE
[~ Keep original folder hierarchy

2. Enter the UNC path of the driver.

3. (Optional) To maintain the folder organization of the driver path in the Mirage driver library, select Keep
original folder hierarchy.

4. Click OK.

A prompt asks whether you want to monitor the task progress.

Import Drivers H)_(_‘

Would you like to switch to the Task List view to monitor the
progress of the 'Import Drivers' action?

all
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5. Click Yes to monitor the task.

= viware M irage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Task Monitoring ]

i@ Fle Acon View Favorites Window Help

== n0HE
] Console Root

= W vMware Mirage Task Mon'rtoring
= % VMware Mirage System (localhost)
& Commen Wizards

v
E &3 Image Composer m v F Name Status
E P Driver Livary 19 B Import Drivers Ceearching for drivers o>
& Profiles
E [ Folders

6. When the task finishes, return to the driver folder to verify the imported drivers are listed in the driver
folder.

= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Driver Library\Folders\Printer]

i@ Fle Acton View Favorites Window Help

L Al o] | ? Hne
] Console Root
= [ vMware Mirage Printer
= ﬁ VMware Mirage System (localhost)
& Common Wizards
(2 Dashboard
[ Task Monitoring
& &5 Inventory
M & Image Composer
=] & Driver Library

Import Date w Provider Class Inf Name Version

g Profics 22/2014 12755224 I
Pro c:;zm” 12-55-24 )
= [3 Folders

Create a Driver Profile

=

In the left pane of the Mirage Console, expand Driver Library and click Profiles.

2. In the Profiles pane, click the Add icon.

5|
] Console Root
2 [ vMware Mirage
= % VMware Mirage System (Jocalhost)
#° Common Wizards
(& Dashboard
[® Task Monitoring
B3 Inventory
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The Add Profile window appears.

F= Add Profile

Add Profile
Create a new profile

| General | Rules |

Name: |

Description:

Folders associated with the profile

™ Audio
[ Printers
[T video

3. In the General tab, provide a name for the profile and select the driver folders.

4. In the Rules tab, define rules for the profile.

The rules match the profile to the endpoints.

winnly. )
Filtered results: Page |1 of 1
ID - Name a5 05 License Vendor Model Version Serial Number B10S Version
12 Win? VMware, Inc. VMware Virtua None VMware-56 4d INTEL - 6040
16 Win? VMware, Inc. VMware Virtua... None VMware-56 4d INTEL - 6040.

5. Click OK to finish.

The created driver profile is listed in the right pane.

= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (local

@ Fle Acton View Favorites Window Help

&= »[m|d
] Console Root
= [ vMware Mirage Profiles
= B VMware Mirage System (Jocalhost)
& Common Wizards
{24 Dashboard
Task Monitoring
& Inventory
5 Image Composer
= @ Diri jbrary

- i
[ profileName )

[‘_‘JFotders
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Assign a Driver Profile
Now that you have drivers imported into the Mirage server and created driver profiles, you can apply the driver
profiles to endpoints as follows.

1. Inthe left pane of the Mirage Console, expand Inventory and click All CVDs.

F

YMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inve

@@ Fle Action View Favorites Window Help

o[ H[E]
[ Console Root
= [ vMware Mirage All CVDs
=] % VMware Mirage System (Jocalhost)
& Common Wizards
2 Dashboard
Task Monitoring

= a Inw
ﬁ I = Name Progress
10015 peoacE O 100%
Layers

Ve
& Collections
= Problematic CVDs
& Assigned Devices
<1 Pending Devices (1)
4B Rejected Devices

Epforca All o

Apply Driver Library

2. Inthe All CVDs pane, right-click the CVD to which you want to apply a driver profile and select Apply
Driver Library.

A confirmation dialog appears.

@ You are about to apply Driver Library to CVD:

Do you wish to continue?

ve ([ ]

3. Click Yes.
4. Double-click a CVD to open its Properties window.
5. Click the Driver Library Profile tab.

A list of the applied driver profiles and folders appears.

(VD Properties - |
| General | ActiveDirectory |  Program Files || Application Layers [ services |

[ Installed Drivers ¢ Driver Library Comment |  FlePortal |

Last updated: 4/20/2014

i0’
nters
Video
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The status of the CVD shows that the drivers are being updated to the endpoint.

Mware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]
Fle Acton View Favorites Window Help

e[ ]
] Console Root
B m VMware Mirage
= % VMware Mirage System (Jocalhost)
& Common Wizards
2 Dashboard
Task Monitoring
= & Inenta
S acn:
—

All CVDs

Initializing Driver Library Update

6. Access the endpoint to check the driver library download progress.

Double-click the Mirage icon in the system tray to open the VMware Mirage dialog box.

Version 5.0.0.42580

Server Address L %
Connection Status Connected

Last Upload Time ~ 4/22/2014 3:01:14 AM
Current Action lializing Driver Libra
File Progress 59.168 of 70.477
Data Progress 9,297,060 KB of 11,045,219 KB

L ] |
vmware

Copyright © 2008-2014 VMware. Inc. All rights reserved.
WWW VIWare, COM/go/mirage
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Centralizing Endpoints

At this point, you have created your test machines, the base layer, app layers, and driver profiles. Now you
can centralize the end-user endpoints (the Windows XP virtual machine for the Windows 7 migration and the
Windows 7 virtual machine for layer management).

You can centralize the test machines in two ways: using the centralize endpoint method or the base layer
provisioning method. Both methods are described in this section. Implement the method that best suits your
requirements:

» Centralize endpoint - Backs up your test machine according to the CVD policy. You can select the base layer
and app layers during this process.

» Base layer provisioning - First cleans up the device and files and applies an existing base layer as a common
template. The device is then freshly imaged, assigned to, and synchronized with a newly created CVD.

Use the Centralize Endpoint Method
Use this method to centralize your test machines if you want to only back up and assign layers to the test
machines. This method does not clean up the machines.

1. Inthe left pane of the Mirage Console, expand Inventory and click Pending Devices.

2. In the Pending Devices pane, right-click a device and select Centralize Endpoint.

&3] 2w
[} Console Root
& [ vMware Mirage Pending Devices
=] ﬁ VMware Mirage System (localhost)
4 Common Wizards
(& Dashboard
[ Task Monitoring
= a Inventory
& allovos
B Archive
& Collections
& Problematic CVDs

B EEcEg T
B8 Image Composer
= P Driver Library

Profiles
[ Folders
@ Reports
¥ oz Go to CVD
Users and Roles Properties

m Dssmbosn el senbine.

The Activate Device page appears. Two default policies are available:
* Mirage default CVD policy
* Mirage CVD policy optimized for View

If you select the Mirage default CVD policy, the endpoint’s content is backed up according to the rules in the
policy. You can revert the devices to a Mirage snapshot, restore user files to previous versions, or perform
disaster recovery after centralizing. If you perform Windows 7 migration against a Windows XP endpoint that
uses this policy, you can roll back in case of any issues.
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If you select the Mirage CVD policy optimized for View, the corresponding devices do not upload files to

the data center. Mirage periodically uploads only metadata about these devices, such as the list of installed
applications. You cannot revert the devices to a Mirage snapshot, restore user files to previous versions,

or perform disaster recovery after centralizing the devices. If you perform a Windows 7 migration against

a Windows XP endpoint that uses this policy, you cannot roll back the endpoint if you encounter an issue.
However, you can still assign a base layer and update app layers to the endpoints. For more information, see
Using a CVD Policy for Layer Management.

[Frcmatepence =T
Select CVD Policy 1of 5
Please select a CVD Policy to assign
2 Mirage CVD policy optimized for Horizon View 1.0

Cancel < Back Next > Finish

3. Select a policy according to your requirements and click Next.

The Select a Base Layer page appears.

i = Activate Device

Select a Base Layer 20f 6
. Please select a Base Layer

€ Don't use a Base Layer
(@ Selact Basa Layer from list

You are presented with two options:
* Don’t use a Base Layer - This option does not enable you to select app layers.

+ Select Base Layer from list - This option requires you to select a base layer from the list and then enables
you to select app layers.
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4. For this evaluation exercise, choose Select Base Layer from list, click the base layer to apply to this test
machine, and then click Next.

In addition to selecting a base layer, this option enables you to select app layers, but you do not need to
select any app layers for this exercise.

Note: If you select the Don’t use a Base Layer option, you also cannot select app layers.

= Activate Device

Select Layers 40of 7
Select the layers you wish to have assigned

Available layers Assigned layers

5. Click Next.
The Select Target Volume page appears.

6. Select a volume and click Next.

£= Activate Device

Select Target Volume 4of 6
Please select a volume.

& Automatically choose a volume
' Manually choose a volume

Name & Path Capacity (GB) | Free Space (GB) | Number of CVDs

e m— e

The Compatibility Check page appears.

F¥ Activate Device

Compatibility Check 40f5

Validation results for the layer assignment to the selected CVDs:

%" 1 CVDs passad validation

If the page lists errors, you must fix them before proceeding. If the page lists warnings, you can ignore
them and continue.
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7. Click Next.

The Summary page appears.
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=0l
Summary 6of 6

povis:_

The following device(s) will be activated and assigned to a new CVD

CVD Policy:{Mware Mirage default CVD policy )

Volume: Automatic

8. Click Finish.
9.

In the left pane, expand Inventory and click All CVDs.

10. In the All CVDs pane, monitor the progress. When the progress is 100%, the Activity value changes to Idle.

VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventg

i@ Fle Acion View Favorites Window Help

L sl Ealll 7 ol

] Console Root

= [ YMware Mirage
= E VMware Mirage System (localhost)

j’: Common Wizards

(2 Dashboard

Task Monitoring

= & Inventory

= aAlcvos
B Archive
& Collections
= Problematic CVDs
& Assigned Devices

All CVDs

=

VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]

s sEHE

|| Console Root

= [ vMware Mirage
B [@ vMware Mirage System (ocalho
& Common Wizards
iz Dashboard
[& Task Monitoring
El B Inventory
All CVDs
B Archive

1
a Collections

0015
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11. (Optional) Verify that the endpoint is centralized by double-clicking the Mirage icon in the system tray to
check the status.

The dialog box lists the selected layers and the last upload time.

Your endpoints are centralized.

Conpection Status Con
as oad Time  4/27/2014 4:57:57 AM

vmware

Copyright © 2008-2014 \VMware, Inc. All rights reserved.
www vmware.com/go/mirage

Use the Base Layer Provisioning Method

Use this method to centralize a test machine if you want to first clean up the machine. Base layer provisioning
replaces the content on the endpoint with the content in the base layer. All previous content is permanently
removed.

1. Inthe left pane of the Mirage Console, expand Inventory and click Pending Devices.

2. Inthe Pending Devices pane, right-click a device and select Base Layer Provisioning.

e 26|
] Console Root
= [ vMware Mirage Pending Devices
= % VMware Mirage System (localhos
} Common Wizards |
(A Dashboard
Task Monitoring
= a Inventory
& AlcvDs ID a
B Archive 24
@ & Collections
a Problematic CVDs
3 Assigned Devices
i Pending Devices (1)
a Rejected Devices
3 Image Composer
@ Driver Library
43 Reports
LJ Logs
Users and Roles
System Configuration
@ Getting Started

Pending State & |
Pending assignment &
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The Select Layer page appears. The Next button is grayed out until you select a base layer.

[ se Layer Provisioning = xF
Select Layer 1of6
Select Layer
Layer List

Filtered results: Page 1 | of 1

ID~  Version Name Description Date | os | OS License Device Ve
4 1.0 Baselayer 4/21/2014 11:39: .. Win7 VMware, [nc.
4 2.0 Baselayer 4/27/2014 10:28:... Win7 ‘Windows... VMware, Inc.
4 | i

3. Click a base layer to select it and click Next.

F= Base Layer Provisioning

1.0 sel 3y /21/20 3 VMware, Inc.
4 2.0 Basel ayer 4f27/2014 10:28: . Win7 Windows...  VMware, Inc.

4 | 2l

Selected Layer Properties

| General | Program Files | Services | Drivers | License Keys '

General Properties Properties

1D: 4 Number of assig
Name: Baselayer Number of pending
Version: 1.0 Total Size:

Type: Base Total Files:
Description: Date Captured:
Machine Properties

Machine Name: REFERENCE Operating System:
Machine Vendor: VMware, Inc. 0S License:

Drives: G Laptop:

Cancel < Back. Next > Finish
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The Select CVD Policy page appears.

2 Mirage CVD policy optimized for Horizon View 1.0 0

Cancel < Back Next > Finish
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4. Select a policy according to your requirements and click Next.

=

See Centralize an Endpoint Method for an explanation of the default policies.
The Select Target Volume page appears.

Base Layer Provisioning

Select Target Volume

30f6
@ Automatically choose a volume
€ Manually choose a valume
Q,
Page 1 of 1
Name a Path 7(5]]:61"(68) Free Space (GB) | Number of CVDs |
Defaultvol . C:\MirageStorage 150 118 3

[ concel )[ <Back J[ MNex> J[ Fmsh ]
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5. Select Automatically choose a volume and click Next.

The Manually choose a volume option enables you to specify the volume to use rather than using the
volume selected by Mirage.

The Target Machine Name page appears.

F= Base Layer Provisioning

Target Machine Name

Please select whether to add the computer to a Workgroup or Active Directory domain.

You can change the name and membership of the CVD. If your computer was a member of a domain before you joined the workgroup, it will be removed
from the domain and your computer account on that domain will be disabled.

CVD Naming Options
Full Computer Name: .

€ Use Device Name (MIRAGE-C1)
 SetName |

Domain Options

& Workgroup:
[ workGrOUP

' Domain:
Name: |W'Vm :]
o[G0 oC oCcom =
Join Domain Account:
User: |Dulﬁ!\|.lﬂr

Password: |

Cancel < Back Next > Finish
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6. For this evaluation exercise, select Use Device Name and Workgroup, and then click Next.

The following table provides useful information about this page when you deploy Mirage in a production
environment.

ITEM DESCRIPTION

CVD Naming Options Two CVD naming options exist:
* Use Device Name
* Set Name

Domain Options Two domain options exist:

* Workgroup
* Domain

If you choose to join the target device to a domain, you must specify the
domain that the migrated endpoint joins after the migration process is
complete.

The Name and Join Domain Account information is automatically specified
if you previously entered the Join Domain Account credentials as follows:

In the left pane of the Mirage Console, right-click System Configuration,
select Settings, and fill in the fields in the Join Domain Account section of
the General tab.

If the join domain account is not configured in the system configuration, you
must provide the credentials for the endpoints to join the domain. Mirage
cannot automatically join the endpoints to the domain.

You can change the Name, OU, and Join Domain Account credentials. Select
the Name and OU values from the drop-down menus or enter the values. All
used domains in the system prepopulate the drop-down menus. The
required syntax pattern is indicated in each field.

The OU value must be in standard open LDAP format. For example:

OU=Notebooks, OU=Hardware, DC=VMware, DC=com

7. Click Next.

The Image Validation page appears.

Image Validation Sof 6

Validation results for the Image assignment to the selected Devices:

% 1 CVDs passed validation
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8. Click Next.
The Summary page appears.

F: Base Layer Provisioning

VMware Mirage 5.0 Reviewer’s Guide

The selected base layer name is listed.

Summary

=10 x|
6of 6

Volume: Automatic

You are about to provision on 1 Device with ﬂlémeuwer' (ID: 4, Version: 1.0

layer.

9. Click Finish.

10. In the left pane, click Task Monitoring and then verify in the Task Monitoring pane that the task
has started.

A Status value of In Progress indicates that the task has started.

e Mirage Console - [Conso

ware Mirage\
g Fle Action View Favorites Window Help

Lo ) Ealll 7 e

| Console Root

e System (localhost)\T:

k Monitoring]

= [ WMware Mirage
= [f VMware Mrage System (localhos

Task Monitoring

& Common Wizards

11. Monitor the progress of the task by selecting Inventory > All CVDs. Initially, the Activity value is Pending
Assignment, changes to Initializing Base Layer Provisioning, then Base Layer Provisioning, and finally to
Pending Reboot.

G Fle Action View Favorites Window Help

L A ksl * Mo

F= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]

] console Root
= [ vMware Mirage

All CVDs

B ﬁ, VMware Mirage System (Jocalhos
& Common Wizards
(&2 Dashboard
Task Monitoring
= BB Inventory

= alovds I Name b & Actiuity - gress, v
& Archive 10019 @IRAGE-C] « &% Pending Assignment E D"fQ
g Collections

(& Fle Acion View Favorites Window Help

L e JEal [l ? B

[ Console Root

= VMware Mirage Console: - [Console Rook\VHware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]

£ [ YMware Mirage

a8 B VMware Mirage System (Jocahos

All CVDs

& Common Wizards
2 Dashboard
(% Task Monitoring
Bl 88 Inventory
£ alcvps
B Archive

P .

-
- 100% )

VD Policy
Mirage default CVD policy 1.0
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You can also access the endpoint and double-click the Mirage icon in the system tray to open the VMware
Mirage dialog box to monitor the task.

Version 5.0.0.42580
Server Address
Connection Status (Connected )

Last Upload Time N/A

Current Action  nitializing Base Layer Provisioning ( 38% ) )
File Progress 5.062 of 57.309

Data Progress 1,180,016 KB of 8,344,011 KB

- 00000 0- |
vmware

Copyright © 2008-2014 VMware, Inc. All rights reserved.
www vimware com/go/mirage

After finalizing, Mirage displays a dialog box asking you to restart the endpoint.

@ VMware Mirage @

Version 5.0.0.42580
Server Address

Connection Status

Last Upload Time  N/A

Cument Action Pending Reboot

@a‘e Mirage requires a reboot to complete base layer pmvisicxi@

Do you want to restart your computer now?

| RestartNow | [ Restart Later |

12. Click Restart Now in the VMware Mirage dialog box of the endpoint.
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13. Log in to the endpoint again.

[ VMware Mirage (=]

Version 5.0.0.42580

Server Address [ N
Connection Status  Connected

Last Upload Time ~ N/A

Cument Base Layer Baselayer 1.0

Cumrent Action ing system
up temporary data

e | — |
vmware'

Copyright © 2008-2014 VMware, Inc. All rights reserved.
WWW VMWare. comigo/mirage

Mirage finishes the update.

@
@ VMware Mirage @

Version 5.0.0.42580

Server Address

Connection Status

Last Upload Time  4/28/2014 7.50:57 AM

e o SR

@areh‘iragereqtirﬁareboﬂttocmdeleasysiﬂnmdab. )

Do you want to restart your computer now?

[ RestartNow | [ Restart Later |

14. Click Restart Now again.
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15. Log in to the endpoint again and monitor the status of the Mirage client.

The Current Action value changes to Idle. The value of Current Base Layer is the name of the base layer
you assigned previously in this task.

Version 5.0.0.42580
Server Address
Connection Status  Connect

Last Upload Time ~ N/A
Current Base Layery” Baselayer 1.0
Curmrent Action de

¥ 9

vmware

Copyright © 2008-2014 VMware, Inc. All rights reserved.
wwaw.vmware.com/go/mirage

In a few seconds, the Current Action value changes to Initializing, which indicates that Mirage is starting
the endpoint again.

Version 5.0.0.42580

Server Address [ 5
Connection Status  Connected

Last Upload Time  N/A

Curent Base Layer Baselayer 1.0

Cuet Action  Cltiszng Upload (272D

File Progress

Data Progress 2.103.456 KB of 12,540,060 KB

vmware

Copyright © 2008-2014 VMware, Inc. All rights reserved.
www.vmware.com/go/mirage
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The upload is complete when Last Upload Time has an assigned value and the Current Action value has
changed back to Idle.

Version 5.0.0.42580
Server Address
Connection Status _Connected
(st Upload Time  4/28/2014 9:02:16 AND)
Current Base Layer Baselayer 1.0
Cumrent Action Idle

= 1

vmware

Copyright © 2008-2014 VMware, Inc. All rights reserved.
wWww . vmware.com/go/mirage

16. In the left pane of the Mirage Console, click Task Monitoring.

17. In the Task Monitoring pane, verify that the task has reached 100%.

7= VMware Mirage Console - [Console Root\VMware Mirage \VMware Mirage System (localhost)\Task Monitoring]
lg Fle Acton View Favortes Window Help

&2
[] Console Root

= [ vMware Mirage

B % VMware Mirage System (lo

# Commen Wizards

(2 Dashboard

Task Monitoring

E= Inventory
B8 Image Composer
[+ @ Driver Library
[ Reports

LU A | Name Status L Entity
26 (c' Base Layer Provisioning Done Base layer: Baselaye.. (N 100% )4

18. Expand Inventory and click All CVDs.

The Activity value of the CVD changes to Idle.

7= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]

@ Fle Acton View Favortes Window Help

e[ H[m]
|| Console Root
= [ YMware Mirage All CVDs
= ﬁ VMware Mirage System (Jlocalhos
4 Common Wizards f
{2 Dashboard
[ Task Monitoring
£l BB Inventory
= AlcvDs

& Archive 10019 MIRAGE C1
E= collections C
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19. Right-click the CVD and select Layers > View Assignments.

VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]

= [ vMware Mirage
= % WMware Mirage System (ocalh

& Common Wizards
(G Dashboard

B Archive
= collections
=3 Problematic CVDs
& Assigned Devices
“JI‘I Pending Devices
a Rejected Devices
! Image Compaser

Update App Layers...

Cancel Pending Layers

the Status value is Done.

The Type value for the new layer is Base Layer Provisioning, the Layer value is the layer you selected, and

Lo ] ol Mo

71 Console Root

'ware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Image Composer\Layer Assignments]

B [ vMware Mirage

= % VMware Mirage System (localhos

f’. Common Wizards
(A Dashboard
[® Task Monitoring

& Inventory
£ 8 Image Composer
[ Base Layers
App Layers
Reference CVDs
3 Layer Rule

2 Layer Assignments

Your test machine is now provisioned with the selected base layer.
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Migrating to Windows 7 or 8.1

With Mirage, you can migrate an endpoint from one Windows OS version to another. This guide describes a
migration from Windows XP to Windows 7, but you can perform other migrations using the same process.

You can perform a real-time, in-place migration, upgrading the OS of an endpoint from one version to another
and migrating user profiles to the new OS without interrupting the user’s work.

Mirage supports the following migrations:

* Windows XP endpoint to Windows 7

* Windows Vista endpoint to Windows 7

* Windows 7 endpoint to Windows 8.1 or 8.1 Update 1

For this evaluation exercise, you need USMT 4.0 with hotfix, which you import into the Mirage server before
beginning the migration. See Importing USMT for a Windows 7 Migration.

Migration Process
For this migration, you capture a base layer and one or more app layers. You run the Windows OS Migration
wizard in the Mirage Console. After you enter your selections, the wizard starts the migration.

Prior to downloading the base layer to the target endpoint, the Mirage server takes a snapshot of the endpoint
so that you can roll it back to the pre-migration state, if necessary.

Mirage then compares the base layer in the data center to the endpoint CVD in the data center. Only differences
between the two are downloaded to the endpoint.

During migration, the differences between the assigned layers—the base layer and app layers—and the
endpoint are downloaded from the data center to the endpoint. This process occurs in the background while
the user works.

When the download is complete, the user is prompted to reboot. During the reboot, the following occurs:

1. The necessary drivers for the new Windows 7 endpoint are downloaded from the Mirage driver library, and
the drivers are installed on the target endpoint.

2. The OS data is moved in the following manner.
a. The existing Windows XP files are moved to the C:\Windows.01d directory on the endpoint.

b. The new bits of the Window 7 base layer that were downloaded are moved to the C: \Windows
directory.

c. Bits that can be reused from Windows XP to complete the Windows 7 OS are moved from the
C:\Windows.01d directory back to the C:\Windows directory.

An update screen appears. The following tasks are performed during this process:

1. USMT accesses the original user files in the C:\Windows .01d directory and migrates the user data and
profiles from Windows XP to Windows 7.

2. Mirage rejoins the endpoint into the domain with the credentials you supplied.

3. Mirage runs the post-migration script.

4. The user is prompted to reboot the endpoint.

The login screen appears when the update is finished. The migration to Windows 7 is complete.

Application settings and data that are not handled by USMT remain in the C: \Windows .01d directory. You
can manually restore or delete them later. See Removing the Windows.Old directory after User Profile or
Windows 7 Migration with VMware Horizon Mirage (2050882).
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Applications on the Windows XP target endpoint are not retained because they might not work in Windows 7.
Instead, the applications in the assigned app layers are downloaded to the Windows 7 endpoint.

The Windows 7 migration process retains the original endpoint computer name. You can choose to leave
the endpoint in a workgroup or join it to a domain. If you join it to a domain, you must provide the domain
information and credentials.

You can perform the Windows 7 migration over a LAN or WAN. For a migration in a remote office over a
WAN, it is recommended that you use the Mirage branch reflector feature to reduce WAN bandwidth usage. A
Windows 7 machine configured as a branch reflector can download the new Windows 7 base layer once over
the WAN and then have the image ready on the local LAN for the other remote office endpoints.

The Windows 7 Migration wizard is for migrating existing endpoints to a new version of the OS. For a migration
involving different hardware, see the VMware Mirage Administrator’s Guide.

Prepare Your Migration Environment
In this guide, you have already performed the following tasks:

* Importing USMT for a Windows 7 Migration

» Capturing the Base Layer from the Reference CVD

» Capturing an App Layer (Optional)

» Configuring the Mirage Driver Library and Profile (Optional)
» Centralizing Endpoints

Before you begin the migration, take a virtual snapshot of the endpoint as insurance using a product such
as Workstation, Fusion Pro, or vSphere. Mirage also takes a snapshot of the endpoint before you migrate the
endpoint.

Note: The virtual machine snapshot is different from a Mirage snapshot or a Mirage desktop image in the data
center.

You might also need to decrypt the endpoints. If you are migrating endpoints using a third-party, full-disk-
encryption tool other than Sophos SafeGuard Enterprise 5.5, decrypt the endpoints before proceeding with the
Windows 7 migration. The encryption software might cause the migration to fail.

If your endpoint devices are decrypted before migration, the device for the base layer capture does not need
to be encrypted before capturing the base layer. For more information, see Windows 7 Migration with Sophos
SafeGuard Enterprise 5.5.

Windows 7 migration for endpoints encrypted with another full-disk encryption tool might work with the
methodology described here, but VMware has not explicitly tested other tools. Therefore, you should decrypt
endpoints using a third-party, full-disk encryption tool other than Sophos SafeGuard Enterprise 5.5 before
proceeding with the migration, because the encryption software might interfere and cause the migration to fail.

You are now ready to perform the migration.
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Performing an In-Place Windows 7 Migration
After you have finished preparing your migration environment, you are ready to migrate your Windows OS
using the following tasks.

Configure the Migration Parameters
The Windows OS Migration wizard leads you through this task.

1. Inthe left pane of the Mirage Console, click Common Wizards, and in the right pane, click Windows OS
Migration.

\VMware Mirage System (locall ommon Wizards]

e s[=Em
] Console Roat
[ vMware Mrage
B [ Wware Mrage System (ocalhest)
|common vizards|

Common Wizards

Task Monitaring =
a tory The tasks below nby by Mira to deploy. manage. protect, and support remole users.
(& E53 Image Composer
@ [P Driver Library
g Reports _ o
8 5 oge Centralize Endpoint @ Base Layer Provisioning
[ (&, Users and Roles Migrate the contents of an endpoint to the VMware Mirage Server. ‘ Prepare a new device by clesning up the device files. applying a
5 9 system Confiuration When complete, the endpoint will be protected and can be Base Layer. and automatically migrating the contents of the
& managed centrally. endpoint fo the VMware Mirage Server.
Vohmes
Mrrage Gatevays
Branch Reflectors .
& VD Pok Disaster Recovery Hardware Migration
Q Getting Started Restore a CVD 1o the same endpoint. (e.9. in the case of a new Migrate & CVD to a different endpoint, either physical or virtual
hard-drive or after a format) or restore to a replacement endpoint
Assign Base Layer Update App Layers
Q hssign the appropriate base layer to a single CVD or a collection @ Assign and edit the spplication loyers 1o a single CVD or
This layer will be validated. and will be deplayed to the selected collection. The layers will be validated. and will be deployed to the
endpoints as they connect to the network. selected endpoints a3 they connect to the network.
Capture Base Layer Capture App Layer
A Base Layer is a lemplate for common desktop content, cleared An App Layer is a set of one or more non-core organization
of specific identity information and suitable for mass deployment spplications (e.9. departmental or line-of-business) and updates/
to endpoints. The laver inchudes the operating system. senice patches for already nstalled applications. for deployment to a
packs, patches and enterprise applications. large number of endpoints.
Windows OS Migration

_El Migrate an endpoint to ancther Windows OS from an older
™ Windows version. preserving all end user data. while deploying
desired Windows applications as part of the new Base Layer.

The Select CVDs or Collections page appears.
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2. Search for the Windows XP test machine you created and centralized for this exercise, and then click Next.

F= Windows 0S5 Migration

Select CVDs or Collections 1of6

CVD Selection

VD List
| cvDs | Collections |

10016 ( MIRAGE-XP ) VMware, Inc. VMware Virtual Pla.

Cancel < Back Next > Finish

The Select Base Layer page appears.

7= windows 05 Migration

Select Base Layer 20f 6

Select Base Layer

— Download Options
= Download and Apply Base Layer
" Only Download Base Layer

4 | |

Selected Base Layer properties

[ General | Program Files | Services | Drivers | License Keys |

General Properties Properties

3. For this evaluation exercise, select Download and Apply Base Layer to download the image to all
endpoints and immediately apply the new OS to all endpoints.

Note: The Only Download Base Layer option downloads the image to all designated endpoints, but waits
to apply the image. You would select this option if you want to apply the base layer at a later time.
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4. Select the base layer you captured from the reference CVD as a prerequisite to this task and click Next.

The Select Layers page appears.

7= windows 0S Migration [ mdm-‘él
Select Layers 30f6
Select the layers you wish to have assigned

Available layers Assigned layers

[¥ Show enly latest layers

Selected Layer Properties
| General | ProgremFiles | Services | Drivers | License Keys |

General Properties Properties

5. Move the layers you want from the Available layers section to the Assigned layers section and click Next.

The Target Machine Name page appears.

Target Machine Name 40f6

Please select whether to add the to a Wi or Active Dil v di

The CVD name is kept during the migration process. Please provide domain parameters for the migration process.

Domain Options

& Workaroup:

| woRKGROUP

Neme:  [company.com

EIEL

Join Domain Account:
User: |Dunah\ug!
Password: |

6. Select Workgroup for this evaluation exercise and then click Next.

In a production environment, if you choose to join the target device to a domain, you need to set the
domain that the migrated endpoint joins after the migration process is complete. The Domain Name and
Join Domain Account credentials are automatically entered if you have already set the credentials in the
Mirage Console settings.
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7. Click Next.
The Image Validation page appears.

A warning informs you that no matching profile was found for the device. You can ignore the warning
because you are migrating a virtual machine, so a driver profile is not necessary.

Note: If an error is listed on this page, you must fix it before proceeding.

F= Windows 0S Migration

Image Validation 50f 6

Validation results for the Image assignment to the selected CVDs:

0 CVDs passed validation

Mismatch List
b ] ElementName User Name Model Description Status
No matching driver profile was found
10016  MIRAGE-XP MIRAGE... VMware VIU2... o ice doce not have a matching dri &
(Lignore Al J(_ ggnore J(  Resst |
Validation Details < Prev Next >
Description:

No matching Driver Library profile was found for the device.
Resolution:

Create a new profile or add the device to an existing profile by changing the profile rules. The use of Driver Library is optional if the relevant drivers are
already installed in the Base Layer or in the CVD.

Error:

8. Click Ignore, and then click Next.

The Summary page appears.

P windows 0S Migration ol
Summary 6 of 6

You are about to migrate 1 CVD
using Base Layer: ‘Baselayer’ (ID: 4, Version: 1.0)
Workgroup: WORKGROUP

9. Click Finish.
The migration starts.
What to Do Next

Monitor the progress of the migration using either of the following methods:
* Mirage Console

* Endpoint
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Use the Mirage Console to Monitor the Migration Process
The Mirage Console shows you the progress of the migration.

1.
Task Monitoring.

In the left pane of the Mirage Console, expand VMware Mirage, expand VMware Mirage System, and click

The Task Monitoring page appears in the right pane with the new Migration task listed. The Status is In
Progress, and the Progress bar starts at 0%.

VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Task Monitoring]

&= |7FH=

@ Fie  Acton View Favorites Window Help

(-] console Root

= [ vMware Mirage
E (B VMware Mirage System (ocalhost)
& Common Wizards
(2 Dashboard
[®] Task Monitoring
& Inventory
9 Image Composer
Driver Library
léd Reports
L7 Loas

Task Monitoring

Migration

As you monitor the Task Monitoring page, the percent value of the Progress item increases.

2. Right-click the Migration task and select View Assignments.

= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Task Monitoring]
File Acton View Favorites Window Help

as| @ HED

] Console Root

=] m VMware Mirage

# Common Wizards
(& Dashboard
Task Monitoring
& Inventory
¥ E3 Image Composer
[} Driver Library
i3 Reports
LT Logs
Users and Roles
System Configuration
@ Getting Started

= & VMware Mirage System (Jocalhost)

Task Monitoring

m v|P
20 & Migration

The Layer Assignments page appears in the right pane.

= vMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Image Composer\Layer Assignments]

l@ File Acton View Favorites Window Help

s ZnHE

|| Console Root

= [ vMware Mirage
=] Q VMware Mirage System (localhost)
& Common Wizards
(@ Dashboard
Task Monitoring
&5 Inventory
= 3 Image Composer
3 Base Layers
App Layers
Reference CVDs

B3 Layer Rules

Layer Assignments
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The Windows XP CVD is assigned to the base layer that you selected in the Windows Migration wizard.
Mirage compares the base layer from the reference CVD to the Windows XP CVD in the data center

to determine which bits are required from the base layer. Only the differences are downloaded to the
Windows XP endpoint.

e System (localhost)\Image Composer|\Layer Assignments]

e 5w
|| Console Root
= [ vMware Mirage
=] % VMware Mirage System (localhost)
& Common Wizards
(2 Dashboard
[® Task Monitoring
& Inventory
] 3 Image Composer
[ Base Layers
&5 App Layers
Eff) Reference CVDs

5 Layer Rules
i m‘,

Downloading (

In the left pane of the Mirage Console, expand Inventory and click All CVDs.

The All CVDs window appears. The Activity value is Migration, and the Progress value is the percentage
completed.

F vMware Mirage Console - [Console Root\VHware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]
i@ Fle Acion View Favorites Window Help

e xm HE
|| Console Root
= [ vMware Mirage

AllCVDs
B (2 VMware Mirage System (ocalhost)

# Common Wizards
(& Dashboard
Task Monitoring

2 B Inventor

Filtered results:

4 LI Name Activity ¢ & VD Policy
E :’:":m 10016 MIRAGE-XP Migration v

a4
{8 Problematic CVDs

& Assigned Devices
il Pending Devices

Mirage default CVD policy 1.0

As the migration proceeds, the Activity value changes to Finalizing Migration.

age System (localhost)\Tnventory\All CVI

& Hml
(] Console Root
B [ vMware Mirage

El )

VMware Mirage System (Jocalhost)
# Common Wizards
(2 Dashboard

Task Monitoring

Ealn
ID a Name
Archive

& colect 10016 MIRAGE-XP [@ | 24% Finalizing Migration :
ons
£ Problematic CVDs
& Assigned Devices
i Pending Devices
4B Rejected Devices

e
* %
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During the reboot of the migrated Windows XP endpoint, the All CVDs list has an Activity value of
Pending Reboot and a Progress value that stops when it reaches 100%.

@ File Acton View Favorites Window Help

= 2old
[ ] Console Root
= [ vMware Mirage All CVDs
= % VMware Mirage System (ocalhost)
& Common Wizards
({2 Dashboard
Task Monitoring

B & 4
ﬁ D a Name Activity
o 10016 MIRAGE-XP

8 Colecton @ 100%  Pending Reboot
I s

&= Problematic CVDs
B Accinned Devires

L\e
* R

4. Access the Windows XP endpoint, and double-click the Mirage icon in the system tray of the endpoint to
open the VMware Mirage dialog box.

What to Do Next
See Restart the XP Endpoint to Complete the Windows 7 Migration.

Use the Endpoint to Monitor the Migration Progress
You can monitor the migration on the endpoint.

1. Open the Windows XP endpoint and double-click the VMware Mirage system tray icon.

Current Action displays the preliminary stages of the migration.

" VMware Mirage @

Version 5.0.0.42580
Server Address

Connection Status  Connecte:
Last Upload Time 4/

452 A
Curnent Action nitializing Migration [ 8672

(T 1] |

vmware
Copyright @ 2008-2014 YMware, Inc. All rights reserved,
WAL YINWATE, COMAO0/mirage:

2. Continue to monitor the status by examining the Current Action value.
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After the initialization finishes, Mirage starts downloading the assigned layers to the endpoint. The Current
Action value changes to Migration.

- YMware Mirage |E|
Wersion 5.0.0.42580
Server Address

Connection Status  Connecte

Last Upload Time 42, (14 7:54:52 AM
Current Action  (Migration [ 2% ]
File Progress g )

DataProgiess  167.334 KB of 7,227,099 KB

( ]
vmware

Copyright © 2008-2014 VMware, Inc. Al rights reserved.
Wi YImware. com/ gosdmirage

The Windows XP endpoint proceeds, and the Current Action value changes to Finalizing Migration.

I VMware Mirage ‘5

Wersion 5.0.0.42580

Server Address

Connection Status

Last Upload Time  4/23/2014 7:54:52 AM
Current Action ‘

([ITTTT J

Copyright © 2008-2014 YMware, Inc. All rights reserved.
W vmware com/qo/mirage

When the endpoint has completed this stage of its migration, a dialog box prompting the user to reboot
appears on the desktop of the endpoint.

'z VMware Mirage

Version 5.0.0.42580

Server Address

Connection Status

Last Upload Time  4/23/2014 7.54:52 AM
Current &ction Pending Reboot

m VMware Mirage

@wafe Mirage requires a reboot to complete migration)

Do you want to restart your computer now?

[ Restart Now ]i Restart Later l

What to Do Next
See Restart the XP Endpoint to Complete the Windows 7 Migration.
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Restart the XP Endpoint to Complete the Windows 7 Migration
When you are finished monitoring the task, you must go to the endpoint and restart it.

Click Restart Now.

The converted Windows XP endpoint restarts, which updates the system.

:g Windows™

The system stage switches to a pivot stage.

Please wait...

. Windows 7 Enterprise
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During the pivot stage, Mirage completes the system update.

VMware Mirage is completing a's
Step 2 of 20: Waiting for plug-ands

The endpoint restarts after completing the system update.
Note: The login credentials for the new Windows 7 system are the same as for the Windows XP system.

A message appears indicating that Mirage is completing the migration.

© vMware Mirage R X
Your system was recently restarted. VMware Mirage is
completing system updates.

Click here for more information...

The Current Action value changes to Completing system update.

[CT Ve Mhage T

Varsion 5.0.0.42580

Server Address

Connection Status

Last Upload Time ~ N/A

Curent Base Layer Baselayer 1.0

Cument Action Completing system update (20 of 20}
Running startup scripts

vmware

Copyright ® 2008-2014 VMware, Inc. All rights reserved.
Www vITwiale comigo/mirage

When the system update finishes, the new Windows 7 system is available for use.
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Validating the Migration
Before continuing, validate the completion of the Windows 7 migration. You can perform this task using the
endpoint or the Mirage Console.

Use the Endpoint to Validate the Migration
This task validates the migration from the perspective of the previous Windows XP endpoint.

1. Loginto the former Windows XP endpoint as the same user, and check that all the user data has
been migrated.

The desktop should look the same as it did before the migration. The desktop should have the same
documents, if any, before you migrated to Windows 7.

2. Verify that the new OS is Windows 7 by clicking the Start menu.

Taglg ———————————|
B Personalize Windows

& Transfer your files

#@ Share with a homegroup

& Change UAC settings

&% Get Windows Live Essentials

W Back up yourfiles

82, Add new users

B Change text size

Troubleshooting tip: If you originally installed Microsoft Office on the Windows 7 reference machine and you
did not use a volume license, Office requests activation on this new computer. You can ignore this problem for
these exercises, but you must resolve the issue in a production system. A best practice is to use an internal KMS
server to manage licenses.
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Use the Mirage Console to Validate the Migration
This task validates the completion of the Windows 7 migration using the Mirage Console.

1. Inthe left pane, expand Inventory and click All CVDs.

2. Inthe All CVDs pane, confirm that the Windows XP CVD has an Activity value of Idle and a Progress value
of 100%.

= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory \All CVDs]

lGh Fle Acfon Viem Favorites Window Help

&= 7= H

| Console Roat

= @ vMware Mirage All CVDs

=] % VMware Mirage System (localhost)

& Common Wizards
(A Dashboard
[ Task Monitoring

& Archive
&3 Collections
&5 Problematic CVDs

3. In the left pane, click Task Monitoring, and in the right pane, verify that the Progress value is 100%.

= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Task Monitoring]
(@ Fle Action View Favorites Window Help

+=| 2|
| Console Root
2 [ vMware Mirage Task Monitoring
= % VMware Mirage System (localhost)
& Common Wizards
(@@ Dashboard
[ Task Monitoring
E3 Inventory
BB Image Composer
@ Driver Library
E Reports
= P,

4. In the left pane, expand Image Composer and click Layer Assignments.

5. In the Layer Assignments pane, verify that the Status value is Done.

ol A hes [l ? o

-] Console Roat
=] m VMware Mirage
= % VMware Mirage System (Jocalhost)
¢ Commen Wizards
(& Dashboard
[ Task Monitoring
& Inventory
= 3 Image Compaser

[ Base Layers 10016 MIRAGE-XP ! a Basel ayer 1.0
App Layers
Reference CVDs

3 Layer Rules

4 Layer Assignments

[P Oriver Library

You have successfully migrated an endpoint from Windows XP to Windows 7.
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Troubleshoot a Failed Migration to Windows 7
The following situations describe potential Mirage migration failures and respective solutions.

Migration Doesn’t Start
The migration of the Windows XP desktop does not start, and the Progress value for the Migration task stays
at 0%.

System (localhost)\Task Monitoring]

@ B Inventory
[ 9 Image Composer
[ [P Oriver Library

@ lig Reports

il P

In Progress

Figure 11: Task Monitoring Showing Migration Stays at 0%

On the Windows XP endpoint, the status only shows Connected.

m ¥Mware Mirage |§\
ersion 5.0.0.42580
Server Address

Connection Statu "
Last Upload Time  4/26/201412:35:16 PM
Current Action Idle

Copyright © 2008-2014 Yiware, Inc. All rights reserved.
WL YIWATE. COM/ 00/ mirage

Figure 12: Migration Doesn’t Start on Client

Cause

The space on the Windows XP endpoint is insufficient to store the old Windows XP desktop, the new Windows
7 base layer, the old Windows XP personalization, and the new Windows 7 user data and settings. An error
message flashes on the Windows XP endpoint, but it is not persistent.

1\, ¥Mware Mirage x

& system update cannot complete due bo insufficient disk
space on drive C,

Please free additional 2,98 GE by deleting old or unnecessary
files,

Click here to start Disk Cleanup,

Figure 13: Error Message for Insufficient Disk Space
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You can confirm that the Windows XP endpoint does not have enough space by examining the Mirage logs.

1. On the Windows XP endpoint, navigate to C: \Program Files\Wanova\Mirage Service\Logs.

File  Edit Favorites  Tools

eBad< -

View

Help

L% pSearch lL_:‘ Folders v

=3

Address [ C:\Program Files\\Wanova\Mirage Servicellogs

v B

File and Folder Tasks

Iﬂ Rename this file

a Mave this file

|D Copy this file

& Publish this file to the web
(2 E-mall this file

i Print this file

¥ Delete this file

Size
2KB
7,827 KB
0KB

133 KB
7,666 KB
3,568 KB
26 KB
263 KB

Type

EI desktop_stat
E'I mshelpUtil

Text Document
Text Document
Text Document
Text Docurment
Text Document
Text Document
Text Document
Text Docurnent

Date Modified
4/20/2014 2:02 AM
4/26/2014 12:11 PM
4/20/2014 6:27 AM
4/26/2014 12:07 PM
4/26/2014 12:13PM
4/26/2014 12:07 PM
4{26/2014 11:13 &M
4j26/2014 12:08 PM

Double-click tray.

In the tray log, the notification indicates that not enough disk space was available on the Windows XP

endpoint.

B iray - Notepad
File Edit

Format Wiew Help

20014-04-26 12:27:02,462 [
watchdog timer for 300000
2014-04-26 12:30:13,024 [

laststate = Idle state =
2014-04-26 12:31:25,243 [
Jaststate = Uploadchanges_.

2014-04-26 12:32:02,462 [
onTimercheckservice :
2014-04-26 12:32:02,462 [
watchdog timer for 300000
2014-04-26 12:35:16, 524 [
2014-04-26 12:35:17,305 [
Jaststate = Up'loadchanges
2014-04-26 12:37:02,462 [
onTimerchackservice
2014-04-26 12:37:02,462 [
watchdog timer for 300000
%014 04— 26 12 137:22,180 [

H ' ’
laststate = Migration sta
2014-04-26 12:42:02,462 [
onTimercheckservice : ser
2014-04-26 12:42:02,462 [
watchdog timer for 200000
2014-04-26 12:43:06, 993
2014 -04-26 12:43106,993
2014-04-26 12:43:08,212
2014-04-26 12:43:08, 212
2014-04-26 12:47:02,462
onTimercheckService : Ser
2014-04-26 12:47:02,462 [
watchdog timer for 300000

—ee

9] INFO Wwanova.Desktop.notification.notifierwatchdog setting ~|
3] DEBUG wanova.Desktop.notification.Notifier HandlestateChange
Uploadchanges_Initializing
3] DEBUG wanova. Desktoq Motification.Notifier HandlestateChange
Initializing state = nadchanges
9] INFO Wanowva. Desktop Notification. Notifierwatchdog
service seems to he alive
9] INFO Wwanova.Desktop.nNotification.notifierwatchdog Serting
3] IWFO wanova.Desktop.notification.wnotifier announce migration
3] DEBUG wanova.Desktop.mMotification.notifier HandlestateChange
state = Migration_Initializin
8] INFO Wwanova.Desktop. Nat1$1cat1on.NDtﬁFiEFWatchdug
service seems to he alive
9] INFO Wanova.Desktop.nNotification.notifierwatchdog setting
3] DEBUG wanuva.D@sktup.Nutificatian.mutifier Handlestatechange
iy Migration
3] TNFO  wanova.
3199‘39 5802
Wanova. op. TNottier Handlestatechange
te = Idle
8] INFO Wwanova.Desktop.Notification. Notifierwatchdog
vice seems to he alive
8] INFO Wwanova.Desktop.Notification.Notifierwatchdog Setting
1] INFO  Wanova.Desktop.Motification.BootNagLogic ShowMaglfneeded
1] INFO Wwanowva.Desktop.Notification.NotifyGui ShowstatusForm
1] InFO  wanova.Desktop.Notification.BootNagLogic ShowMagIfneeded
1] INFO ‘Wanova.Desktop.Notification. NotifyGui ShowStatusForm
9] IWFO Wwanova.Desktop.nNotification.Notifierwatchdog
vice seems to he alive
9] INFO Wwanova.Desktop.nNotification.notifierwatchdog setting
o8|

WHITE PAPER / 102



VMware Mirage 5.0 Reviewer’s Guide

3. Double-click desktop_major.

The desktop major log issues a similar message.

- Notepad

File Edit Format View Help
2014-04-26 12:30:12,696 crx:Chull) [ 8] INFO MajorLogger Got Pwdinfo: A
[1c=10017, policy=1. I 2,factory-version=3.0, pendingeI=4.1.0 i
(1772930689) actualel=, pendingLayers=[], actua1Layers [1,enforce=4/26/2014 11:24:00
AM,machine=1.2, act1an1ags-33 domainInfo=machine name:MIRAGE- xP, domain name:WORKGROUP,
domain memb?r Fa1se, ou:, user:,pendingbrivers=1/1/0001 12:00:00 AM, actualbriversl/1/0001
12:00:00
2014-04-26 12:30:12,696 cTx:(null) [ 8] INFO m™ajorLogger Converted actionfFlags to
Pend1nnggrat1on, Dr1verL1brary
2014-04-26 12:30:12,712 cTx:(null) [ 8] INFO MajorLogger Desktopservice.nextaction:
DesktmpSErvwce.up1nadActwnn Interval:
2014—?4—26 12:30:21,446 CTx:(null) [ 8] INFO MajorLogger StartUploadchanges upload type:
nOorma
2014-04-26 12:30:22,993 cTx:(hull) [ 8] INFO MajorLogger Starting to perform light scan
2014-04-26 12:30:23,477 cTx:(hull1) [ 27] INFO  MajorLogger Taking vss shapshot for the
following volumes:
2014-04-26 12:30:23,477 CTx:(null) [ 27] INFO MajorLogger c:’y
2014-04-26 12:31:24,352 cTx:Chully [ 8] InFo  majorLogger Finishad performing light scan
2014-04-26 12:35:13,540 cTx:(hull) [ 28] INFO MajorLogder onuploadcompleted Success
2014-04-26 12:35:16,509 cT>:(null) [ 8] INFO MajorLogger Got PwdInfo:

[id=10017, policy=1.1.2,factory-version=3. 0, pendinggI=4.1.0

(17?2930689j actualeI=, pendingLayers=[], actua1Layers [1,enforce=4,/26/2014 11:24:09
Am,machine=1.3, act1anF1ags 33, domainInfo-machine name :MIRAGE- ®P, domain name:WORKGROUP,
ggmg&nogemb?r Fa1se ou:, user:,pendingbrivers=1,/1/0001 12:00: 00 A, actua1Dr1versl/l/0001

100:00 AM

2014-04-26 12:35:16,509 CTx:(null) [ 8] INFO MajorLogger Converted ActionFlags to
PendinoMigration, DriverLibrary

2014-04-26 12:35:16,524 cTx:(null) [ 8] INFO MajorLogger DesktopsService.nextaction:
pesktopService.Migrationaction, Interval: ©

2014-04-26 12:35:16,587 CTx:(nully [ 8] INFO MajorLogger Starting to perform partial scan
2014-04-26 12:35:16,962 cTx:(null) [ 26] INFO MajorLogger Taking vss snapshot for the
following volumes:

2014-04-26 12:35:16,962 CTx:(nully [ 26] INFO MajorLogger c:b,

20 =352 - ind i artial scan

14-04-26 12:37:26, 821 CTx: INFO MajorLogger onDownloadComplete
otEnoughDiskSpace -

o

4. In the left pane of the Mirage Console, expand Logs and click Event Log.

Under Description, Not enough disk space is listed. The Source value indicates that the endpoint did not
migrate to Windows 7.

rage System (localhost)\Logs\Event Log]

=
L EEICIE
[] Console Root
& ([ vware Mrage
E [ YMware Mrage System (ocahos,

MIRAGE-XP @ the download

® g Reports 4#’261'2014 4 ZD 18 AM Server MIRAGES... e
ad EW - 4/26/2014 4:20:05 AM Sarver MIRAGES... Task cancellad Task 22 cancalled due to cancelled layer assignment 3

>0 0oL

Clients MII Domain/workgroup join request Successfully joined workgroup

Resolution

Increase the size of the Windows XP endpoint and try the migration again, including all setup steps.
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New Windows 7 Endpoint Disconnected After Migration
The Mirage system tray icon has an X flag. When you double-click the system tray icon, the Connection Status
value in the detail window is Disconnected.

Version
Server Address
Connection Statt
Last Upload Time  N/A
Cument Action Idle

L

vmware

Copyright ® 2008-2014 VMware, Inc. All rights res
www vmware com/go/mirage

Figure 14: Endpoint Is Disconnected and Cannot Proceed with Migration

The network system tray icon echoes the disconnected state.

Not connected ’
Mo connections are available
Troubleshoot

Open Network and Sharing Center

@ ==
4/26/2014

Figure 15: Network System Tray Icon Showing Disconnected Network

In addition, various panes of the Mirage Console do not indicate that the migration completed. For example:

» Expand Inventory and click All CVDs. For the prior Windows XP CVD, the Activity value persists as Pending
Reboot after the second reboot finishes, although the Progress value is 100%.

e 7= dm

[ Console Root
= [ vMware Mirage
= % VMware Mirage System (localhost)
#° Common Wizards
(A Dashboard
Task Monitoring
B & v -

All CVDs

Filtered results:

ID & Name Activity
10016 MIRAGE-XP (W 100%  Pending Reboot )

Figure 16: All CVDs Shows 100% Complete in the Migration but Pending Reboot

e
* %

& Collections
£ Problematic CvDs
B Acsinned Davices
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* On the Task Monitoring page, the Migration task has a Status value of In Progress and a Progress value of 0%.

= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Task Monitoring]

@ Fle Acton View Favorites Window Help

e 7=
1 Console Root
E [ VMware Mirage Task Monitoring
El [ VMware Mirage System (ocahost)
# Common Wizards
(@ Dashboard

nitoring

] -
® & Inventory

[ B Image Composer D v P Name — “Stertos— Frog
® [ Driver Library 20 B Migration Gn Progress —_10% 5
= @ Reports

@ LJ Logs

E % Users and Roles

Figure 17: Task Monitoring Showing Migration Not Complete

» On the Layer Assignments page, Assign Base Layer assignment has a Status value of Downloading (0%).

L sl il 7 Mol

] Console Root
& [ vMware Mrage Layer Assignments
B B VMware Mirage System (ocalhost)
& Common Wizards
(& Dashboard
[® Task Monitoring
i B Inventory
= 9 Image Composer =
Base Layers E-XP Assign Base Laye| /23/2014 12:26:3 Downloading (0%)
App Layers
& Reference CVDs
5 Layer Rules
7 Layer Assignments

5 W Driver | ibrary

Figure 18: Layer Assignments Showing Migration Not Complete

Mirage cannot complete the migration to Windows 7 if the endpoint is disconnected from the network after the
migration.

Cause

This problem occurs when you are migrating from a Windows XP virtual machine to a Windows 7 virtual
machine. Windows XP virtual machines and Windows 7 virtual machines have different network adapters,
causing the migrating endpoint to lose network connectivity.

Resolution
You need to manually change the network adapter.
1. Power off the former Windows XP virtual machine.

2. In the virtual machine settings in vSphere, Fusion, or Workstation, remove the network adapter from the
Windows XP virtual machine and add an Ethernet Adapter with Type of E1000.

3. Power on the former Windows XP virtual machine.

The former Windows XP endpoint now has a network Connection Status value of Connected in the details of
the system tray icon. Mirage can complete its migration cycle. When fully migrated, the Mirage system tray icon
is unflagged, and the Mirage Console panes show completion of the migration.
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Roll Back a Windows 7 Migration
If you encounter a problem that you cannot resolve during a Windows 7 migration, you can roll back to the
previous Windows XP system.

Note: A rollback is possible only when you choose the Mirage Default CVD Policy rather than the Mirage CVD
Policy Optimized for View when centralizing the endpoints.

The Mirage Default CVD Policy backs up the endpoint’s content to the Mirage server. The Mirage CVD Policy
Optimized for View only synchronizes the metadata of your endpoint.

1. Inthe left pane of the Mirage Console, expand Inventory and click All CVDs.
2. Inthe All CVDs pane, right-click the CVD and select Revert to Snapshot.

= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhos

l&@ File Acton View Favorites Window Help

5| Aol
| Console Root
= [ vMware Mirage All CVDs
5] % VMware Mirage System (localhos}
& Common Wizards
(2 Dashboard
[ Task Monitoring

&5 Collections Layers 4
& Problematic CVDs Enforce All Layers
& Assigned Devices Apply Driver Library
i Pending Devices e
&3 Rejected Devices Show Alarm
5 Image Composer Programs ’
@ Driver Library
43 Reports
L Logs
Users and Roles
System Configuration Device
@ Getting Started Manage CVD »
History

The Revert CVD window appears
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3. Deselect the Restore system only option.

This option is available only when restoring to the same OS.

F= Revert CVD

preserve existing user data on this endpoint. Only Operating System and Applications will be restored.
User dala from the CVD will be available to the user in the VMware Mirage Deleted Files Archive. This option is only available
when restoring to the same 05.

Current Base Layer: Baselayer 1.0
Current App Layer: None

Snapshot Time Zone: (UTC-08:00) Pacific Time (US & Canada)

Date Machine Version Size (MB) 0S5 | Baselayer | App Layer|
:23: Win7 Baselayer 1.0

4/2?."2014 7.52.40 PM 110 3210 XP

4/27/2014 5:08:18 AM 1.7 2933 XP
4/26/2014 3:29:42 AM 1.1 2190 Xp

Cancel < Back Next > Finish
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4. In the snapshot list, click the snapshot that was taken prior to the migration and click Next.

Ignore the warning message displayed at the top of the page stating that the selected snapshot’s base

layer differs from the current.

The Domain Details page appears.

Domain Details

= Revert CVD ]

Please select whether to add the computer to a Workgroup or Active Directory domain.

When reverting CVD from one OS version to another, domain membership will be lost. Please provide domain parameters for the
revert process.

CVD Naming Options
Full Computer Name: MIRAGE-XP,

& Keep Original Snapshot Name (MIRAGE-XP)
' Use Current CVD Name (MIRAGE-XP)

C SetName |
Domain Options
= workgroup:
| workGrOUP
€ Domain:
ou: |ou=c OU=Group,DC=c DC=com [ ]

Cancel < Back Next > ___Finish
5. Change the settings according to your requirements and click Next.
The page for validation appears.
[Freeton — =P
Revert CVD

20of 3

Use the following validation summary to compare the device with the snapshot. This summary will alert you to
any potential issues that require attention. You may not be able to proceed until blocking issues are resolved.

% No compatibility issues detected
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6. Click Next.

The Summary page appears.

loixi
Summary 4of 4

Revert CVD "MIRAGE-XP' to snapshot from 4/28/2014 3:17:05 AM
Keep Original Snapshot Name: MIRAGE-XP
Workgroup: WORKGROUP

7. Click Finish.

The Revert CVD to snapshot dialog box appears.

Revert CVD to snapshot ﬂ

Would you like to switch to the Task List view to monitor the
progress of the 'Revert CVD to snapshot’ action?

ve [ % ]

8. Click Yes.

The Mirage Console switches to the Task Monitoring page. The Revert CVD task is listed. The Status value
is Copy snapshot.

@ Flle Acton View Favorites Window Help

L AEEoll 7]
[ Console Root
= m VMware Mirage
= @ VMware Mirage System (ocall
& Common Wizards

Task Monitoring

a Inventory

5 Image Composer m v Name
@ Driver Library 3 > Revert OVD
mEa .

9. Expand Inventory, and click All CVDs.

10. In the All CVDs pane, monitor the Activity and Progress values.

e

Mware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]

@ Fle Action View Favorites \Window Help

+=%#mH
|| Console Root
= m VMware Mirage
= @ VMware Mirage System (localhos
& Common Wizards
A Dashboard
Task Monitoring
= a Inventory
=2 Al ovDs
5 Archive
a Collections
o .. 5

All CVDs
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As you monitor progress, the Progress value increases until it reaches 100%. The Activity value changes
from Suspended to Pending Reboot.

VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]

& Fie Action View Favorites Window Help

Lol A Eail  Nes

] Console Root
= [ YMware Mirage
= % VMware Mirage System (localhg®
& Common Wizards
& Dashboard
[ Task Monitoring
= B3 Inventory
= alos
& Archive
# E§ Collections
E=3 Problematic CVDs

Pending Reboot

11. Access the endpoint and double-click the Mirage icon to verify that the Current Action value in the
VMware Mirage dialog box is Pending Reboot.

@ VMware Mirage @

Version 5.0.0.42580

Server Address

Connection Status

Last Upload Time ~ 4/29/2014 7:11:14 AM
Cument Base Layer Baselayer 1.0

Corr e R D>

QMwae Mirage requires a reboot to complete a restore opewauDrD

Do you want to restart your computer now?

Restart Now | [ Restart Later |

12. Click Restart Now.

13. After the endpoint restarts, log in to it again and verify that the Current Action value is Completing system
update and the Last Upload Time value is N/A.

i VMware Mirage |X‘
Version 5.0.0.42580
Server Address
Connection Status Disconnecte:
Last Upload Time N/&
Current Action Completing system update (2 of 20]
W aiting for plug-and-play completion

[ [T1T}

vmware
Copyright @ 2008-2014 YMware. Inc. All ights reserved.
WY YIWETE. COMQo/mirage
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14. After the action finishes, verify that the Current Action value changes to Pending Reboot.

"z VMware Mirage

Wersion 5.0.0.42580
Server Addess

Connection Status  Disconnecte

Last Upload Time  N/&,

Current Action (Fending Reboah.

m VMware Mirage

(WMware Mirage requires a reboot to complete a system update. )

Do you want to restart your computer now?

[ Restart Now “ Restart Later ‘

15. Click Restart Now.

16. After the endpoint restarts, log in to the endpoint again and verify that the Current Action value is
Initializing Upload.

™. YMware Mirage

Wersion 5.0.0.42580

Server Address

Connection Status

Last Upload Time  M4&

Current Action .

File Progress

Data Progress 3,966,452 KB of 16,675,236 KB

(T] ]

vmware
Copyright © 2008-2014 VMware, Inc. All rights reserved.
Wi Ymisare. com/go/mirage

After the initialization finishes, the Current Action value changes to Upload.

I VMware Mirage

Yersion 5.0.0.42580
Server Address
Connection Status  Connecte:

Last Upload Time  N/&
Curent&ction  COpload (587>
File Progress B0 of 02

Data Progress 194,773 KB of 335,283 KB

(AR RN |

Copyright @ 2008-2014 YMware, Inc. All ights reserved.
Wy vmware. com/go/mirage
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appears.

After the upload completes, the Current Action value changes to Idle, and a Last Upload Time value

M VYiMware Mirage

Version 5.0.0.42580
Server Address

Connection Status  Connected

Last Upload Time <4230/2014 3:50:20 AM
Current Action Idle

vmware
Copyright @ 2008-2014 VYMware, Inc. All rights reserved.

WL YIYare. com/go/mirage

17. In the left pane of the Mirage Console, click Task Monitoring, and in the right pane, verify that the Revert

CVD task has a Status value of Done.

tware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Task Monitoring]

@ Fle Acton View Favorites Window Help

&5 2|
[ Console Root
2 [ vMware Mirage
= Q VMware Mirage System (localhost)
& Common Wizards
(A Dashboard
Task Monitoring
= B Inventory
&5 Alcvos

Task Monitoring

Done CVD: MIR,

100%

18. Go to the All CVDs page and verify that the Activity value for the CVD is Idle.

= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]
& File Acton View Fovorites Window Help

€= | HEHE

[ Console Root
= [ vMware Mirage
=] & VMware Mirage System (localhost]
& Common Wizards
(2 Dashboard
[8 Task Monitoring
B B Inventory
£ alcvos
- 10017 MIRAGE XP

All CVDs

v # Ide

N 100%
You have successfully rolled back the system to Windows XP.
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Working with Base and Application Layers

After centralizing the endpoints, you can manage your endpoints by assigning a base layer and updating the
application layers.

Assigning a Base Layer

To manage your endpoints, one of the tasks is to assign a base layer. For example, you might need to send an
updated base layer to your endpoints if you have applied a patch. Perform the following tasks to assign a base
layer.

Assign a Base Layer
You assign a base layer using the Assign Base Layer wizard.

1. Inthe left pane of the Mirage Console, click Common Wizards, and in the right pane, click Assign Base
Layer.

@[ 7=
] Conscle Root g
&1 [ VMware Mrage Common Wizards vmware
= [ WWinare Misage System flocalhost
A ————————————
& Dashboard
mgmm““’ g ﬂ-uhnmm—lhhhhmhm—mm—i-‘ﬂm—l
9 Image Compaser B manlqedu:mlb' Rz gic = uldwnllnh\mwammmw&r\m e ﬁ
] Driver Library
Il Reports
m Logs
Usars and Roles Disaster R Hardh Migrati
g System Conigusation Restore a CVD 1o the same endpoint. (e.g. in the case of a new Migrale 5 CVD o & different endpoint. sither physical or virtusl,
Getting Started hard-drve or after a format) of restore o a replacement endpoint.

Assign Base Layer

Assign the appropriate base layer to  single CVD or a collection
Thia layer will be valdated. and will be deployed o the selected
endpoants as they connect 1o the network

J=

Update App Layers

Assign and edit the application layers to a single CVD or a
callection, The layers will be validated. and will be deployed 1o the
selected endpoints as they connect 1o the network

Capture Base Layer Capture App Layer
A Base Layer ia o lemplate for common desklop content, cleared An App Layer is a set of one or more
dWc»dmeme bion and sutable for mass d applications (e g. deparstmental of line-ol-business) and updates!
The layer includes the operating eystem. service paiches for already inetalled applications, for deployment 13 a
pww patches and enterprise applcations. |, large number of endpoints. o
Windows 06 Migration
ﬂl Migrate an endpoint fo anather Windows OS from an older
" Windows version, preserving all end user data, while deploying
desired Windows apphcations as part of the new Ease Layer.
=
il | M
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The Select CVDs or Collections page appears.

F= Assign Base Layer

Select CVDs or Collections

CVD Selection

VMware Mirage 5.0 Reviewer’s Guide

VD List

| cvps | Collections |

10018

MIRAGE-C2

VMware Virtua Win7 Mirage-C2\Admini Windows.
4 | |
[ EEED
Selected CVDs
D Name User Name Base Model |
10018 MIRAGE-C2 Mirage-C2\Administra.. .

VMware, Inc.

VMware Virtual Pla..

(_ gear ] Remove |

2. Select the endpoints and click Next.
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The Select Base Layer page appears.

= Assign Base Layer

Select Base Layer 20f4
Select Base Layer

Base Layer List

4 | 3|

Selected Base Layer properties

| General | Program Files | Services | Drivers | License Keys |

|»

General Properties Properties

ID: 4 Number of assigned CVDs: 1

Name: Baselayer Number of pending CVDs: 2

Version: 1.0 Total Size: 10288 MB

Type: Base Total Files: 58186

Description: Date Captured: 4/21/2014 11:39:57 PM

Machine Properties

Machine Name: REFERENCE Operating System: Win7

Machine Vendor: VMware, Inc. 0S License:

Drives: 5 Laptop: False =l
Cancel < Back Next > Finish

3. Select a base layer and click Next.
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The Image Validation page appears.

= Assign Base Layer

Image Validation 3of4

Validation results for the Image assignment to the selected CVDs:

%7 1 CVDs passed validation

4. Click Next.

The Summary page appears with the selected base layer listed.

[Fassonsosetver TP
Summary 4 of 4

You are about to assign Base Layex Baselayer® (ID: 4, Version: 1.0) to 1 CV’D)

5. Click Finish.
6. In the left pane, click Task Monitoring, and in the right pane, verify that the task has started.

A Status value of In Progress indicates that the task has started.

= vMware M irage Console - [Console Root\VMware Mirage \VMware Mirage System (localhost)\Task Monitoring]

l@ Fie Acion View Favorites Window Help

= 2mED

" Console Root

= [ vMware Mirage Task Monitoring
E Q VMware Mirage System (localhos

& Common Wizards =
(£ Dashboard

Task Monitoring
&S Inventory
B3 Image Composer m v =l Name. Statuc Entity
i Driver Library 28 (P Assign Base Layer In Progress Base layer; Baselayer (1.0),.. [ 10%

@ [4:d Denarte

What to Do Next
Monitor the progress of the task using either of the following methods:
* Mirage Console

* Endpoint

WHITE PAPER / 116



VMware Mirage 5.0 Reviewer’s Guide

Use the Mirage Console to Monitor the Base Layer Assignment
The Mirage Console shows you the progress of the Assign Base Layer task.

1. Inthe left pane, expand Inventory and click All CVDs.
2. Monitor the progress in the All CVDs pane.
Initially, the Activity value is Initializing Layer Update.

LRI

] Consele Root

= [ vMware Mirage

=2 E VMware Mirage System (Jocalho:
& Common Wizards
(2 Dashboard
Task Monitoring
El &3 Inventory

=5 Al cvps m & Actiniby v
B E {\rc_hive 10018 MIRAGE-C2 « # Initializing Layer Update [ | 0%

When the initialization finishes, the Activity value changes to Layer Update.

F= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]
& Fle Action View Favorites Window Help

&% Hm|
[ Console Root
= [ vMware Mirage
=2 & VMware Mirage System (localhos
& Commen Wizards
(& Dashboard
[ Task Menitaring
B E Inventory
= Al cvds
B Archive
&= Collections

All CVDs

10018 MIRAGE-C2

After the update finishes, the Activity value changes to Finalizing Layer Update.

@ Fle Acon View Favorites Window Help

o 1 fal
(] Console Root
= [ vMware Mirage
=] % VMware Mirage System (ocalha
& Common Wizards
(2 Dashboard
) Task Monitoring
= E Inventory
B2 AlCvDs 0} Name &
L4

£ Archive 10018 MIRAGE C2
&= Collections C

All CVDs

-

& Activt
# Fnalizing Layer Update Wl 50%

As the progress continues, the Activity value changes to Pending Reboot.

= YMware Mirage Console - [Console Root\VMware Mirage \VMware Mirage System (localhost)\Inventory\All CVDs]

i@ Fle Acton View Favorites Window Help

| =]
] Console Root
= [ vMware Mirage
El [ VMware Mirage System {ocalho
& Common Wizards

All CVDs

(2 Dashboard
Task Monitoring Fieved result
E B3 Inventory
= Al cvos § 1)) il -
& Archive 10018 MIRAGE-C2 ¥ # Pending Reboot N 100%,
=3 Collections

3. Access the endpoint, and double-click the Mirage icon in the system tray to open the VMware Mirage
dialog box.

To complete the base layer assignment, restart the endpoint.
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Use the Endpoint to Monitor the Base Layer Assignment
You can monitor the Assign Base Layer task on the endpoint.

1. Access the endpoint, and double-click the Mirage icon in the system tray to open the VMware Mirage
dialog box.

2. Monitor the progress.

Version 5.0.0.42580

Server Address

Connection Status  Connects

Last Upload Time ~ 4/28/2014 7.:50:57 AM

Curmrent Base Layer Baselayer 1.0

Gt
File Progress 13.087 of 70.368

Data Progress 3.056,707 KB of 11,203,825 KB

- - 3
vmware

Copyright © 2008-2014 VMware, Inc. All rights reserved.

After the initialization, the Current Action value changes to Layer Update.

Version 5.0.0.42580

Server Address

Connection Status

Last Upload Time ~ 4/28/2014 7:50:57 AM
Curert Acton

vmware

Copyright © 2008-2014 WMware, Inc. All rights reserved.
www.vmware.com/go/mirage

After the update completes, the Current Action value changes to Finalizing Layer Update.

Version 5.0.0.42580

Server Address

Connection Status  Connected

Last Upload Time ~ 4/28/2014 7:50:57 AM
Cumert Base Layer Baselayer 1.0

Currert Action Finalizing Layer Update

-—— |
vmware

Copyright ® 2008-2014 VMware, Inc. All rights reserved.
Www vmware com/go/mirage
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After the finalization, you are prompted to reboot the endpoint.

@ VMware Mirage @

5.0.0.42580

QMWWE Mirage requires a reboot to complete a system Lpdatz)

Do you want to restart your computer now?

[ Restart Now | [ Restart Later |

Restart the Endpoint to Complete the Base Layer Assignment
When you are finished monitoring the Assign Base Layer task, you must restart the endpoint.

1. Inthe VMware Mirage dialog box of the endpoint, click Restart Now.
2. Log in to the endpoint again.
The Current Base Layer value is the base layer you selected.

Version 5.0.0.42580

el —
Connection Status

Last Upload Tme  4/28/2014 7:50:57 AM

Curent Base Layer
Cumert Action Inttislizing Upload { 31% )
File Progress 918 of 70,051

Data Progress 211,682 KB of 10.780.781 KB

vmware

Copyright © 2008-2014 YMware, Inc. All rights reserved.
www . vmware.com/go/mirage

After the upload finishes, the Current Action value changes back to Idle, and the Last Upload Time value
is updated.

[ WwareMimge ==

Version 5.0.0.42580

Server Address

Connection Status

L o e
Cument Base Layer Baselayer 1.0

Current Action Idle

vmware
Copyright © 2008-2014 VMware, Inc. All rights reserved.
www. vmware.com/go/mirage
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o

In the left pane of the Mirage Console click Task Monitoring.

e

In the Task Monitoring page, verify that the Progress value for Assign Base Layer task is 100%, and the
Status value changes to Done.

7= VMware Mirage Console - [Console Root\VMware Mirage \VMware Mirage System (localhost)\Task Monitoring]
@ Fie Acton View Faverites Window Help

| 2m]
| Console Root
= [ VMware Mrage Task Monitoring
B Q VMware Mirage System (localho:
& Common Wizards
(2 Dashboard
[®] Task Monitoring
a Inventory
B3 Image Composer
@ Driver Library
] [# Reports

Assign Base Layer

5. In the left pane, expand Inventory and click All CVDs.
6. Inthe All CVDs pane, verify that the Progress value is 100%, and the Activity value is Idle.

= vMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\aAll CVDs]
@ File Acton View Favorites Window Help

L A1l Mo

| Console Root
= [ vMware Mirage All C\VDs
=] % VMware Mirage System (Jocalhog

& Common Wizards f

(& Dashboard
Task Monitoring
B B Inventory
= acws S
& Archive 10018 MIRAGE-C2 4 100%

Collections
&S Problematic CVDs
[ -

7. Right-click the CVD and select Layers > View Assignments.

e sl ol
[~] Console Root

= [@ vMware Mirage All CVDs
=] % VMware Mirage System (ocalhos
& Common Wizards

(& Dashboard
Task Monitoring
= a Inventory

= Collections
& Problematic CVDs
a Assigned Devices
£‘I Pending Devices
48 Rejected Devices
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The Mirage Console switches to the Layer Assignment page and lists the assignments. The Type value is
Assign Base Layer, the Layer value is the layer you selected, and the Status value is Done.

e HEm

] Console Root
= [ vMware Mirage
=] % VMware Mirage System (localhos
& Common Wizards
(2 Dashboard
[8 Task Monitoring
a Inventory
El B3 Image Composer
9 Base Layers
App Layers
Reference CVDs
A Layer Rules

Layer Assignments

Layer Assignments

results:

CVD ID &
10018

CVD Name
MIRAGE-C2

Type
(Ass'\gn Base Layer

Layer g_,"s
Baselayer 1.0 Done

=9

You now have assigned the base layer to the CVD.
Updating Application Layers
You can deploy updates or add applications to the endpoints by updating the application layer.

Update App Layers
You update an application layer using the Update App Layers wizard.

1. In the left pane of the Mirage Console, click Common Wizards, and in the right pane, click Update App
Layers.

e 2w 0
(] Console Root "
&1 [ Wwere Mrage Common Wizards vmware
= (B WMware Mirage System flocalhost
P oo viz ]
2 Dashboard
0 TeskMoritorig The tasks below are most used by the Viware administrator o deploy. protect. and support remote:
& [l invermey are most commanly Mirage: manage. wsers.
B B Image Composer managed centralty. == endpoint to the VMware Mirage Server. ~~ a]
Driver Library
) lag Reports
@ Lf Logs
Bl 8, Users and Roles Déssster Recovery Hardware Migration
© ? Confouedon Restore a CVD 1o the same endpoint. (e.g. in the case of a new Migrate 8 CVD to a different endpaint, either physical or virtual
Getting Started hard-drrve or after a format) of restore o a replacament andpoint.
Assign Base Layer Update App Layers.
Q Assign the appropriate base layer to a single CVD or a callection @ Assign and edit the application layers to a single CVD or a
This layer will be validated. and will be deployed 1o the selected callection. The layers will be validated, and will be deployed to the
endpoints as they connect to the network selected endpomnts as they connect o the network
-
Caphae Base Layer Capture App Layer
i A Base Layer is o template for common deskiop content, cleared m An App Layer is a set of one of more non-core organization
of speciic identity information and suitable for mass deployment applications (e 9. depastmental of line-ol-business) and
1o endpoints. The layer includes the operating system, service paiches for aleady installed applications, for deployment to a
packs. patches and enterprise apphcations. L large number of endpoints. "]
Windown 06 Migration
ﬂl Migrate an endpoinl fo anather Windows OS from an oldsr
" Windows version, preserving all end user dats, while deploying
desired Windows apphcations as part of the new Ease Layer.
4l | »f
| |
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il 7= Update App Layers

| Select CVDs or Collections

VMware Mirage 5.0 Reviewer’s Guide

| CVD Selection

VD List
[ cvps || collections |

User Name

\

_ s8@e -

2. Select the CVD and click Next.

Vendor
10018 - MIRAGE-C2 Mirage-C2\Administra_ ‘%8sl ayer 1.0 VMware, Inc. VMware Virtual Pla_..
[ Clear ] [ Remove ]
Cancel < Back Next > Finish
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= Update App Layers
Select App Layer 20f 4
Select App Layer
Available layers Assigned layers
H
&
[~ Show only latest layers
Selected Layer Properties
| General | Program Files | Services | Drivers | License Keys |
General Properties Properties
ID: - Number of assigned CVDs: 0
Name: Applayer Number of pending CVDs: 0
Version: 1.0 Total Size: 664 MB
Type: App Total Files: 1194
Description: Date Captured: 4/22/2014 12:34:54 AM
Machine Properties
Machine Name: MIRAGE-C2 Operating System: Win7
Machine Vendor: VMware, Inc. 0S License:
Drives: Laptop: False
Cancel < Back Next > Finish
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3. Select the app layers you want to update and click Next.

= update App Layers

Select App Layer 20f 4

Select App Layer

Available layers Assigned layers

¥ Show only latest layers

Selected Layer Properties
| General | Program Files | Services | Drivers | License Keys |

|»

General Properties Properties

1D: 5 Number of assigned CVDs: 0

Name: ApplLayer Number of pending CVDs: 0

Version: 1.0 Total Size: 664 MB

Type: App Total Files: 1194

Description: Date Captured: 4/22/2014 12:34:54 AM

Machine Properties

Machine Name: MIRAGE-C2 Operating System: Win7
Machine Vendor: VMware, Inc. 0S License: -
DNrives: I anton: False :I
[ Compare Programs with Layers ]
Cancel < Back Next > __Finish
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The Image Validation page appears.

Validation results for the Image to the sel d CVDs:

=T
Image Validation

3of4

% 1 CVDs passed validation

4. Click Next.

The Summary page appears and lists the selected app layer in the summary.

You are %m%)
Layer’ (ID: 5, Version: 1.0

to 1 CVD.

=i
Summary

4 of 4

5. Click Finish.
6.

A Status value of In Progress indicates that the task has started.

In the left pane, click Task Monitoring, and in the right pane, verify that the task has started

@ File Acton View Favorites Window Help

T A il o

= vMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Task Monitoring]

] Console Root

= m: VMware Mirage

Task Monitoring
=] E VMware Mirage System (oca

& Common Wizards
(£ Dashboard

Task Monitoring
a Inventory

3 Image Composer
@ Driver Library

What to Do Next

Monitor the progress of the task using either of the following methods:
* Mirage Console

* Endpoint
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Use the Mirage Console to Monitor the App Layer Update
The Mirage Console shows you the progress of the Update App Layers task.

1. Inthe left pane, expand Inventory and click All CVDs.
2. Monitor the progress in the All CVDs pane.

At first, the Activity value is Initializing Layer Update.

& Fle Action View Favorites Window Help
e 2mEE
1 Console Root
= [ vMware Mirage
= % VMware Mirage System (localho:
& Common Wizards
(2 Dashboard
Task Monitoring
B B Inventory
= allcvps
B Archive

w1 BB Folloctinne

All CVDs

10018 MIRAGE-C2

As the progress continues, the Activity value changes to Layer Update.

= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]
& Fle Acton View Favorites Window Help

e=|2mHm
1 Console Root
&l [ vMware Mrage All CVDs
= Q VMware Mirage System (ocalhg
& Common Wizards
(2 Dashboard
Task Monitoring
= B Inventory
= Alcvps
B Archive
&5 cCollections

10018 MIRAGE-C2

As you monitor the progress, the Progress value reaches 100%, and the Activity value changes to Pending

Reboot.

&= 7w
| ] Console Root
= [ vMware Mirage
=] Q VMware Mirage System (Jocalho:
& Common Wizards
(Z Dashboard
Task Monitoring
= B Inventory
£ Alcvps
B Archive
m £ Callarkinne

10018

MIRAGE-C2

3. Access the endpoint, and double-click the Mirage icon in the system tray to open the VMware Mirage

dialog box.

To complete the app layer update, restart the endpoint.
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Use the Endpoint to Monitor the App Layer Update
You can monitor the Update App Layers task on the endpoint.

1. Access the endpoint, and double-click the Mirage icon in the system tray to open the VMware Mirage
dialog box.

2. Monitor the progress.

At first, the Current Action value is Layer Update.

Version 5.0.0.42580

Server Address

Connection Status

Last Upload Time ~ 4/28/2014 5:24:26 AM
Curent Base Layer Baselayer 1.0

Current Action Clayer Upd

File Progress 28 of 208

Data Progress 67,550 KB of 418,073 KB

- |
vmware

Copyright © 2008-2014 VMware, Inc. All rights reserved
W Vmware comigoimirage

After the update finishes, the Current Action value changes to Pending Reboot. You are prompted to
reboot the endpoint.

@ VMware Mirage
5.0.0.42580

Last Upload Time ~ 4/28/2014 5:24:26 AM
Current Base Layer Baselayer 1.0
Current Action

@wa’ehﬁmwreqjmarebnmmmdeﬁasysmmdate )

Do you want to restart your computer now?

[ RestartNow | [ Restart Later |
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Restart the Endpoint to Complete the App Layer Update
When you are finished monitoring the Update App Layers task, you must restart the endpoint.

1. In the VMware Mirage dialog box of the endpoint, click Restart Now.
2. Login to the endpoint again.

The Current Action value changes to Completing system update.

Version 5.0.0.42580

Server Address

Connection Status

Last Upload Time ~ 4/28/2014 9:24:26 AM
Current Base Layer Baselayer 1.0

Current Action system update (2 of 20)
Waiting for plug-and-play completion

= )

vmware

Copyright ® 2008-2014 VMware, Inc. All rights reserved
www . vmware.com/go/mirage

After the system update finishes, the Current Action value changes to Idle.

Version 5.0.0.42580
Server Address

Connection Status  Connected

Last Upload Time ~ 4/28/2014 9:24:26 AM
Cument Base Layer Baselayer 1.0

Current Action

- 1

vmware

Copyright ® 2008-2014 VMware, Inc. All rights reserved.
www vmware.com/go/mirage

In a few minutes, the client starts to initialize an upload. The Current Action value changes to Initializing

Upload.
Version 5.0.0.42580
Server Address

Connection Status nect
Last Upload Time ~ 4/28/2014 9:24:26 AM

Current Base Layer Baselayer 1.0
Corert Acton
File Progress

Data Progress 4,255,341 KB of 12,824,748 KB

vmware

Copyright © 2008-2014 VMware, Inc. All rights reserved.
WwWwW.Vmware.comigo/mirage
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When the upload completes, the Last Upload Time value changes, and the Current Action value changes
to Idle.

Last Upload Time
Cument Base Layer Baselz
Cument Action

4

vmware
Copyright © 2008-2014 VMware, Inc. Al rights reserved.

www. vmware.com/go/mirage

3.
4.

the Status value changes to Done.

(] Console Root

In the left pane of the Mirage Console, click Task Monitoring.

In the Task Monitoring page, verify that the Progress value for the updating app layer reaches 100%, and

= [@ vMware Mirage
= VMware Mirage System (localhy
& Common Wizards

Task Monitoring

= Image Composer
P Driver Library
= B e e

m v P Stalus
29 4( Update App Layers Done

Sl
Added layers: AppLayer... (I 100%

In the left pane, expand Inventory and click All CVDs.

In the All CVDs pane, verify that the Progress value of the updating CVD is 100%, and the Activity value
is Idle.

7= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]

(@ Fle Acton View Favorites Window Help

Lol A A il * Mo

] Console Root

= m VMware Mirage

a % VMware Mirage System (localhos
& Common Wizards ¥

(& Dashboard
Task Monitoring
= E Inventory
& AlcvDs
B Archive

=]
e

-

T~ < vk 10018 (MIRAGE-C2

-
I 100% )
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7. Right-click the CVD and select Layers > View Assignments.

7= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]
& File Action View Favorites Window Help

9| 5m|
[ ] Console Root:

= [ vMware Mirage All CVDs
= % VMware Mirage System (ocalhos
j Common Wizards

A Dashboard
™ Task Monitoring

= &3 Inventory

& Assigned Devices
4;‘. Pending Devices "
4B Rejected Devices [wrwn @ Sesieenmiees

The Mirage Console switches to the Layer Assignment page and lists the assignments of the updated CVD.

The Type value is Update App Layer, the Layer value is the layer you selected, and the Status value is
Done.

VHMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Image Composer\Layer Assignments]
File Acton View Favorites \Window Help

[ = [ #[m]
] Console Root
& [ VMware Mirage Layer Assignments
= % YMware Mirage System (localhos
& Common Wizards
(i Dashboard
Task Monitoring
a Inventory
= 3 Image Composer
S Base Layers

App Layers
Reference CVD:

m Puoiiome 1 il

You have updated the CVD with a new app layer.
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Data Recovery and Backup

If a user’s computer fails or is missing, you can use Mirage to restore the desktop image to a new or reformatted
hard disk or to a replacement endpoint with minimal user downtime.

For more frequent desktop repair scenarios, you can perform a restoration from a previous snapshot of the
desktop image. You can restore only the system files or both the system files and the user data. For this kind of
desktop repair, you use the Mirage Revert to Snapshot option.

The following table lists supported OS scenarios for restoring a full-system desktop image to a device.

TO A WINDOWS DEVICE
FROM A WINDOWS CVD XP Vista 7 8.0 810r 81U1
XP v X v X ) 4
Vista X v v ) 4
/ X X v v v
8.0 X b 4 X v X
81or81Ul X X X X v

Table 8: Supported Operating Systems in Full-System Restore Scenarios

This section contains the following exercises for data recovery:
* Restoring a file to a previous version

* Restoring a file or folder from an archive

* Restoring a deleted file or folder

* Enforcing layers

* Reverting a CVD to a Mirage snapshot

* Recovering a failed or missing endpoint
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Restore a File to a Previous Version
You can restore a file to a previous version.

1. On the endpoint, right-click the file you want to restore and select Restore previous versions.

Note that the most recent date of the file in this example is 4/29/2014 10:08 AM.

Name Date modified Type
Ju subdocs 4/29/2014 10:08 AM  File folder
v /2014 10:08 AMDY), Text Document
Open
Print
Edit
Open with >
Share with 4

[ VMware Mirage Restore
C Restore previous versions )

Send to 3

Cut

Copy

Create shortcut
Delete

Rename

Properties

The Properties dialog box appears. Previous versions are listed with their corresponding modified date
and time.

“"t Previous versions come from restore points or from
L,_;) Windows Backup. How do | use previous versions?

File versions:

Name Date modiﬁed Location

4 Today (1)
W — M
£ 4/20/2014 238 AM  Restore pointD

o) o) (o)

Lok J[ Comed J[ ooty |

2. Select a version and click Restore.
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A confirmation dialog box appears.

Are you sure you want to restore the previous
version of "v1" from Today, April 29, 2014, 8
hours ago?

This will replace the current version of this file on your
computer and cannot be undone.

[ Restore l[ Cancel

3. Click Restore.

A result dialog box appears.

@ The file has been successfully restored to the previous version.

4. Click OK.

The restored version is deleted from the list of file versions.

General | Securty | Details | Previous Versions

Previous versions come from restore points or from
y Windows Backup. How do | use previous versions?

File versions:

There are no previous versions available

[ open ][ Copy.. | [ Restor.. |

(T ==

5. Click OK.
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The modification time of the file has been reverted to that of the restored version.

Name Date modified Type Size

Ij., subdocs 4/29/2014 10:08 AM  File folder

Bwva (C4/29/2014 238 AM )Text Document

6. Open the file to check the contents.

Restore a File or Folder from the Archive
If you want a previous version of a file or folder, you can restore it from an archive of the CVD.

1. On the endpoint, right-click the file you want to restore and select VMware Mirage Restore.

Name Date modified Type
. subdocs 0 M  File folder
Bv M  Text Document

Open in new window

Share with »
Restore previous versions

Include in library »

@ (VMware Mirage Restore

[ VMware Mirage Recycle Bn
Send to »
Cut
Copy

Create shortcut
Delete

Rename

Properties

The VMware Mirage Restore dialog box appears. The available archives are listed in the drop-down menu.

Archive (azsrznia 21252 am e -

Path C:\Users\Administrator\Dsktop\Docs'\subdocs
Modify Time 4/29/2014 3:08:08 AM

Size 1KB

Status Ready

b )

(e [ Gorea ]
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Note: If you select an archive that does not include the file or folder that you want to restore, the Restore
button is dimmed, and the Status value indicates that no previous versions exist in the selected archive.

Aschive 4/28/2014 1:18:50 AM ~|

Path C:\Users"\Administrator\Desktop“\Docs

Modify Time 4/29/2014 3:07:51 AM

Size 1KB

Status @o previous versions in the selected amh@

b "
Restore... ] [ Cancel I

2. Select an archive from the drop-down menu and click Restore.

The Browse For Folder dialog box appears prompting you to select a target folder. The original is selected
by default.

Note: If you choose the original folder, Windows presents a dialog asking whether you want to copy and
replace the file or folder.

3. Select a folder and click OK.

b [ Libraries e

[ _n Administrator

> Computer

4 f- Network

1 [E8 Control Panel
18] Recycle Bin
4. 42580

| Ju Docs

[ MakeNewFolder | [ ok ][ cancel
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4. Click Close.
Archive 4/29/2014 2:12:52 AM =
Path C:\Users'\Administrator\Disktop'\Docs \subdocs
Modify Time 4/29/2014 3:08:08 AM
Progress N/A
Status @ restore operation completed SLI:GE:SS“D
[ Restore. } [ Close ]

Your file or folder is restored. You can open it to check the contents.

Restore a Deleted File or Folder
If you delete a file or folder, you can get it back from the Mirage Recycle Bin.

1. On the endpoint, right-click the parent folder of the deleted file or folder and select VMware Mirage
Recycle Bin.

Open

Share with »
Restore previous versions

Include in library 4
VMware Mirage Restore

VMware Mirage Recycle Bin )

Send to »
Cut
Copy

Create shortcut
Delete

Rename

Properties
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The VMware Mirage Recycle Bin dialog box appears. The available archives are listed in the
drop-down menu.

@l

Archive( 4/29/2014 2:12:52 AM "

Name Original Location

{»subdocs c:\Users\Administrator\Desltop‘\Docs\subdocs
Design bt e \Users\Administrator\Desktop\Docs\subdocs\Design bd

2filels) / dir(s)

2. Select an archive from the drop-down menu.
The deleted files and folders in the parent folder are listed.
3. Double-click the file or folder.

The VMware Mirage Restore dialog box appears.

&3 VMware Mirage Recycle Bin

Archive: [4/20/2014 212:52 AM -]

Name Original Location
Ls\bdocs c\Users\Administrator\Desktop\Docs\subdocs |
_)@esion b c\Users\Administrator\Deskiop'\Docs\sddocs \Design bt ive

(4/29/2014 2.12:52 AM -]
!alh Eers\Administrator'\Desktop'\Docs\subdocs\Design x|
Modify Time 4/29/2014 3.08:21 AM
Size 1KB
Status Ready
s |

1

4. Click Restore.
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The Save As dialog box appears.

5. Navigate to the destination where you want to put the restored file.

€4 VMware Mirage Recycle Bin | ) [0 « Administator » Desktop » Docs <] 4 |[ Search Docs 2|
| Organize v Mew folder = @
I Desktop 4 Name . Date modified Type
I: Dawaioeds B 4/29/2014 238 AM  Text D
"] Recent Places H dins
G Libraries
(4/29/2014 21252 M | MDocuments |
sers\Administrator\ Deskiop' Doce subdocs'\Design b & Music
472972014 308:21 AM i) Pictures
1KB B videos
Ready
1% Computer
. . W | v
File name: (200 -
Save as type: ['.bc vJ
i Hide Folders E [—] Saves
6. Click Save.
Q VMware Mirage Recycle Bin EI@
Archive: [4/29/2014 212552 AM - | ™
Name Original Location
i.s.bdot: c:\Users'\Administrator\Desktop‘\Docs'\subdocs
_J Design b c:\Users\Administrator\Desktop\Docs\subdocs\Design bt
Archive (47292014 21252 AM -
Path Bers \Administrator\Desktop\Docs\subdocs'\Design bt
Medify Time 4/29/2014 3:08:21 AM
Progress A
(—
s
2 file(s) / dir(s) Hedtone i
7. Click Close.

The deleted file is now restored.

Enforcing Layers

You can make changes to the files and registry settings on an endpoint. These changes might cause problems
for applications or the operating system. If problems occur, you can use one of the options of the Enforce All
Layers feature to restore the system.

* Preserve user applications - This method downloads only the relevant files and registry settings required to
realign the CVD with the original layer. User profiles, documents, and installed applications that do not conflict
with the layer content are preserved.

* Remove user applications - This method removes user-installed applications residing in the machine area of
the CVD. Use this method to fix a problematic CVD in which all layer applications do not function because of
overwritten or corrupted system files. Removing the user applications deletes machine area files and registry
keys that are not in the current base layer, with the exception of the files defined in the user area policy.
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Enforce All Layers
You enforce layers from the CVD that is causing problems.

1. In the left pane of the Mirage Console, expand Inventory and click All CVDs.
2. Inthe All CVDs pane, right-click the problematic CVD and select Enforce All Layers.

L Al Eall 7 hoe

|| Console Root
= [ vMware Mirage
= E VMware Mirage System (jocalhost)
& Common Wizards
& Dashboard
[ Task Monitoring
Bl & Inventory
= Alcovos
£ Archive
& Collections
E£= Problematic CVDs

& Assigned Devices
X Pendinn Devices

I 100%

The Enforce All Layers page appears.

PRI
Enforce All Layers 1of3

Enfording All Layers can resolve any problems with corrupted files and registry settings that were provisioned through a Layer.

Please select one of the following methods:

Preserve user applications

The system will be restored to comply with the assigned Layer while preserving user data. Preserve user applications to retain the user-installed
applications on the CVD.

The system will be restored to comply with the assigned Layer while removing user data. Remove user applications to delete user-installed
applications from the CVD

3. Select the appropriate method according to your requirements and click Next.
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The Compatibility Check page appears.

=

Enforce All Layers

Compatibility Check

=lolx
Enforce All Layers validation results:

20f3

7 1 CVDs passed validation

4. Click Next.

The Summary page appears.

= Enforce All Layers = I:II‘X[:
Summary

30f3

You are about to enforce all Layers on CVD

5. Click Finish.
6.

In the left pane, click Task Monitoring, and in the right pane, verify that the task has started
A Status value of In Progress indicates that the task has started.

7 vMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Task Monitoring]
File Action View Favorites Window Help

e e el 7 e

] Console Root
= [ vMware Mirage

Task Monitoring
= ﬁ VMware Mirage System (localhos!
& Common Wizards
£ Dashboard
Task Monitoring
& B2 Inventory
£S5} Image Composer m vk Name Status Entity
B[P river Lrary 3 (@ Enforce All Layers In Progress CVD: MIRAGE-CI (10019) |

What to Do Next

10%

Monitor the progress of the task using either of the following methods:
* Mirage Console

* Endpoint
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Use the Mirage Console to Monitor Enforce All Layers

The Mirage Console shows you the progress of the Enforce All Layers task
1. Inthe left pane, expand Inventory and click All CVDs.

2. Monitor the progress in the All CVDs pane.

At first, the Activity value is Initializing Layer Update.

7= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]
i@ Fie Acion View Favorites Window Help
e=| %m|
[ Console Root
= [ VMware Mirage
B % VMware Mirage System (Jocalhost

& Common Wizards
&2 Dashboard

Task Monitoring
= a Inventory

£J Archive

+ # Initializing Layer Update

When the initialization finishes, the Activity value changes to Layer Update.

[ 1 132

= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]

@ Fle Acton View Favorits Window Help

Kale A 1ol 7]
|| Console Root
= m VMware Mirage
=] % VYMware Mirage System (ocalhost)
& Common Wizards
(2 Dashboard
Task Monitoring

All CVDs

B alcvos n
E_ Ar f"“’? 10019 MIRAGE-C1 w # Layer Update ] 4%

The Activity value then changes to Finalizing Layer Update.

7= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]

(@ Fle Acton View Favorites Window Help

&=
[ Console Root
= [ vMware Mirage

=] % VMware Mirage System (ocalhost)
& Common Wizards

(& Dashboard
[’ Task Monitoring
B &5 Inventory
= Al cvps 0]
E Archive 10019 MIRAGE-C1  # Finalizing Layer Update B 50%

Finally, the Activity value changes to Pending Reboot.

F= VMware Mirage Console - [Console Root\VMware Mirage \VMware Mirage System (localhost) \Inventory\All CVDs]

l@ Fle Acion View Favorites Window Help

| xmH
|| Console Root
= [ vMware Mirage

All CVDs
=] % VMware Mirage System (Jocalhost)

#° Common Wizards f

(2 Dashboard
Task Monitoring
£ £ Inventory
£ alovps 1) Name v D& Activity
E Archive 10019 MIRAGE-C1 v # Pending Reboot . 100%)

3. Access the endpoint, and double-click the Mirage icon in the system tray to open the VMware Mirage
dialog box.

To complete enforcing the layers, restart the endpoint.
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Use the Endpoint to Monitor Enforce All Layers
You monitor the Enforce All Layers task on the endpoint.

1. Access the endpoint, and double-click the Mirage icon in the system tray to open the VMware Mirage
dialog box.

2. Monitor the progress.

At first, the Current Action value is Initializing Layer Update.

(@ WwereMiage ==
Version 5.0.0.42580

s —
Connection Status  Connect

Last Upload Time  4/30/2014 4:04:07 AM

Current Base Layer Baselayer 1.0

Cres o
File Progress 38.389 of 72.400

Data Progress 6,795,936 KB of 11,910,463 KB

L —1 |
vmware

Copyright ® 2008-2014 VMware, Inc. All rights reserved.
Www.VImware. com/go/mirage

When the initialization is complete, the Current Action value changes to Layer Update.

VMware Mirage =]

Version 5.0.0.42580

e —"
Connection Status  Connect

Last Upload Time ~ 4/30/2014 5:39:42 AM
Current Base Layer Baselayer 1.0

Current Action gyer Upd

File Progress 492 of 3,252

Data Progress 10,558 KB of 331,775 KB

u |
vmware

Copyright © 2008-2014 VMware, Inc. All rights reserved.
Www . vmware com/go/mirage

The Current Action value then changes to Finalizing Layer Update.

Version 5.0.0.42580

Server Address

Connection Status

Last Upload Time ~ 4/30/2014 5:39:42 AM

Current Base Layer Baselayer 1.0
Current Action Finalizing Layer Update

P ’
vmware

Copyright © 2008-2014 VMware, Inc. Al rights reserved.
www vmware.com/go/mirage
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After the update is finalized, you are prompted to reboot the endpoint.

@ VMware Mirage

Version 5.0.0.42580

e N—

Connection Status

Last Upload Time ~ 4/30/2014 5:39:42 AM
Baselay 1

=

@ae Mirage requires a reboot to complete a system Lpdate)

Do you want to restart your computer now?

[ RestartNow | [ Restart Later |

Restart the Endpoint to Complete Enforcing Layers
When you are finished monitoring the Enforce All Layers task, you must restart the endpoint.

1. Inthe VMware Mirage dialog box of the endpoint, click Restart Now.
2. After the endpoint restarts, log in to it and wait for the Mirage client to upload.

The Current Action value changes to Completing system update, and the Last Upload Time value has not
changed.

m

Version 5.0.0.42580

Server Address

Connection Status

Last Upload Time ~ 4/30/2014 5:39:42 AM

Cument Base Layer Baselayer 10

Cument Action Completing system update (2 of 20)
Waiting for plug-and-play i

L — d
vmware

Copyright ® 2008-2014 VMware. Inc. All rights reserved
www vmware com/go/mirage

After the update finishes, the Current Action value changes to Idle.

[@ VMware Mirasge [z
Version 5.0.0.42580

Server Address

Connection Status  Connected

Last Upload Time  4/30/2014 5:39:42 AM
Current Base Layer Baselayer 1.0

Current Action

vmware

Copyright © 2008-2014 VMware, Inc. All rights reserved.
www vmware com/ga/mirage
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In a few minutes, Mirage starts to upload the Mirage client, and the Last Upload Time value changes to the

new time.

L =]

Version 5.0.0.42580
Server Address h
Ce ion Status  Connected

Last Upload Time
Currert Base Layer Baselayer 1.0
Current Action Idle

vmware
Copyright © 2008-2014 VMware, Inc. All rights reserved.
WwWw Vmware.com/go/mirage

3.
4.

In the left pane of the Mirage Console, expand Inventory and click All CVDs.

In the All CVDs pane, verify that the Activity value of the CVD is Idle.

Mware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]
(@ Fle Acton Vew Favorites Window Help

e 2m
| Console Root
B m VMware Mirage
=2 % VMware Mirage System (localhost)
¢/ Common Wizards
(2 Dashboard
Task Monitoring
= £ Inventory
= alcvos
B Archive
o B8 el

All CVDs

5.
Layers task is Done.

= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Task Monitoring]

(@ Fle Acon View Favorites Window Help

e 2[m|
| Console Root
= [ vMware Mirage
= [@ VMware Mirage System (ocalh
& Common Wizards
(i@ Dashboard

Task Menitering

[® Task Monitoring = .
= a Inventory
= alovos m v B Name Status | Entity
B Archive 34 « CEnforce All Layers Done CVD: MIRAGE-CT (10019) I 100%

In the left pane, click Task Monitoring, and in the right pane, verify that the Status value of the Enforce All
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Reverting a CVD to a Mirage Snapshot

If you want to revert an entire endpoint to a previous point in time from a backup on the Mirage server, you
can use the Revert to Snapshot option. This option downloads all the content of the selected snapshot and
overwrites the endpoint.

Revert a CVD to a Mirage Snapshot
You implement the Revert to Snapshot feature from the CVD that you want to restore to a previous snapshot.

1. Inthe left pane of the Mirage Console, expand Inventory and click All CVDs.

7= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]

[@ Fie Acon View Favorites Window Help
== 2=H
] Console Root
= [ vMware Mirage All CVDs
= E VMware Mirage System (ocalhost)
& Common Wizards

{2 Dashboard
Task Monitoring
= B Inventory
& Alcvos D Activity
g Archive 10018

a Collections
£ Problematic CVDs
& Assigned Devices
A Pending Devices
a Rejected Devices
i3 Image Composer
@ oriver Library
[ Reports
Q Logs

2. Inthe All CVDs pane, right-click the CVD you want to revert and select Revert to Snapshot.
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The Revert CVD page appears with the available snapshots listed.

Freenon TN
Revert CVD 1of 4
Select a snapshot to revert the CVD to
~Restore Options

[ Restore system only

Selecting this option will preserve existing user data on this endpoint. Only Operating System and Applications will be restored.

User data from the CVD will be available to the user in the VMware Mirage Deleted Files Archive. This option is only available
when restoring to the same OS.

Current Base Layer: BaseLayer-Win7 1.0

Current App Layer: None

Snapshot Time Zone: (UTC-08:00) Pacific Time (US & Canada)

Date Machine Version Size (MB) 0S Base Layer App Layer
6/16/2014 9:45:45PM 1.8 9762 Win7 BaselLayer-Win7 1.0

6/13/2014 2:25:11 AM 1.6 8580 Win7 Baselayer-Win7 1.0

6/11/2014 11:22:37 PM 1.4 8423 Win7 BaseLayer-Win7 1.0

6/10/2014 7:02:27 PM 1.2 8147 Win7

6/9/2014 2:16:23 AM 1.1 8185 Win7

3.

If applicable, select the Restore system only option.

Determine if the option applies to your requirements based on the explanation accompanying the option.
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4. Select a snapshot and click Next.

Freeion =T}V
Revert CVD 10of 3

Select a snapshot to revert the CVD to

- Restore Options
[ Restore system only
Selecting this option will preserve existing user data on this endpoint. Only Operating System and Applications will be restored.
User data from the CVD will be available to the user in the VMware Mirage Deleted Files Archive. This option is only available
when restoring to the same 0S.

Current Base Layer: BaseLayer-Win7 1.0
Current App Layer: None

Snapshot Time Zone: (UTC-08:00) Pacific Time (US & Canada)

Date Machine Version Size (MB) 0S Base Layer App Layer
6/16/2014 9:45:45 PM BaselLayer-Win7 1.0
6/13/2014 2:25:11 AM 1.6 8580 Win7 Baselayer-Win7 1.0
6/11/2014 11:22:37 PM 1.4 8423 Win7 BaselLayer-Win7 1.0
6/10/2014 7:02:27 PM 1.2 8147 Win7
6/9/2014 2:16:23 AM 1.1 8185 Win7
Cancel < Back Next > Finish

. |

The page for validation appears.

Freenco TP
Revert CVD 20of 3

Use the following validation summary to compare the device with the snapshot. This summary will alert you to
any potential issues that require attention. You may not be able to proceed until blocking issues are

g’ No compatibility issues detected
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5. Click Next.

The Summary page appears.

F= Revert CVD

Summary 30of3

Revert CVD '"MIRAGE-C2' to snapshot from 4/29/2014 8:23:59 PM

6. Click Finish.

The Revert CVD to snapshot confirmation box appears.

Revert CVD to snapshot ﬂ

Would you like to switch to the Task List view to monitor the
progress of the 'Revert CVD to snapshot’ action?

[ om ]

7. Click Yes.

The right pane in the Mirage Console switches to the Task Monitoring page. The Revert CVD task is listed,
and the Status value is Copy snapshot.

= vMware Mirage Console - [Console Root\VMware Mirage \WMware Mirage System (localhost)\ Task Monitoring]

|G File Action View Favorites Window Help

== | 7[m]
(] Console Root
& [ Mware Mrrage Task Monitoring
=] % VMware Mirage System (localhos
& Common Wizards
(2 Dashboard

# 3 Image Composer m v P
[ oriver Library 36

Status. L
pvsnapshot  CVD: MIRAGE-C2 (10018) |

_ 50%

What to Do Next
Monitor the progress of the task using either of the following methods:
» Mirage Console

* Endpoint
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Use the Mirage Console to Monitor Reverting to a Snapshot
The Mirage Console shows the progress of the Revert to Snapshot task.

1. Inthe left pane, expand Inventory and click All CVDs.
2. Monitor the progress in the All CVDs pane.

At first, the Activity value is Initializing Restore - Prefetch.

F= VMware Mirage Console - [Console Root\WVMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]

G Fle Acion View Favorites Window Help

L 2 ol
[ Console Root
= m VMware Mirage All CVDs

=] % VMware Mirage System (ocalhost)
& Common Wizards

(@ Dashboard
u Task Maonitoring
= & Inventory
Al CVDs 00} Name v o & Activity Progress
B E l}rd'we 10018 QUIRAGE-C2 o # Tnitializing Restore - Prefetch [ | 1 7%

When the initialization finishes, the Activity value changes to Restore - Prefetch.

Lo AR sl 7 Mo

] Console Root
B [ vMware Mirage
= Q VMware Mirage System (localhos!
# Common Wizards
& Dashboard
Task Monitoring
=] E Inventory 4
= all cvbs

E] Archive
o £ s

- -
10018 MIRAGE-C2 v & Restore - Prefetch 9% )

The Activity value then changes to Finalizing Restore - Prefetch.

= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]

& File Action View Favorites Window Help

| 5w
|| Console Root
£ [ vMware Mirage All CVDs
= % VYMware Mirage System (Jocalhost)
& Common Wizards

{2 Dashboard
Task Monitoring
= a Inventory
= alcws n Name v & & Activity
;q '}"j“"? 10018 € MIRAGE-C2 # Finalizing Restore - Prefetch | 00%

As you monitor the progress, the Progress value reaches 100%, and the Activity value changes to Pending
Reboot.

= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]

l@ Fle Acton View Favorites Window Help

e Al Ealll 7 loe
|| Console Root

£ [ vMware Mirage All CVDs
= E VMware Mirage System (localhost)
& Common Wizards
(A Dashboard
Task Monitoring
= a Inventory

= al cvos 1)) > & & Activity
" g f’d""‘fi 10018 CMRAGE-C2 « & Pending Reboot I 100% )

3. Access the endpoint, and double-click the Mirage icon in the system tray to open the VMware Mirage
dialog box.

Filtered resulis:

To complete reverting the snapshot, restart the endpoint.
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Use the Endpoint to Monitor Reverting to a Snapshot
You can monitor the Revert to Snapshot task on the endpoint.

1. Access the endpoint, and double-click the Mirage icon in the system tray to open the VMware Mirage
dialog box.

2. Monitor the progress.

At first, the Current Action value is Initializing Restore - Prefetch.

@ MwareMinge (==

Version 5.0.0.42580

Server Address

Connection Status ech

Last Upload Time ~ 4/30/2014 7:19:39 AM

Current Base Layer

Current Action ( Initigizing Restore - Prefetch ( 10% ) )
File Progress

Data Progress 8,944,123 KB of 13,277,068 KB

] ’
vmware

Copyright © 2008-2014 VMware, Inc. All rights reserved.
www vmware.com/go/mirage

When the initialization is complete, the Current Action value changes to Restore - Prefetch.

& VMware Mirage @

Version 5.0.0.42580

Server Address

Connection Status

Last Upload Time  4/30/2014 7:19:39 AM

Current Base Layer Baselayer 2.0

Core
File Progress 9of 3,161

Data Progress 39,016 KB of 530,022 KB

L] 1
vmware

Copyright ® 2008-2014 VMware, Inc. All rights reserved.
wWww vmware.com/go/mirage

The Current Action value then changes to Finalizing Restore - Prefetch.

Version 5.0.0.42580

Server Address

Connection Status  Connected

Last Upload Time  4/30/2014 7:19:39 AM

Curent Base Layer Baselayer 2.0
Curent Action  inalizing Restore - Prefetch)

|
vmware

Copyright © 2008-2014 VMware, Inc. All rights reserved.
WWW.Vmware comigo/mirage
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After it is finalized, you are prompted to reboot the endpoint.

@ VMware Mirage

Version 5.0.0.42580

el S—
Connection Status

Last Upload Time ~ 4/30/2014 7:19:39 AM

@a{eMﬁrage_,' a reboot to lete a restore operati ’

Do you want to restart your computer now?

[ RestartNow | [ Restart Later |

Restart the Endpoint to Revert the Snapshot
When you are finished monitoring the Revert to Snapshot task, you must restart the endpoint.

1. In the VMware Mirage dialog box of the endpoint, click Restart Now.
2. After the endpoint restarts, log in to it and wait for the Mirage client to upload.

The Current Action value changes to Completing system update, and the Last Upload Time value is N/A.

Version 5.0.0.42580
Server Address

Connection Status

Last Upload Time ~ N/A

Cumert Base Layer Base 20
Cument Action system update (2 of 20)
atting for plug-and-play completion

L ——— )
vmware

Copyright ® 2008-2014 VMware, Inc. All rights reserved.
W Vmware.comigo/mirage

The Current Action value changes to Idle, and the Last Upload Time value remains N/A.

m
Version 5.0.0.42580
el
Connection Status  Connected

Last Upload Time ~ N/A

Cument Base Layer Baselayer 2.0

Current Action

vmware
Copyright © 2008-2014 VMware, Inc. All rights reserved.
Www. vmware comigo/mirage
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In a few minutes, the Mirage client starts to upload the endpoint. After the upload finishes, the Last
Upload Time value changes to the time the upload completes.

Version 5.0.0.42580

Server Address

Connection Status  Connect

Last Upload Tme  @/30/2014 8:56:23 AW
Current Base Layer Baselayer 2.0

Current Action Idle

s L)

vmware
Copyright ® 2008-2014 VMware, Inc. All rights reserved.
Www vmware. com/go/mirage

3. Inthe left pane of the Mirage Console, click Task Monitoring, and in the right pane, verify that the Revert
CVD task has completed.

= vMware Mirage Console - [Console Root\VMware Mirage\WMware Mirage System (localhost)\Task Monitoring]

@ Fle Action View Favorites Window Help
o sl el 7 o
] Console Root

= [ vMware Mirage Task Moni‘toring

=] % VMware Mirage System (ocalhosiT
& Common Wizards

(2 Dashboard

Tas

a Inventory §
8 Image Composer ID - B ooy Shatus Entity
@..—. Cefver lidrery 36 @‘ Revert (VD Done CVD: MIRAGEC2(10018) 1@

4. In the left pane, expand Inventory and click All CVDs.
5. Inthe All CVDs pane, verify that the Activity value of the CVD is Idle.

7= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]

(& Fle Acon View Favorits Window Help
| nm|
[ Console Root
= [ VMware Mrage All CVDs
B % VMware Mirage System (localhost]
& Common Wizards
(2 Dashboard

Task Monitoring
= a Inventory

You have reverted your endpoint to a Mirage snapshot.
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Recovering a Failed or Missing Endpoint
If your endpoint fails or is missing, you can recover the corresponding CVD. You can either restore the entire
CVD to the device after replacing or reformatting its hard drive, or you can restore the CVD to a new device.

This exercise uses the Replace the User Machine option, which involves preparing a new machine and installing
the Mirage client on it. The new machine can be a physical machine or a virtual machine. Before you begin,
install the Mirage client on the new machine.

Recover a Failed or Missing Endpoint
The Disaster Recovery wizard requires you to select one of the following:

» Replace Hard Disk - Restores the entire CVD to the device after its hard drive is replaced or formatted.
* Replace the User Machine - Restores the CVD to a new device.

The steps for these options are similar.

Prerequisite

Prepare a new machine and perform the Installing the Mirage Client on the Test Machines task on the new
machine.

Procedure

1. Inthe left pane of the Mirage Console, click Common Wizards, and in the right pane, click Disaster
Recovery.

‘@ Fie Action View Favorites Window Help

Lt Al 7 o

= [ WMware Mirage Common Wizards vmware

The tasks beb wsed by thee Vhbwrare: Miragre admin o deploy. manage. protect, and support remole users.

® Deiver Library

® & Lh

® L Logs Centralize Endpoint Base Layer Provisioning

B & Users sndRoles Migrate the contents of an endpoint 1o the VMware Mirage Server Prepare & new device by cleaning up the device Fles. applying 8
&

When complete, the endpaint will be protected and can be Base Layer, and aulomatically migraling the contents of the
managed centrally. endpoint to the ViMware Mirage Server.

FRestore a CVD 1o the same endpoint, {e.9. in the case of a new Migrate a CVD to a different endpoint. either physical or viriual
hand-drive or after a format) or restore o a replacement endposnt

Aanign Base Layer Update App Layer

Q Assign the appropriate base layer o a single CVD or a collection m Assign and edit the applcation layers fo o single CVD or a
This layer will be validated, and will be deployed to the selected collection. The layers will be validated. and will be deployed to the
endpoints as they connect to the network selected endpoints as they connect to the network.
Capture Base Layer Caplure App Laryer
A Base Layer is a lemplate for common deskiop content. cleared Mmurhnemdmwmemnwa mgmnzmm
of specific identity information and suitable for mass deployment or | and updates/
to endpoinis. The layer includes the operating system. service mmammlmmmfummu
packs, paiches and enterprise appiications. Iarge number of endpoints.
Windows OS Migration

El Migrate an endpoint to another Windows OS from an older

g Windows wersion, preserving all end user data. while deploying

desired Windows applications as part of the new Base Layer
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The Disaster Recovery dialog box appears.

= Disaster Recovery

Select Action

Please select one of the following disaster recovery actions:

€ Replace Hard Disk

Restore the entire CVD to the currently assigned device after having its hard-drive
replaced or formatted.

G' % the User ng
a device after the original device has been lost,

stolen , or broken beyond repair. The replacement device can be of a different make
or model than the original. A set of restore options are available depending on the
replacement device of choice.

[_ox [ concel ]

2. For this evaluation exercise, select Replace the User Machine and click OK.
The Select a CVD page appears.

F

Device Replacement

Select a CVD

Please select the CVD you would like to restore

VMware Virtua... Win7

4]

< Back Next > Finish

3. Search for the CVD that you want to recover and click Next.
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The Select a Target Device page appears.

Select a Target Device 20f 6
Please select the device you would like to restore the CVD to. Only devices to which the CVD can be restored to are listed.

Win7

VMware Virtua.

d | >l

Cancel < Back Next > Finish
—

4. Select a pending device and click Next.
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The Restore Options page appears.

F= Device Replacement 'ﬁ'ﬂia,—q
Restore Options 3of6
The ing i are i for the selected CVD and Device

VD Windows Image: WinZ,

Device Windows Image: Win7,

—Restore Options

@ Full System (o ing Syste licati User Data and Settings)

The entire CVD (Operating System, applications, and user files) will be restored to the
% replacement device. Any existing files on the replacement device will be lost or overwritten!

' Restore Applications, User Data and Settings
Mapﬁmﬁwawuwmwﬂhmwh@mmﬁmmﬁem
o Operating System and applications instzlled on the replacement device will be retained. The
'& Operating System of the replacement device must be the same as that of the CVD.

" Only Restore User Data and Settings
Only user data and settings will be restored to the replacement device. The existing Operating
g= System and applications installed on the replacement device will be retained. The Operating
System of the replacement device may be the same as or newer than that of the CVD,

Cancel < Back Next > Finish
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5. For this evaluation, select Only Restore User Data and Settings and click Next.

Focvcenopiacement ———————T-TEY
Restore Options 3of 6
The following restore options are available for the selected CVD and Device

CVD Windows Image: Win7,

Device Windows Image: Win7,

~ Restore Options

€ Full System Restore (Operating System, Applications, User Data and Settings)

The entire CVD (Operating System, applications, and user files) will be restored to the
ﬁ replacement device. Any existing files on the replacement device will be lost or overwritten!

' Restore Applications, User Data and Settings
Only applications and user data will be restored to the replacement device. The existing
Operating System and applications installed on the replacement device will be retained, The
Operating System of the replacement device must be the same as that of the CVD.

ff-‘ Only Restore User Data and Settings
restored to the replacement device. The existing Operating
fd—n System and applications installed on the replacement device will be retained. The Operating
ﬁ System of the replacement device may be the same as or newer than that of the CvD.

Cancel < Back Next > Finish
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The Select Layers page appears.

B Device Replacement

Select Layers 50f 8

Select the layers you wish to have assigned

Available layers Assigned layers
Name Version Name Version |
Applayer 1.0 J
>

[ Show only latest layers

Selected Layer Properties

Cancel < Back Next > Finish
e
6. Move the layer that best meets your requirements from the Available layers section to the Assigned layers
section, and then click Next.
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The Target Machine Name page appears.

~loixl
Target Machine Name 6of 8

Please select one of the following naming options to apply in the replacement process. Ifwu choose to change the CVD name you
will have to select whether to add the computer to a Workgroup or Active Directory

You can change the name and membership of the CVD. If your computer was a member of a domain before you joined the workgroup, it will be removed
from the domain and your computer account on that domain will be disabled,

CVD Naming Options
Full Computer Name: MIRAGE-C1.

(& Keep CVD Name (MIRAGE-C1)
" Use Device Name (MIRAGE-C3)
 Set Name I

Domain Options

& workgroup:

| workGrOUP
€ Domain:

Name:

[company.com
ou:

| OU=computers,0U=Group,DC=company,DC=com

Join Domain Account:

| Domain\user
Password: |

Cancel < Back Next > Finish
-— s ————————————®

7. Complete the page with the options that best meet your requirements and then click Next
The Validations page appears.

= Device Replacement

=loixi
Validations 6of 7

Use the followi lid; vy toc ﬂnelaqﬁnhmmﬂlﬂlem ﬂﬁmmﬂldﬂtmmwmlmﬁ
that require attention. I'wmawwtbeablem d until issues are

& No compatibility issues detected

8. Click Next.
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The Summary page appears.

il ™= Device Replacement o= EI] Xl

Summary 70f7

CVD 'MIRAGE-C2' user data and settings will be restored to device 'MIRAGE-C3'

Use Device Name: MIRAGE-C3
‘Workgroup: WORKGROUP

9. Click Finish.

The Assign device confirmation box appears.
lassgnaece |

Would you like to switch to the Task List view to monitor the
progress of the "Assign device' action?

w [ ]

10. Click Yes.

The Mirage Console switches to the Task Monitoring page, and the task is listed.

= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Task Monitoring]

[@ Fle Action View Favorites Window Help

== 2|m
[7] Console Root
& [ vMware Mrage Task Menitoring
=] % VMware Mirage System (ocal
& Common Wizards
(2 Dashboard
[] Task Monitoring
= Inventory
[ Image Composer
5] M Driver Library

CVD: MIRAGE-(

What to Do Next

Monitor the progress of the task using either of the following methods:

* Mirage Console

* Endpoint
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Use the Mirage Console to Monitor Assigning an Existing CVD to a Device
The Mirage Console shows the progress of the task.

1. Inthe left pane, expand Inventory and click All CVDs.

2. Monitor the progress in the All CVDs pane.

At first, the Activity value is Initializing Restore - Profile Prefetch.

F= VMware Mirage Console - [Console Root\VMware Mirage\VMware Mirage System (localhost)\Inventory\All CVDs]

‘G Fle Acton Vew Favorites Window Help

e8| 2[EHE

] Console Root

= [ vMware Mirage

= % VMware Mirage System (localhost)
& Common Wizards

(2 Dashboard
Task Monitoring
=l a Inventory
= Al cvDs
Archive 10018 MIRAGE-C2
&5 Collections

Initializing Restore - Profile Prefetch

When the initialization finishes, the Activity value changes to Restore - Profile Prefetch.

stem (localhost)\Inventory\All CVDs]

=
Lo e ol 7 N

| Console Root

= [ YMware Mirage
= E VMware Mirage System (localhost]

& Common Wizards

() Dashboard

Task Monitoring

= Inventory

& alcvs m Name v &
B Archive ¥

All CVDs

i 10018 MIRAGE-C2

& Activit
# Restore - Profile Prefetch W 5%

The Activity value then changes from Restore - Profile Prefetch to Finalizing Restore - Profile Prefetch

ory \All CVD
@ Fle Acton View Favorites Window Help

= ml
"] Console Root
= [ vMware Mirage All CVDs

= @ VMware Mirage System (Jocalhost)
& Common Wizards

(& Dashboard
Task Monitoring
= B Inventory
All cvDs 0] Name v | §| & Activity Progress
B EK?W.E 10018 CMIRAGE-C? ' # Finalizing Restore - Profile Prefetch 0%,

O
-] Console Root
= [ vMware Mirage

& Common Wizards

(& Dashboard

Task Monitoring
= s Inventory

3. Access the endpoint, and double-click the Mirage icon in the system tray to open the VMware Mirage

dialog box.

To complete assigning an existing CVD to a device, restart the new endpoint.
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Use the Endpoint to Monitor Assigning an Existing CVD to a Device
You can use the endpoint to monitor the task.

1. Access the endpoint, and double-click the Mirage icon in the system tray to open the VMware Mirage
dialog box.

2. Monitor the progress.

At first, the Current Action value is Initializing Restore - Profile Prefetch.

Version 5.0.0.42580

Server Address

Connection Status

Last Upload Time  N/A

Cument Action @'aimg’ Rellote-Pm‘leP!d'dd'lst
File Progress 2,146 of 57,341

Data Progress 385.334 KB of 8.358.658 KB

L — i
vmware

Copyright ® 2008-2014 VMware, Inc. All rights reserved
www.vmware.com/go/mirage

When the initialization is complete, the Current Action value changes to Restore - Profile Prefetch.

Version 5.0.0.42580

Server Address

Connection Status

Last Upload Time  N/A

Cumrent Action  Hestore - Profile Prefetch (31%] >
File Progress 5,626 of 12,693

Data Progress 158,365 KB of 507,458 KB

[ — 1
vmware

Copyright ® 2008-2014 VMware, Inc. All rights reserved.
www vmware comigo/mirage

The Current Action value then changes to Finalizing Restore - Profile Prefetch.

Version 5.0.0.42580

oy ] —
Connection Status

Last Upload Time ?{A—
Curment Action Finalizing Restore - Profile Prefetch

—————— |
vmware

Copyright ® 2008-2014 VMware, Inc. All rights reserved.
www vmiware comigo/mirage
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After the action is finalized, you are prompted to reboot the endpoint.

[ VMware Mirage @

Version 5.0.0.42580
Server Address

Connection Status Connected
Last Upload Time  N/A
Current Action

@are Mirage requires a reboot to complete a restore operatioD

Do you want to restart your computer now?

| Restart Now | | Restart Later |

Restart the Endpoint to Recover the CVD
When you are finished monitoring the task, you must restart the endpoint.

1. In the VMware Mirage dialog box of the endpoint, click Restart Now.

Mirage completes a system update during the restart.

&)

| —
vaware

VMware Mirage is completing a syste
Step 2 of 20: Waiting for plug=and=play/
Do not turn off your comp

. Windows 7 enterprise
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2. After the endpoint restarts, log in to it.

The VMware Mirage window displays the status and the selected layers. The Last Upload Time value is
N/A. In a few minutes, the Mirage client starts a backup and updates the Last Upload Time value.

Version 5.0.0.42580
Server Address

Connection Status Connected
Last Upload Time ~ N/A

oot e e QT
Idle

r i

vmware

Copyright © 2008-2014 VMware, Inc. All rights reserved.
Www.Vmware.com/go/mirage

3. (Optional) If you want to start a backup immediately, right-click the Mirage icon in the system tray, and
select Sync Now.

Show Status

Tools

Snooze

Activate File Portal Access...
Show File Portal...

4. In the left pane of the Mirage Console, expand Inventory and click All CVDs.
5. Inthe All CVDs pane, verify that the Activity value is Idle.

&= FmnHE

|7 Console Root
= [ YMware Mirage
= % VMware Mirage System (Jocalhos:
#" Common Wizards
@ Dashboard
[®) Task Monitoring
=] a Inventory
E NlCvDs
5 Archive

=1 B2 Collarfinne

10018

You have recovered the CVD to the target device.

WHITE PAPER / 164



VMware Mirage 5.0 Reviewer’s Guide

Configuring the Mirage File Portal to Enable Users to View Files and Folders

The Mirage file portal enables users to browse and view files in the CVDs through any browser from any
location that can connect to the file portal server.

This section covers the following topics:

» Configuring IS on the Mirage file portal

» Configuring the file portal in the Mirage Console
* Accessing the file portal

Configure IIS on the Mirage File Portal
Before beginning, you must install Windows Internet Information Services (lIS) 7.0 and the Mirage file portal.
See New Installation and Configuration.

1. In the operating system where the Mirage file portal is installed, select Start > Run.

2. Type inetmgr, and click OK.

The IIS Manager appears.

4 T |

. 4\ J \ J

TS News is disabled, dick the Enable [15 News link to get the most recent onine news. |
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3. In the Connections tree, click the IIS instance on which the Mirage Web applications are installed and click
Server Certificates.

17 18 Cﬂ MIRAGESERVERS Home

= Filter: * Bfco - (Ehshow Al |Groupby: Area =

i & Py = E £

N a8 @ 9 = & B
™ o | JNET Error WNET JNET Trust Application Connection  MachineKey  Pages and

ho Pages Globalization Levels Settings Strings Controls

T 5

ISAPL and CGI  ISAPI Filters
trictions

Management

B & 8 &8 o E

Configuration Feature 05 Manager  [IS Manager  Management Shared
Editor Delegation Permissions. Users Service Configuration

The Server Certificates pane appears.

Q- H_I 2 18, eﬂ Server Certificates
B p Use this feature to request and manage certificates that the Wieb server can use with Web sites configured for S5L,
Q Applical a
@-La) Sites
o 4/28/2010 12:26:4.._ SCE490343EDBIA0)

4. Locate the SSL certificate for the Mirage file portal.

In this evaluation exercise, the SSL certificate is the one created during installation of the Mirage file portal.
The name is VMwareMirageExplorer. You can create or import a new SSL certificate for the Mirage file
portal.
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5. Inthe left pane, expand Sites, right-click Default Web Site and select Edit Bindings.

“E Internet Information Services (IIS) Manager

@@ [ﬂi> MIRAGESERVERS

File  View Help

% Server Certificate

Use this feature to request and man)|
Name <

ari lorer
Edit Permissions. ..

& Add Application...

(s Add Virtual Directory

Manage Web Site

K3 Refresh
x Remove

Rename

2 Switch to Content View

The Site Bindings dialog box appears.

20
| Type | Host Name | Port | IP Address | Binding Information |
http 80 *
net.tcp 808:*
net.pipe x
net.msmq localhost
msmg.format... localhost

6. Click Add.
The Add Site Binding dialog box appears.

Add Site Binding { ﬂﬁl
Tyne: 1P address Part:_
G A Gl )
ESE=——5
osiname:

SS|_certif
e
(JvMwarem

certificate:

irageExplorer
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7. Enter the appropriate information, such as the following, and then click OK.

ITEM VALUE

Type https

I[P address All Unassigned
Port The default is 6443.

SSL certificate The SSL certificate for the Mirage file portal. The default is
VMwareMirageExplorer.

The newly added site binding is listed in the dialog box.

eemmangs T

| Type | Host Name. | Port | 1P Address | Binding Information Add... |
http 80 =
net.tep 808:* Edit... I
net.pipe =

Remove |
net.msmq localhost
msmq. format... localhost Browse |

= e

i

8. Click Close.
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Configure the File Portal in the Mirage Console
1. Inthe left pane of the Mirage Console, right-click System Configuration and select Settings.

= VMware Mirage Console - [Console Root\VMware Mirage\VMware|
Fle Action View Favorites Window Help

Y EE I

] Console Root Name
= [ vMware Mirage @ Servers

= E, VMware Mirage System (localhos %\.'olumes

& Common Wizards [ Mirage Gateways
Dashboard ﬁi’ﬁrand‘l Reflectors
Task Monitoring ¢E3CVD Policies
& Inventory
3 Image Composer
@ Driver Library
4} Reports
LI Logs

The System Configuration dialog box appears.

Settings
Edit system settings
( Branch Reflector “ Gateway Autlx - — License |

\ General | CVD Auto Creation (* File Portal ) USMT |

¥ Enable File Portal

—
File Portal qu )

User message:

This message is displayed to VMware Mirage end users, allowing them to activate web access

support. Users who skip activation can't login via Web Access, unless an Admin performs the
binding manually.

Your files are not accessible via File Portal.
Please provide your username and password to activate the File Portal.

2. Inthe File Portal tab, enter the file portal URL and then click OK.
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The format of the URL is https://yourserveraddress:portnumber/Explorer, where
yourserveraddress is the address of your Mirage file portal, and portnumber is the port assigned to the

Mirage file portal. The default is 6443.

[System Configuration - |

Settings

Edit system settings

[ Branch Reflector | Gateway Authentication I License |

\ General [ VD Auto Creation File Portal uSMT |
¥ Enable File Portal

File Portal UR@ https://yourserveraddress:portnumber/Explorer

D

This message is displayed to VMware Mirage end users, allowing them to activate web access

support. Users who skip activation can't login via Web Access, unless an Admin performs the
binding manually.

User message:

Your files are not accessible via File Portal.
Please provide your username and password to activate the File Portal.

(o J[ comeel ]
3. In the left pane of the Mirage Console, expand Inventory and click All CVDs.
4. In the All CVDs pane, double-click the CVD for which you want to configure the file portal.
The CVD Properties dialog box appears.
5. Click the File Portal tab.

The tab lists all the local users who have logged in to the endpoint.

CVD Properties

G

| General | Active Directory

| ProgmmFies |
| Installed Drivers |

Application Layers |
Driver Library Profile [

Comment

Services
File Portal

CVD user to File Portal user binding: (select entry to edit)

File Portal User

{MracE-xP\L_)

6. Click a local user in the list.

7. Enter the mapped user for the local user in the File Portal User column.

The mapped user should be a domain user. The format is domain\username. This mapped user has access

to the user data of the corresponding local user of the CVD.

CVD Properties

| General H Active Directory H Program Files

Application Layers H Services

\ Installed Drivers [ Driver Library Profile [ Comment || File Portal

CVD user to File Portal user binding: (select entry to edit)

File Portal User

MIRAGE-XP\ I

8. Click Save.
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If the domain and user name are correct, mapping succeeds. If they are incorrect, an error message
appears.

CVD Properties

| General | AdiveDirectory | ProgramFiles ||  Application Layers |  Services |
[ Installed Drivers [ Driver Library Profile [ Comment || File Portal |

CVD user to File Portal user binding: (select entry to edit)

ocad . -Rostgl User
(MIRAGEXP )y ek )

CVD Properties ﬁ'
| Genmeral | Active Directory | Program Files | Application Layers |  Services |
\ Installed Drivers I Driver Library Profile | Comment | File Portal \

CVD user to File Portal user binding: (select entry to edit)

File Portal User

Local User
e 0{ ) G
Failed to update CVD's user binding 5'

@ Failed connecting to Active Directory

[

9. Right-click the CVD and select File Portal, and verify that Allow File Portal is selected.

If the Allow File Portal option is dimmed, it has been selected.

F= VMware Mirage Console - [Console Root\VMware Mirage \VMware Mirage System (localhost)\Inventory\All CVDs]

ﬁﬁemmmmw

L sl 7N

] Console Root
& [ vMware Mirage All CVDs
=] E, VMware Mirage System (localhos
& Common Wizards
(2 Dashboard
[® Task Monitoring
= a Inventory
£ alcvs m Name @ | & Activity
&) Archive 10019 MIPAnr ~4 2 & Ide
Collections Layers 3
£ Problematic CVDs Enforce All Layers
& Assigned Devices Apply Driver Library
Jﬁ Pending Devices e
4B Rejected Devices Show Alarm
B3 Image Composer P o
P Driver Library —m—
[#@ Reports Revert to Snapshat...
L Logs Restore
Users and Roles e
System Configuration Device 1]
@ Getting Started Manage VD 5
File Portal

The file portal configuration is complete.
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Access the File Portal
You can use a browser to access the file portal.

1. Open a browser and enter https://yourserveraddress:portnumber/Explorer, where
yourserveraddress:portnumber is your file portal server address and port number.

The File Portal login screen appears.

Log in to File Portal

User name: I
Password: [N

B Remember me on this computer

2. Enter the domain user name that you specified in Configure the File Portal in the Mirage Console.

The CVD list appears.

vmware I (ogout

n

3. Select a CVD to explore.

If you mapped the user to a local user of a CVD, as described in Configure the File Portal in the Mirage
Console, the files of the CVD are listed directly. By default, the latest version of the files and folders are
listed.

vmware

@ Other Archives

MIRAGE-C2 > Home
A
- n

. The latest version is
displayed by default

n

Archive time : 4/28/2014 10:13:40 PM Pacific Daylight Time (GMT-07:C0) (latest)
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4. To view other versions, click Other Archives.

vmware

@ Other Archives

MIRAGE-C2 > Home
=
-

L

Archive time : 4/28/2014 10:13:40 PM Pacific Daylight Time (GMT-07:00) (latest)

A list of the archives appears.

Computer Name: MIRAGE-C2

Time Zone: Pacific Daylight Time (GMT-07-00)

5. Select an archive.

The contents of the selected archive appears, along with the archive time.

vmware

@ Other Archives

MIRAGE-C2 > Home

- N

-n

Archive time : 4/28/2014 7:19:39 PM Pacific Daylight Time (GMT-07:00) (2.4)
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Troubleshooting Tip: If you encounter the following error while choosing an archive, the mapped local

user does not have a profile in this particular archive. For example, the user was created after the archive
was created. Try selecting another archive.

vmware

Failed to list directory contents

User does not have a profile on the current snapshot

Click here to return to the homepage

6. Select the check box for each file or folder you want to download.

The Download button appears.

vmware

@ Other Archives

MIRAGE-XP > Home > Des

-

% “ DocsCreatedAfterWin7Mirgration
el |

G . MirageClient.x86.42580.msi

a . MirageServers.desktone.cn.cer

Arznive time - 4/28/2014 10:23:56 PM Pacific Daylight Time (GMT-07:00) (latest)

7. Click Download.

The selected files and folders, including subfolders, are downloaded. You can now view them locally.
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Using a CVD Policy for Layer Management

The Centralizing Endpoints section of this guide provides instructions for using the Mirage default CVD policy

for endpoints. That default policy backs up the endpoints to the data center.

If you are not uploading content, except metadata from endpoints to the data center, use the Mirage CVD
policy optimized for View. With this policy, you can perform layer management against the devices without

backing up the devices.

Create a CVD Policy for Layer Management

1. Inthe left pane of the Mirage Console, expand System Configuration and click CVD Policies.

L A sl ol ? B

7] Console Root
= m VMware Mirage
=] % VMware Mirage System (localhos
ﬁ Common Wizards
{2 Dashboard
Task Monitoring
a Inventory
8 Image Composer
ﬂ Driver Library
[ Reports
Q Logs
Users and Roles
= System Configuration

3} Mirage default CVD policy 1.0
2 Mirage CVD policy optimized for Horizon V.. 1.0

CVD Policies

2. Inthe CVD Policies pane, click the Add icon.
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The Add a CVD Policy page appears.

= Add a CvD Policy

Description
—General Settings
Upload change interval: | 60 (minutes)
Protected volumes: %SYSTEMVOLUME, I (example: D:, E:, F:)
|r Unprotected Area ” User Area || Advanced Options |
Rules:
Path Filter Include S -
( Edic ]
Remove \
Rule Exceptions:
Path Filter Include S
( Edit ]
i Remove |
[~ Show Factory Rules

o [ ol ]

3. Name the policy.
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4. Click the Advanced Options tab.

= Add a CVD Policy
Add a CVD Policy
Create a new CVD Policy

Name: i CVDPolicylmageManagementOnly
Description:

General Settings

Upload change interval: I 60 (minutes)
Protected volumes: %SYSTEMVOLUME, I (example: D, E:, F:)
| Unprotected Area | User Area [ Advanced Options
I” Optimize for VMware Horizon View
I Layer management only
I" Optimize for LAN environments
[ Disable client throttling
[ Protect EFS files
[ Hide Balloons
[~ Show Factory Rules

N ==l ™
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5. Select the Layer management only and Optimize for VMware Horizon View check boxes. Keep the

Protect EFS files check box selected.

Note that the value in the Upload change interval text box is dimmed, which means that the devices using

this policy are not backed up.
Click OK.

Add a CVD Policy

Create a new CVD Policy

| cvoPolicylmageManagementonly

Upload change intervak | 60 ‘minutes)

Protected volumes: %SYSTEMVOLUME %, I

(example: D:, E:, F:)

| userArea || Advanced Options |

™ Optimize for VMware Horizon View
I” Optimize for LAN environments

[ Disable diient throttling

[ Protect EFS files

[ Hide Balloons

I Show Factory Rules
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The policy is listed in the right pane.

@@ File Acton View Favorites Window Help

L ] Fol
‘_:‘I Console Root
= m VMware Mirage
% VMware Mirage System (localhos
& Common Wizards
(& Dashboard
Task Monitoring
9 Inventory
[ Image Composer
I? Driver Library

CVD Policies

ageManagementOnl

4

EaReports 2 Mirage CVD policy optimized for Horizon View 1.0
L Logs 1 Mirage default CVD policy 1.0
ﬁ% Users and Roles

=]

Now that you have a policy for layer management, you can choose this policy when centralizing endpoints.

After you centralize your endpoints with the policy, follow the instructions for assigning a base layer and
capturing an app layer.
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Integrating Mirage with VMware View Desktops

You can integrate Mirage 5.0 with View as demonstrated in the following tasks. You can use Mirage to manage
persistent, full-clone pools, one of the pool types that you can create with View. Full-clone pools use a template
to create the virtual desktops.

Prerequisites

The following tasks must be completed before integrating Mirage with View.

L

Create a Mirage environment.

Mirage server, Mirage Management server, and the Mirage Console must be installed and configured
properly. See Overview of Installation and Configuration.

Install View.
View Connection Server must be properly installed.

Create a template virtual machine with the Mirage client, VMware View Agent®, and VMware Tools
installed.

Use vSphere to create this template virtual machine. Mirage manages the template virtual machine, and
you use the template virtual machine to create a full-clone pool. After you create the template virtual
machine, no connection exists between the template and the virtual desktops. As a result, you cannot use
View to upgrade the system or applications on the virtual desktops, except by deleting and recreating
them. Mirage enables you to upgrade the system and applications using layer management.

Centralize the template virtual machine to the Mirage server (see Centralizing Endpoints) and convert into
a template. For converting the template virtual machine into a template, see Image Management for View
Desktops using VMware Mirage.

Capture a base layer. See Capture the Base Layer from the Reference CVD.
Capture the app layers. See Capturing an App Layer.

Best practice is to capture View Agent in a separate app layer. Capture other app layers according to your
requirements.

Integrate View and Mirage

1

S

Create a dedicated full-clone pool, which is an automated pool that contains full virtual machines.
See Setting Up Desktop and Application Pools in View.

Disable the full-clone pool. See Setting Up Desktop and Application Pools in View.

Centralize the View desktops.

Enable a desktop pool and add entitlements. See the Setting Up Desktop and Application Pools in View.
Manage CVDs of View desktops. See Working with Base and Application Layers.
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Centralize View Desktops
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When the View desktops are created and available, go to the Mirage Console to check the pending devices.

You can centralize these View desktops.

tware Mirage Console - [Console Roo

fware Mirage\VMware Mirage System (localhost)\Inventory\Pending Devices (48)]

l@ Fle Acton View Favorites Window Help

= FmHE

[ Console Root
B m VMware Mirage
=] a VMware Mirage System (localhost)
& Common Wizards

Pending Devices

(@ Dashboard
[ Task Monitoring
E B Inventory
£ alcvos ) Name | PendingState | &  Build Vendor | WVersion
£ Archive 5 APP Pending assignment  # 5.0.0.42580 VMware, Inc. None
I Collections 11 DEV-FC-10 Pending assignment  # 5.0.0.42580 VMware, Inc. None
& Problematic CVDs 12 DEV-FC-11 Pending assignment  # 5.0.0.42580 VMware, Inc. None
r DEV-FC-12 Pending assignment # 5.0.0.42580 VMware, Inc. MNone
13 DEV-FC-13 Pending assignment # 5.0.0.42580 VMware, Inc. Mone
" Devices 15 DEV-FC-14 Pending assignment # 5.0.0.42580 VMware, Inc. None
B8l Image Composer 3 DEV-FC-16 Pending assignment  # 5.0.0.42580 VMware, Inc. None
P orver Lirary 2 DEV-FC-17 Pending assignment  # 5.0.0.42580 VMware, Inc. None
@ RW‘S 29 NOV EM 10 Dnndinn socinnonont & ESNMNAIEON  AMbsren Tne Alnnn

1. In the left pane of the Mirage Console, click Common Wizards,

Endpoint.

and in the right pane, select Centralize

& Be Vew Favgites indow lelp

on Wizards]

&= [7[m]

1] Console Root
& [ viware Mrage
B [ WMware Mirage System focalhos!

&

Disaster Recovery:

Restore 8 CVD to the same endpoint, (e.g. in the case of a new
hard-drive or after a format) of restore 10 a replacement endpaint.

Assign Base Layer

Asaign the appropniate base layer to a single CVD or a collection.
This layer will be vabdsted, and will be deployed to the selected
endpoints as they connect 1o the network

Capture Bose Layer

A Base Layer is 8 template for common desktop

ol specific identity information and suttable for mass de

to endpoints. The layer includes the operating system. service

packs. patches and enterprise apphcations

Windows OS Migration
Migrate an endpoint 1o ancther Windows OS from an older
\windownm warmion _nessanvinn all and usar datn whils denkoving

content, cleared |
oployment

Prepare a new device by cleaning up the device fies, applying a
Base Layer, and automafically migrating the contents of the
endpoint to the Vidware Mirage Server.

Harhware Migration
Migrate a CVD) te & different endpaint, either physieal or virtual,

Update App Layers

Assign and edit the application layers to a single CVD or a
collaction, Th layers will be vahdated, and will ba deployed 1o the
selected endpounts as they connect 1o the network

Capture App Layer

An App Layer is 8 st of one or more non-core organization
(og o line-of and updates

patches for already mstalled applications. for deployment to a

large number of endpaints.
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The Select Device Filter page appears.

Activate Device HEE
Select Device Filter 10f 6
Use the filters below to create a list of devices you wish to centralize.

If no filter is selected, all ding devices will be d
vmware
Column: .
(..
Filtered results: Page 1 | of 1

IDa Name User Name Serial Number Vendor | Model os | -
7 DEV-FC-12 Template\Adminis... VMware42 1c... VMware, Inc. VMware Virtua... Win7 (x64) Windows Operating Sys
8 DEV-FC-8 Template\Adminis... VMware-42 1c..  VMware, Inc. VMware Virtua._.  Win7 (x64) ‘Windows Operating Sys
9 DEV-FC-3 Template\Adminis... VMware42 1c.. VMware, Inc. VMware Virtua... Win7 (x64) ‘Windows Operating Sys
10 DEV-FC-7 Template\Adminis... VMware-42 1c.. VMware, Inc. VMware Virtua.. Win7 (x64) ‘Windows Operating Sys
11 DEV-FC-10 DEV-FC-10\Admini_. VMware-42 1c.. VMware, Inc. VMware Virtua_.  Win7 (x64) ‘Windows Operating Sys.
12 DEV-FC-11 Template\Adminis .. VMware<42 1c . VMware, Inc. VMware Virtua._.  Win7 (x64) Windows Operating Sys
13 DEV-FC-13 Template\Adminis... VMware-42 1c... VMware, Inc. VMware Virtua... Win7 (x64) ‘Windows Operating Sys
14 DEV-FC-2 Template\Adminis... VMware-42 1c.. VMware, Inc. VMware Virtua... Win7 (x64) Windows Operating Sys
15 DEV-FC-14 DEV-FC-14\judy VMware-42 1c...  VMware, Inc. VMware Virtua... Win7 (x64) Windows Operating Sys
16 DEV-FC-6 Template\Adminis... VMware-42 1c.. VMware, Inc. VMware Virtua... Win7 (x64) ‘Windows Operating Sys
17 DEV-FC-5 Template\Adminis... VMware-42 1c.. VMware, Inc. VMware Virtua... Win7 (x64) Windows Operating Sys
18 DEV-FC-9 Template\Adminis... VMware-42 1c... VMware, Inc. VMware Virtua.. Win7 (x64) ‘Windows Operating Sys
19 DEV-FC-26 Template\Adminis... VMware-42 1c.. VMware, Inc. VMware Virtua_.  Win7 (x64) Windows Operating Sys
20 DEV-FC-22 Template\Adminis .. VMware-42 1c..  VMware, Inc. VMware Virtua_.  Win7 (x64) ‘Windows Operating Sys
21 DEV-FC-19 Template\Adminis... VMware42 1c.. VMware, Inc. VMware Virtua... Win7 (x64) Windows Operating Sys
2 DEV-FC-17 Template\Adminis... VMware42 1c.. VMware, Inc. VMware Virtua... Win7 (x64) Windows Operating Sys
"D‘II NALEC.IS Tamnlatal Adminic VMwara4? 1 VMwara Tne I VMwara Virhia Win7 (vRd) Windnwe Ninaratinn el
‘

Number of devices that will be centralized: 50
Cancel < Back Next > Finish |

2. Use the search filter to locate the View desktops.

For example, the names of the View desktops in this case all contain the string “fc,” which you can use to
filter them.

3. Click Next.
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The Select CVD Policy page appears.

F= Activate Device

Cancel < Back Next > Finish

4. Select VMware Mirage CVD policy optimized for Horizon View and click Next.

This policy indicates that the desktops you apply this policy to are not backed up. You can still apply a
base layer and app layers to the desktops. You can select the VMware Mirage default CVD policy, but
performance will be adversely affected in most View implementations.
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The Select a Base Layer page appears.

F= Activate Device =100 x

Select a Base Layer 3of 7
Please select a Base Layer

€ Don't use a Base Layer
(= Select Base Layer from list

4 | i |

Cancel < Back Next > Finish

5. Select the base layer you captured previously and click Next.
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The Select Layers page appears.

[P acimatepenoe ——— N -}

Select Layers 4of 7
Select the layers you wish to have assigned

Available layers Assigned layers
Name Version Name Version
Python 2.6 10 J
>

¥ Show only latest layers

Selected Layer Properties
\' General H Program Files \| Services H Drivers H License Keys |

General Properties Properties

1D: 1 Number of assigned CVDs: 1

Name: View Agent 6.0 Number of pending CVDs: 0

Version: 1.0 Total Size: 800 MB

Type: App Total Files: 1696

Description: View Agent 6.0.0.1757804 Date Captured: 4/22/2014 B:14:56 PM

Machine Properties

Machine Name: APP Operating System: Win7 (x64)

Machine Vendor: VMware, Inc. 0S8 License: |

DNrives: I anton: False ll
Cancel < Back Next > Finish

6. Select the app layer with the View Agent and click Next.
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The Select Target Volume page appears.

F= Activate Device =101 x|

Select Target Volume 50of 7
Please select a volume.

& Automatically choose a volume
€ Manually choose a volume

a

Page 1 of 1

Name & Path Capadty (GB) | Free Space (GB) = Number of CVDs
Defaultvol...  E:\MirageStorage 100 92 2

Cancel < Back Next > Finish

7. Choose how to select the volume and click Next. If you select Manually choose a volume, specify a
volume.
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The Compatibility Check page appears.

F= Activate Device

Compatibility Check 60f 7

Validation results for the layer assignment to the selected CVDs:

% 50 CVDs passed validation

Cancel < Back Next > Finish

8. Click Next.
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The Summary page appears.

[P acimatepenoe ——— N -}

Summary 7of 7

50 devices will be activated and assigned to a new CVD
CVD Policy: VMware Mirage CVD policy optimized for Horizon Vi...
Base layer: BL_ViewDesktop
Added layers:
'View Agent 6.0' (ID: 1, Version: 1.0)

Volume: Automatic

9. Click Finish.
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10. In the left pane, expand Inventory and click All CVDs, and in the right pane, monitor the progress on the
All CVDs page.

E‘Emw ___ Fitered resuits: Page [_1 of 1

= L m A Name User Name & & Activity Progress. VD Policy Bz 2]

& Arctwe 10005 DEV-FC-12 Template\Administrator ¥ #  Initializing Layer Update. @L____125%  VMware Mirage CVD policy optim.

= Cabb o e 10006 DEV-FC-B Template\Administrator ' #  Initislizing Layer Update 130%  VMware Mirage CVD policy optim.

10007 DEV-FC-3 Template\Administrator o F Initializing Layer Update T 18% VMware Mirage CVD policy optim.

Pending Devices (1) 10008 DEV-FC-7 Template\Administrator + #  Initislizing Layer Update @B 130%  VMware Mirage CVD policy optim..

o Rejected Devices 10009 DEV-FC-10 DEV-FC-I0\Administrator v #  Throttled % VMware Mirage CVD policy optim..

# 0 Image Composer 10010 DEV-FC-11 Template\Administrator v & Initializing Layer Updata 5% ‘VMware Mirage CVD policy optim.

B Dever Libvary 10011 DEV-FC-13 Template\Administrator v #  Thottled C 1 0% VMware Mirage CVD policy optim..

9 ligg Reports 10012 DEV-FC-2 Template\Administrator ¥ #  Throttied 0% VMware Mirage CVD policy optim..

g Lu:: andices 10013 DEV-FC-14 DEV-FC-141judy ' #  Initislizing Layer Updats @ 115%  VMware Miraga CVD policy optim

B [ System Configuration 10014 DEV-FC-6 Template\Administrator L J Titializing Layer Update ] 15% ‘VMware Mirage CvD paolicy optim..

© Getting Started 10015 DEV-FC-5 Template\Administrator ' #  Initializing Layer Update @1 14%  VMware Mirage CVD policy optim.
10016 DEV-FC-9 Template\Administrator v #  Thottled 10% VMware Mirage CVD policy optim.. b

10017 DEV-FC-26 Template\Administrator " #  Throttled m— Y VMware Mirage CVD policy optim

10018 DEV-FC-22 Template\Administrator v F Initializing Layer Update [ ] 15% VMware Mirage CVD policy optim..

10019 DEV-FC-19 Template\Administrator v ¥ Throttled 0% ‘VMware Mirage CVD policy optim.

10020 DEV-FC-17 Template\Administrator ~~ * #  Throttled 1 0% VMware Mirage CVD policy optim

10021 DEV-FC-25 Template\Administrator o #  Initislizing Layer Update 15%  VMware Mirage CVD policy optim

10022 DEV-FC-35 Template\Administrator " #  Throttled 0% VMwara Mirage CVD policy optim.

10023 DEV-FC-23 Template\Administrator ~~ * #  Throttied 1 0% VMware Mirage CVD policy optim

10024 DEV-FC-24 Template\Adminsstrator v Throtted C 0% VYMware Mirage CvD policy optim.

10025 DEV-FC-20 Template\Administrator v #  Throtted 1 0% VMware Mirage CVO policy optim.

10026 DEV-FC-28 Template\Administrator v F Throttled ] 0% VMware Mirage CVD policy optim,

10027 DEV-FC-21 Template\Administrator  #  Initializing Layer Update 119%  VMware Mirage CVD policy optim.

10028 DEV-FC-31 Template\Administrator L2 J Throttied 0% VMware Mirage CVD palicy optim.
“m;n NEV.EC 1R Tamnlatel Adminsatratoe o & Thrthad I LY Wiwara Mirana (WD nnliew aetim J'.I

Belected 0 Total 50
[ I

Mirage often starts centralization against some devices while leaving others with an Activity value of
Throttled. This behavior saves resources and speeds the progress.

The centralization process ends when the activity of the CVD changes to Idle.

1] Console Root.
&1 [ vwere Mrage
B [ WMmare Meage System Qocalhost)

CVD Poliey Base Layer [
‘VMware Mirage CVD policy optim...  BL_ViewDesktop 1.0 100%
Vware Mirage CVD policy optim...  BL_ViewDesktop 1.0 100%
VMware Mirage CVD policy optim_ BL_ViewDesktop 1.0 100%
VMware Mirage CvD policy optim...  BL_ViewDesktop 1.0 100%

10007 DEV-FC-3
Devk 10013 DEV-FC-14
Perding Neires (1) 10014 DEV-FC-6

L44S
\\\\‘

e=| 2[m B m
[} Console Root
= [ WMware Mirage
B [B VMware Mrage System (ocalhost)
# Common Wizards

(2 Dashboard
(% Task Monitoring
H &5 Inventory
B mcos o Name > & VD Policy
& Archive 10034 DEV-FC-37 L VMware Mirage CVD policy optim. |
= m:?;:c Vs 10029 DEV-FC-16 v ¢ VMware Mirage CVD policy optim. |
Assigriad Davices 10028 DEV-FC-31 v & VMware Mirage CVD policy optim.|
Pending Devices (1) 10026 DEV-FC-28 v ¢ VMware Mirage CVD policy optim. |
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12. (Optional) To view the CVD assignment, wait for the Activity value to change to Idle, right-click the CVD,
and select Layers > View Assignments.

are Mirage System (localho: tory \All CWDs]

BacDs n Name P & VD Policy Base Layer A
8 Archive 10006 DEV-FC-B -~ are Mirage CVD policy optim... BL_ViewDesktop 1.0 100%
= ochacthan o 10007 DEV-FC-3 v ¥ B are Mirage CVD policy optm._.  BL_ViewDesktop 1.0 100%
P 10013 DEV-FC-14 v F are Mirage CVD palicy optim...  BL_ViewDesktop 1.0 100%
,,,_q‘ Devices (1) 10014 DEV-FC-6 v Mirage CVD policy optim...  BL_ViewDesktop 1.0 100%
Rejected Devices. 10018 DEV-FC-22 v ¥ ‘Show Alarm Cancel L8y Jware Mirage CVD policy optim...  BL_ViewDesktop 1.0 100%
i B8 Image Composer 10021 DEV-FC-25 v # e )| SEEN 100%  VMware Mirage CVD policy optim..  BL_ViewDesktop 1.0 100%
L] ” Drrver Library 10027 DEV-FC-21 v ¥ 100% VMware Miraoa CVD policv ootim Bl ViewDeskton 1.0 1009%

The Mirage Console switches to the Layer Assignments page, where the assigned base layer and app layer
are listed.

re Mirage |VMware Hirage System (localhost)\Image Composer|\Layer Assignments]

&= [m|E oD
T Console Raot )
=1 [ Wware Mrage Layer Assignments VIMWAre - show only cument |
= [ WMware Mirsge System focalhost) asmgnments
Comrmon Wizards - Deployment stahus:
Al = e
= E mm‘“"“ Fitered results: Page 1 et
& uoms CDID & VD Name Type Layer Start Time End Time User| ' Provees
8 Archive 10006 DEV-FC-B ‘Assign Base Layer BL_ViewDesktop 1.0 4252014 23752 4J25[2014 4:00:54 WAREY; | Preparing laver. 0
8 Cobections 10006 DEV-FC-8 Update App Layers View Agent 6.0 1.0 4[25/2014 2:37:52...  4/25/2014 4:00:54. WAREV | Pending: 0
I8 Problematic CVDs: i
3 Rssigned Devices. M_
Pending Devices (1) Downloading: 0
4B Rejected Devices Commiting: 0
[l B Image Composer
[ Base Layers. Complete
App Layers
Reference CVDs Bloked,
11 Loyer Rules Canceled. 0
Layer Assigrments Bejected: 0
[P Oeiver Lbeary ;
H lig Reports Done: 2
& [ Logs
Hl 34, Users and Roles.
Bl i Srstem Configuration
@ Getting Started

The View desktops are centralized and ready for end users to access.
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Working with the Mirage Gateway

The Mirage Gateway, previously called Mirage Edge Server, is a component of Mirage 5.0. With the Mirage
Gateway, remote end users can securely connect their devices back to the corporate network where Mirage is
centrally located, without going through a VPN.

Prerequisites

To configure the Mirage Gateway, the Mirage server must be installed, and the LDAP server that the Mirage
server belongs to must be accessible. You need a signed SSL server certificate with a private key. The format of
the certificate can be PEM or PFX.

Deploy the Mirage Gateway Virtual Appliance
1. Download Mirage Gateway.

See Download VMware Horizon Mirage. The filename pattern is VMware-MirageGateway-
Appliance-x.y.z.nnnnn _OVF10.ova, where x.y.zis the Mirage version number, and nnnnn is the
Mirage build number.

2. Use VMware vSphere Client™ to access your VMware ESXi™ server or VMware vCenter Server™ and select
File > Deploy OVF Template.

File | Edit “iew Inventory Adminis

MNew 3

I Deploy OVF Template...
Export 4
Report 4

Browese VA Marketplace..,

Print Maps L4

Exit

The Deploy OVF Template window appears.
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() Deploy OVF Template L= | O ]

Source
Select the source location.

Source

OVF Template Details

Mame and Location

Storage

| Disk Format

Ready to Complete Deploy from a Fle or URL

Irﬂwuji,DownIDads'\VI“hvare-I'ﬂl:aqeGateway—Apnﬁaﬂce-‘S.U.0.4601I_WFlﬂ‘wa;, Browse... |

Enter a URL to download and install the OWF package from the Internet, or specify a location
accessible from your computer, such as a local hard drive, a network share, or a COJDVD drive.

Help = Back ” Next = I Cancel

3. Enter the URL or file location of the Mirage Gateway OVA file and click Next.

The OVF Template Details page appears.

() Deploy OVF Template (= | O )

OV¥F Template Details

‘etify OVF bemplate details,
Sowce
OVF Template Details
End Liser License Agreemant Product: WMware Mirage Gateway Appliance
Mame and Location e 5.0,0.46011
b Storage
Disk Format Vendor: WMware Inc,
Metwark Mapping
Properties Publisher: @ ‘Wanova Technologies Ltd  (Invalid certificate)

Ready ta Complete
Download size:  771,3M8

Size on disk: 1.9 GB (thin provisioned)
0.0 GB (thick provisioned)

Description: WMware Mirage Gateway Appliance
Mersion 5.0 running on SLES 11 5P3

VMware Mirage Gateway is the secured gateway appliance deployed outside the
Mirage daka center environment,

WMware Mirage Gateway enables end-users that have installed the VMware Mirage
dient to securely communicate with the Viware Mirage servers through the Internet
without using YPN configurations,

Help £ Back ” Mest = I Caniel

4. Click Next.

The End User License Agreement page appears.
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(3 Deploy OVF Template

End User License Agreement
Accept the end user icense agreements.

Sowce
WF Tem| il
End User License Agreems 7
Mame and Location WMWARE
b Skorage TECHMOLOGY PREVIEW LICENSE AGREEMENT H
sk Format
Metwark Mapping Notice to User: . . B
This Technology Preview License Agreement (the “Agreement™) is & CONTRACT between you (either an individual or a
Properties single: entity) (“you” or “Licensee®) and YMware, Tne, (YMware), which covers your use of the Technology Preview
Ready to Complete Software (as defined below). IF you do not agree ko the terms of this Technology Preview License Agreement, then do

niok instal or use the Technology Preview Software, By explicitly accepting this Agreement, however, or by installing,
copying, downloading, accessing, or otherwise using the Technology Preview Software, you are acknowledging and
agresing ko be bound by the Following termes.

1. DEFINITIOMS.

(&) “Technology Preview Software” shall mean the unreleased, concept version of YMware's software, in object
Form only, excluding any Open Source Software provided with the such software, and the media and Documentation
provided by YMware to Licensee and for which Licensee is granted a use license pursuant to this Agreement,

(b} "Documentation” shall mean the prinked and online written reference material furnished to Licensee in
conjunction with the Technology Preview Software, including, vaithout kmitation, instructions, testing guidelines, and
end user guides,

{c) “Intellectual Property Rights™ shall mean all inkellectual property rights, including, without limitation,
patent, copyright, trademark, and trads secrat,

{d) "Open Source Software” means various open source software components provided with the Technology
Preview Software that are licensed to you under the terms of the applicable license agreements included with such
open sowrce software components or okther materials For the Technology Preview Software,

< n b Accept I

Help < Back Next = Cancel

5. Click Accept and click Next.

The Name and Location page appears.

(5) Deploy OVF Template

Name and Location
Specify a name and location for the deploved template

Sowrce Mamme:
WFE Term| il

End User License Agreement, =
Name and Location The name can contain up ko 80 characters and it must be unique within the invenkary Folder.

b Storage

Dk Fe 3
e Irwvenkary Location:

Metwork Mapping —%
| Salution

Properties
Ready to Complete

Help £ Back |I Mext = I Caniel

6. Enter a name for the Mirage Gateway, select a location, and click Next.

The Storage page appears.
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(@ Deploy OVF Template F=EE )

|| Storage
‘Where do you want bo store the virtual machine files?

Sowrce Select a destination storage for the virtual machine Fles:
WF Tem| il

End User License Agreement

Wame and Location

o Storage

sk Format

Metwark Mapping

Properties

Ready to Complete

WM Storage Profile: I

4 mn 3

[T Disable Storage DRS Far this virtual machine

Seleck a datastore:

Mame Drive Type | Capacity | Provisioned | Free | Type | Thin Frowisioning | Acce

Help < Back H Next = I Cancel

7. Select storage for the virtual machine and click Next.

The Disk Format page appears.
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(@ Deploy OVF Template F=EE )

||  Disk Format
In which Format do you wank to store the virbual disks?

Sowce Datastore: datastore?
WE Tem il

End User License Agreement 3

Name and Logation Avalable space (GB): 4320
o Storage

Disk Format
Metwark Mapping
Properties

Ready to Complete * Thick Frovision Eager Zeroed

" Thin Pravision

+ Thick Provision Lazy Zeroed

Help gml NEx.tlelel

|

8. For this exercise, use the default selection for the disk format and click Next.
In a production environment, select the disk format that meets your requirements.

The Networking Mapping page appears.
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(@ Deploy OVF Template F=EE )

||  Network Mapping
‘what networks should the deployed template wse?

Sowce
WE Term il Map the networks used in khis OYF template to networks in your inventory
End User License Agreement
Name and Location Sourcs Networks | Destination Networks i
W steraae Network 1 WM Network
Disk Format
Network Mapping
Properties
Ready to Complete

Help < Back H Next = I Cancel

9. Select the network adapter that meets your requirements and click Next.

The Properties page appears.
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(@ Deploy OVF Template F=EE )

Properties
Cugtomize the software solution For this deployment.

Sowce

W Tem il
End User License Agreement . = |
End User Lscens? Agreement Networking Propert
Mame and Location
o Shorage Default Gateway
Digk Format The defaul: gateway address for this ¥M, Leave blank if DHCP is desired.
Metwork Mapping ||
Properties
Ready to Complete

Domain Name
The domain name of this ¥M, Leava blank if DHCP is desired.

Domain Search Path

The domain search path {comma or space separated domain names) for this ¥M. Leave blankif DHCP is
desired,

Domain Name Servers
The domain name server IP Addresses for this YM {comma separated), Leave blank if DHCP is desired.

Network 1 IP Address
The IP address for this interface. Leave blankif DHCP is desired.

Help < Back H Next = I Cancel

10. For this exercise, use the blank default settings and click Next.
In a network environment, configure the properties to meet your requirements.

The Ready to Complete page appears.
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(@ Deploy OVF Template F=EE )

||  Ready to Complete
Are these the options ywou want to use?

Sowce
OVF Tem i When you click Finish, the deploymenk task will be started.
End User License Agreement  Deployment settings:
hame and Location CVF File: CiiUsersiwufiDownloads|Mware-MirageGateway-Applance-5.0,0,46011_0..,
| Sb#:gm Download size: 771.3MB
Disk Format ¢
Hedsark Magsiin Size on disk: 60.0 GB
Properties Name: Gateway3
Ready to Complete Folder: Salution
HostjCluster: 10.112.118.231
Resource Pool: MirageGateway
Datastore: datastore2
Disk pravisioning: Thick Provision Lazy Zeroed
Metworlk Mapping: "Metwork 1" bo "VM Nebwork”
Property: gateway =
Property: domain =
Property: searchpath =
Properky: DHS =
Propetky: ipd =
Properky: netmaskd =

r Power on after deployment

Help = Back Il Finish I Cancel

11. Click Finish.

The Deploying window appears.

£3) 18% Deploying Gateway3 S 0  sconln=irliea |

Deploying Gateway3

Deploying disk 1 of 1

41 seconds remaining

V' Close this dialog when completed

You have deployed the Mirage Gateway virtual appliance and are ready to install Mirage Gateway.
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Install the Mirage Gateway
Perform this task on the virtual machine that you just deployed.

1. Login to the virtual machine that you deployed.
The default password for the root user is vmware.
2. Copy the SSL server certificate to the virtual machine.

3. Install and configure the Mirage Gateway with the following script.
/opt/MirageGateway/bin/install.sh

4. Specify the LDAP or LDAPs to use to connect to the LDAP server.

Welcome to Mirage Gateway configuration tool.
Use the wizard to configure Mirage Gateway. Press "Enter" to acecept the defaulr
settings.

To exit the configuration tool at any time and discard changes, press CTRL+C

It is recomwended to review the Installation Guide bhefore configuring the Mi
rage Gatevay.
Scep 1 of 14: Type the LDAP type (1 for LDAP, 2 for LDAPS): (default: ldap)

5. Type the LDAP server address, and press Enter.

Welcome to Mirage Gateway configuration tool.
Use the wizard to configure Mirage Gateway. Press "Enter" to accept the default
settings.

To exit the configuration tool at any time and discard changes, press CTRL+C

It is recommended to review the Installation Guide hefore configuring the Mi
rage Gateway.
Step 1 of 14: Type the LDAP type (1 for LDAP, 2 for LDAPS): (default: ldap)

Step 2 of 14: Type the LDAP server address: (default: 10.112.118.218)
10.112.1158.218]

6. Type the LDAP server port, and press Enter.

Welcome to Mirage Gateway configuration tool.
Use the wizard to configure Mirage Gateway. Press "Enter" to accept the default
settings.

To exit the configuration tool at any time and discard changes, press CTRL4C

It is recommended to review the Installation Guide before configuring the Mi
rage Gateway.
| |Step 1 of 14: Type the LDAP type (1 for LDAP, Z for LDAPS): (default: ldap)

Step 2 of 14: Type the LDAP server address: (default: 10.112.118.218)
10.112.118.218

Step 3 of 14: Type the LDAP server port: [default: 389)

Note: Verify the selected port is allowed by your firewall settings.
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7. Type the LDAP user domain name, and press Enter.

Welcome to Mirage Gateway configuration tool.
|Use the wizard to configure Mirage Gateway. Press "Enter" to accept the default
settings.

To exit the configuration tool at any time and discard changes, press CTRL4C

It is recommended to review the Installation Guide before configuring the Mi
rage Gateway.
|8tep 1 of 14: Type the LDAP type (1 for LDAP, 2 for LDAPS): (default: ldap)

Step 2 of 14: Type the LDAP server address: (default: 10.112.118.218)
10.112.118.218

Step 3 of 14: Type the LDAP server port: [default: 3589)

Note: Verifv the selected port is allowed by vour firewall settings.

Step 4 of 14: Enter LDAP user DN to bind Mirage Gateway with LDAP server (in the
format of cn=usernsme,oususers, do=domain,do=com) : (default: CH=Adwministrator,CH

=lsers, DC=vmware, DC=1ah)

'CN=Aﬂministratnr,CN=Usars,Dc=vmmara,dc=lahl

8. Type the password of the LDAP bind user, and press Enter.

Welcomwe to Mirage Gateway configuration tool.

Use the wizard to configure MNirage Gateway. Press "Enter" to accept the default
'settings.

To exit the configuration tool at any timwe and discard changes, press CTRL+C

It is recommended to review the Installation Guide bhefore configuring the Mi
rage Gatewvay.
Step 1 of 14: Type the LDAP type (1 for LDAP, Z for LDAPS): (default: ldap)

Step £ of 14: Type the LDAP server address: (default: 10.112.118.218)
10.112.115.218

Step 3 of 14: Type the LDAP server port: (default: 389)

Note: Verify the selecrted port is allowed by your firewall settings.

Step 4 of 14: Enter LDAP user DN to bind Mirage Gateway with LDAP serwver (in the
format of cn=usernamwe,ou=users,dc=domain,dc=com): (default: CN=Administrator,CN

=lsers, DC=viware, DC=1ak)

CH=Adwinistrator,CN=Users, DC=vmware, dc=1ab

|3tep 5 of 14: Type the LDAF hind user password:

1

9. Retype the password of the LDAP bind user, and press Enter.

Welcomwe to Mirage Gateway configuration tool.
Use the wizard to configure MNirage Gateway. Press "Enter" to accept the default
settings.

To exit the configuration tool at any tiwe and discard changes, press CTRL+C

It is recommended to review the Installation Guide hefore configuring the Mi
rage Gatcewvay.
Step 1 of 14: Type the LDAP type (1 for LDAP, 2 for LDAPS): (default: ldap)

Scep 2 of 14: Type cthe LDAP server address: (default: 10.112.118.218)
10.112.115.218

Step 3 of 14: Type the LDAP server port: (default: 389)

Note: Verify the selecred port is allowed by your firewall settings.

Step 4 of 14: Enter LDAP user DN to bind Mirage Gateway with LDAP serwver (in the
formar of cn=username,ou=users,dce=domain,de=com): (default: CHN=idministrator,CN

=Users, DC=vmware, DC=1lab)

CHN=Adwinistrator, CN=Users, DC=vmware, dc=1ab

Scep 5 of 14: Type the LDAP bind user password:

'step 6 of 14: Verifying - Enter password of the LDAP bind user

m

4
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10. Specify the token expiration time in hours, and press Enter. This is the time period after which remote end
users are requested to log in to the Mirage Gateway again.

=
IR

Welcome to Mirage Gateway configuration tool. -
Use the wizard to configure Mirage Gateway. Press "Enter" to accept the default
settings.

To exit the configuration tool at any tiwe and discard changes, press CTRL4C

It is recommended to review the Installation Guide before configuring the Mi
rage Gateway.
Step 1 of 14: Type the LDAP type (1 for LDAP, 2 for LDAPS): (default: ldap)

Step 2 of 14: Type the LDAP server address: (default: 10.112.118.218)
10.112.118.218

Step 3 of 14: Type the LDAP server port: (default: 389)

Note: Verify the selected port is allowed by your firewall settings.

Step 4 of 14: Enter LDAP user DN to bind Mirage Gateway with LDAP server (in the 1
format of cn=usernawe,ou=users,dc=dowain,dce=com): (default: CH=Administrator,CN

=0sers, DC=vware, DC=1ah)

CHN=Adwinistrator, CN=Users, DC=vmware,dc=1ab

Step 5 of 14: Type the LDAP bind user password:

step 6 of 14: Verifyving - Enter password of the LDAP bhind user

[scep 7 of 14: Type the token expiration time (in hours): (default: 169)

11. Type the Mirage server address, and press Enter.

=
IO

settings. -
To exit the configuration tool at any time and discard changes, press CTRL4C

It is recomwended to review the Installation Guide before configuring the Mi
rage Gateway.
Step 1 of 14: Type the LDAP type (1 for LDAP, 2 for LDAP3): (defsult: ldap)
L

Step 2 of 14: Type the LDAP server address: (default: 10.112.118.218)
10.112.118.218

Step 3 of 14: Type the LDAP server port: [(default: 389)

Note: Verify the selected port is allowed by your firewall settings.

Step 4 of 14: Enter LDAP user DN to bind Mirage Gateway with LDAP server (in the
format of cn=usernsne, ou=susers,dc=domain,dc=com): (default: CH=idministrator,CN

=l0sers, DC=vmware, DC=1ak)

|CN=Administrator, CN=Users, DC=vmware, dc=1lab

Step 5 of 14: Type the LDAP bind user password:

step 6 of 14: Verifying - Enter password of the LDAP bind user

Step 7 of 14: Type the token expiration time {(in hours): (default: 169)

'Step S8 of 14: Type the Mirage server address: (default: 10.112.115.218)
10.112.118.216] -

——— [ — J
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12. Specify the Mirage server port, and press Enter. Make sure that the port is allowed on your Mirage server.

|
Foeme s I ek

It is recomwended to review the Installation Guide before configuring the Mi -
rage Gateway.
Step 1 of 14: Type the LDAP type (1 for LDAP, 2 for LDAP3): (defsult: ldap)

Step 2 of 14: Type the LDAP server address: (default: 10.112.118.218)
10.112.118.218

Step 3 of 14: Type the LDAP server port: [(default: 389)

‘Nute: Verifv the selected port is allowed by your firewall settings.

Step 4 of 14: Enter LDAP user DN to bind Mirage Gateway with LDAP server (in the
format of cn=usernsune, ou=users,dcoc=domain,dc=com): (default: CHN=idministrator,CN

=l0sers, DC=vmware, DC=1ak)

CN=Administrator, CN=Users, DC=vmware, dc=1ab

Step 5 of 14: Type the LDAP bind user password:

step 6 of 14: Verifying - Enter password of the LDAP bind user
Step 7 of 14: Type the token expiration time {(in hours): (default: 169)

Step § of 14: Type the Mirage server address: (default: 10.112.115.218)
10.112.118.218

Step 9 of 14: Enter Mirage Server port: (default: S000)
'NDtE: Verifvy that your firewall settings allow the selected port.

e 1

13. Enter the Mirage Gateway Activation Code, and press Enter.

The Mirage Gateway uses this activation code to authenticate itself against the Mirage server, which
enables the Mirage Management server to add the configurations of the Mirage Gateway to the Mirage
Console.

IO e e

Step 1 of 14: Type the LDAP type (1 for LDAP, 2 for LDAPS): (default: ldap)

Step 2 of 14: Type the LDAP server address: (default: 10.112.118.218)
10.112.118.218

Step 3 of 14: Type the LDAP server port: (default: 339)
Note: Verify the selected port is allowed by your firewall settings.

Step 4 of 14: Enter LDAP user DN to bind Mirage Gateway with LDAP server (in the
format of cn=usernamwe,ou=users,dc=domain,dcoc=com): (default: CH=Administrator,CN

=lUsers, DC=vmware, DC=1ah)

CN=Administrator, CN=Users, DC=vmware, dc=1ab

Step 5 of 14: Type the LDAP bind user password:

step 6 of 14: Verifving - Enter password of the LDAP bind user

Step 7 of 14: Type the token expiration time (in hours): (default: 169)
Scep 8 of 14: Type the Mirage server address: (default: 10.112.118.218)
10.112.118.218

Step 9 of 14: Enter Mirage Server port: (default: S000)
Note: Verify that your firewall settings allow the selected port.

lStep 10 of 14: Type the Mirage Gateway activation code:
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14. Retype the Mirage Gateway Activation Code, and press Enter.

Fowme I o)

Step 2 of 14: Type the LDAP serwver address: (default: 10.112.118.218)
10.112.118.218

Step 3 of 14: Type the LDAP server port: (default: 389)

Note: WVerify the selected port is allowed by your firewall settings.

Step 4 of 14: Enter LDAP user DN to bind Mirage Gateway with LDAP server (in the
format of cn=username,ou=users,dc=domain,dc=com): (default: CHN=Administrator,CN

=lUzgers, DC=vmware, DC=1lakh)

CHN=Admwinistrator,CN=Users, DC=vmware,dc=1ab

Step 5 of 14: Type the LDAP bind user password:

step 6 of 14: Verifying - Enter password of the LDAP bind user

Step 7 of 14: Type the token expiration time (in hours): (default: 16%)
Step 8 of 14: Type the Mirage server address: (default: 10.112.118.218)
|10.112.118.218

Step 9 of 14: Enter Mirage Server port: (defsult: 8000)

Note: Verify that your firewall settings allow the selected port.

|
Step 10 of 14: Type the MNirage Gateway activation code:

'Step 11 of 14: Verifvy the Hirage Gateway activation code:

15. Enter the file name of the prepared SSL certificate, and press Enter.

A2 10.112.119.167 - PuTTY

Step 3 of 14: Type the LDAP server port: [default: 389)
Note: Verify the selected port is allowed by your firewall settings.

Step 4 of 14: Enter LDAP user DN to bind Mirage Gateway with LDAP server (in the
format of cn=usernsame,ou=users,de=dowain,do=com): (default: CN=hidministrator,Cl

=Users, DC=vmware, DC=1ah)

CN=Administrator, CN=Users, DC=vmware, DC=1lah

Step 5 of 14: Type the LDAP bind user password:

step 6 of 14: Verifying - Enter password of the LDAP bind user

Step 7 of 14: Type the token expiration time (in hours): (default: 169)
Step 8 of 14: Type the Mirage server address: (default: 10.112.1185.218)
10.112.115.218

Step 9 of 14: Enter Mirage Server port: (defsult: S000)
Note: Verify that your firewall settings allow the selected port.

Step 10 of 14: Type the Mirage Gateway activation code:

Scep 11 of 14: Verify the Mirage Gateway activation code:

Step 12 of 14:
mirage.vmware.

Type a certificate file
lah. prxf]

(PEx/Pem format)

WHITE PAPER / 203



VMware Mirage 5.0 Reviewer’s Guide

16. Enter the password for the certificate private key, and press Enter.

£ 10.112.119.167 - PuTTY

Step 4 of 14: Enter LDAP user DN to bind Mirage Gateway with LDAP server (in the
format of cn=username,ou=users,dc=domain,dc=com): (default: CHN=idministrator,Cl

=Users, DC=vmware, DC=1ah)

CN=Administrator, CN=Users, DC=vmware, DC=lah

IStEp 5 of 14: Type the LDAP bind user password:

step 6 of 14: Verifving - Enter password of the LDAP bind user

Step 7 of 14: Type the token expiration time (in hours): (default: 169)
Scep 8 of 14: Type the Mirage server address: (default: 10.112.118.218)
10.112.118.218

Step 9 of 14: Enter Mirage Server port: (default: S000)
Note: Verify that your firewall settings allow the selected port.

Step 10 of 14: Type the Mirage Gateway activation code:

11 of 14:

Step Verify the Mirage Gateway activation code:

Step 12 of 14: Type a certificate file (Pfx/Pem format):
mirage.vware. lab.pfx
step 13 of 14: Type the certificate private key password:

17. Retype the password, and press Enter.

A2 10.112.119.167 - PuTTY

format of cn=usernamwe,ou=users,dc=dowain,dce=com): (defaulr: CN=Aidministrator,CN =

=lUsers, DC=vmware, DC=1ab)
CH=Adwinistratcor,CN=Users, DC=vmware, DC=1ab
Step 5 of 14: Type the LDAP bind user password:

step 6 of 14: Verifying - Enter password of the LDAP bind user

Step 7 of 14: Type the token expiration time (in hours): (default: 16%2)
Step 8 of 14: Type the Mirage server address: (default: 10.112.118.218)
10.112.115.218

Scep 9 of 14: Encer Mirage Server port: (defsultc: 8000)

Note: Verify that your firewall settings allow the selected port.

Step 10 of 14: Type the Mirage Gateway activation code:

Step 11 of 14: Verify the Mirage Gateway activation code:
Step 12 of 14: Type a certificate file (Pfx/Pem format):
mirage.vmware. lab.pfx

step 13 of 14: Type the certificate private key password:

step 14 of 14: Verify the certificate private key password:
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The wizard displays the results.

2w v I

4e:90:5¢:24:8f:5a:5eef:Gateb:e3:15a:08:59:52:96:dd:04:
hl:63:d5:af:bB:7d:6c:6d:75:£6:ab:43:57:79:6e:59:94:b1l:
d&:bc:18:91:51:5b:a0:64:7c:7c:05:5c:35:153:8a:28:94:c0:
c9:34:03:90:58a:32:96:f7:449:ea:60:46:62:27:h1:52:¢8:0e:
G4:fe:ob:6h:l12:2e2:41:09:8e:3b:el:icc:69:b9:1d:1c:19:e7:
Oc:a7:0a:0£:62:49:d7:59:£2:537:e9:c2:f9ac:f8:4e2:23:89:
fo:6c:01l:c2:ich:ic2:62:h1:d9:c3:03:1f:e2:d9:2a:hb6:foc:ad:
Sf:16:6c:6d:21:39:66:eV:19:2aral:£d:9f:ef:56:4e:ab: 69:
15:8b:aa:73:hb6:a5:34:01:64:be:el:9a:09:f2:a8:b4:9c: 6b:
a2:h6:£5:70:46:d2:d3:22:da:b4:ab:bci27:16:38:29:64: 5a:
2ec:79:7c:db:df:058:24:7h:26:36:72:10:h2:e9:ba:13:6a:93:
be:64:a7:b0:5c:59:bd:idc:03:06:c3:b7:80:a1:20:d3:68:ed:
h8:f4:84:cetea:9£:58:5£:99:15:40:08:b6:5d:a3:4d:b3:03:
a9:7e:30:0b3:6c:44:30:fc:97:eb:boea:bf:5£:88:0f:0e:5c:
S5G:5c:af:g2

Certificate wvalidation was successful.

Certificate has been updated successfully.

mirage-gateway-service stop/waiting

mirage-gateway-service start/running, process 723

Mirage Gateway was configured successfully. You can monitor the MNirage Gateway s

tatus on the Mirage Management Console (MMC).

Important Note: Change the default password for the root account if you have not
already changed it.

18. (Optional) To check the status of the Mirage Gateway service, use the following command.
~ # service mirage-gateway-service status

An example result is:
mirage-gateway-service start/running, process 1156

19. In the Mirage Console, check that the status of the installed Mirage Gateway is Up.

ocalhost)|Syst nfiguration\Mirage Gateways]

e 2r|HE

(] Console Root
= [ vMware Mirage
Bl (g VMware Mirage System (localhos

The Mirage Gateway is installed and ready to be connected.
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Connect the Mirage Client to the Mirage Gateway

If the Mirage client is not installed on your test machine, see Install the Mirage Client on the Test Machines.
Select Use SSL to connect to the server option during installation to connect your client to the Mirage
Gateway.

i:_-:‘- ¥Mware Mirage Client Setup - |D|l|

VYMware Mirage Client Configuration

Enter YMware Mirage Server settings.

YMware Mirage Server location

Mirage vrware. lab|

[V Use 551 to connect to the server

YMware Mirage Server location must match the Fully qualified domain name.

Back. Mext Cancel I

If the Mirage client is installed on the test machine, but you did not select this option during installation, use the
configuration utility to change it.

1. From the Mirage client window, press Ctrl+Alt+S to open the VMware Mirage Configuration Utility.

2. Make your changes and click OK.

™ ¥Mware Mirage

‘ersion 5.0.0.45248

Server Addiess  Mirage vmware.lab
Connection Status  Disconnected

Last Upload Time  5/23/2014 5:34:29 AM
Current Action Idie

Ctrl + Alt + S
N

2 ¥Mware Mirage Configuration Utility

Service  Tray Adwvanced  Editors

vmware

Copyright ® 2008-2014 VMware, Inc. &ll rights reserved.

Carmmon P:

Host Name =3

Wi, yIware, com/go/mirage Server Address Mirage vrware lab £
V' UsessL Transport
LogLevel |DERUG =
Auto Reboot IWhem user confirms or logoff EI
Scan Speed IFuII speed when user iz idle for 5m 3

Service Status m

oK | Cancel |
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When the client connects to the Mirage Gateway successfully, the status on the Mirage client window is
Pending Logon.

" ¥Mware Mirage ﬂ

Yersion 5.0.0.45248
Server dddiess  Mirage. vmwara.lab
Connection Status  Disconnected —

Last Upload Ti 1 34:29 Ak
Current Action

vmware
Copyright @ 2008-2014 WMware, Inc. All rights reserved.
WAL YIWare. com/go/mirage

3. Provide your login credentials when prompted.

™ ¥Mware Mirage _ﬁl

Version 5.0.0.45248

Server Addiess  Mirage.vmware.lab [Gateway)
Connection Status  Disconnected

Last Upload Time  5/23/2014 5:34:29 AM
Current Action Pending Logon

M ¥Mware Mirage User Log on il

To keep your computer up to date, log on to VYikware
Mirage. Enter your usermame as DOMAINSuser or
user@domain

. . Cancel
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If you accidentally close the login dialog box, right-click the Mirage icon on the system tool bar and
select Log on.

Show Status
Tools 3
Snooze 3

Symic [ow

Note: Because the endpoint connects to the Mirage Gateway rather than to the Mirage server, the Mirage
server is not aware of the existence of the endpoint. In addition, the administrator cannot see the endpoint
in the Mirage Console Pending Devices list. As a result, the centralization process is started only after the
user logs in to the Mirage Gateway.

After providing the correct login information, the Current Action setting of the Mirage client changes
to Pending Assignment, and the Mirage Console displays the endpoint in the Pending Devices list. If
the Enable automatic CVD Creation option is enabled in the Mirage Console, the device is assigned,
and centralization starts accordingly. If the option is disabled, make sure that you are logged in as the
administrator to complete the assignment. Until then, the endpoint stays in Pending Assignment state.
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Additional Resources

VMware Mirage product Web page
VMware Mirage evaluation Web page
VMware Mirage Community Forum
VMware End-User Computing Blog

VMware Mirage product documentation
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