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Explore the VMware Horizon 6 Toolbox
Auditing and Remote Assistance Capabilities

VMware Horizon Toolbox is a Web portal that acts as an extension to View Administrator in View virtual
desktops in VMware Horizon™ 6. With the Horizon Toolbox, you can determine the correct system size and load
for View Connection Server, locate each user’s login and logout times, and find out how many endpoints are
using which clients, for example, iOS, Android, Windows, or OS X. Use the VMware Horizon Toolbox Web portal
to address auditing and management assistance issues.

If you have VMware Horizon® Enterprise Edition with VMware vRealize™ Operations for Horizon, you can
already audit sessions and usage. If you have Horizon View Standard Edition or Horizon Advanced Edition
(which do not contain vRealize Operations for Horizon), you can use the Horizon Toolbox to audit sessions
and usage. Horizon Toolbox has some additional functionality that vRealize Operations for Horizon does not
provide:

« Client (device) auditing
* Snapshot auditing

* Remote assistance

Downloading Horizon Toolbox

Administrators who have deployed View virtual desktops in VMware Horizon 6 can now download the free
Horizon Toolbox Web portal from VMware Labs. When you install Horizon Toolbox on the View Connection
Server, you can access the Horizon Toolbox Web Ul through the administrator account. The latest version of
Horizon Toolbox is 1.5 and contains the auditing and remote assistance functions. Future development plans
include policy management capabilities.

After you download and install the Horizon Toolbox, you need to log in with your user name and password.

Login Horizon Toolbox
UserName: A  administrator
Password: .
Domain: 0 DEMOLAB 3

Figure 1: Horizon Toolbox Login

After you click Submit, the VMware Horizon Toolbox application opens with two options: the Auditing tab and
the Management tab.
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Auditing Tab

Click the Auditing tab to access a drop-down menu that gives you the following options: Sessions, Users Usage,
Snapshots, and Clients. By default, you are in the Session Audit Report and the Current Sessions window.

E VMware Horizon Toolbox m Management administrator  Logout
Sessions
[@) Session Audit Report
Users Usage
Concurrent sessions, show report for: 'L{ Snapshots pp pool or RDS farm: ALL &
Cuntmtnsd Clients

" ' ' [ ' ' ' ' 3 ' ' ' ' '
Mew  Tee8)  Pudd RO W) Wl Fe1) e T Tuh BEI Mee2) el Belr

@ Current Sessions Updated on February 27, 2015 at 11:25:08 PM PST Click here 1o update this report now

Desktop Sesslons:
Pool Name Pool Type Session Number

[ 10| 25 | 50 | 100
Application Sesslons:
Farm Name Session Number
Farmi 1

10 | 25 | 50 | 100

VMware Horizon | 2007-2014 , Inc. All rights

Figure 2: Auditing Sessions

Auditing Sessions

From the options in the drop-down menu in the Auditing tab, you can audit sessions and usage, and review
snapshots, client operating systems, and versions of View.

This default sessions window consists of two panels. The top panel, the Session Audit Report, shows a linear
chart that represents the historical concurrent session trend for a selected period of time. From the Concurrent
sessions, show report for field, you can choose the last 2 days, the last 7 days, or the last month. The historical
concurrent session trend helps you determine the right system size and system load for a View Connection
Server. The larger the number of concurrent sessions, the heavier the system load.

The lower panel, the Current Sessions report, shows the current virtual desktop connections by desktop pool,
and shows virtual application connections by RDSH (Remote Desktop Session Host) farm.
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Auditing Usage
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Some organizations have strict security rules and need to know each user’s login and logout time, and the
name of the desktop or application. You can monitor this information by clicking the Auditing tab and then
clicking Users Usage in the drop-down menu.

=
™ VMware Horizon Toolbox

[@ Accumulated Using Time of Users

Users Usage

Accumulated Using Time. Show report

@ Connections of Users

IREEREE

of Snapshots
Clients

I N EEEE

Auditing UIETTTTI TET
Sessions

administrator  Logout

1123|458 |8|T

7 | »

Account Name: Search  Show report for: 'Last 7 days | % Export as .csv flle
User Name  Connection Time Disconnection Time Usage Time Machine Name  Pool/Farm Name
oymy 2015-03-28 10:02:19.457  2015-03-28 12:02:19.457  02:00:00 anrs xiaoyl
vanl 201503-28 09:36:41.177  2015-03-28 11:36:41.177  02:00:00 Jed rds
byvo 2015-03-28 09:23:46.767  2015-03-28 21:23:46.767 | 12:00:00 [ linked1
ewgm 2015-03-28 09:06:24.617  unknown 0-866:0-38:0-37 | azch linked1
cdea 2015-03-28 09:03:20.78  2015-03-26 11:03:20.786 | 02:00:00 xdcs fullz
rigr 2015403-28 08:57:00.043  2015-03-28 20:57:00.043  12:00:00 bvrd nds
ewgm 201503-28 08:3T:13.887  unknown 0-868:0-10:0-26  wuhr xiaoyi
iphr 2015-03-28 08:34:32.457  2015-03-28 09:34:22.457  01:00:00 qki manual
jcie 2015-03-28 08:28:04.487  unknown 0-688:0-2.0-17  ouyz full2
okuy 2015-03-28 08:23:06.127  2015-03-26 07:23:06.12T | 23:00:00 bpas s

10 | 25 | 50 | 100

Figure 3: Auditing Usage

From the top panel of this window, Accumulated Using Time of Users, you can check the Accumulated

Using Time report. (Accumulated Using Time is the total time a user was connected to the View desktop. For
example, if the View desktop were used five times for ten minutes each time, the accumulated time would be
50 minutes.)

The lower panel of the window is a table with detailed information for all connections, including user name,
connection time, disconnection time, pool (or farm) name, and machine name. The default report is for the last
seven days, but you can choose to report on the last month or the last 2 days. You can search by user name,
and export data in an Excel-compatible format from the Export as .csv file button.
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Auditing Snapshots

Some organizations have many linked-clone desktop pools, and have created a large number of snapshots for
the linked-clone pools. You might find that your storage is full, but do not know which snapshots are in use
and which can be deleted. Horizon Toolbox auditing can provide the answer. You can click the Auditing tab
and select Snapshots from the drop-down menu. Now you can audit all parent virtual machines along with all
snapshots related to the View desktops, and show them in a tree view, as shown in the Snapshot Audit Report
window that follows.

ﬂ VMware Horizon Toolbox

Auditing LFUFTTIITEI administrator  Logout
Sessions. L i

[@ Snapshot Audit Report Updated on Feb T Click here to update this report now
Users Usage

SnapShots for Linked Clone Pools:
IEMSHBBSRE ore snapehots not i use by . Cliems

[ @ Poal | EUC Demo Portal Wing

Templates for Full Clone Pools:

|

VMware Hortzon | 2007-2014 VMware, Inc. All rights reserverd

Figure 4: Auditing Snapshots

Auditing Clients

To audit clients, click the Auditing tab and select Clients from the drop-down menu. With the Client Audit
Report, Horizon Toolbox offers you the ability to audit View endpoints by Horizon Client version and client
operating system. You can also toggle between Pie Chart View and Table View of this window. The Pie Chart
View of the Client Audit Report window consists of two pie charts with percentages: the top chart shows
Horizon Client versions and the lower chart shows the endpoint operating systems. This information is useful
because it can tell you what percentage of users have which clients and what percentage of clients are new or
out of date.
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The Table View of the Client Audit Report provides absolute numbers, instead of percentages, and gives the
exact versions of the Horizon Client and the client operating system. This information is especially useful if your
organization wants all clients to be updated to the newest versions, or forbids use of particular clients.

administrator  Logout

VMware Horlzon Toolbox Auditing 0L Lo

Sessions

@ Client Audit Report Updated on Februal Click here to update this repon now

Users Usage

Show report in: Pie Chart View 5 Snapshots
Cilents Versions:

Clients Operation Systems:

VMware Horizon | 2007-2014 ViMware, Inc. All rights reserverd

Figure 5: Pie Chart View of Client Audit Report

m VMware Horizon Toolbox Auditing I L sdministrator  Logout
Sessions
@ Client Audit Report Updated on February| Click here to update this repont now
Users Usage
Show report In:| Table View ) Snapshots
Clients Versions:
Client Version r
31 1
Clients Operation Systemns:
Client 05 Number
Windows 7 1
VMware Horizon | 2007-2014 VMware, Inc. All rights resanverd

Figure 6: Table View of Client Audit Report
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Management Tab

From the main Horizon Toolbox application window, click the Management tab to access a drop-down menu
that gives the following options: Remote Assistance and Device Access Policies. By default, you are in the
Remote Assistance window.

E VMware Horlzon Toolbox Auditing m administrator  Logout

Remote Assistance

Device Access Policles
List of Remote Assistance Requests

Request Time User Machine Name OS Version Status Action
No remote assistance request

Note:
« Normally remote assistance request is timeout in & few minufes to 1 howr, according fo your system sefting.
* Remole assistance request history will be kept for some time and delefed aufomatically.

To satup the entire environment, refer to Setup Guide.

VMware Horizon | 2007-2014 ViMware, Inc. All rights reserverd

Figure 7: Remote Assistance

Remote Assistance

Remote Assistance, also known as session shadowing, allows the administrator or IT help desk to remotely view
and control an end user’s desktop in the View environment.

Installation of Remote Assistance

After you install Horizon Toolbox, you can access the Remote Assistance Installation Guide. Horizon Remote
Assistance is a Horizon wrapper for the standard native Windows Remote Assistance application. The Remote
Assistance function requires that the View administrator install Horizon Remote Assistance both on their
administrative desktop and on each View desktop.

After Remote Assistance is installed on a user’s View desktop, a Remote Assistance icon appears on their
desktop.

Overview of Remote Assistance Sequence
Following is an overview of the Remote Assistance sequence of steps:

1. User clicks the Horizon Remote Assistance icon on their View desktop to initiate a support request.

2. Administrator sees the request from the Horizon Toolbox Web portal and clicks the Start Assist button
associated with a request to launch the support.

3. A message box appears on the user’s desktop, where the user confirms the request. A connection is
established.

4. The administrator can request full control, but the user must confirm the agreement.
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Details of Remote Assistance Sequence
When an end user wants to submit a Remote Assistance request, they click the Horizon Remote Assistance icon
on their View desktop, outlined in red in the following screen.

Figure 8: Horizon Remote Assistance Icon on an End User’s Desktop

To monitor requests for help, you can access Remote Assistance from the Horizon Toolbox. Click the
Management tab and select Remote Assistance from the drop-down menu.

You can see user requests from the Horizon Toolbox Web Ul.

4+« > C & rmps: =

administrator L ogout
e [ -

[@ Remote Assistance

List of Remote Assistance Requests

Request Time User Machine Name S Version Status  Action
Just now DEMOLABrsteng WINZ-1 MIErEsot Windows NT 6.1.7601 Service Pack 1 Waiting B Start Assist

Note:
« Nomaily remote essistance request is fimeout in 8 few minutes o 1 hour, sccording 10 your Sysiem sefiing.
+ Remote assistance reques! history will be kept for Some lime and deleled mtomacaly.

To satup the entire snviranment. rafer to Setup Guide.

Vhiwacs Horigon | 20073018 Vidwars, Inc. Al rghis reservens

Figure 9: Monitoring of Remote Assistance Requests in Horizon Toolbox
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The View administrator can launch a Remote Assistance window by clicking the Start Assist button linked to
the user request. The following screenshot shows the user’s View desktop after the administrator launches the
assistance function.

o Windows Remote Assistance - Helping Administrator = <
o, Request contral Jof Actual size <) Chat i Settings (@) Help

Windomt Remot Bisitince

e o allow stengsteng o share
desinop?

itcp g ceriel, i e Bamate st dabog b
i,

Figure 10: Windows Remote Assistance Prompt on User’s Desktop

After the administrator clicks the Start Assist button, the Horizon Remote Assistance application launches, and
the administrator can view the end user’s desktop.

The Horizon Toolbox Web page can be closed; control of the end user’s desktop does not rely on the Horizon
Toolbox. Remote assistance continues from within the Windows Remote Assistance function, and all features,
such as remote desktop control, are available.

Device Access Policy

The Management > Device Access Policy option is still in development.

VMware Horizon Toolbox administrator Logout

Auditing

[@ Device Access Policy

Device Access Policy provides a whitelist to control devices that can access Horizon View.
When View client from a device accesses the configured View desktop, it appears in the Access Log table. If the client device is not in the whitelist, the connection will be reset
Administrator can add a device to the whilelist, by clicking the Add icon from the Access Log table.

To setup the environment, refer to Setup Guide.

Device Whitelist Access Log
Device ID Type Last Domain Last Access Device ID Type Last Domain Last Status Allow
User Usar Access
No data available! No data available!

Vihware Horizon |  2007-2014 Vikiware, Inc. All rights reserverd

Figure 11: Device Access Policy
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Additional Resources

To learn more about the Horizon Toolbox, visit our official Horizon Toolbox Web site.

Author and Contributors

Shengbo Teng, Senior Member of the Technical Staff, VMware, wrote this paper.

The following people contributed content or review:

* Nan Wang, Senior Member of the Technical Staff, Technical Marketing and Enablement, VMware
» Sam Zhao, Technical Marketing and Enablement Manager, VMware

To comment on this paper, contact the VMware End-User-Computing Technical Marketing team at
euc_tech_content_feedback@vmware.com.
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