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Introduction
This paper provides best practice guidelines for deploying the VMware vSphere¨ distributed switch (VDS) in a 
vSphere environment. The advanced capabilities of VDS provide network administrators with more control of 
and visibility into their virtual network infrastructure. This document covers the di!erent considerations that 
vSphere and network administrators must take into account when designing the network with VDS. It also 
discusses some standard best practices for conÞguring VDS features. 

The paper describes two example deployments, one using rack servers and the other using blade servers. For 
each of these deployments, di!erent VDS design approaches are explained. The deployments and design 
approaches described in this document are meant to provide guidance as to what physical and virtual switch 
parameters, options and features should be considered during the design of a virtual network infrastructure. It is 
important to note that customers are not limited to the design options described in this paper. The ßexibility of 
the vSphere platform allows for multiple variations in the design options that can fulÞll an individual customerÕs 
unique network infrastructure needs.

This document is intended for vSphere and network administrators interested in understanding and deploying 
VDS in a virtual datacenter environment. With the release of vSphere 5, there are new features as well as 
enhancements to the existing features in VDS. To learn more about these new features and enhancements, refer 
to the WhatÕs New in Networking paper: http://www.vmware.com/resources/techresources/10194. 

Readers are also encouraged to refer to basic virtual and physical networking concepts before reading through 
this document. The following link provides technical resources for virtual networking concepts:  
http://www.vmware.com/technical-resources/virtual-networking/resources.html

For physical networking concepts, readers should refer to any physical network switch vendorÕs documentation.

Design Considerations
The following three main aspects inßuence the design of a virtual network infrastructure: 

")  CustomerÕs#infrastructure#design#goals

$) CustomerÕs#infrastructure#component#conÞgurations

%) Virtual#infrastructure#tra&c#requirements

LetÕs take a look at each of these aspects in a little more detail.

Infrastructure Design Goals

Customers want their network infrastructure to be available 24/7, to be secure from any attacks, to perform 
e&ciently throughout day-to-day operations, and to be easy to maintain. In the case of a virtualized 
environment, these requirements become increasingly demanding as growing numbers of business-critical 
applications run in a consolidated setting. These requirements on the infrastructure translate into design 
decisions that should incorporate the following best practices for a virtual network infrastructure:

���«���2�+�%� �«���*�5�«�/�%�*�#�(�!�«�,�+�%�*�0�«�+�"�«�"���%�(�1�.�!�«�%�*�«�0�$�!�«�*�!�0�3�+�.�'��

���«�	�/�+�(���0�!�«�!�����$�«�0�.���þ���«�0�5�,�!�«�"�+�.�«�%�*���.�!���/�!� �«�.�!�/�%�(�%�!�*���5�«���*� �«�/�!���1�.�%�0�5��

���«����'�!�«�1�/�!�«�+�"�«�0�.���þ���«�)���*���#�!�)�!�*�0�«���*� �«�+�,�0�%�)�%�6���0�%�+�*�«�����,�����%�(�%�0�%�!�/��
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Infrastructure Component ConÞgurations 

In every customer environment, the utilized compute and network infrastructures di!er in terms of 
conÞguration, capacity and feature capabilities. These di!erent infrastructure component conÞgurations 
inßuence the virtual network infrastructure design decisions. The following are some of the conÞgurations  
and features that administrators must look out for:

���«���!�.�2�!�.�«���+�*�ü�#�1�.���0�%�+�*��«�.�����'�«�+�.�«���(��� �!�«�/�!�.�2�!�.�/

���«���!�0�3�+�.�'�«��� ���,�0�+�.�«���+�*�ü�#�1�.���0�%�+�*��«���������«�+�.�«���������� �«�*�!�0�3�+�.�'�«��� ���,�0�+�.�/���«�*�1�)���!�.�«�+�"�«���2���%�(�����(�!�«��� ���,�0�+�.�/���« 
o'oad function on these adaptors, if any

���«���$�5�/�%�����(�«�*�!�0�3�+�.�'�«�/�3�%�0���$�«�%�*�"�.���/�0�.�1���0�1�.�!�«�����,�����%�(�%�0�%�!�/��«�/�3�%�0���$�«���(�1�/�0�!�.�%�*�#�«

It is impossible to cover all the di!erent virtual network infrastructure design deployments based on the various 
combinations of type of servers, network adaptors and network switch capability parameters. In this paper, the 
following four commonly used deployments that are based on standard rack server and blade server 
conÞgurations are described:

���«�������'�«�/�!�.�2�!�.�«�3�%�0�$�«�!�%�#�$�0�«���������«�*�!�0�3�+�.�'�«��� ���,�0�+�.�/�«

���«�������'�«�/�!�.�2�!�.�«�3�%�0�$�«�0�3�+�«���������� �«�*�!�0�3�+�.�'�«��� ���,�0�+�.�/

���«���(��� �!�«�/�!�.�2�!�.�«�3�%�0�$�«�0�3�+�«���������� �«�*�!�0�3�+�.�'�«��� ���,�0�+�.�/

���«���(��� �!�«�/�!�.�2�!�.�«�3�%�0�$�«�$���.� �3���.�!�!���/�/�%�/�0�!� �«�)�1�(�0�%�,�(�!�«�(�+�#�%�����(�«���0�$�!�.�*�!�0�«�*�!�0�3�+�.�'�«��� ���,�0�+�.�/

It is assumed that the network switch infrastructure has standard layer 2 switch features (high availability, 
redundant paths, fast convergence, port security) available to provide reliable, secure and scalable connectivity 
to the server infrastructure.

Virtual Infrastructure Tra!c

vSphere virtual network infrastructure carries di!erent tra&c types. To manage the virtual infrastructure tra&c 
e!ectively, vSphere and network administrators must understand the di!erent tra&c types and their 
characteristics. The following are the key tra&c types that ßow in the vSphere infrastructure, along with their 
tra&c characteristics:

���«����*���#�!�)�!�*�0�«�0�.���þ����«���$�%�/�«�0�.���þ���«�ý�+�3�/�«�0�$�.�+�1�#�$�«���«�2�)�'�*�%���«���*� �«�����.�.�%�!�/�«����3���.�!�«�������%�4�«�$�+�/�0�"�0�+�"����3���.�!�«�2���!�*�0�!�.�4�«
���+�*�ü�#�1�.���0�%�+�*�«���*� �«�)���*���#�!�)�!�*�0�«���+�)�)�1�*�%�����0�%�+�*�«���/�«�3�!�(�(�«���/�«�������%�«�$�+�/�0�"�0�+�"�������%�«�$�+�/�0�«�$�%�#�$�«���2���%�(�����%�(�%�0�5�«�(�����)�" 
related communication. This tra&c has low network utilization but has very high availability and security 
requirements.

���«����3���.�!�«�2���,�$�!�.�!�2�«�2��+�0�%�+�*�2�«�0�.���þ����«���%�0�$�«��� �2���*���!�)�!�*�0�«�%�*�«�2��+�0�%�+�*�«�0�!���$�*�+�(�+�#�5���«���«�/�%�*�#�(�!�«�2��+�0�%�+�*�«�%�*�/�0���*���!�«�����*�«
���+�*�/�1�)�!�«���(�)�+�/�0�«���«�"�1�(�(�«�������� �«�����*� �3�%� �0�$���«�� �«�)���4�%�)�1�)�«�+�"�«�!�%�#�$�0�«�/�%�)�1�(�0���*�!�+�1�/�«�2��+�0�%�+�*�«�%�*�/�0���*���!�/�«�����*�«���!�«�,�!�.�"�+�.�)�!� �«
�+�*�«���«���������«�1�,�(�%�*�'���«�"�+�1�.�«�/�%�)�1�(�0���*�!�+�1�/�«�2��+�0�%�+�*�«�%�*�/�0���*���!�/�«���.�!�«���(�(�+�3�!� �«�+�*�«���«�������«�1�,�(�%�*�'���«�2��+�0�%�+�*�«�0�.���þ���«�$���/�«�2�!�.�5�«
high network utilization and can be bursty at times. Customers must make sure that vMotion tra&c doesnÕt 
�%�)�,�����0�«�+�0�$�!�.�«�0�.���þ���«�0�5�,�!�/���«���!�����1�/�!�«�%�0�«�)�%�#�$�0�«���+�*�/�1�)�!�«���(�(�«���2���%�(�����(�!�«�	�%���«�.�!�/�+�1�.���!�/���«���*�+�0�$�!�.�«�,�.�+�,�!�.�0�5�«�+�"�«�2��+�0�%�+�*�«
tra&c is that it is not sensitive to throttling and makes a very good candidate on which to perform tra&c 
management. 

���«�����1�(�0�!�0�+�(�!�.���*�0�«�0�.���þ����«���$�!�*�«����3���.�! �«�����1�(�0�«���+�(�!�.���*���!�«�(�����)�«�(�+�#�#�%�*�#�«�%�/�«�!�*�����(�!� �«�"�+�.�«���«�2�%�.�0�1���(�«�)�����$�%�*�!���«���(�(�«�0�$�!�«
logging tra&c is sent to the secondary fault-tolerant virtual machine over a designated vmknic port. This 
process can require a considerable amount of bandwidth at low latency because it replicates the I/O tra&c  
and memory-state information to the secondary virtual machine.

���«�%�������	�%�������«�0�.���þ����«�	���«�/�0�+�.���#�!�«�0�.���þ���«�%�/�«�����.�.�%�!� �«�+�2�!�.�«�2�)�'�*�%���«�,�+�.�0�/���«���$�%�/�«�0�.���þ���«�2���.�%�!�/�«�������+�.� �%�*�#�«�0�+�«� �%�/�'�«�	�%���«
�.�!�-�1�!�/�0�/���«���%�0�$�«�!�*� �!�0�+�!�!�*� �«�&�1�)���+�«�"�.���)�!�«���+�*�ü�#�1�.���0�%�+�*���«�)�+�.�!�«� ���0���«�%�/�«�0�.���*�/�"�!�.�.�!� �«�3�%�0�$�«�!�����$�«���0�$�!�.�*�!�0�«�"�.���)�!���«
decreasing the number of frames on the network. This larger frame reduces the overhead on servers/targets 
���*� �«�%�)�,�.�+�2�!�/�«�0�$�!�«�	���«�/�0�+�.���#�!�«�,�!�.�"�+�.�)���*���!���«���*�«�0�$�!�«�+�0�$�!�.�«�$���*� ���«���+�*�#�!�/�0�!� �«���*� �«�(�+�3�!�.�!�/�,�!�!� �«�*�!�0�3�+�.�'�/�«�����*�«�����1�/�!�«
�(���0�!�*���5�«�%�/�/�1�!�/�«�0�$���0�«� �%�/�.�1�,�0�«�������!�/�/�«�0�+�«�	���«�/�0�+�.���#�!���«�	�0�«�%�/�«�.�!���+�)�)�!�*� �!� �«�0�$���0�«�1�/�!�.�/�«�,�.�+�2�%� �!�«���«�$�%�#�$�!�/�,�!�!� �«�,���0�$�«�"�+�.�« 
�	���«�/�0�+�.���#�!�«���*� �«���2�+�%� �«���*�5�«���+�*�#�!�/�0�%�+�*�«�%�*�«�0�$�!�«�*�!�0�3�+�.�'�«�%�*�"�.���/�0�.�1���0�1�.�!��



T E C H N I C A L  W H I T E  P A P E R  /  6

VMware vSphere Distributed Switch  
Best Practices

���«���%�.�0�1���(�«�)�����$�%�*�!�«�0�.���þ����«���!�,�!�*� �%�*�#�«�+�*�«�0�$�!�«�3�+�.�'�(�+��� �/�«�0�$���0�«���.�!�«�.�1�*�*�%�*�#�«�+�*�«�0�$�!�«�#�1�!�/�0�«�2�%�.�0�1���(�«�)�����$�%�*�!���«�0�$�!�«�0�.���þ���«
patterns will vary from low to high network utilization. Some of the applications running in virtual machines 
�)�%�#�$�0�«���!�«�(���0�!�*���5�«�/�!�*�/�%�0�%�2�!�«���/�«�%�/�«�0�$�!�«�����/�!�«�3�%�0�$�«�����	�� �«�3�+�.�'�(�+��� �/��

Table 1 summarizes the characteristics of each tra&c type.

TRAFF IC  T Y PE BAN D W IDT H U SAGE O T HER TRAFF IC 
REQ UI REM EN TS

MANAGE M EN T Low ���%�#�$�(�5�«�.�!�(�%�����(�!�«���*� �«�/�!���1�.�!�«���$���*�*�!�(

v M OTIO N ���%�#�$ Isolated channel

F T Medium to high ���%�#�$�(�5�«�.�!�(�%�����(�!���«�(�+�3�!�(���0�!�*���5�«���$���*�*�!�(

I SCSI ���%�#�$ Reliable, high-speed channel

V I RTU AL MA C H I NE Depends on application Depends on application

Table 1.  Tra)c Types and Characteristics

To understand the di!erent tra&c ßows in the physical network infrastructure, network administrators use 
network tra&c management tools. These tools help monitor the physical infrastructure tra&c but do not provide 
�2�%�/�%���%�(�%�0�5�«�%�*�0�+�«�2�%�.�0�1���(�«�%�*�"�.���/�0�.�1���0�1�.�!�«�0�.���þ�����«���%�0�$�«�0�$�!�«�.�!�(�!���/�!�«�+�"�«�2���,�$�!�.�!�«�����«������ �«�*�+�3�«�/�1�,�,�+�.�0�/�«�0�$�!�«���!�0���(�+�3�«�"�!���0�1�.�!���«
�3�$�%���$�«�!�*�����(�!�/�«�!�4�,�+�.�0�%�*�#�«�0�$�!�«�%�*�0�!�.�*���(�«�(�2�%�.�0�1���(�«�)�����$�%�*�!�"�0�+�"�2�%�.�0�1���(�«�)�����$�%�*�!�)�«�2�%�.�0�1���(�«�%�*�"�.���/�0�.�1���0�1�.�!�«�ý�+�3�«�%�*�"�+�.�)���0�%�+�*�«
�0�+�«�/�0���*� ���.� �«�*�!�0�3�+�.�'�«�)���*���#�!�)�!�*�0�«�0�+�+�(�/���«��� �)�%�*�%�/�0�.���0�+�.�/�«�*�+�3�«�$���2�!�«�0�$�!�«�.�!�-�1�%�.�!� �«�2�%�/�%���%�(�%�0�5�«�%�*�0�+�«�2�%�.�0�1���(�«�%�*�"�.���/�0�.�1���0�1�.�!�«
tra&c. This helps administrators monitor the virtual network infrastructure tra&c through a familiar set of 
network management tools. Customers should make use of the network data collected from these tools during 
the capacity planning or network design exercises.

Example Deployment Components
���"�0�!�.�«�(�+�+�'�%�*�#�«���0�«�0�$�!�«� �%�û�!�.�!�*�0�«� �!�/�%�#�*�«���+�*�/�%� �!�.���0�%�+�*�/���«�0�$�%�/�«�/�!���0�%�+�*�«�,�.�+�2�%� �!�/�«���«�(�%�/�0�«�+�"�«���+�)�,�+�*�!�*�0�/�«�0�$���0�«���.�!�«�1�/�!� �« 
in an example deployment. This example deployment helps illustrate some standard VDS design approaches.  
The following are some common components in the virtual infrastructure. The list doesnÕt include storage 
components that are required to build the virtual infrastructure. It is assumed that customers will deploy  
�	���«�/�0�+�.���#�!�«�%�*�«�0�$�%�/�«�!�4���)�,�(�!�«� �!�,�(�+�5�)�!�*�0��

Hosts

���+�1�.�«�������%�«�$�+�/�0�/�«�,�.�+�2�%� �!�«���+�)�,�1�0�!���«�)�!�)�+�.�5�«���*� �«�*�!�0�3�+�.�'�«�.�!�/�+�1�.���!�/�«�������+�.� �%�*�#�«�0�+�«�0�$�!�«���+�*�ü�#�1�.���0�%�+�*�«�+�"�«�0�$�!�«
hardware. Customers can have di!erent numbers of hosts in their environment, based on their needs. One VDS 
can span across 350 hosts. This capability to support large numbers of hosts provides the required scalability to 
build a private or public cloud environment using VDS. 

Clusters

�� �«���(�1�/�0�!�.�«�%�/�«���«���+�(�(�!���0�%�+�*�«�+�"�«�������%�«�$�+�/�0�/�«���*� �«���/�/�+���%���0�!� �«�2�%�.�0�1���(�«�)�����$�%�*�!�/�«�3�%�0�$�«�/�$���.�!� �«�.�!�/�+�1�.���!�/���«���1�/�0�+�)�!�.�/�«�����*�«
have as many clusters in their deployment as are required. With one VDS spanning across 350 hosts, customers 
have the ßexibility of deploying multiple clusters with a di!erent number of hosts in each cluster. For simple 
illustration purposes, two clusters with two hosts each are considered in this example deployment. One cluster 
can have a maximum of 32 hosts.
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VMware vSphere Distributed Switch 
Best Practices

VMware vCenter Server

����3���.�!�«�2���!�*�0�!�.�«���!�.�2�!�.�4�«���!�*�0�.���(�(�5�«�)���*���#�!�/�«���«�2���,�$�!�.�!�«�!�*�2�%�.�+�*�)�!�*�0���«���1�/�0�+�)�!�.�/�«�����*�«�)���*���#�!�«�������«�0�$�.�+�1�#�$�«
this centralized management tool, which can be deployed on a virtual machine or a physical host. The vCenter 
Server system is not shown in the diagrams, but customers should assume that it is present in this example 
deployment. It is used only to provision and manage VDS conÞ guration. When provisioned, hosts and virtual 
�)�����$�%�*�!�«�*�!�0�3�+�.�'�/�«�+�,�!�.���0�!�«�%�*� �!�,�!�*� �!�*�0�(�5�«�+�"�«�2���!�*�0�!�.�«���!�.�2�!�.���«���(�(�«���+�)�,�+�*�!�*�0�/�«�.�!�-�1�%�.�!� �«�"�+�.�«�*�!�0�3�+�.�'�«�/�3�%�0���$�%�*�#�«
�.�!�/�%� �!�«�+�*�«�������%�«�$�+�/�0�/���«���2�!�*�«�%�"�«�0�$�!�«�2���!�*�0�!�.�«���!�.�2�!�.�«�/�5�/�0�!�)�«�"���%�(�/���«�0�$�!�«�$�+�/�0�/�«���*� �«�2�%�.�0�1���(�«�)�����$�%�*�!�/�«�3�%�(�(�«�/�0�%�(�(�«���!�«�����(�!�«
to communicate.

Network Infrastructure

���$�5�/�%�����(�«�*�!�0�3�+�.�'�«�/�3�%�0���$�!�/�«�%�*�«�0�$�!�«�������!�/�/�«���*� �«���#�#�.�!�#���0�%�+�*�«�(���5�!�.�«�,�.�+�2�%� �!�«���+�*�*�!���0�%�2�%�0�5�«���!�0�3�!�!�*�«�������%�«�$�+�/�0�/�«���*� �«�0�+�«
the external world. These network infrastructure components support standard layer 2 protocols providing 
secure and reliable connectivity. 

���(�+�*�#�«�3�%�0�$�«�0�$�!�«�,�.�!���!� �%�*�#�«�"�+�1�.�«���+�)�,�+�*�!�*�0�/�«�+�"�«�0�$�!�«�,�$�5�/�%�����(�«�%�*�"�.���/�0�.�1���0�1�.�!�«�%�*�«�0�$�%�/�«�!�4���)�,�(�!�«� �!�,�(�+�5�)�!�*�0���«�/�+�)�!�«�+�"�«
the virtual infrastructure tra&  c types are also considered during the design. The following section describes the 
di! erent tra&  c types in the example deployment.

Virtual Infrastructure Tra!  c Types

In this example deployment, there are standard infrastructure tra&  c types, including iSCSI, vMotion, FT, 
management and virtual machine. Customers might have other tra&  c types in their environment, based on their 
���$�+�%���!�«�+�"�«�/�0�+�.���#�!�«�%�*�"�.���/�0�.�1���0�1�.�!�«�(�������«���������«�����+���)���«���%�#�1�.�!�«���«�/�$�+�3�/�«�0�$�!�«� �%�û�«�!�.�!�*�0�«�0�.���þ�«�«���«�0�5�,�!�/�«���(�+�*�#�«�3�%�0�$�«���/�/�+���%���0�!� �«
�,�+�.�0�«�#�.�+�1�,�/�«�+�*�«���*�«�������%�«�$�+�/�0���«�	�0�«���(�/�+�«�/�$�+�3�/�«�0�$�!�«�)���,�,�%�*�#�«�+�"�«�0�$�!�«�*�!�0�3�+�.�'�«��� ���,�0�+�.�/�«�0�+�«�0�$�!�«� �%�û�«�!�.�!�*�0�«�,�+�.�0�«�#�.�+�1�,�/��
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Figure 1.  Di* erent Tra)  c Types Running on a Host
















































