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VMware vCloud Air Advanced 
Networking Services

What are the Advanced Networking Services?
• Trust Groups (micro-segmentation): Implemented through 

stateful distributed firewalls, Trust Groups can isolate and 
secure each VM and application down to the Layer 2 level, 
commonly seen as one of the most vulnerable points in network 
security. Centrally managed, inheritable, nestable, and portable, 
Trust Groups are easily administered at scale and follow 
applications wherever they move in the cloud. Migrate 
workloads to the public cloud without re-architecting your 
application?

• Dynamic Routing: Both Border Gateway Protocol (BGP) and 
Open Shortest Path First (OSPF)-based routing over vCloud Air 
Direct Connect are supported to simplify network management 
and to ensure that cloud hosted applications are always 
reachable.   

• Network Scaling: Support for virtual network interfaces can be 
expanded from 10 to 200 routed network segments in a single 
virtual data center, allowing customers to mirror even their 
complex on-premises network topologies in the cloud  

• High Capacity Point-to-Site SSL VPN: Individual devices can 
connect securely into vCloud Air using SSL certificates, without 
routing through an on-premises VPN gateway.  

• Enhanced Load Balancing: Scalable HTTPS-based load 
balancing with SSL offloading and log visibility to meet the 
demands of high web traffic and production workloads.

Use Cases
Extend Existing Applications: 
Migrate your enterprise applications to vCloud Air from your 
existing data center without having to re-architect. Ensure 
consistent security and reachability no matter where an 
application is moved.

Test & Development:
Leverage cloud capacity for development and testing, with 
enhanced support for secure, production workloads. With new 
network capabilities you can redefine how you design, implement 
and deploy networks to your new cloud applications.

Disaster Recovery:
Replicate and mirror even the most complex networking 
topologies in a single virtual data center, simplifying disaster 
recovery to the cloud.

AT A GLANCE

VMware vCloud® Air™ Advanced Networking 
Services is a re-invented model for public cloud 
security that improves overall network 
manageability and accelerates application time-
to-market by delivering a powerfully agile and 
cost-efficient platform for zero-trust security in 
the cloud. Built on VMware NSX™ technology, 
these services offer customers a path toward true 
hybrid networking.

KEY BENEFITS

• Zero-Trust Security: vCloud Air Advanced 
Networking Services re-invent cloud security 
with Trust Groups, providing granular network 
security without sacrificing manageability or 
flexibility at scale. Trust Groups are implemented 
by distributed firewalls and can be deployed 
once and attached to a VM or application, 
following it anywhere it goes in the cloud or back 
on-premises (with VMware NSX installed). 

• Faster Time to Value: Move to the cloud without 
having to re-architect applications or retrain staff. 
Streamline “as-is” workload portability and 
network mirroring in the cloud, allowing the 
same networking constructs and knowledge to 
be applied to the public cloud. 

• Cost-Efficient Scaling: Scale security and 
networks while minimizing administration costs. 
Organizations can drive down network 
administration hassle and costs while enabling 
new ways to quickly secure, scale, and connect 
to their cloud workloads 
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Web & Mobile Applications:
Deliver web & mobile applications over vCloud Air while 
leveraging tight integration with your on-premises data center.

Cloud-Hosted Desktops:
Simplify the delivery of desktops and hosted apps as a cloud 
service to end users on any device, anywhere, with high 
capacity point-to-site VPN options.

How to Buy
vCloud Air Advanced Networking Services are a mix of included 
and for-fee services. Customers are now able to utilize Dynamic 
Routing and basic Point-to-Site SSL VPN capability as part of the 
full-featured set of standard networking services included in each 
vCloud Air environment.

Customers wanting to utilize Trust Groups, Network Scaling, 
Enhanced Load Balancing, or High Capacity VPN options (both 
point-to-site SSL and site-to-site IPsec) can choose from several 
add-ons co-termed with their core vCloud Air service. Support is 
included, similar to all of your vCloud Air services.

Find Out More
For more information or to purchase VMware products,  
call 1-877-4VMWARE (outside of North America dial  
+1-650-427- 5000), visit the VMware vCloud Web page at  
http://vcloud. vmware.com.
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