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Figure 5. Secure IPsec Site-to-Site VPN Connectivity

SSL
vCloud Networking and Security also incorporates SSL remote 
access to give administrators access to the virtual data center. 
SSL is implemented on the Edge Gateway virtual appliance 
and enables administrators to perform remote con�guration, 
troubleshooting and other routine management tasks. The 
vCloud Networking and Security implementation resembles 
administrative remote access through a JumpBox or Bastion 
host, the method preferred by most security specialists and 
auditors. This approach minimizes the attack surface of the 
virtual domain and makes auditing administrative activity easier 
and more robust.

Load Balancer
vCloud Networking and Security provides powerful server-
load�balancing capabilities to increase availability and 
performance of business-critical applications (see Figure 6). 
Several load-balancing algorithms are supported, including 
round-robin, cookie-based and session-based alternatives.

Figure 6. vCloud Networking and Security Server Load Balancing

vCloud Networking and Security Edge includes multiple virtual 
network interfaces that give security architects much more 
�exibility in designing software-de�ned networks (see Figure 3). 
These interfaces can segment virtual networks and provide 
connectivity to multiple VLANs deployed on the physical network.

Figure 3. Multiple Interfaces for Network Segmentation

NAT
vCloud Networking and Security Edge incorporates a �exible 
NAT engine that can map network and port addresses using a 
familiar con�guration model (see Figure 4). Administrators can 
deploy protected zones, also known as �demilitarized zones� 
(DMZs), without needing to manually change addresses for 
servers and applications. Application-layer gateways for common 
protocols enable applications to function in NAT environments.

Figure 4. Flexible NAT Engine

VPN
vCloud Networking and Security Edge IPsec VPN provides 
secure site-to-site connectivity using widely supported standards 
such as Internet Key Exchange (IKE) with 256-bit Advanced 
Encryption Standard (AES-256) for strong encryption (see Figure 
5). This capability enables you to interconnect virtual data 
centers securely to physical �rewalls from a variety of vendors.
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clusters and Layer 3 segments of the data center. Moreover, 
unlike VLANs, which are limited to 4,096 segments, VXLAN 
scales to 16 million segments without requiring a large upgrade 
to existing physical switching infrastructure. Administrators use 
vCenter Server or vCloud Director to de�ne VXLAN segments 
(see Figure 8), enabling efficiency and �single pane of glass� 
management of the network. vCloud Networking and Security 
Edge performs VXLAN-to-VLAN gateway translations to allow 
simple migration. In addition, VMware has enhanced the vSphere 
Distributed Switch component of vSphere Enterprise Plus Edition 
to provide troubleshooting and tra�c statistics about VXLAN 
encapsulated tra�c.

Figure 8. VXLAN Software-De�ned Networking

vCloud Ecosystem Framework
vCloud Networking and Security includes standards-based APIs 
that enable third-party solution providers to integrate products 
into the virtual environment. As part of vCloud Ecosystem 
Framework (see Figure 9), the APIs allow network-level access to 
data �ows at either the vNIC or the virtual data center edge level. 
Network tra�c can be redirected to �ow through a third-party 
product, or packets can simply be copied. For example, a third-
party intrusion prevention system (IPS) should be placed in line 
with tra�c �ows, whereas a pure monitoring tool (e.g., a packet 
capture tool) requires only a copy of the tra�c. The framework 
supports third-party products implemented as either hardware 
or virtual appliances.

Figure 9. vCloud Ecosystem Framework for Inserting Third-Party Services

Edge High Availability
vCloud Networking and Security enables stateful high-availability 
(HA) �rewalls for virtual data centers (see Figure 7). With vCloud 
Networking and Security Edge HA, active �rewall connections 
can be continuously synchronized between an active/standby 
pair of Edge virtual appliances. If a failure occurs in the active 
Edge appliance, sessions are not lost, and the standby unit 
resumes the passing of tra�c in less than 10 seconds. With this 
level of availability, administrators gain the confidence to 
virtualize business-critical applications.

Figure 7. Edge Stateful HA Firewall

Data Security
The solution also includes VMware vCloud Networking and 
Security Data Security� for Microsoft Windows. This feature 
scans Windows (Common Internet File System, or CIFS) �le 
servers for sensitive data that matches prede�ned templates, 
such as credit card or social security numbers. The templates 
provide a wide variety of international sensitive data formats. 
vCloud Networking and Security Data Security is typically used 
to locate data that has been stored on file servers without 
proper access controls or auditing.

VXLAN
The VXLAN protocol leverages user datagram protocol (UDP) 
encapsulation to enable networks to stretch across multiple 
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