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This guide is the latest in our Connected Series, designed to give you an insight into 
our approach to diff erent industries. When Dell Technologies family of companies 
came together in 2016, we didn’t just combine our world-leading technologies. We 
also pooled our knowledge and experience gained from decades of working with 
fi nancial services institutions of all sizes.

Inside, you’ll fi nd our take on the fi ve most pressing topics in fi nancial services, 
as well as our solutions, customer stories, and links to more in-depth content.
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Innovation is the key to:

 Ǟ increasing revenue and driving growth

Ǟ  meeting customer demands for 

personalised and always-available 

service anytime/anywhere

 Ǟ  available services

Ǟ competing with born in the cloud Fintechs

It includes modernizing the infrastructure and 

automating operations to improve time to 

market while maintaining risk and compliance 

oversight.

About this guide

This guide highlights seven areas of disruption 

in the fi nancial services industry: modernising 

core infrastructure, in-branch experience, 

mobility, human-machine partnerships, 

cybersecurity, open banking, and fi ntechs. 

It provides a useful index to in-depth reports, 

case studies, videos and research from across 

our business. It also looks at the problems, 

solutions and real-world outcomes for 

institutions worldwide.

Share of revenue from digital banking channels

2016 1212%

2018 2424%

2021 4545%%

Signifi cant change is underway 

across fi nancial services institutions 

worldwide. The goals are clear: drive 

growth and profi tability. Financial 

services CIOs expect a marked shift 

to digital.
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53%
 

of millennials don’t 
think their bank o�ers 
anything di�erent 
from other banks

1 in 3  
millennials would consider 
switching banks in 
the next 90 days

Because fi nancial services organisations are already the 

biggest industry spenders on IT — to the tune of $360 

billion worldwide in 2016 — becoming a digital bank does 

not necessarily require more, but rather the optimisation 

of skill sets, process and technology investments.

Read more about digital transformation 

in fi nancial services

View source



POWERING FINANCE FOR THREE DECADES 
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IT TRANSFORMATION 
To solve the challenges of scale and 

complexity we must  gain efficiencies, 

modernise and software-define our 

infrastructure. As application ecosystems 

become more complex we must 

transform IT to deliver greater efficiency, 

predictability and business agility.

DIGITAL
TRANSFORMATION

The insatiable need for data-driven insights 

have accelerated our shift into a digital 

economy. Companies must out-innovate, 

out-think and out-pace the competition. 

To accomplish this, organisations must 

focus on rich insights that allow them  

to make better informed decisions and 

take action fast.

WORKFORCE 
TRANSFORMATION
When, where and even why people work is 

vastly changing. They expect to get more 

done faster and collaborate with more; all 

in a natural, seamless way. It’s required to 

be productive on the go and better engage 

with customers. Higher security is also 

required across all the devices, applications 

and services people use.

SECURITY 
TRANSFORMATION 

If your security strategy fails to keep 

pace with your enterprise, business risk 

increases. Redefining your world with 

transformational security makes it safer for 

you and your business. A transformational 

security strategy is built for resilience, 

adapts to a shifting environment and 

unifies security and risk.

The companies that make up Dell Technologies have a proud history of powering 
financial services. We work with some of the world’s biggest banks, from Israel’s 
oldest banking corporation Bank Leumi, to ANZ Bank in New Zealand — just two  
of the customers you’ll read about in this guide.

The industry is going through a period of great change — and technology is key to 
supporting new business models and paradigms.
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BANKS COMPETING AT THE LEADING EDGE
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Background
Bank Leumi, Israel’s oldest banking

corporation wanted people not just to

use its services, but to love their bank.

It created a new advanced

infrastructure for digital banking

(PEPPER) based on a hybrid cloud,

a software-defi ned data centre,

and VMware NSX.

Benefi ts
 Ǟ  Customers can onboard from home 

in eight minutes

 Ǟ  New data centre comes online in 

3 months instead of 2 years

Ǟ  Code goes into production in hours, 

not weeks

Watch the full story

Background
Banca Popolare di Sondrio needed an 

agile environment to provide frictionless 

experiences for its users while 

responding to a changing regulatory 

landscape. 

It uses software-defi ned-data-centre 

solutions from VMware, including NSX, 

vRealize and VSAN. 

Benefi ts
 Ǟ  IT acts as business enabler rather 

than an obstacle

 Ǟ  Both IT and business become 

more agile

Ǟ  Security remains tight in new world 

of mobile and cloud

Watch the full story

Background
Myanmar Oriental Bank’s existing IT 

infrastructure could not support an 

increase in demand for 24x7 digital 

banking services. Physical servers were 

costly and unreliable, and new services 

took too long to deploy.

It created an automated data centre 

with a full stack of VMware Software-

Defi ned Data Centre (SDDC) solutions.

Benefi ts

 Ǟ  80 percent faster time to market 

Ǟ  Servers deployed in 5 minutes 

instead of 3 months

 Ǟ  60 percent increased capacity utilization 

and 50 percent lower footprint

Read the full story

“The biggest advantage 
of the solution is that 
we’re entirely future 
ready. We can develop 
services more cost 
eff ectively in-house and 
deliver them faster.”

Ralf Luchsinger

Chief Information Offi  cer, 

Glarner Kantonalbank

of business leaders say a 

lack of a digital vision and 

strategy is stopping them 

becoming a successful digital 

business in 2030s

of business leaders are 

investing in technology to 

bring apps into the cloud

Getting to 2030

MODERNISING YOUR CORE: FROM ENGINE ROOM 
TO SOFTWARE-DEFINED OPS CENTRE

Big banks have long recognised the 

competitive advantages of the cloud. 

Financial fi rms were early adopters 

of supercomputing, object-oriented 

programming, virtualisation, and 

custom app development.

That’s why the speed with which fi ntechs have emerged 

and disrupted every aspect of fi nance is not altogether 

surprising. Cloud-native digital services are the lifeblood of 

new fi ntechs start-ups. However, traditional banks operating 

for hundreds of years can quickly be as well, if not better 

positioned to modernise banking because they have 

the building blocks to achieve digital transformation. 

It’s imperative that banks move quickly to evolve their 

decades-strong investments in robust infrastructure, adopting 

more modern platforms – like cloud – while extending services 

to every available endpoint.

Read more about IT transformation in banking 

Read more from our “Realising 2030” research
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“Banks should start to branch out into 

the storage of our feelings.”

That’s according to Chris Skinner, Chairperson of the Financial 

Services Club, in an article about why banks should focus  

on relationships. 

This quote perfectly reflects the issues currently disrupting 

retail branch banking, and where it seems to be trending. 

Industry pundits have been predicting the decline of branch 

banking for over a decade, and some have said that branch 

banking will be dead in another 10 years. The question we are 

asking now, though, is not whether branches will exist or perish 

but how different they will be.
 

Our take on the next-generation branch

Q&A with a mobile banking leader
The international Scotiabank, based in Canada, is betting big 

on mobile banking and the digital transformation of financial 

services. Scotiabank has invested $100 million in technology 

such as tablets to improve the customer experience in bank 

branches. The company even has its own tech hub, the Digital 

Factory, solely dedicated to transforming banking through 

mobile apps and devices.

THE KEY TO OMNI-CHANNEL: DATA-DRIVEN  
CUSTOMER EXPERIENCES

“We’re in the business 
of delivering great 

customer experience. 
There’s two ways to 

do that. One through 
our people and 

the other through 
technology—but the 
intersection of those 

two is really where the 
gold is. That’s where 
the transformation is 
happening, and we’re 

seeing enormous 
benefits.”

CLAIRE ROGERS

HEAD OF DIGITAL BANKING,  

ANZ BANK

VMware  
Workspace ONE
device access to 

applications and data 

with the secure digital 

workspace for financial 

services. Workspace ONE 

integrates access control, 

application management 

and multi-platform endpoint 

management. It is available 

as a cloud service or for 

on-premises deployment.
 

Read the full solution brief 

Dell EMC VDI 
Complete Solutions 
The simpler way to buy and 

support virtual desktops 

and apps. Roll out new 

services to branches at the 

click of a button with this 

pre-configured environment 

for hosting and delivering 

virtual desktops, comprising 

storage, software and 

desktop or mobile devices – 

all for a monthly rice  

per user. 
 

Read the full solution brief 

Dell Boomi
Customers reward 

institutions that deliver 

a seamless, consistent 

experience across channels. 

Gain a 360-degree view 

across multiple products, 

from current accounts to 

mortgage and retirement 

plans. Then integrate across 

web, mobile, in-person and 

call centre apps to delight 

customers and grow your 

business. 
 

Read the full solution brief 

SOLUTIONS FOR  
OMNI-CHANNEL BANKING
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of financial institutions have 

successfully deployed mobile 

apps for customers

View source        

higher revenue was recorded from 

mobile banking users compared 

to branch-only customers — they 

were also less likely to leave their 

bank or credit union.

View source        

Mobile banking at a glance

Background
ANZ Bank wanted to respond to increasing IT 

consumerisation with digital workspace solutions that 

benefit its customers and employees. It also wanted to 

create simple, enterprise-secure tools and apps available 

on mobile devices.

ANZ Bank chose VMware Workspace ONE, powered by 

AirWatch to manage 18,000 devices across 34 countries. 

The bank has developed more than 20 custom mobile 

apps using a VMware software development kit.

Benefits
 Ǟ  Bankers can meet customers anywhere, from their 

businesses to the Internet

 Ǟ  Branches are being redesigned so bankers can use 

mobile devices in the building to communicate better 

with customers

Watch the full story

ANZ BANK GOES  
MOBILE

Watch our interview with Andrew Bell, senior enterprise 

infrastructure services consultant at Scotiabank, to find out 

how the mobile banking leader got started with VMware 

AirWatch.

Read the full Q&A



THE NEXT WAVE OF AI: HUMAN-MACHINE 
PARTNERSHIPS IN FINANCE 
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Meet Pankaj, a bot operator from 2030, 

where fi nancial artifi cial intelligence (AI) 

systems routinely purchase and manage their 

own fi nancial products, cutting time, costs, 

and security concerns with each transaction.

It’s true that widespread AI isn’t yet part 

of the day to day lives of banks or their 

customers, but advances in big data analytics 

and machine learning are already laying the 

foundation for a new way for humans to 

interact with data.

Read the full interview

“Looking back, it is hard 

to believe how careless 

decision makers once 

were with resources.”

Pankaj Wadhwa

A bot operator from 2030 

Reverse engineering

Pankaj often has to reverse engineer the 

actions of the system he works with to identify 

the underlying reasoning behind them.

A symbiotic relationship

Instead of software replacing humans, by 

2030 people realise that digital systems 

and their human co-workers could do more 

together than they ever could apart.

A bot for a boss?

Not everyone is happy with an 

automated manager, but Pankaj 

prefers the data-driven management 

system to a human boss.

A risk-taker

Despite fears about “robots stealing 

human jobs”, Pankaj found the dynamics 

of liabilities and the diff erent degrees of 

risk too alluring to resist.

ANALYTICS IN ACTION

Background
EOS KSI needed a way to gather insights 

from the massive amount of customer data 

held by one of its clients about past-due 

accounts to help predict the collectability 

of certain debts.

The company implemented Dell 

predictive analytics software to help create 

“collectability scores”  for the client’s debtors, 

predict whether litigation might be successful 

and optimize collection for some debtors.

Benefi ts
Ǟ  Cost savings through collection process 

optimization

 Ǟ  Time savings through automation of 

administrative tasks

Ǟ Ease of installation and use

Read the full story

Background
To deliver competitive payment-processing 

services to merchants, Intuit must process 

electronic payments as quickly as possible, 

while minimizing losses due to fraud and 

fi nancial risk.

Intuit engaged Dell EMC and Intel® for a 

solution that includes multi-tiered storage, a 

real-time management console, fi bre-channel 

switches and comprehensive support services.

Benefi ts
Ǟ   Funds legitimate merchants faster and 

stops fraudulent merchants faster

 Ǟ  Improves services by speeding 

processing by 700 percent

Ǟ  Reduces risk and achieves one of the 

industry’s lowest loss rates

Read the full story
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Dell EMC Isilon
Dell EMC Isilon is a scale-

out network-attached 

storage system designed 

for demanding enterprise 

workloads. Isilon stores, 

manages and protects 

unstructured data with 

effi  ciency and massive 

scalability. It simplifi es 

management no matter how 

large your data becomes, 

cuts costs with over 80 

percent utilisation and 

automation, and scales to 

tens of petabytes.

Read the full solution brief 

SOLUTIONS FOR 
ADVANCED ANALYTICS 

“EOS’ innovative use 
of analytics has saved 
time and money — and 
increased the collection 
of bad debts.”

Ivan Fibir

Call Center Manager, EOS KSI



PROTECTING CUSTOMERS AND 
BUSINESSES
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Background
The small IT team at the 4Front Credit Union 

had to secure its networks and customer 

data from attack while complying with PCI 

and GLBA data privacy regulations.

The credit union’s IT staff  secured its 

networks and data, and streamlined its 

regulatory compliance, by engaging Dell 

SecureWorks managed services. This 

helped them save 500 hours a year.

Benefi ts
Ǟ 24x7 peace of mind against data intrusion

 Ǟ  Data traffi  c and fi rewalls monitored in 

real time

Ǟ Rapid notifi cation of all security issues

 Ǟ  500 fewer hours a year spent on 

security admin

Read the full story

Background
Prague Stock Exchange wanted to go 

beyond the limits of physical IT security.

It rolled out the VMware NSX platform 

to enable unprecedented granularity, and 

more selective and improved protection 

for individual applications.

Benefi ts
Ǟ  Enhanced security

 Ǟ  Stronger reputation as a trusted 

information manager

Ǟ Simplifi ed and accelerated management

Read the full story
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risk to the organisation from 

the long-term eff ects, such 

as class-action lawsuits, 

damage to brand reputation, 

erosion of consumer 

trust and lost business 

opportunities.

Once you understand the 

costs of a breach, you can 

mitigate the overall impact 

of tangible and intangible 

eff ects on the organisation.

Our report on determining 

the true costs of a data 

breach discusses the 

current state of breaches 

as observed and recorded 

by industry experts, as well 

as the short-term and more 

complicated and diffi  cult to 

calculate longer-term costs. 

It also sets out six steps for 

determining and reducing 

the costs of a data breach.

Read the full report

SECURITY AND COMPLIANCE: BUILDING TRUST IN 
A SHIFTING THREAT LANDSCAPE

The need for strong security is not 

new to the fi nancial services sector. 

So what’s changed, and how are 

fi rms more vulnerable today?

200

90
47

189

250

200

150

100

50

N
u

m
b

er of th
reats

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016

3211
0

As a sector traditionally in the sights 

of cybercriminals, fi nancial services 

historically faced demanding security 

compliance programmes. 

Yet your fi rm remains vulnerable to both targeted and 

non-targeted attacks. Why is that? And just as importantly, 

what can you do?

While compliance is certainly necessary, it lacks the nuance 

that provides a truly integrated approach to security needs.

 And its demands and eff ects may overwhelm your in-house 

IT security personnel. Something diff erent is needed, and with 

customers placing their trust and money in your organisation, 

meeting those expectations is vital.

Switching from reactive to proactive measures involving 

detection and prevention could make all the diff erence. 

Eliminating the risk of a breach just isn’t realistic anymore, but 

there are steps you can take to identify, contain and eradicate 

threats that both consider the needs of compliance and go 

far beyond.

Read more about security beyond compliance 

“We save 500 hours 
a year by having 

SecureWorks as a very 
real extension of our 

team that handles all 
our data security tasks.”

Patrick McKay

Director of Information Technology, 

4Front Credit Union

The threats multiply

The costs and negative 

impact of a data breach 

span a wide range of both 

short and long-term costs. 

Security leaders must 

develop strategic plans 

unique to their organisations 

that calculate the costs 

of data breach and 

address ways to mitigate 

potential risk.

When an incident occurs, 

the natural reaction is to 

think about the short-term 

impact. Most companies 

focus on assessing the 

damage; developing a 

response; and securing 

funds to pay for fi nes, legal 

fees, consulting third parties 

and consumer identity 

protection services. The 

real challenge is to mitigate 

Secureworks Counter Threat Unit researchers observed nearly 200 

new, named ransomware variants in 2016, up from 90 the year prior.
 

Read our “State of Cybercrime 2017” report
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As new regulations in Europe such 

as the Second Payment Services 

Directive (PSD2) mean banks must 

provide access to account information 

and payment initiation to regulated 

third parties via secure application 

programming interfaces (APIs). 

With the advent of open banking in the UK, financial services 

companies of all sizes are busy getting to grips with the 

opportunities and threats these new regulations create.

The role of banks will shift from being one-stop shops for 

financial services to more open platforms. For instance, DBS 

Bank in Singapore has the largest application programming 

interface platform for third-party developers of any bank in the 

world. That API is being used by McDonald’s Corporation, to 

speed up payment for meals, to cite one example.

Major banks are not only scrambling to comply with the 

regulation by opening their APIs, but they’re also looking to use 

the new open landscape to separate themselves from their 

competitors and avoid being bitten by fintech start-ups.

FINTECHS: RUNNING SCARED 
OR RUNNING SMART?

“Fintechs help us in 
speeding up what we 

haven’t been able to do 
by being more agile.”

Senior payments executive 

at a bank

Background
Fund administration company HedgeServ wanted 

to support rapid growth of SaaS-based business by 

delivering new applications and features faster without 

adding complexity. It deployed VMware Integrated 

OpenStack to easily add capacity and performance 

to keep pace with its growth. The company also uses 

VMware vRealize Log Insight log management to monitor 

the platform.

Benefits
 Ǟ  Cloud supports rapid growth and accelerated 

innovation

 Ǟ Faster development delivers more value to customers

 Ǟ  Simpler environment provides flexibility that  

developers love

 Ǟ  The solution provides 100 percent API uptime

Read the full story
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“There’s often 
discussion about a 
battlefield between 
banks and fintechs,  
but I don’t recognise 
that. We’re very aware 
of what fintechs are 
doing and we are 
creating new ways  
to collaborate with 
them.”

Head of business innovation  

at a bank

Banks must answer 

fundamental questions 

about their core 

infrastructures.

Should they externally 

source best- of-breed 

solutions to offer a 

comprehensive service to 

customers?

Or Should they offer depth 

of experience and rich 

service in areas they excel in 

such as cash management 

or treasury services?

These questions are 

being asked at a time of 

intensifying competition 

–– when fintechs  are 

perceived to be offering 

innovative, digital tools that 

provide better customer 

experiences.

However, the conservative 

and stringent approach 

banks take towards supplier 

qualification and compliance 

can hamper collaboration 

with smaller companies

There is also much variation 

from country to country at 

the financial regulator level. 

Some regulators applaud 

blockchain-based initiatives 

and collaboration with small 

fintech start-ups, while 

others see this as a risk.

Read the full article from  

The Banker 
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HEDGESERV BOOSTS 
INNOVATION 
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Recent advancements in cloud delivery 

models have addressed multi-cloud 

management, security, data privacy, 

regulatory and risk concerns.  

There’s no better time than now for fi nancial services 

organisations to embrace cloud services to advance 

business agility. More than 40 percent of bankers reported 

cloud computing initiatives are currently underway at their 

institutions, according to a recent American Banker report 

about how technology is shaping the bank of the future. 

Among bankers at institutions considering, piloting or 

implementing cloud deployments, nearly three quarters expect 

the initiatives to have a moderate-to-high impact over the 

next year; at least 82 percent expect the initiatives to have a 

moderate-to-high impact in fi ve years.

The ideal cloud management solution would manage that 

underlying infrastructure in a multi-cloud context and in 

a fl exible way, whether that infrastructure is on-premises, 

off -premises, or a hybrid of both.

CLOUD ADOPTION IS ON THE 
RISE IN FINANCIAL SERVICES

“The future is a hybrid 
of multiple clouds

—public and private.” 

Sajai Krishnan

VMware Vice President

Background
OmegaFi provides fi nancial, fundraising and 

communication solutions to help fraternities and sororities 

operate effi  ciently and achieve long-term success. With a 

one-person IT department, OmegaFi needed a better way 

to integrate infrastructure from multiple acquisitions. The 

company chose VMware® Cloud Foundation because it 

off ers an integrated cloud infrastructure platform, helping 

the company become an effi  cient, cost-eff ective service 

provider delivering on mobility, cloud, and security. 

Benefi ts
Ǟ  Easier management and scalability accomplished with 

just one network admin

Ǟ  Enhanced security and simpler PCI compliance 

Ǟ 2.5x higher productivity during life-cycle management 

Ǟ  40 % lower TCO compared to legacy 3-tier environment

Read the full story
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“VMware Cloud 
Foundation stood out 
to us as the leading 
solution to meet our 
technology needs 
from the perspectives 
of architecture and 
price and also for the 
fl exibility to change and 
adapt in the future.” 

John Woolbright

CIO of OmegaFi 

VMware’s cloud 

management platform 

provides a fl exible, 

“low-friction” approach 

by automating the 

cloud management 

processes. This approach 

allows fi nancial services 

oraganisations to 

automatically assess the 

health of their public and 

private infrastructures to 

ensure that developers have 

the capacity, performance, 

and security they need.

The ultimate goal of 

VMware cloud management 

is to deliver a platform 

that is similar to the vision 

of self-driving vehicles, 

combining agility and 

fi ne control. Applications 

and workloads would run 

independently over any 

cloud without the need 

for “hands-on” supervision. 

It would all be automated 

and allow organisations 

to focus on providing 

better customer service, 

rather than worrying about 

changing the tires on the 

(cloud management) car.

Read the full article 
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CLOUD SOLUTION 
EFFICIENTLY SCALES 
M&A ACTIVITY

Cloud

Internet of Things

Flash

Big Data

Security

Converged Infrastructure

Modern Data Center

Mobility

Hybrid Cloud

Dell Icons

Digital Transformation

IT Transformation

Workforce Transformation

Security Transformation
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Case Studies
EOS implements Dell predictive analytics 

software 

From physical to digital: Myanmar Oriental 

Bank

Glarner Kantonalbank expands its business 

with Dell EMC

Intuit looks at both sides of the coin in 

payment processing

HedgeServ boosts innovation

4Front Credit Union secures its networks  

and data

Prague Stock Exchange improves its data 

security 

Reports, research and 
white papers
2017 State of Cybercrime Report

Building the next-generation retail financial 

branch

Determining the true costs of a data breach

Digital transformation in financial services

Dispatches from a bot operator in 2030

Financial business embrace the digital 

workspace 

Realizing 2030

VMware Financial Services 

VMware Design Guide For Retail Banking

Videos
Digital banking reinvented at ANZ Bank

Cloud brings agility to Banca Popolare  

di Sondrio

Banks can react to disruption by pouring more resources into 
the same old business models and infrastructure, or they can 
refocus their efforts on improving customer experience, adopting 
emerging technology, and embracing agility.

Whether it’s in AI or end-user computing, blockchain or 
cybersecurity, Dell EMC and VMware have proven solutions to 
the complex problems faced by financial services industry today.

To find out more, visit 
Dell EMC Digital Banking and VMware Financial Services

Digital banking:  Transformative Solutions for the Financial Services Industry
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