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Trademarks and Other Intellectual Property Notices 

The VMware products and solutions discussed in this document are protected by U.S. and international 

copyright and intellectual property laws. VMware products are covered by one or more patents listed at 

http://www.vmware.com/go/patents. VMware is a registered trademark or trademark of VMware, Inc. in the 

United States and/or other jurisdictions. All other marks and names mentioned herein may be trademarks of 

their companies. 

Solution Area Key Products 

Software-Defined Compute 

VMware ESXi™, VMware vCenter™, VMware vCenter Server®, VMware vCenter Server® 

Standard™, VMware vCenter™ Single Sign-On, VMware vCenter Server® Appliance™, VMware 

vCloud Suite®, VMware vSphere® Data Protection™, VMware Tools™, VMware vSphere® 

Distributed Resource Scheduler™, VMware vSphere® Distributed Power Management™, VMware 

vSphere® Enterprise Plus Edition™, VMware vSphere® Fault Tolerance, VMware vSphere® Flash 

Read Cache™, VMware vSphere® High Availability, VMware vSphere® Storage DRS™, VMware 

vSphere® Storage vMotion®, VMware vSphere® vMotion®, VMware vSphere® Web Client, Platform 

Services Controller™ 

Software-Defined Networking 

VMware NSX®, VMware NSX® Manager™, VMware NSX® Edge™, VMware NSX® Controller™, 

VMware NSX® Services™, VMware NSX® Virtual Switch™, VMware NSX® API™, VMware NSX® for 

vSphere® 

Management and Automation 

VMware vRealize® Suite Enterprise, VMware vRealize® Operations™, VMware vRealize® Operations 

Manager™, VMware vRealize® Hyperic®, VMware vRealize® Configuration Manager™, VMware 

vRealize® Infrastructure Navigator™, VMware vRealize® Log Insight™, VMware vRealize® Log 

Insight™ Content Pack for xxx, VMware vRealize® Operations Insight™, VMware vRealize® 

Orchestrator™, VMware vRealize® Orchestrator Appliance™, VMware vRealize® Operations for 

Horizon®, VMware vRealize® Operations for Published Applications™, VMware vRealize® 

Operations Manager™ for Horizon®, VMware vRealize® Automation™, VMware vRealize® 

Business™ Enterprise, VMware vRealize® Operations Management Pack™ for xxx, VMware 

vSphere® Service Manager™, VMware vSphere® Syslog Collector, VMware vSphere® Update 

Manager™, VMware vSphere® Update Manager Client™, VMware vSphere® with Operations 

Management™, VMware Power CLI 

Disaster Recovery Automation VMware vCenter™ Site Recovery Manager™, VMware vSphere® Replication™ 

End User Computing 

VMware Workspace™ ONE™, VMware Horizon® Enterprise Edition, VMware Horizon® FLEX™, 

VMware Horizon View® Standard Edition, VMware View® Composer™, VMware View® Manager™, 

VMware Horizon® Client, VMware Identity Manager™, VMware User Environment Manager™, 

VMware Workspace Environment Manager™, VMware App Volumes™, VMware App Volumes™ for 

Endpoints™, One Cloud, Any App, Any Device™, One Cloud, Any Application, Any Device™ 

Enterprise Mobility 

Management 

VMware AirWatch®, VMware AirWatch® Yellow Management Suite™, VMware AirWatch® Agent™, 

VMware AirWatch® Appliance™, VMware AirWatch® App Catalog™, VMware AirWatch® App 

Wrapping™, VMware AirWatch® Cloud Connector™, VMware AirWatch® Connect™, VMware 

AirWatch® Enterprise Mobility Management™, VMware AirWatch® Container™, VMware AirWatch® 

Mobile Device Management™, VMware AirWatch® Mobile Application Management™, VMware 

AirWatch® Inbox, VMware AirWatch® Kiosk Mode™, VMware AirWatch® Laptop Management™, 

VMware AirWatch® Launcher™, VMware AirWatch® Mobile Access Gateway™, VMware AirWatch® 

Content Locker™, VMware AirWatch® Content Manager™, VMware AirWatch® Mobile Browsing 

Management™, VMware AirWatch® Mobile Email Management™ VMware AirWatch® Browser™, 

VMware AirWatch® Secure Email Gateway™ 
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Executive Summary 
According to the Payment Card Industry Security Standards Council (PCI SSC), “The Payment Card Industry 

Data Security Standard (PCI DSS) was developed to encourage and enhance cardholder data security and 

facilitate the broad adoption of consistent data security measures globally.” (PCI SSC, 2016)  VMware 

recognizes the importance of PCI DSS and understands that the following critical areas must be addressed by 

each entity (merchants, processors, acquirers, issuers, and service providers) involved in payment card 

processing: security and compliance; the criticality and vulnerability of the assets needed to manage 

infrastructures impacting payment card processing; and the risks to which those assets are exposed. By 

standardizing an approach to compliance and expanding the approach to include partners, VMware provides 

its customers a proven solution that more fully addresses their compliance needs. This approach provides 

management, IT architects, administrators, and auditors a high degree of transparency into risks, solutions, 

and mitigation strategies for moving critical applications and data to the cloud in a secure and compliant manner 

in alignment with the recommendations and requirements of PCI DSS to protect card holder data (CHD). A 

strong approach to compliance is especially important when the outcomes for noncompliance are extremely 

critical due to the imposition of sanctions against non-compliant entities. The lack of compliance to PCI DSS 

and failure to implement and execute a well-planned security strategy may likely lead to a breach in security 

resulting in data spillage, data compromise, loss of data integrity, loss of trust, legal action, and ultimately loss 

of business. 

VMware enlisted its audit partner, Coalfire Systems, to engage in a programmatic approach to evaluate VMware 

products and solutions for their capability to address PCI DSS recommendations and requirements and to 

document these capabilities into a set of reference architecture documents. This document presents Coalfire’s 

evaluation of the different VMware technologies available to organizations that use (or are considering using) 

VMware software-defined data center (SDDC) and end-user computing (EUC) platforms to host payment 

systems. To that end, Coalfire highlights the specific PCI DSS requirements that these applications address 

and/or support. The platforms discussed in this Product Applicability Guide can be considered in evaluation of 

the initial sourcing of technologies to build a platform to help merchants, processors, acquirers, issuers, and 

service providers address and adhere to PCI DSS requirements and recommendations. 

Both VMware and Coalfire understand that no one technical solution or product can enable security. A strong 

security posture is best instituted through application of sound design principles. Customers are best able to 

attain compliance through comprehensive governance, risk management and compliance (GRC) programs and 

not through the use of a specific product or solution. 

It is Coalfire’s opinion that the VMware software-defined data center (SDDC), software-defined networking 

(SDN), and end-user computing (EUC) solutions can safely be used to address and/or support PCI DSS 

recommendations and requirements. From a high level, the VMware SDDC provides software-defined 

infrastructures, software-defined networking, management and security technologies capable of supporting, 

adhering to, and/or addressing control objectives relevant to PCI DSS to enable platform support of cardholder 

data environments (CDE). VMware EUC provides secure delivery mechanisms for any application, to any 

device, anywhere. Furthermore, VMware’s vast network of partners provides added value with technologies 

capable of being inserted seamlessly and holistically with the VMware solutions mentioned in this paper to 

address additional requirements and enhance security. 
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For Consideration 

For more information on the VMware Reference Architecture Framework documents and VMware’s general 

approach to compliance issues, please review VMware Compliance Cyber Risk Solutions. 

The requirements and recommendations selected for this paper are from the Payment Card Industry Data 

Security Standard Requirements and Security Assessment Procedures document version 3.2, dated April 

2016. This paper has been authored and reviewed by our staff of virtualization and cloud experts and Qualified 

Security Assessors (QSA) in conjunction with VMware. 

If you have any comments regarding this white paper, we welcome any feedback at vmware@coalfire.com or 

compliance-solutions@vmware.com. 

Introduction 
This is a brief introduction to the importance and relevance of PCI DSS to the entities that process payment 

data. More importantly, this is an introduction to VMware’s approach to compliance and commitment to 

developing solutions that align with their customer’s business objectives and security and compliance 

requirements. 

The Payment Card Industry Data Security Standard version 3.2 (PCI DSS v3.2) is a proprietary information 

security standard that was created to reduce credit card fraud by stipulating a series of controls regulating the 

use of information systems that handle CHD and sensitive authentication data (SAD). PCI DSS is not an 

optional standard. As stated, all entities who process, store, or transmit CHD and/or SAD must comply with the 

standard or they can be fined and refused access to the card brand’s payment system (PCI SSC, 2016). The 

PCI DSS Data Security Standard is made up of six control objectives and twelve requirements. In addition to 

the control requirements, the PCI SSC provides guidance and recommendations relative to the use of 

potentially impacting technologies within the scope of CDE. These PCI SSC Special Interest Groups cover 

various topics including maintaining PCI DSS controls in cloud and virtualization environments. 

Most payments entities begin the compliance process by mapping mandated accreditation requirements to 

their specific organizational needs and capabilities. Usually this difficult task can take significant time and 

resources. To streamline the process, VMware has established a single holistic approach that can be used to 

evaluate the VMware environment, partner solutions, and end-user tools. This Product Applicability Guide, the 

first in a series of white papers that make up a reference architecture framework, maps PCI DSS requirements 

to VMware's software-defined data center and end-user computing technology platforms. 

Payments entities may be able to significantly reduce the complexity and cost of PCI DSS compliance by 

replacing traditional non-integrated products with integrated solutions. It is commonly known that there is no 

single product or vendor that can meet all of an entity’s needs. To address this gap, VMware, together with the 

VMware partner ecosystem, delivers compliance-oriented integrated solutions, supporting compliance by 

automating the deployment, provisioning, and operation of regulated environments. VMware provides the 

solution reference architecture, PCI DSS requirement-specific guidance, and software solutions that 

businesses may use to achieve continuous compliance, along with breakthrough speed, efficiency, and agility 

for their deployments. These solutions directly address organizational needs for: 

 Cost and infrastructure efficiency 

 Simplified management and reporting 

 Infrastructure transparency 

 Effective Cyber-Risk Management 

 Capability to support and maintain a secure and compliant environment 

https://solutionexchange.vmware.com/store/products/vmware-compliance-cyber-risk-solutions#.VXXPhXlFCHs
mailto:vmware@coalfire.com
mailto:compliance-solutions@vmware.com
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The VMware Compliance Reference Architecture framework provides a programmatic approach to mapping 

VMware and partner products to regulatory controls from an independent auditor’s perspective. The result is 

valuable guidance that incorporates best practices, design, configuration, and deployment with independent 

auditor oversight and validation. Figure 1 illustrates the VMware Compliance Reference Architecture. 

 
Figure 1: VMware Compliance Reference Architecture Framework 

Figure 2 illustrates measures of capability with respect to security, confidentiality, and integrity that make up a 

trusted cloud implementation. The graphic illustrates the specific solution categories that can be addressed 

with VMware solutions and VMware’s extensive partner ecosystem. 

By addressing and implementing the security solutions within the framework of the regulated infrastructure, 

many of the technical control requirements for any particular regulation are addressed. By integrating these 

security solution components together in a cohesive manner, the outcome is a compliance-capable platform 

upon which the covered entity or business associate can overlay its business systems and data. 
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Compliance Solutions Crosswalk - Common Required Technical Security Solutions 

Common Required Technical Security 
Solutions 

F
IS

M
A

 

M
O

D
 

P
C

I 

NIST 
SP800-53A+ PCI Product Examples 

System Hardening & Compliance Validation 

1 Configuration Management 
  

SI-2, SA-10, 
CM-1/2/6, AC-
7(2), AC-19 

2.2, 2.4, 6.4, 
11.5 

VMware vRealize Configuration 
Manager, AirWatch Enterprise 
Mobility Management 

2 Patch Management 
  

CM-2, SI-2 6.2 
VMware vRealize Configuration 
Manager, VMware vSphere Update 
Manager 

3 
Vulnerability Assessment and 
Management 

 

 

RA-5, RA-3, 
SA-14 

6.1, 6.2, 6.3, 
6.5, 6.6, 11.1 

vRealize Configuration Manager 

4 Penetration Testing 
 

 

CA-2 
Requirement 
11 

 

System Access 

5 Two Factor Authentication 
  

IA-2 (1), IA-4 8.3 VMware Identity Manager1  

6 Identity Management 
  

IA-2, IA-4 
8.1, 8.2, 8.4, 
8.5, 8.6,  

VMware Identity Manager 

7 Access Management 
  

IA-5, AC-3 
2.1, 2.3, 7.1, 
7.2, 8.4, 8.7  

VMware Identity Manager 

Data Segmentation 

8 Network & Host Firewall 
  

SC-7 Requirement 1 VMware NSX Logical Firewall 

System Monitoring 

9 
Security Information Event 
Monitoring 

  SI-4, AU-
2/3/6/10/12  

Requirement 
10 

 

10 Database Monitoring 
  

SI-4   VMware vRealize Operations 

Data Encryption & Protection 

11 Data at Rest Encryption 
  SC-12/13/28, 

IA-7  
3.4, 3.5, 3.6   

12 Data in Motion Encryption 
  SC-9/12/13, IA-

7 
Requirement 4   

13 System Backup & Restore 
  

CP-9   VMware Data Protection 

Network Protection 

14 Intrusion Prevention System 
  

SI-3, SI-4 11.4 
VMware NSX Platform Extensibility, 
vShield Endpoint 

15 Web Application Firewall 
  

SI-3, SI-4, SC-
7 

6.6 
VMware NSX Platform Extensibility, 
vShield Endpoint 

Endpoint Protection 

16 Antivirus & Malware Prevention 
  

SI-3 Requirement 5 
VMware NSX Platform Extensibility, 

vShield Endpoint 

17 File Integrity Monitoring 
  

SI-7 10.5.5, 11.5   vRealize Configuration Manager 

18 Data Leakage Protection 
  

AC-4 Requirement 3   

Trusted Computing 

19 Trusted Execution 
  

      

Specifically discussed indicates that the technical security solution was specifically mentioned in a requirement 

Not specifically discussed indicates that there was no specific mention of the solution; however, the solution may be inferred from the requirement 

Possibly required indicates that the solution was specifically discussed, but is not considered a requirement. (Risk Reduction or Mitigation) 

Comments or suggestions: chrisdavis@vmware.com 

Figure 2: Compliance Solutions Crosswalk 

  

                                                             
1 Suppor ts  mu l t i - fac to r  au then t i ca t i o n ,  bu t  does  no t  supp l y  secondary  fa c to rs  fo r  au then t i ca t i on .  



VMWARE SDDC AND EUC PRODUCT APPLICABILITY GUIDE FOR PCI DSS 3.2  
 

 
Technical White Paper |  9 

Scope and Approach 
Due to the PCI DSS requirements’ broad coverage of subjects that apply to the protection of card holder data 

and sensitive authentication data, it is useful to identify the subjects that are relevant to the combined subject 

matter of this Product Applicability Guide. The primary subjects include the PCI DSS requirements and the 

VMware-presented platforms and solutions. 

PCI DSS Recommendations and Requirements Scope 

The compliance framework scope of this Product Applicability Guide is the PCI DSS 3.2 Security Standards 

Requirements. Also included in the scope for this paper is the PCI DSS 3.2 recommendation relative to network 

segmentation.  Because this paper discusses software-defined platform solutions, considerations are made in 

light of PCI SSC Special Interest Group publications on cloud and virtualization. 

Segmentation 

A reliable process for application of PCI DSS for any entity involved in payment card processing begins with 

identification of scope for which the PCI DSS requirements must be applied. According to PCI DSS 3.2, “The 

first step of a PCI DSS assessment is to accurately determine the scope of review.” (PCI SSC, 2016) The 

determination for scope of review is performed by “identifying all locations and flow of cardholder data and 

identifying all systems that are connected to or, if compromised, could impact CDE.” The identification of these 

systems determines the scope of what is to be included for audit of applicable PCI DSS 3.2 control 

requirements. In order to more clearly define the scope of systems to be assessed and to reduce the scope to 

that which is necessary to support the CDE, the PCI SSC strongly recommends the use of segmentation 

techniques. 

Network segmentation, according to PCI DSS 3.2, is the practice of isolating (segmenting) the CDE from the 

remainder of an entity’s network. This is not a PCI DSS requirement; however, it is strongly recommended as 

a method that may reduce: 

 The scope of the PCI DSS assessment 

 The cost of the PCI DSS assessment 

 The cost and difficulty of implementing and maintaining PCI DSS controls 

 The risk to an organization (reducing by consolidating CHD into fewer, more controlled locations) (PCI 

SSC, 2016) 

The VMware capabilities to address segmentation are discussed at length in the VMware control capabilities 

overview and detail sections of this white paper. 

PCI DSS Requirements 

While every requirement is required to be met by entities involved with payment card processing, this document 

focuses on requirements specifically addressable, either fully or in part, by the VMware technologies discussed 

in the document. The requirement topics include: 

Build and Maintain a Secure Network and Systems 

Requirement 1: Install and maintain a firewall configuration to protect cardholder data 

Requirement 2: Do not use vendor-supplied defaults for system passwords and other security 

parameters 
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Maintain a Vulnerability Management Program 

Requirement 5: Protect all systems against malware and regularly update anti-virus software 

or programs 

Requirement 6: Develop and maintain secure systems and applications 

Implement Strong Access Control Measures 

Requirement 7: Restrict access to cardholder data by business need to know 

Requirement 8: Identify and authenticate access to system components 

Regularly Monitor and Test Networks 

Requirement 10: Track and monitor all access to network resources and cardholder data 

According to PCI DSS 3.2, “The PCI DSS security requirements apply to all system components included in or 

connected to the cardholder data environment. The cardholder data environment (CDE) is comprised of people, 

processes and technologies that store, process, or transmit cardholder data or sensitive authentication data. 

“System Components” include network devices, servers, computing devices, and applications.” (PCI SSC, 

2016) 

Among system components listed are those that provide security services, virtualization components, 

networking components, server types, and applications. It is safe to assume that the components represented 

in this white paper may be considered as part of the CDE scope as they directly support or are directly or 

indirectly connected to the CDE. 

VMware Solutions Scope 

VMware provided Coalfire with a list of VMware technologies to be included in scope for evaluation with regard 

to level of capability to support the PCI DSS 3.2 requirements. Included in scope for this assessment are 

VMware’s software-defined data center (SDDC) platform and the VMware end-user computing (EUC) platform. 

The SDDC platform is the foundation for enterprise virtualization and cloud. For this paper, it is based on 

integrated software-defined data center components that are configuration-hardened and optimized for function 

and performance known as a VMware Validated Design (VVD). These components include software-defined 

compute, storage, and networking. The SDDC is supported by integrated VMware management, orchestration, 

and automation technologies. 

The EUC platform utilizes the software-defined data center and enables improved delivery of an end-user 

experience. The EUC platform includes delivery capabilities to support desktops, laptops, tablets, and mobile 

devices. These delivery capabilities are supported by management and control capabilities to support secure 

access and delivery of the end-user experience. 

These technologies when taken together form the basis for a cohesive infrastructure platform solution. Both the 

SDDC and the EUC platforms are capable of being holistically and seamlessly extended with respect to private, 

public, and hybrid cloud models. The use of these software-defined constructs allows an organization’s 

infrastructure to be elastic. Among other things, this capability can support disaster recovery, availability, and 

efficient regional distributions of workloads to support a global workforce. The following is a listing of in-scope 

VMware technologies with a brief summary of each technology’s purpose. More information about the 

technologies listed can be found at https://www.vmware.com. 

  

https://www.vmware.com/
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VMware vCloud Suite - Enterprise 

The following is a listing of the individual products and features available with the VMware vCloud Suite – 

Enterprise. The VMware vCloud Suite is the base suite of products that make up the VMware software-defined 

data center. 

 
Figure 3: vCloud Suite2 

VMware vSphere 

VMware vSphere is the leading server virtualization platform with consistent management for virtual data 

centers. It is the core foundational building block of highly virtualized environments and cloud infrastructure. 

Not all features of vSphere are listed; however, the features listed below are considered relevant to PCI DSS 

3.2 requirements. The capabilities provided by these features include a secure platform architecture, 

management ease with integration for single pane of glass management, high availability, antivirus and anti-

malware support, and configuration awareness and consistency. 

 VMware ESXi – the hypervisor is the cornerstone of the VMware virtualization platform. 

 VMware vSphere Storage APIs – provides more seamless integration and management of the underlying 

storage hardware. 

 VMware vSphere High Availability – if configured with no single point of failure, it protects workloads 

from hardware failures. In the event of a hardware failure, workloads are automatically restarted on one of 

the remaining nodes of the vSphere cluster. 

                                                             
2 V i r tua l  SAN i s  g re yed  o u t  i n  th i s  i l lus t ra t i on  dep i c t i ng  the  vCloud  Su i te  because  Vi r tua l  SAN i s  l i censed se para te l y  f ro m the  

vCloud  Su i te .  The  Vi r tua l  SAN re ma ins  a  use fu l  co mpon ent  o f  th e  so f t ware -de f i ned  da ta  cen te r .  
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 VMware vSphere Fault Tolerance – provides a higher level of availability for workloads, allowing for the 

protection of a virtual machine from a host failure with no loss of data, transactions, or connections. 

 VMware vSphere Data Protection – when configured, supports backup and recovery of virtual machines. 

 VMware vSphere Reliable Memory – when employed on hardware platforms that support reliable 

memory, ESXi can put the memory pages consumed by critical services on more reliable memory regions. 

This helps to reduce critical workloads from potential memory errors. 

 VMware vSphere Auto Deploy – allows administrators to manage the provisioning of large deployments 

of ESXi hosts. Auto Deploy can be used for stateful installs to support consistency, which supports trust of 

the underlying host configuration. 

 VMware vSphere Host Profiles – supports the management of host configurations. New and existing 

hosts in a cluster are compared to organization-defined configuration standards for identification of 

configuration compliance issues. 

VMware vCenter Server 

VMware vCenter Server provides a centralized and extensible platform for management of vSphere virtual 

infrastructure. IT administrators can help ensure security and availability, simplify day-to-day tasks, and reduce 

the complexity of managing virtual infrastructures. 

VMware Platform Services Controller 

The VMware Platform Services Controller (PSC) contains common infrastructure services such as vCenter 

Single Sign-On (SSO), VMware Certificate Authority (VMCA), licensing, and server reservation and registration 

services. Additional components that are included with the PSC are VMware Appliance Management Services, 

VMware Component Manager, VMware Identity Management Service, VMware HTTP Reverse Proxy, VMware 

Service Control Agent, VMware Security Token Service, VMware Common Logging Service, VMware 

Authentication Framework, VMware Certificate Service, and VMware Directory Service. PSC is supported with 

VMware vCenter Server, VMware vCenter Inventory Services, VMware vSphere Log Browser, VMware NSX 

for vSphere, VMware Site Recovery Manager, VMware vCloud Air, VMware vCloud Director, VMware vRealize 

Automation Center, VMware vRealize Orchestrator, VMware vSphere Data Protection, and VMware vShield 

Manager. 

vCenter Single Sign-On handles identity management for administrators and applications that interact with the 

vSphere platform. 

VMware Site Recovery Manager 

VMware Site Recovery Manager is a leading solution to enable application availability and mobility across sites 

in private cloud environments. It is the basis for fast and reliable IT disaster recovery. VMware Site Recovery 

Manager is an available extension to VMware vCenter, providing centralized management capability for 

disaster recovery, site migration, and non-disruptive testing capabilities to VMware customers. Site Recovery 

Manager is fully integrated with VMware vCenter Server and VMware vSphere Web Client. It works in 

conjunction with various replication solutions including VMware vSphere Replication to automate the process 

of migrating, recovering, testing, re-protecting, and failing back virtual machine workloads. 
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VMware vSphere Replication 

VMware vSphere Replication is a hypervisor-based, asynchronous replication solution for vSphere virtual 

machines. It is fully integrated with VMware vCenter Server and the vSphere Web Client. VMware vSphere 

Replication delivers flexible, reliable, and cost-efficient replication to enable data protection and disaster 

recovery for all virtual machines in the infrastructure. Combined with VMware Site Recovery Manager, VMware 

vSphere Replication is capable of addressing general operational best practices for ensuring availability with 

disaster recovery and business continuity in the event of long-term outages. 

VMware vRealize Automation – Enterprise 

VMware vRealize Automation improves agility by automating IT service delivery (applications, infrastructure, 

desktops, and any IT service) to rapidly respond to business needs. It allows for improved control of the IT 

solutions by enabling personalized, business-relevant policies to enforce application deployment standards, 

setting resource quotas and enabling multiple service levels. VMware vRealize Automation also allows for 

enhanced efficiency by improving IT service delivery while lowering cost. With automation, IT is able to offer 

the business self-service deployment capabilities without sacrificing control and thus helps to ensure that 

necessary security controls can be automatically applied to all newly deployed solutions. It further allows control 

for the covered entity beyond the private cloud with extensibility to multi-vendor, multi-cloud designs. 

vRealize Suite – Enterprise 

The vRealize Suite Enterprise components provide intelligent operations management capability for the 

organizations physical, virtual, and cloud infrastructure. It correlates data from applications to storage in a 

unified, easy-to-use management tool that provides control over performance, capacity, and configuration, with 

predictive analytics to drive proactive action and policy-based automation. A challenge that faces any 

organization desiring to determine risk is the lack of knowledge and insight into the infrastructure. VMware 

vRealize Suite answers this challenge. The VMware vRealize Suite Enterprise includes: 

 VMware vRealize Operations Manager – provides unified management of the environment. This software 

offers integrated health and performance monitoring for the SDDC from storage to applications with 

predictive analytics, smart alerts and guided remediation. Resource utilization can be optimized to ensure 

quality and consistent performance of critical workloads in the environment. 

 VMware vRealize Hyperic – provides understanding of availability, performance, utilization, events, logs, 

and changes across every layer of the virtualization stack, from vSphere hypervisor to guest operating 

systems. Integrated with vRealize Operations Manager, visibility is provided through a single pane of glass. 

 VMware vRealize Configuration Manager – supports consistent configuration of infrastructure 

components from the hypervisor to the guest operating systems. vRealize Configuration Manager monitors 

configuration and provides alerts, notification, and guided remediation for detected configuration 

compliance issues. 

 VMware vRealize Infrastructure Navigator – offers application context to virtual infrastructure 

administrators for monitoring and managing virtual infrastructure objects and actions. vRealize 

Infrastructure Navigator is useful for understanding the impact of changes on the virtual environment in 

their application infrastructure. From a high level, vRealize Infrastructure Navigator provides a centralized 

view of the application environment. 
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 VMware vRealize Network Insight – helps with optimizing network performance and availability with 

visibility and analytics across virtual and physical networks. vRealize Network Insight provides network 

visibility and insight to support planning and recommendations for implementing micro-segmentation 

security. Comprehensive net flow assessment and analysis supports modeling of security groups and 

firewall rules. It also supports continuous monitoring and auditing of network compliance postures over 

time to enable a business-as-usual security posture. 

 VMware vRealize Log Insight – provides visibility and understanding of activity occurring within the 

infrastructure, and also provides heterogeneous and highly scalable log management with intuitive, 

actionable dashboards, sophisticated analytics and broad third-party extensibility. Deep operational 

visibility helps to support troubleshooting. 

 VMware vRealize Orchestrator – supports automation of complex IT processes. Also integrates with the 

vRealize Suite to improve service delivery efficiency, operational management, and IT agility. IT provides 

the capability for administrators to quickly design and deploy scalable workflows that automate complex 

processes. 

VMware NSX 

VMware NSX is the network virtualization platform for the software-defined data center. By bringing the 

operations model of a virtual machine to the organization’s data center network, you can transform the 

economics of network and security operations. NSX lets you treat your physical network as a pool of transport 

capacity, with network and security services attached to virtual machines with a policy-driven approach. 

 
Figure 4: VMware NSX Platform for Advanced Networking and Security Services 

VMware vSphere provides two software-defined network platforms that form the basis of fault-tolerant switching 

for the SDDC: Standard vSwitch and Distributed vSwitch with hypervisor basic and fault-tolerant extended 

network services to facilitate a “network fabric.” The addition of VMware NSX brings routing, access-list based 

firewall features, and VPN services to the Distributed vSwitch. This paper, however, will focus primarily on the 

NSX logical switch construct along with logical Layer 3 router to enable network overlays in support of PCI DSS 

network segmentation recommendations. 

  



VMWARE SDDC AND EUC PRODUCT APPLICABILITY GUIDE FOR PCI DSS 3.2  
 

 
Technical White Paper |  15 

As with the economies of scale created by initially using VMware vSphere technologies to promote agility and 

velocity for the compute stack, VMware NSX does the same for networking and transit security. Virtual 

networking is enhanced with routing and firewall components that are as quick to deploy and easy to manage 

as VMs under vCenter. 

NSX brings a complete set of firewall-based components to the network that extends the vital, regulatory 

compliance-ready tools to the vCloud environment. Through basic network segmentation and using the routing 

component of NSX, Layer 3 routing services may be introduced to create fundamental scope separation. NSX 

also includes VPN components to deliver data-in-motion encryption between elements of the network. 

The powerful, per virtual machine, firewall services supplied by NSX micro-segmentation can further enforce 

protected data scope with rich, access-list based rules for fine-grained Layer 4-7 rules. Logging and 

management accompany the firewall services to complete the package. 

NSX is deployed at the hypervisor layer in the virtualized infrastructure, where it augments the ESXi 

virtualization engine by extending the Distributed vSwitch functionality with the following platform services: 

 Logical Switching 

 NSX Gateway 

 Logical Routing 

 Logical Firewall 

 Logical Load Balancer 

 Logical VPN 

 NSX API 

NSX is a fundamental network enhancement from VMware. NSX can be an important tool for achieving 

compliance with cloud security requirements and recommendations of PCI DSS 3.2. 

VMware Validated Design for SDDC 

The VMware Validated Design for SDDC provides a prescriptive and extensively-tested blueprint that can be 

followed to deploy and operate a private cloud using VMware’s SDDC technology. VMware’s SDDC technology 

is comprised of the vCloud Suite and NSX products listed in the previous sections. This comprehensive private 

cloud solution has been developed by VMware experts and rigorously tested and validated to help ensure both 

a successful deployment and efficient on-going operations. In addition, on-going interoperability testing ensures 

that the validated design remains established as subsequent versions of the component products are released. 

A private cloud based on the VMware Validated Design provides the following benefits: 

 Faster Time to Value: VMware Validated Design simplifies the design and implementation of the private 

cloud and streamlines “day-2” operations. The VMware Validated Design utilizes an automated delivery 

tool to deploy the entire virtual data center according to VMware best practices. Faster deployment of the 

data center and guidance for how to operate it allows customers to focus on solving real business problems 

faster. 

 Eliminates Risk and Instills Confidence: VMware Validated Design is rigorously tested and continuously 

validated to ensure interoperability and compatibility of all components. This instills confidence by 

eliminating risks associated with implementing a unique private cloud architecture. 

 Drives IT Agility: VMware Validated Design provides an agile platform that is scalable and able to support 

both legacy and modern application types in support of a broad range of use-cases, enabling IT to gain a 

competitive edge in today’s modern mobile cloud era.  
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VMware Validated Design includes the following as part of a set of supporting documentation and points of 

reference: 

 Reference Architectures 

 Detailed Design Guides 

 Pre-Deployment Checklists 

 Configuration Workbooks and Validation Workbooks 

 Implementation Guides 

 Operations Guides 

 
Figure 5: VMware Validated Design for SDDC 

VMware Workspace ONE 

VMware end-user computing products allow IT organizations to pro-actively deliver consistent and intuitive 

services to their customers. Driven by the demands of users for immediate access to applications and data 

from any device at any time and from any location, services can be orchestrated to meet these demands without 

sacrificing security and compliance requirements. As a result, the user is able to work more efficiently in a 

manner that best suits his or her needs, while IT is able to manage that experience for confidentiality, integrity, 

and availability. VMware Workspace ONE combines end-user computing technologies such as VMware 

Horizon and AirWatch to unify the end-user experience for secure access to applications and content from 

laptops, desktops, zero or thin-clients, and mobile devices and tablets. This allows IT to deliver the digital 

workspace as a service, much like catalogs of infrastructure services can be delivered with the software-defined 

data center. 
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Figure 6: VMware Workspace ONE 

VMware Workspace ONE includes a unified app store for delivering a catalog of organization-approved 

applications. This unified app store provides controlled access to a variety of types of applications including 

mobile apps, client-server apps, web apps, web sites, and more. The apps are accessible through a catalog 

and is the central hub for end-user application delivery. 

Workspace ONE also includes a single sign-on (SSO) capability, which allows for integrating with basic Active 

Directory Federation Services’ SSO, SSO with Custom Policies, Device Trust Authentication, Touch ID on iOS, 

and device-specific authentication provider integration as well as multi-factor authentication. 

VMware Horizon 7 Enterprise Edition 

 vCenter Server 

 Horizon 7 – Securely deliver virtualized desktops and published applications to end users across devices 

and locations through a single platform. 

 Horizon for Linux – Deliver, manage and access Linux virtual desktops. 

 Horizon FLEX – Give employees and contractors virtual desktops on Macs or PCs that they can use 

without a network connection with central control and strong security applied. 

 vRealize Orchestrator + Desktop Plugin 

 vRealize Automation for Horizon 

 vRealize Operations for Horizon 

 User Environment Manager – Offers personalization and dynamic policy configuration across any virtual, 

physical, and cloud-based Windows desktop environment. 

 App Volumes – Deliver applications to desktop environments in seconds.  With the click of a button, IT 

can provision applications to users and desktops at scale. 

 VMware NSX for vSphere Horizon Edition 
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 VMware Identity Manager (vIDM) – Identity as a Service (IDaaS) offering, providing application 

provisioning, self-service catalog, conditional access controls, and single sign-on (SSO) for SaaS, web, 

cloud, and native mobile applications. Identity Manager delivers on consumer-grade expectations like one-

touch access to apps. This delivery of applications can be optimized with AirWatch Conditional Access and 

backed by a self-service catalog with enterprise-class management and security. 

VMware AirWatch Enterprise Mobility Manager 

VMware AirWatch is a scalable enterprise mobility management platform that integrates with existing enterprise 

systems and allows you to manage almost all devices, regardless of type, platform, or ownership, from one 

central console. Included with AirWatch Enterprise Mobility Manager are the tools necessary to allow end users, 

regardless of their device, to securely interact with PCI DSS 3.2 compliant workloads. The ability for 

administrators to manage and control the device helps to ensure the integrity of the device and security of the 

data that these devices are accessing. 

 VMware AirWatch Container Management – provides complete separation of corporate and personal 

data on mobile devices, securing corporate resources and maintaining employee privacy. AirWatch 

Container Management enables standardization of enterprise security and data loss prevention strategies 

across mobile devices. Corporate containers keep corporate applications and data separate from personal 

applications and data on mobile devices. 

 VMware AirWatch Mobile Device Management (MDM) – this is the foundation of a comprehensive 

Enterprise Mobility Management (EMM) platform. AirWatch MDM provides a simplified, efficient way to 

view and manage a diverse fleet of devices from a central admin console. AirWatch MDM enables 

enrollment of mobile devices in your enterprise environment quickly, configuring and updating device 

settings over-the-air, and securing mobile devices without hindering the user experience. 

 VMware AirWatch Mobile Applications Management – enables the concept of any application to any 

device. AirWatch Mobile Applications Management provides the framework to help the agency support the 

complete app lifecycle. Beyond static app distribution, IT is able to source or develop apps, apply security 

policies, and deploy an app catalog, as well as analyze app metrics. 

 VMware AirWatch Content Locker – enables secure mobile access to content anytime, anywhere. 

AirWatch Content Locker protects your sensitive content in a corporate container and provides users with 

a central application to securely access, store, update, and distribute the latest documents from their mobile 

devices. 

 VMware AirWatch Mobile Email Management (VMware Boxer) – a mobile email solution that helps keep 

corporate data secure and compliant. VMware Boxer delivers fast email sync and an intuitive user 

experience with secure mobile access to corporate-owned and BYO devices while respecting user privacy. 
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 VMware AirWatch Mobile Browsing Management – enables secure web browsing and provides 

organizations with the ability to configure customized settings to meet their unique business and end-user 

needs. AirWatch Mobile Browsing Management allows administrators to design and enforce secure 

browsing policies from a central admin console. It is pre-configured to use app tunneling through the 

AirWatch Mobile Access Gateway to proxy access to internal resources in the agency’s LAN. This is a 

secure point of entry for all compliant devices to access enterprise services. 

 
Figure 7: VMware Workspace ONE 

Overall Design 

The overall design of the VMware SDDC and EUC solutions has been considered for multiple purposes. 

Foremost, the design must support the function of the business. Secondly, the design must minimally meet 

security requirements for the impacted security framework. When deciding technologies to include in the 

design, these factors were considered. 

EUC and mobility components were chosen for their ability to securely support end-user access to data and 

applications in a secure and controlled manner. 

Software-defined data center components were chosen for the ability to achieve scalability and agility for the 

infrastructure. 

Software-defined networking, a component of the SDDC, was included due to the ability to provide secure 

networking capability to both the infrastructure and the end-user computing environments and the ability to 

segment workloads. 

The VMware Validated Design for SDDC has been utilized to take advantage of a rigorously tested and 

consistently reproducible architecture that provides additional operational benefits for customers. 

VMware has chosen to use a platform that includes Intel Trusted Execution Technology (Intel TXT) and Intel 

Advanced Encryption Standard New Instructions (Intel AES-NI) to form a strong hardware foundation for the 

software-defined data center. 

Intel TXT is specifically designed to harden platforms from the emerging threats of hypervisor attacks, BIOS, 

or other firmware attacks, malicious root kit installations, or other software-based attacks.  It increases 

protection by allowing greater control of the launch stack through a Measured Launch Environment (MLE) and 

enabling isolation in the boot process.  More specifically, it extends the Virtual Machine Extensions (VMX) 
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environment of Intel Virtualization Technology (Intel VT), permitting a verifiably secure installation, launch, and 

use of a hypervisor or operating system (OS).  (James Greene, Intel Corporation) 

Intel TXT gives IT and security organizations important enhancements to help ensure more secure platforms; 

greater application, data, or virtual machine (VM) isolation; and improved security or compliance audit 

capabilities. Not only can it help reduce support and remediation costs, but it can also provide a foundation for 

more advanced solutions as security needs change to support increasingly virtualized or “multi-tenant” shared 

data center resources. (James Greene, Intel Corporation) 

For more information about Intel TXT please go to www.intel.com/txt.   

Intel Advanced Encryption Standard New Instructions (Intel AES-NI) accelerates the most compute-intensive 

steps of AES algorithms to significantly reduce the performance penalties of encryption.  Supported in the 

VMware ESXi kernel, AES-NI accelerates encryption, allowing you to encrypt/decrypt sensitive data and 

communications throughout your data center without slowing application performance or driving up costs. (Intel 

Corporation, 2013) For more information about Intel AES-NI, please go to www.intel.com. 

The overall design is cohesive, comprehensive, and capable of being further enhanced by VMware partner 

solutions. 

In general, Figure 8, which illustrates VMware’s complete approach to compliance, represents a regulation-

agnostic approach to compliance, which is an excellent overview of the relationship of the authoritative source 

through audit business process and potential compliance outcome: 

 

Figure 8: VMware’s Compliance Reference Architecture Framework 

  

http://www.intel.com/txt
file:///C:/Users/jason/OD/WorkyWorky/VMware/PCI%20DSS/www.intel.com
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This compliance approach applied to the software-defined data center and end-user computing stack of 

VMware technologies is integrated to formulate a total solution for entities involved in payment processing 

looking to utilize cloud and virtualization as the foundation for their infrastructure. The comprehensive layering 

of these technologies is represented in Figure 9. 

 

Figure 9: VMware SDDC Product Stack Layering 

Coalfire’s Approach 

The PCI DSS 3.2 Requirement Solutions Applicability Matrix, found in the following sections, maps specific 

requirements of PCI DSS 3.2 to VMware solutions suites, their component technologies and features, and, in 

some cases, a general reference to partner technologies. Additional considerations are made for 

recommendations and guidance supplied by PCI SSC, either within PCI DSS 3.2 or relevant Special Interest 

Group publications on cloud and virtualization. 

Coalfire considered the language of each requirement in PCI DSS 3.2. The requirements were then applied to 

understanding the capability of the presented VMware solution. Knowledge of the VMware solution capabilities 

comes from practical knowledge, examination, testing, and review of the technologies and available 

documentation provided by VMware. The inferences drawn upon by this common understanding support cases 

where, for each reviewed requirement, VMware technology: (i) is fully capable of supporting control 

enablement; (ii) is partially capable of supporting control enablement; (iii) provides support for administrative 

control enablement; (iv) aligns with control requirements; or (v) does not support control enablement. 

This white paper examines the technical enablement of controls. It considers the functionality, features, and 

configurability to enable controls. Many of the PCI DSS 3.2 requirements also include as part of the requirement 

description or testing procedure administrative functions that must be performed by the organization’s 

personnel. An example of such administrative function is the organizational establishment of policies, 

procedures, and standards that dictate the organizationally approved configuration of controls. The 

consideration for applicability is predominately determined by the language of the PCI DSS 3.2 testing 

procedures. 
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For the purpose of this white paper, when the VMware technology is designed to specifically address a control 

capability (e.g., VMware NSX, NSX distributed firewall, micro-segmentation, NSX Logical Router) and that 

control capability aligns with a PCI DSS 3.2 requirement (e.g., Requirement 1), it is designated as fully capable 

of supporting said requirement. This does not imply that it would be the only element within the entity’s 

architecture that could provide the control enablement. With this example, the entity may likely also use physical 

firewall appliances, routers, and switches in the infrastructure design. 

Similarly, VMware technology that is determined to partially support control enablement will likely require 

additional partner technologies to fully support the technical enablement of controls to support the policy 

requirement. VMware NSX with service insertion from partner solutions to provide intrusion 

detection/prevention, application firewall, or guest introspection to support antivirus are good examples of such 

case. 

There may be cases where administrative action or process is the primary means for providing control or 

addressing the requirement. Entity responsibility for maintaining networking and network flow diagrams is an 

example of this. A technical solution may be available to inform or aid the administrative process. This is an 

example of where the VMware technology is determined, for this white paper, to support an administrative 

action. 

When the VMware technology is capable of meeting the requirement on its own behalf for common controls 

that are applicable to all systems, the technology is determined to be in alignment with the requirement. In most 

of these cases, the technology is not primarily purposed to meet that control requirement but does so through 

built-in controls. Examples of this type of control requirement include, but are not limited to, role-based 

authorization, identity, and authentication where the technology has interactive logon capability and also has 

local account management built-in. Another good example is audit and event log generation. 

Finally, where a control can only be addressed by an administrative, non-technical procedure, or is a technical 

control that cannot be met by the technology discussed in this white paper, the assessor characterizes the 

requirement as support by “Other Support.” Physical access controls for access to the entity’s physical building 

or secure spaces is an example of this type of control. Technical training, proper implementation of the 

technology by the entity, ongoing support and maintenance of the technology, and any other additional 

administrative or operational procedures or processes may be required to support ongoing effectiveness of the 

technical controls. 

Coalfire and VMware acknowledge that it is incumbent on the entity involved in payment processing to assess 

risk relative to its own organization and determine additional policies, procedures, and necessary controls 

above and beyond the PCI DSS 3.2 requirements to feasibly enhance the security of the organization, business, 

and data being protected. As technology advances and a greater awareness of security risk and vulnerabilities 

become evident, the necessity and capability to implement greater control may become more attainable. 

Furthermore, it should be understood that no one product, technology, or solution is capable of fully addressing 

all security and compliance requirements. Security is a design principle that must be addressed through 

carefully planned and implemented strategies. Entities seeking compliance are best able to obtain it through a 

strong governance, risk, and compliance program. While Coalfire disclaims the generic suitability of any product 

for regulatory compliance, we can confirm that a number of high-profile customers have decided to use VMware 

solutions to assist in securing workloads. 
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VMware and PCI DSS Best Practices and 
Requirements (Overview) 
To begin, the definition of scope determines which networks and devices, at a minimum, in the entities 

environment, will need application of controls necessary to meet the requirements of PCI DSS.  This will also 

define what will be assessed during the PCI DSS 3.2 assessment.  All components of flat networks that include 

both CDE and non-CDE would be considered in scope and would require the same level of security throughout 

the environment. The broad application of security controls and strategies across the flat network could be 

costly. To reduce scope, PCI DSS recommends the use of network segmentation for isolation of CDE from 

non-CDE. VMware NSX is capable of being configured to support segmentation (isolation) of the CDE from the 

remainder of an entity’s network in support of PCI DSS scope reduction. 

Beyond relevant PCI DSS recommendations, Coalfire has created a PCI DSS 3.2 requirements matrix to assist 

entities engaged in payment processing with understanding how VMware technologies align with and support 

PCI DSS 3.2. The requirement matrix represents Coalfire’s assessment of the degree of compliance 

attainability that VMware platform and platform management technologies combined with partner technologies 

can provide. The remaining requirements and recommendations are addressed by the organization or other 

relevant organization tools, policies, procedures, standards, practices, and training. While every environment 

is unique, VMware believes that a majority of requirements can be addressed by VMware and Partner solutions.  

Coalfire agrees and reviewed the assertions within the scope of this paper to verify that VMware is capable of 

addressing PCI DSS requirements with various products, as illustrated in the following tables. 

PCI DSS Requirements Products 

Build and 

Maintain a 

Secure Network 

and Systems 

1. Install and maintain a firewall 

configuration to protect cardholder 

data 

VMware NSX, vRealize Network Insights, vRealize 

Operations Manager 

2. Do not use vendor-supplied defaults 

for system passwords and other 

security parameters 

All VMware Products 

Protect 

Cardholder Data 

3. Protect stored cardholder data VMware Partner Technology; Other Support 

4. Encrypt transmission of cardholder 

data across open, public networks 
VMware NSX; Other Support 

Maintain a 

Vulnerability 

Management 

Program 

5. Protect all systems against malware 

and regularly update anti-virus 

software or programs 

VMware NSX; VMware Partner Technology 

6. Develop and maintain secure systems 

and applications 

VMware vSphere Update Manager; vRealize Configuration 

Manager; VMware Partner Technology; Other Support 

Implement 

Strong Access 

Control 

Measures 

7. Restrict access to cardholder data by 

business need to know 
VMware NSX; Other Support 

8. Identify and authenticate access to 

system components 

VMware Identity Manager, vCenter SSO; Partner Solution; 

Other Support 

9. Restrict physical access to cardholder 

data 
Other Support 

Regularly Monitor 

and Test 

Networks 

10. Track and monitor all access to 

network resources and cardholder 

data 

VMware vRealize Log Insight; VMware vRealize 

Operations Manager; Partner Technologies; Other Support 
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PCI DSS Requirements Products 

11. Regularly test security systems and 

processes 

VMware NSX with Service Insertion of VMware Partner 

Technologies IDS/IPS; vRealize Configuration Manager; 

Other Support 

Maintain an 

Information 

Security Policy 

12. Maintain a policy that addresses 

information security for all personnel vRealize Operations, Other Support 

Table 1: VMware Solutions Applicability to PCI DSS Requirements 

Table 1 represents a high level view of how VMware technology capabilities match up with PCI DSS 3.2 

requirement topics. Table 2 breaks out the PCI DSS requirements further. This table summarizes the PCI DSS 

3.2 requirement statements that are applicable to VMware technologies.  While it is possible that multiple 

assertions could be applied to many of the listed requirements, the assertion chosen for each requirement in 

Table 2 represents the highest common denominator for applicability. Table 2 primarily represents technical 

capability with regard to addressing technical aspects of the requirements. The definitions of the assertion of 

applicability topics are found in the approach section above. 

To summarize, these assertions are: 

Fully Supports – VMware technology is designed to address technical control relative to the requirement. 

Partially Supports – VMware technology, along with partner solution, is capable of addressing technical 

control relative to the requirement. 

Administrative Support – VMware technology may be capable of informing administrative action or control 

with regard to the requirement. 

Aligns – VMware technology may meet the technical control objective for itself and/or may not hinder or subvert 

the requirement. 

Other Support – Due to the nature of the requirement statement, VMware and partner technologies do not 

specifically address these requirements. Only administrative procedures or actions or other technologies can 

address these policy requirements. These requirements have been removed from the following table.and 

include 1.5, 2.1.1, 2.5, 2.6, requirement family 3, 4.1.1, 4.2, 4.3, 5.1, requirement family 6 (except what is 

included in the following table), 7.1, 7.1.1, 7.1.2, 7.1.3, 7.1.4, 7.3, 8.1, 8.1.1, 8.1.2, 8.1.3, 8.1.4, 8.1.5, 8.4, 8.1.5, 

8.4, 8.5.1, 8.6, 8.7, 8.8, requirement family 9, 10.9, requirement family 11 (except what is included in the 

following table), and requirement family 12 (except for 12.3.8). 
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Index Requirement 
Applicability to VMware 

Technologies 

1.1.1 A formal process for approving and testing all network connections and changes to 

the firewall and router configurations 
Administrative Support 

1.1.2 Current network diagram that identifies all connections between the cardholder data 

environment and other networks, including any wireless networks 
Administrative Support 

1.1.3 Current diagram that shows all cardholder data flows across systems and networks Administrative Support 

1.1.4 Requirements for a firewall at each Internet connection and between any 

demilitarized zone (DMZ) and the internal network zone 
Administrative Support 

1.1.5 Description of groups, roles, and responsibilities for management of network 

components 
Administrative Support 

1.1.6 Documentation of business justification and approval for use of all services, 

protocols, and ports allowed, including documentation of security features 

implemented for those protocols considered to be insecure. 

Administrative Support 

1.2 Build firewall and router configurations that restrict connections between untrusted 

networks and any system components in the cardholder data environment. 

Note: An “untrusted network” is any network that is external to the networks 

belonging to the entity under review, and/or which is out of the entity's ability to 

control or manage. 

Fully Supports 

1.2.1 Restrict inbound and outbound traffic to that which is necessary for the cardholder 

data environment, and specifically deny all other traffic. 
Fully Supports 

1.2.2 Secure and synchronize router configuration files. Fully Supports 

1.2.3 Install perimeter firewalls between all wireless networks and the cardholder data 

environment, and configure these firewalls to deny or, if traffic is necessary for 

business purposes, permit only authorized traffic between the wireless environment 

and the cardholder data environment. 

Fully Supports 

1.3 Prohibit direct public access between the Internet and any system component in the 

cardholder data environment. 
Fully Supports 

1.3.1 Implement a DMZ to limit inbound traffic to only system components that provide 

authorized publicly accessible services, protocols, and ports. 
Fully Supports 

1.3.2 Limit inbound Internet traffic to IP addresses within the DMZ. Fully Supports 

1.3.3 Implement anti-spoofing measures to detect and block forged source IP addresses 

from entering the network. (For example, block traffic originating from the Internet 

with an internal source address.) 

Fully Supports 

1.3.4 Do not allow unauthorized outbound traffic from the cardholder data environment to 

the Internet. 
Fully Supports 

1.3.5 Permit only “established” connections into the network. Fully Supports 

1.3.6 Place system components that store cardholder data (such as a database) in an 

internal network zone, segregated from the DMZ and other untrusted networks. 
Fully Supports 
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Index Requirement 
Applicability to VMware 

Technologies 

1.3.7 Do not disclose private IP addresses and routing information to unauthorized 

parties. 

Note: Methods to obscure IP addressing may include, but are not limited to: 

 Network Address Translation (NAT) 

 Placing servers containing cardholder data behind proxy servers/firewalls, 

 Removal or filtering of route advertisements for private networks that 

employ registered addressing, 

 Internal use of RFC1918 address space instead of registered addresses. 

Fully Supports 

1.4 Install personal firewall software or equivalent functionality on any portable 

computing devices (including company and/or employee-owned) that connect to the 

Internet when outside the network (for example, laptops used by employees), and 

which are also used to access the CDE. Firewall (or equivalent) configurations 

include: 

 Specific configuration settings are defined. 

 Personal firewall (or equivalent functionality) is actively running. 

 Personal firewall (or equivalent functionality) is not alterable by users of 

the portable computing devices. 

Fully Supports 

2.1 Always change vendor-supplied defaults and remove or disable unnecessary default 

accounts before installing a system on the network. This applies to ALL default 

passwords, including but not limited to those used by operating systems, software 

that provides security services, application and system accounts, point-of-sale 

(POS) terminals, payment applications, Simple Network Management Protocol 

(SNMP) community strings, etc.). 

Aligns 

2.2 Develop configuration standards for all system components. Assure that these 

standards address all known security vulnerabilities and are consistent with 

industry-accepted system hardening standards. 

Sources of industry-accepted system hardening standards may include, but are not 

limited to: 

 Center for Internet Security (CIS) 

 International Organization for Standardization (ISO) 

 SysAdmin Audit Network Security (SANS) Institute 

 National Institute of Standards Technology (NIST). 

Fully Supports 

2.2.1 Implement only one primary function per server to prevent functions that require 

different security levels from co-existing on the same server. (For example, web 

servers, database servers, and DNS should be implemented on separate servers.) 

Note: Where virtualization technologies are in use, implement only one primary 

function per virtual system component. 

Aligns 

2.2.2 Enable only necessary services, protocols, daemons, etc., as required for the 

function of the system. 
Fully Supports 

2.2.3 Implement additional security features for any required services, protocols, or 

daemons that are considered to be insecure. 

Note: Where SSL/early TLS is used, the requirements in Appendix A2 must be 

completed. 

Fully Supports 

2.2.4 Configure system security parameters to prevent misuse. Fully Supports 

2.2.5 Remove all unnecessary functionality, such as scripts, drivers, features, 

subsystems, file systems, and unnecessary web servers. 
Fully Supports 
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Index Requirement 
Applicability to VMware 

Technologies 

2.3 Encrypt all non-console administrative access using strong cryptography. 

Note: Where SSL/early TLS is used, the requirements in Appendix A2 must be 

completed. 

Partially Supports 

2.4 Maintain an inventory of system components that are in scope for PCI DSS. Administrative Support 

4.1 Use strong cryptography and security protocols to safeguard sensitive cardholder 

data during transmission over open, public networks, including the following: 

 Only Trusted keys and certificates are accepted 

 The protocol in use only supports secure versions or configurations 

 The encryption strength is appropriate for the encryption methodology in 

use. 

Note: Where SSL/early TLS are used, the requirements in Appendix A2 must be 

completed.  

Examples of open, public networks include, but are not limited to: 

 The Internet 

 Wireless Technologies, including 802.11 and Bluetooth 

 Cellular technologies, for example, Global System for Mobile 

Communications (GSM), Code Division Multiple Access (CDMA) 

 General Packet Radio Service (GPRS) Satellite communications. 

Partially Supports 

5.1 Deploy anti-virus software on all systems commonly affected by malicious software 

(particularly personal computers and servers). 
Partially Supports 

5.1.1 Ensure that anti-virus programs are capable of detecting, removing, and protecting 

against all known types of malicious software. 
Partially Supports 

5.1.2 For systems considered to be not commonly affected by malicious software, perform 

periodic evaluations to identify and evaluate evolving malware threats in order to 

confirm whether such systems continue to not require anti-virus software. 

Partially Supports 

5.2 Ensure that all anti-virus mechanisms are maintained as follows: 

 Are kept current, 

 Perform periodic scans 

 Generate audit logs which are retained per PCI DSS Requirement 10.7. 

Partially Supports 

5.3 Ensure that anti-virus mechanisms are actively running and cannot be disabled or 

altered by users, unless specifically authorized by management on a case-by-case 

basis for a limited time period. 

Note: Anti-virus solutions may be temporarily disabled only if there is legitimate 

technical need, as authorized by management on a case-by-case basis. If anti-virus 

protection needs to be disabled for a specific purpose, it must be formally 

authorized. Additional security measures may also need to be implemented for the 

period of time during which anti-virus protection is not active. 

Partially Supports 

6.2 Ensure that all system components and software are protected from known 

vulnerabilities by installing applicable vendor- supplied security patches. Install 

critical security patches within one month of release. 

Note: Critical security patches should be identified according to the risk ranking 

process defined in Requirement 6.1. 

Aligns 

6.4.1 Separate development/test environments from production environments, and 

enforce the separation with access controls. 
Fully Supports 
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Index Requirement 
Applicability to VMware 

Technologies 

6.6 For public-facing web applications, address new threats and vulnerabilities on an 

ongoing basis and ensure these applications are protected against known attacks 

by either of the following methods: 

 Reviewing public-facing web applications via manual or automated 

application vulnerability security assessment tools or methods, at least 

annually and after any changes 

Note: This assessment is not the same as the vulnerability scans performed for 

Requirement 11.2. 

 Installing an automated technical solution that detects and prevents web- 

based attacks (for example, a web- application firewall) in front of public- 

facing web applications, to continually check all traffic. 

Partially Supports 

7.2 Establish an access control system(s) for systems components that restricts access 

based on a user’s need to know, and is set to “deny all” unless specifically allowed. 

This access control system(s) must include the following: 

Aligns 

7.2.1 Coverage of all system components Aligns 

7.2.2 Assignment of privileges to individuals based on job classification and function. Aligns 

7.2.3 Default “deny-all” setting. Aligns 

8.1.4 Remove/disable inactive user accounts within 90 days. Administrative Support 

8.1.6 Limit repeated access attempts by locking out the user ID after not more than six 

attempts. 
Aligns 

8.1.7 Set the lockout duration to a minimum of 30 minutes or until an administrator 

enables the user ID. 
Aligns 

8.1.8 If a session has been idle for more than 15 minutes, require the user to re-

authenticate to re-activate the terminal or session. 
Aligns 

8.2 In addition to assigning a unique ID, ensure proper user-authentication management 

for non-consumer users and administrators on all system components by employing 

at least one of the following methods to authenticate all users: 

 Something you know, such as a password or passphrase 

 Something you have, such as a token device or smart card 

 Something you are, such as a biometric. 

Aligns 

8.2.1 Using strong cryptography, render all authentication credentials (such as 

passwords/phrases) unreadable during transmission and storage on all system 

components. 

Aligns 

8.2.2 Verify user identity before modifying any authentication credential—for example, 

performing password resets, provisioning new tokens, or generating new keys. 
Aligns 

 Passwords/passphrases must meet the following: 

 Require a minimum length of at least seven characters. 

 Contain both numeric and alphabetic characters. 

 Alternatively, the passwords/ passphrases must have complexity and 

strength at least equivalent to the parameters specified above. 

Aligns 

8.2.4 Change user passwords/passphrases at least once every 90 days. Aligns 

8.2.5 Do not allow an individual to submit a new password/passphrase that is the same as 

any of the last four passwords/passphrases he or she has used. 
Aligns 

8.2.6 Set passwords/passphrases for first-time use and upon reset to a unique value for 

each user, and change immediately after the first use. 
Aligns 
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Index Requirement 
Applicability to VMware 

Technologies 

8.3 Secure all individual non-console administrative access and all remote access to the 

CDE using multi-factor authentication. 

Note: Multi-factor authentication requires that a minimum of two of the three 

authentication methods (see Requirement 8.2 for descriptions of authentication 

methods) be used for authentication. Using one factor twice (for example, using two 

separate passwords) is not considered multi-factor authentication. 

Aligns 

8.3.1 Incorporate multi-factor authentication for all non-console access into the CDE for 

personnel with administrative access. 

Note: This requirement is a best practice until January 31, 2018, after which it 

becomes a requirement. 

Aligns 

8.3.2 Incorporate multi-factor authentication for all remote network access (both user and 

administrator, and including third-party access for support or maintenance) 

originating from outside the entity’s network. 

Aligns 

8.5 Do not use group, shared, or generic IDs, passwords, or other authentication 

methods as follows: 

 Generic user IDs are disabled or removed. 

 Shared user IDs do not exist for system administration and other critical 

functions. 

 Shared and generic user IDs are not used to administer any system 

components. 

Aligns 

10.1 Implement audit trails to link all access to system components to each individual 

user. 
Fully Supports 

10.2 Implement automated audit trails for all system components to reconstruct the 

following events: 
Fully Supports 

10.2.1 All individual user accesses to cardholder data Partially Supports 

10.2.2 All actions taken by any individual with root or administrative privileges Fully Supports 

10.2.3 Access to all audit trails Fully Supports 

10.2.4 Invalid logical access attempts Fully Supports 

10.2.5 Use of and changes to identification and authentication mechanisms—including but 

not limited to creation of new accounts and elevation of privileges—and all changes, 

additions, or deletions to accounts with root or administrative privileges 

Fully Supports 

10.2.6 Initialization, stopping, or pausing of the audit logs Partially Supports 

10.2.7 Creation and deletion of system-level objects Fully Supports 

10.3 Record at least the following audit trail entries for all system components for each 

event: 
Aligns 

10.3.1 User identification Aligns 

10.3.2 Type of event Aligns 

10.3.3 Date and time Aligns 

10.3.4 Success or failure indication Aligns 

10.3.5 Origination of event Aligns 

10.3.6 Identity or name of affected data, system component, or resource. Aligns 
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Index Requirement 
Applicability to VMware 

Technologies 

10.4 Using time-synchronization technology, synchronize all critical system clocks and 

times and ensure that the following is implemented for acquiring, distributing, and 

storing time. 

Note: One example of time synchronization technology is Network Time Protocol 

(NTP). 

Aligns 

10.4.1 Critical systems have the correct and consistent time. Aligns 

10.4.2 Time data is protected. Aligns 

10.4.3 Time settings are received from industry-accepted time sources. Aligns 

10.5 Secure audit trails so they cannot be altered. Partially Supports 

10.5.1 Limit viewing of audit trails to those with a job-related need. Fully Supports 

10.5.2 Protect audit trail files from unauthorized modifications. Partially Supports 

10.5.3 Promptly back up audit trail files to a centralized log server or media that is difficult 

to alter. 
Partially Supports 

10.5.4 Write logs for external-facing technologies onto a secure, centralized, internal log 

server or media device. 
Partially Supports 

10.5.5 Use file-integrity monitoring or change-detection software on logs to ensure that 

existing log data cannot be changed without generating alerts (although new data 

being added should not cause an alert). 

Partially Supports 

10.6 Review logs and security events for all system components to identify anomalies or 

suspicious activity. 

Note: Log harvesting, parsing, and alerting tools may be used to meet this 

Requirement. 

Administrative Support 

 

10.6.1 

Review the following at least daily: 

 All security events 

 Logs of all system components that store, process, or transmit CHD 

and/or SAD 

 Logs of all critical system components 

 Logs of all servers and system components that perform security 

functions (for example, firewalls, intrusion-detection systems/intrusion-

prevention systems (IDS/IPS), authentication servers, e-commerce 

redirection servers, etc.). 

Administrative Support 

10.6.2 Review logs of all other system components periodically based on the organization’s 

policies and risk management strategy, as determined by the organization’s annual 

risk assessment. 

Administrative Support 

10.6.3 Follow up exceptions and anomalies identified during the review process. Administrative Support 

10.7 Retain audit trail history for at least one year, with a minimum of three months 

immediately available for analysis (for example, online, archived, or restorable from 

backup). 

Partially Supports 
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Index Requirement 
Applicability to VMware 

Technologies 

 Additional requirement for service providers only: Implement a process for the timely 

detection and reporting of failures of critical security control systems, including but 

not limited to failure of: 

 Firewalls 

 IDS/IPS 

 FIM 

 Anti-virus 

 Physical access controls 

 Logical access controls 

 Audit logging mechanisms 

 Segmentation controls (if used) 

Note: This requirement is a best practice until January 31, 2018, after which it 

becomes a requirement. 

Fully Supports 

11.4 Use intrusion-detection and/or intrusion-prevention techniques to detect and/or 

prevent intrusions into the network. Monitor all traffic at the perimeter of the 

cardholder data environment as well as at critical points in the cardholder data 

environment, and alert personnel to suspected compromises. Keep all intrusion-

detection and prevention engines, baselines, and signatures up to date. 

Partially Supports 

11.5 Deploy a change-detection mechanism (for example, file-integrity monitoring tools) 

to alert personnel to unauthorized modification (including changes, additions, and 

deletions) of critical system files, configuration files, or content files; and configure 

the software to perform critical file comparisons at least weekly. 

Note: For change-detection purposes, critical files are usually those that do not 

regularly change, but the modification of which could indicate a system compromise 

or risk of compromise. Change-detection mechanisms such as file-integrity 

monitoring products usually come pre- configured with critical files for the related 

operating system. Other critical files, such as those for custom applications, must be 

evaluated and defined by the entity (that is, the merchant or service provider). 

Partially Supports 

12.3.8 Automatic disconnect of sessions for remote-access technologies after a specific 

period of inactivity 
Partially Supports 

Table 2: PCI DSS 3.2 and VMware Applicability Mapping 

  



VMWARE SDDC AND EUC PRODUCT APPLICABILITY GUIDE FOR PCI DSS 3.2  
 

 
Technical White Paper |  32 

VMware Control Capabilities Detail 
This section will only address the PCI DSS 3.2 requirements that are considered relevant to the VMware 

Technologies in scope for this assessment. It is assumed that the requirements not covered in this section are 

addressable by other means. 

Each requirement addressed will include the requirement statement, taken verbatim from the PCI DSS 3.2 

Requirements and Security Assessment Procedures. VMware Capability will be a statement of how VMware 

technology can be used to enable controls to address the requirement. Additional considerations are the 

reflections of the assessor about implementation and/or other items for the reader of this document to consider. 

Segmentation 

The guidance from PCI DSS 3.2 states that “without adequate network segmentation (sometimes called a “flat 

network”), the entire network is in scope of the PCI DSS assessment.  Network segmentation can be achieved 

through a number of physical or logical means, such as properly configured internal network firewalls, routers 

with strong access control lists, or other technologies that restrict access to a particular segment of a network.” 

(PCI SSC, 2016) A key factor for determination of scope is “to be considered out of scope for PCI DSS, a 

system component must be properly isolated (segmented) from the CDE, such that even if the out-of-scope 

system components were compromised, it could not impact the security of the CDE. (PCI SSC, 2016) 

VMware Capability 

Understanding the topology and flow of information on the network is an important step in identifying assets 

that are or should be included in the CDE scope and distinguishing them from assets that should not be in in 

the CDE scope. VMware vRealize Network Insight is a valuable tool for providing network visibility and is 

important for understanding network asset location and the flow of information between those assets.  With this 

insight into the network, the payment entity can appropriately utilize VMware NSX to segment the network into 

differing zones of trust with rules that support or restrict the flow of information between these zones. 

The foundation of VMware software-defined networking is the VMware vSphere Distributed Switch (vDS).  It is 

the starting point of both physical and logical network segmentation for PCI DSS.  Hypervisor clustering at the 

physical layer can promote a high-level of segregation of virtual machine workloads that may be used to create 

separate divisions that are enforced on assigned hypervisor boundaries for management, edge, and workload 

enclaves. VMs belonging to a particular workload are strictly separated or isolated according to assignment to 

a particular cluster.  Likewise, network switching may be constructed with the vDS design model to create 

separate management and application networks that connect the clusters in ways that segment PCI or CDE 

workloads from non-CDE workloads.  This design can support segmentation of VMware infrastructure 

management components and the workload virtual machines.     

VMware NSX, further, provides the means through logical routing from Edge Gateway Services and logical 

distributed routers to isolate CDE from the remainder of the payment entity’s network. Routing rules can be 

enabled and distributed to prevent communication between non-CDE and CDE networks, as well as control 

communication between Type 1 and Type 2 networks. The application of NSX distributed firewalls provides the 

means to further implement network security policies to support information flow enforcement and prevent 

policy violations for communication between trusted and untrusted zones.  The NSX distributed firewall can be 

applied to each workload in the CDE for more enhanced, fine grained micro-segmentation control of workload 

communications.  This allows the implementation of least functionality and least access, even between adjacent 

workload components on the same network.  The reduction of scope provided by segmentation and micro-

segmentation of the payment entity’s network allows for directed placement of advanced network security 

capabilities, such as IDS/IPS and application firewalls, to the specific segments that achieve the greatest benefit 

for this inclusion.  NSX provides service insertion support for layering advanced security solutions, including 

antivirus, IDS/IPS, and application layer firewalls directly in line with the workload that best benefits for their 
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inclusion. VMware NSX Service Composer helps the entity map policies to identified security groups in support 

of properly aligned policy application.  Security groups can be defined using a number of criteria that are useful 

for ensuring that policy application is consistent, even in dynamic environments.  These criteria can be defined 

dynamically by attributes such as vSphere cluster membership, vDS port group membership, resource pool 

membership, virtual machine folder structure, virtual machine naming convention, security or identity tags, or 

manually through individual virtual machine selection.  With dynamic inclusion in the defined network security 

group, the workload-specific designed distributed policy is automatically applied to the virtual machines.   

Continued monitoring of the network with vRealize Network Insight can help to identify where policy violations 

may occur and provide the means for security administrators to respond and properly mitigate these violations. 

Requirement 1 

Install and maintain a firewall configuration to protect cardholder data 

The guidance from PCI DSS 3.2 states that “Firewalls are devices that control computer traffic allowed between 

and entity’s networks (internal) and untrusted networks (external), as well as traffic into and out of more 

sensitive areas within an entity’s internal trusted networks. The cardholder data environment is an example of 

a more sensitive area within the entity’s network.”  (PCI SSC, 2016) 

VMware Capability 

Organizations begin the process of securing networks by identifying network connections. Organizations need 

to be concerned with both ingress and egress connection from and to the Internet, as well as connections 

between workloads in the secure internal network. Given this information, organizations can make decisions 

about the validity of the network connection to business operations. These network connections are tested and 

approved and become a part of the configuration standard (1.1; 1.1.1). These standards determine how 

firewall(s) will be deployed to protect the environment and what policies will be enabled to support expected 

behaviors. VMware vRealize Network Insight provides, as its name suggests, network insights through visibility 

of network connections and the flow of traffic through the network connections. Dependencies between 

workloads on the network can be identified and visually illustrated to provide administrative support and inform 

decision makers with regard to the function that existing connections support. 

This network visibility also helps to support the PCI DSS requirement to maintain current network topology 

diagrams and network flow diagrams showing how cardholder data flows across the systems and network 

(1.1.2, 1.1.3). The comparison between organization-defined diagrams and information provided by vRealize 

Network Insight can help to identify where configuration discrepancies exist and lead to resolution for 

enablement of tighter controls and response to policy violations. Generally, the standard for configuration of 

firewalls and routers should allow the least capability to support the business functions. Additional unnecessary 

services, ports, and protocols provide greater opportunity for compromise by increasing the surface area of 

attack that can be exploited. vRealize Network Insight provides a platform for regular review of the services, 

ports, and protocols in play on the organization’s network for comparison with documented justification for their 

use. (1.1.6) (2.2.3) Through service insertion, security controls can be placed around justified and approved 

insecure services, ports, and protocols. Security services such as next generation application firewalls and 

intrusion detection and prevention provided by VMware partners are capable of being inserted in line with each 

workload. 

A certain part of the PCI DSS 3.2 firewall and router configuration standard is the “requirements for a firewall 

at each Internet connection and between any demilitarized zone (DMZ) and the internal network zone.” (PCI 

SSC, 2016) (1.1.4) VMware NSX is a software-defined network security solution capable of being deployed in 

virtual environments to protect an entity’s internal trusted networks and external untrusted networks. 

VMware NSX is capable of deploying NSX Edge Gateways to protect the external boundaries of the entity’s 

network for north-south traffic flows between the Internet and DMZ(s) to internal networks. VMware NSX Edge 

Gateways provides network edge security and gateway services to isolate virtualized networks. NSX Edge 
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Gateways can be deployed either as a logical (distributed) router or as a services gateway. Edge Gateway 

services include dynamic routing, stateful firewall, Network Address Translation (NAT), Dynamic Host 

Configuration Protocol (DHCP), Site-to-Site Virtual Private Network (VPN), L2 VPN, SSL VPN-Plus, and Load 

Balancing. It can be deployed in a high availability configuration. 

VMware NSX Edge Gateway connects isolated, stub networks to shared (uplink) networks by providing the 

aforementioned common gateway services. Common deployments of NSX Edge Gateway include the DMZ, 

VPN Extranets, and multi-tenant cloud environments where the NSX Edge Gateway creates a virtual boundary 

for each tenant. 

For a single entity using the services in this manner, it can allow for segmentation or separation of resources 

for distinct business units. (1.2) The capability of VMware NSX extends beyond protection at the organization’s 

external boundaries and allows internal boundaries to be created between various zones of trust. An entity 

engaged in credit card processing can configure separate zones for the CDE and non-CDE. This segmentation 

and security can be handled a number of different ways, including using logical routers to create separate 

overlay (VXLAN) networks for each zone of trust and setting up routing policies to define communication 

pathways. Virtual Distributed Firewalls can also be deployed with policies for the protection of the zone or group 

as well as the individual workloads (micro-segmentation). This provides both path isolation and workload 

isolation to enable protection for east-west communication. 

(1.2) VMware NSX-distributed firewall and distributed logical routers are capable of configuration to restrict 

connections between untrusted networks and any system component in the CDE. System components in the 

CDE can be identified through organization-defined security group, security tag, and/or logical switch 

membership, port group membership or other defining characteristics whereby security policies are applied to 

support compliance requirements. This can help to reduce occurrences of policy violations that put the 

organization at risk. (1.2.1) Policies can be set with default deny-all and allow by exception so that 

organizational configuration standards can be supported. This configuration capability includes restriction of 

inbound and outbound traffic (1.2.1), and traffic from wireless networks that are connected to the organizations 

network (1.2.3). Network segmentation provided by VMware NSX allows the organization to define internal 

networks and varying layers of trust, even within the CDE. Application components can be further separated 

into different zones. The organization may choose to create a CDE DMZ for web gateways, an internal web 

zone for application front ends, a separate application zone for processing, and a zone for database. (1.3.6) 

Access to each of these zones can be tightly restricted such that transmissions are restricted by source and 

destination IP, port, protocol, and service. Policies can also be configured to restrict access for identified users, 

which helps to prevent unauthorized users from accessing designated networks. Moreover, workloads in the 

same zone of trust can be protected from each other through micro-segmentation. In typical deployments, 

protection between workloads in the same VLAN is difficult; with micro-segmentation, the distributed firewall is 

in line with the vNIC of each workload where it is distributed. This allows for policies to be enabled to deny all 

or specific types of communication between these workloads. This could be a useful configuration to prevent a 

would be attacker from pivoting to adjacent workloads. 

(1.2.2) Distributed firewalls and routers are managed from a single pane of glass. Configuration changes to 

routers or distributed firewalls are automatically distributed to the deployed virtual firewalls and logical routers 

upon saving the configuration. 

VMware NSX can be configured to prohibit direct public access between the Internet and any system 

component in the CDE. (1.3) VMware NSX Edge Gateway provides the means to establish DMZs and limit 

inbound traffic from the internet specifically to the established DMZ with restrictions on services, protocols, and 

ports that are allowed per the entity’s configuration standards. (1.3.1) A VMware distributed firewall is capable 

of supporting policies based on 5-tuple configuration with IP and port ranges for stateful inspection of all 

protocols. (1.3.2) Likewise, rules can be established to restrict outbound traffic from internal workloads to the 

Internet (1.3.4). 
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(1.3.3) VMware NSX comes with built-in anti-spoofing measures that support detection and blocking of forged 

source IP addresses from entering the network. (1.3.5) VMware NSX distributed firewall is a stateful firewall 

that is capable of managing the state of network sessions and permitting communication from established 

sessions on the network. (1.3.7) VMware NSX supports NAT to obscure or restrict disclosure of internal or 

private IP addresses. 

Beyond the software-defined data center boundaries, VMware NSX and integration with AirWatch supports 

micro-segmentation and the distributed firewall for the protection of portable computing devices. This bridges 

endpoint security with data center security and allows for security policies to be extended to the endpoints. (1.4) 

Access to configure, monitor, and manage VMware NSX is provided through vCenter. vCenter SSO from the 

VMware Platform Services Controller provides the identification and authentication mechanism for access to 

vCenter. (1.1.5) Authorization of access is capable of being established and defined through definition of 

groups, roles, and responsibilities that align with the organization’s standards. vCenter SSO is capable of using 

Active Directory, Open LDAP, or a local database for identity source. It also supports multifactor authentication. 

Currently, Common Access Card (CAC) Authentication and RSA SecurID Authentication are supported. 

Additional Considerations 

Considerations should be made for the overall design of the virtual infrastructure such that there are adequate 

protections applied, not only to workloads but also to the management structure of the virtualization 

environment. 

Requirement 2  

Do not use vendor-supplied defaults for system passwords and other security parameters. 

PCI DSS 3.2 states, “Malicious individuals (external and internal to an entity) often use vendor default 

passwords and other vendor default settings to compromise systems. These passwords and settings are well 

known by hacker communities and are easily determined via public information.” (PCI SSC, 2016) 

VMware Capability 

Each of the VMware technologies discussed in this white paper is capable of having default user account 

passwords changed. In most cases, the password is initially required to be created at the time of deployment. 

(2.1) In other cases, both the initial account and password are created at the time of deployment. VMware 

recommends using third-party services for primary access control; however, most of the VMware technologies 

deploy with built-in local accounts. Some built-in accounts, such as root with ESXi, are necessary for the 

ongoing function of the services they support. 

When the entity is considering configuration standards for components of the infrastructure, VMware provides 

hardening guides based on VMware and industry best practices that can help the entity to determine standards 

sufficient for its own adoption. (2.2) Hardening standards can be configured into and checked with vRealize 

Operations Change, Configuration, and Compliance Management to support continuous compliance. Beyond 

the VMware vSphere components of the infrastructure, vRealize Operations also includes built-in hardening 

templates or OS-level regulatory compliance-management packs for PCI, HIPAA, SOX and more that can be 

used to check both the vSphere infrastructure components and virtual machines in the environment. 

vRealize Operations Change, Configuration, and Compliance Management can provide checking, alerting and 

notification to ensure that only entity-defined necessary services, protocols, daemons, and so forth are in 

operation. (2.2.2) (2.2.3) Insecure services, protocols, and ports that are in use on a system can have additional 

security features applied using NSX distributed firewall. 

Non-console administrative access to VMware components supports the use of strong cryptography (2.3) This 

protects the administrative credentials from being intercepted on the network and misused. The administrative 

access for these components can also provide protection such that the encrypted packets are not capable of 
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being replayed in the event that the encrypted packets are intercepted. Much like vRealize Network Insight 

provides useful insight into the components of the network, vRealize Operations is capable of identifying and 

collecting an inventory of system components and applications and mapping relationships between these 

components, whether virtual or physical, on the network. (2.4) The information provided by these tools can be 

useful for helping the entity understand and define scope for the environment. 

The hardening and securing of systems is much more effective when the configuration is maintained. 

Unauthorized configuration changes are often the culprit for violation of prescribed standards; therefore, 

awareness of ongoing system state is important to ensure that the established and verified standards are a part 

of the entity’s business-as-usual operation. vRealize Operations can assist with ensuring ongoing system state 

for deployed assets in the environment. Visible identification of non-compliant systems and networks enables 

administrators to respond and correct systems that are outside the standard. 

Introduction of new systems in the environment can also contribute to non-compliance. VMware provides a 

number of solutions that can be used to ensure that systems are compliant at the time of deployment. For ESXi 

hosts, network-based deployment of pre-configured hosts from a secure repository of images can be used. 

Once deployed, a host can further be checked for compliance using VMware Host Profiles. VMware Host 

Profiles allows the entity to establish the proverbial “golden image”. Checking host configurations against the 

associated host profile helps to identify configuration inconsistencies that need to be remedied before the host 

can participate with hosting workloads. VMware Host Profiles offers push button remediation that can be used 

to bring the new host into compliance. 

Additional solutions are available from VMware’s network of partners. These are capable of further ensuring 

configuration compliance for hosts from the hardware up through the hypervisor kernel. These make use of 

Intel Trusted Execution Technology (TXT) to measure the configuration against the defined standard. The 

partner software provides attestation prior to allowing the host to participate with hosting workloads. 

VMware also offers vRealize Automation, which delivers a personalized self-service experience where an 

entity’s users can subscribe to a unified service catalog to deliver infrastructure, applications, and custom 

services. An organization’s standards, policies, IT operational procedures for compliance, and repeatable 

operational processes can be woven into a blueprint for delivery. When designed carefully, this automation 

capability can significantly reduce the possibility of missed steps resulting from human error. 

The combination of automated deployment with vRealize Automation and post-deployment continued 

operational consistency checks with vRealize Operations can help the entity implement and maintain compliant 

systems. 

  



VMWARE SDDC AND EUC PRODUCT APPLICABILITY GUIDE FOR PCI DSS 3.2  
 

 
Technical White Paper |  37 

Requirement 4 

Encrypt transmission of cardholder data across open, public networks 

PCI DSS 3.2 states that, “Sensitive information must be encrypted during transmission over networks that are 

easily access by malicious individuals.  Misconfigured wireless networks and vulnerabilities in legacy encryption 

and authentication protocols continue to be targets of malicious individuals who exploit these vulnerabilities to 

gain privileged access to cardholder data environments.” (PCI SSC, 2016) 

VMware Capability 

There are a number of methods that a payment entity may choose to protect sensitive information transmitted 

over open networks, including the Internet, wireless networks, cellular networks, and so forth. For payment 

transactions, this may also include end-to-end encryption or point-to-point encryption between the payment 

endpoints that make up the flow of cardholder data.  This communication may be direct using TLS 1.2 over 

HTTP or may use secure virtual private network (VPN) tunneling between endpoints.   (4.1) VMware NSX 

through edge gateway services can be configured to enable SSL VPN+ and IPsec VPN for communication 

between network endpoints over open networks. As previously mentioned, vRealize Network Insight can be 

used to identify locations where CHD is transmitted or received over open, public networks.  Whether for 

network connectivity between branches and a central payment gateway or for replication to a disaster recovery 

site using VMware Replication and VMware Site Recovery Manager (SRM) over open, public networks, security 

protocols and strong cryptography can be applied to protect these transmissions utilizing features of NSX. 

Also noteworthy, though not specifically applicable to communications over open networks, is the use of TLS 

1.2 for communications in support of the control/orchestration plane used by VMware intrinsically.  This is 

applicable to the vSphere Web Client, vSphere ESXi management, communication between VMware vCenter 

and ESXi hosts, and the platform services controller.  These type 2 devices and networks are considered in-

scope for assessment and benefit from transport layer security, not only for the protection of communications 

between these devices that, if compromised, could be the CDE at risk, but also in the unlikely event that CHD 

would be transported here.  This control/orchestration plane communication is protected using TLS 1.2 and 

makes use of vSphere Certificate Authority (vCA) functionality of the vSphere Platform Services Controller.    

Additional Guidance 

While VMware offers techniques to enable secure transmission of data over open networks with VMware 
NSX, the proper procurement and implementation of trusted cryptographic keys and certificates is 
important for the sufficient protection of CHD.  SSL, SSH v1.0, and early TLS should not be used, as they 
have known vulnerabilities that an attacker can exploit to gain access to the system or data. To better 
support the requirements of strong cryptography, VMware partner technologies exist to provide effective 
key management and distribution capabilities, where cryptography is used as a security measure 
throughout the environment. 

Requirement 5 

Protect all systems against malware and regularly update anti-virus software or programs 

PCI DSS 3.2 states that “Anti-virus software must be used on all systems commonly affected by malware to 

protect systems from current and evolving malicious software threat.” (PCI SSC, 2016) 

VMware Capability 

VMware itself does not directly produce anti-virus or malware protection solutions; however, it is worth noting 

that VMware NSX provides APIs to allow VMware partners to develop software solutions to enhance security 

for the virtualized network. These security enhancements, which can be applied individually to virtual machines, 

include antivirus/anti-malware solutions, Layer 4 - 7 next generation application firewalls, and intrusion 

detection/protection sensors. These seamlessly integrated solutions provide highly capable advanced 
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protection techniques that make use of the portability and scalability inherent in virtualized and cloud solutions. 

This enables the same agility afforded the aforementioned virtual firewall to be extended to the advanced 

network protection measures. 

Whereas NSX provides isolation capabilities at the network layer, VMware ESXi is designed to create secure 

isolation boundaries for virtual machines at the virtualization layer. Included in this secure isolation capability is 

secure instruction isolation, memory isolation, device isolation, and managed resource usage and network 

isolation. Each virtual machine is isolated from one another. While not specifically involved in guarding against 

malicious software attacks, the nature of the hypervisor’s architecture reduces the surface area for attack and 

presents boundaries at critical areas to prevent impact to the hypervisor or the contained virtual machines. 

These isolation techniques employed by vSphere for instructions, memory, I/O, resources, devices, and 

network are enhanced through extensions built into the hardware that are designed for x86 virtualization. The 

hypervisor uses these extensions to improve security for the hosted virtual machines. 

Extensions built into Intel Processors, such as the Trusted Computing Group's Trusted Platform Module (TPM) 

or Intel Trusted Execution Technology (Intel TXT) managed by vSphere, provide a trusted boot platform that 

verifies the physical hardware and hypervisor configuration during the boot sequence to ensure that the platform 

has not been compromised by malicious software or hardware tampering. 

VMware vSphere uses address space layout randomization (ASLR) to randomize where core kernel modules 

are loaded into memory. The NX/XD CPU features enable the VMkernel to mark writeable areas of memory as 

non-executable. Both of these memory protection methods help protect the system from buffer overflow attacks 

in running code. Additional design considerations that are included in VMware vSphere allow for greater 

protection from denial of service attacks. 

When vSphere hosts are managed by vCenter, vCenter provides the capability to enable lockdown mode to 

limit the access and functionality to the core of the virtualization infrastructure. Lockdown mode disables login 

and API functions from being executed directly on the ESXi server, forcing changes to be made through the 

vCenter interface, which also forces use of vSphere Single Sign-On. VMware vSphere commands, run  from 

an administration server, cannot be run directly against the ESXi host in lockdown mode. All of the vSphere 

API privileges that are associated with root access have been disabled. The host access made available for 

vCenter to manage the host is provided with an obfuscated and protected vpxuser account. This provides and 

ensures tighter and more managed control of the ESXi hosts managed by vCenter. 

Also worth noting is the capability of VMware Workspace ONE to validate configuration of endpoint devices 

including laptops, tablets, and smart phones for proper protection with endpoint firewalls and anti-virus. For 

instance, AirWatch MDM is configurable to check for a running anti-virus solution and enable deployment of 

the entity’s antivirus solution to the endpoint device if it isn’t found. 

VMware vRealize Operations is capable of checking for the presence of required software such as antivirus, 

anti-malware, and host-based intrusion detection/protection solutions and of reporting on non-compliant 

system. Software packages can be created for each required software and deployed automatically to non-

compliant devices, ensuring that devices become compliant and are properly protected. 
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Requirement 6 

Develop and maintain secure systems and applications 

With regard to requirement 6, PCI DSS 3.2 states, “All systems must have all appropriate software patches to 

protect against the exploitation and compromise of cardholder data by malicious individuals and malicious 

software.” (PCI SSC, 2016) 

VMware Capability 

(6.1) (6.2) To assist with achieving compliance by addressing security vulnerabilities, vSphere Update Manager 

can be deployed in the entity’s infrastructure. Through connectivity with vCenter, it is able to scan the core 

virtualization components against a list of patches, including security patches, available from VMware. This 

allows administrators to identify and understand compliance state at any given point. vSphere Update Manager 

web access plug-in displays a listing of the outstanding unapplied patches according to the applied patch 

baseline configuration. The administrator can then investigate the patch to understand the vulnerability that the 

patch is designed to address. Critical patches are identified in the inventory of available patches. This 

information can be used to help the entity rank the available patches by risk for planning of deployment. 

Beyond discovery of available patches, vSphere Update Manager is capable of orchestrating and/or guiding 

patch distribution in an organized manner. This process allows systems to be patched with minimal operational 

interruption. vSphere Update Manager provides patching capability for vSphere ESXi and VMware Tools on 

guest operating systems. vSphere Update Manager also provides patch-level awareness for vCenter Server. 

vRealize Operations Change, Configuration, and Compliance Management provides OS-level change, 

configuration, and patch management to support awareness of compliance to patch management standards 

and quickly identify systems that have violated the standard. 

(6.4.1) VMware NSX can be used to segment and isolate development and test environments from production 

environments. Through a combination of logical router configuration and distributed firewall policies, isolation 

and access control can be enabled to prevent unauthorized access from test and development environments 

to production environments. 

(6.6) VMware NSX can also be used to provide advanced security capabilities for production of public-facing 

web applications. VMware NSX service insertion of partner-provided web-application or next generation 

application firewalls supports detection and prevention of web-based attacks. These solutions can be deployed 

individually to workloads representing publicly facing web servers. All traffic coming to the web server is redirect 

by VMware NSX to the application firewall for Layer 4-7 inspection with policies determining response to 

detected threats. These services are typically deployed as hardened virtual appliances on each protected host. 
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Requirement 7 

Restrict access to cardholder data by business need to know 

Regarding access control, PCI DSS 3.2 states, “To ensure critical data can only be accessed by authorized 

personnel, systems and processes must be in place to limit access based on need to know and according to 

job responsibilities. “Need to know” is when access rights are granted to only the least amount of data and 

privileges needed to perform a job.” (PCI SSC, 2016) 

VMware Capability 

(7.2) All VMware solutions (7.2.1) discussed in this white paper are capable of integrating with third-party 

access control system(s). In addition, many of the systems incorporate built-in access control capabilities for 

local and built-in accounts. Each system includes built-in roles that commonly represent various responsibilities 

for the management, monitoring, and operation of the system at various service level capabilities. (7.2.2) 

Additional roles are capable of being customized to meet organizational specific needs. All of the access roles 

are capable of being aligned with a third-party access control system. Typically, security groups defined in 

access control systems will be aligned with defined roles within the technology. Users are denied specific 

access based on assignment to security groups. Without this assignment, users are not permitted to access 

the system. Moreover, built-in and local users, unless granted a specific security role or designated rights to 

perform specific tasks, are not able to access the system. (7.2.3) 

VMware NSX is capable of enabling access restrictions according to a number of criteria. Utilizing micro-

segmentation, rule sets for access can be enabled to restrict access to each workload based on user or device 

roles, logical location, and network address. With dynamic geotagging enabled for virtual machines, these 

restrictions can be applied to physical location of access request.  

Additional access controls can be enabled based on determination of sources for end user connections, 

whether within the boundaries of a secure environment, outside the boundaries of the secure environment, or 

remote (from the Internet). Based on these parameters, access controls can be enabled so that users and 

devices can only connect from trusted or authorized locations. 

Through the use of integrated and combined components from AirWatch and VMware Identity Manger, VMware 

Workspace ONE can also apply defined requirements for access restrictions to CDE. The configuration 

enablement of Workspace ONE can restrict access to the CDE based on the following criteria: 

 Job assignment or function as defined by an integrated directory services solution. 

 Physical location as defined by geotagging for the user and device requesting access. 

 Logical location as defined by the location of the device on the network. 

 Network IP address to determine if the user and the device are accessing from within the agency’s secure 

boundaries or outside the secure boundaries. 

Moreover, the access control mechanisms capable of being supported by VMware Workspace ONE include, 

but are not limited to: 

 Access Control Lists – access authorizations can be defined by both device and user, whereby by the 

authorization or access granted is a dynamic and combined determination of the access controls authorized 

for the user and the device. Additionally, the solution can be configured in such a way that the device and/or 

user must meet additional criteria before being authorized. 

 Resource Restrictions – beyond the resource restrictions that should be included in the payment 

application, the VMware Workspace ONE catalog can be pre-determined by set criteria. These criteria are 

used to define the catalog of applications, services, and data to which the end user can subscribe. This 
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allows for the consumerization benefit of self-provisioning while limiting the applications and data on a need 

to know basis. 

 Encryption – this control mechanism is more than likely related to the capability of unlocking encrypted 

data based on access rights with respect to authorization, whereby the decryption key is only provided to 

those who are authorized. This can be done through key management systems with respect to verified 

criteria. VMware Identity Manager can manage and integrate with certificates for authentication. 

Additional Considerations 

For administrative access to virtual infrastructure and management components, it is paramount to use strong 

security measures to protect access to these systems. Users with assigned elevated privilege should be given 

separate privileged credentials from their regular user credentials. Privileged credentials should only be used 

for the purposes for which they were created. 

Furthermore, access to critical infrastructure components such as the hypervisor should be strictly controlled. 

VMware provides a means to prevent direct access to the hypervisor by enabling Host Lockdown Mode through 

vCenter. This forces all host operations to be performed through vCenter. 

Requirement 8 

Identify and authenticate access to system components 

PCI DSS states, “Assigning a unique identification (ID) to each person with access ensures that each individual 

is uniquely accountable for their actions. When such accountability is in place, actions taken on critical data 

and systems are performed by, and can be traced to, known and authorized users and processes. 

The effectiveness of a password is largely determined by the design and implementation of the authentication 

system—particularly, how frequently password attempts can be made by an attacker, and the security methods 

to protect user passwords at the point of entry, during transmission, and while in storage.” 

VMware Capability 

VMware technologies with interactive logon capability for both console and non-console access are capable of 

aligning with requirements for identity and authentication. While it is recommended to use a third-party solution 

for access control, it is generally understood that VMware technologies also contain local account identities 

and authentication mechanisms. 

(8.1.6) The VMware solutions with local access control capabilities are capable of being configured to limit 

repeated unsuccessful logon attempts and to lock out the user ID after no more than six attempts. (8.1.7) The 

lockout duration can be configured for a minimum of 30 minutes after the account lockout or until an 

administrator unlocks the user ID. (8.1.8) VMware’s local account controls are capable of being configured to 

lock session access after 15 minutes of inactivity and to require the user to re-authenticate to re-establish or 

re-activate the sessions. 

(8.2) Authentication mechanisms for local accounts are commonly provided by something known, such as 

password or passphrase. As this tends to be a less secure method for authentication, vCenter SSO also 

supports something you have such as token or smart card. (8.2.1) VMware technologies use strong 

cryptography for authentication credentials during the logon process such that the credentials cannot be 

intercepted or readable during transmission. Local account credentials are stored using strong encryption 

mechanisms. 
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(8.2.3) The VMware technologies discussed in this paper can be configured to require a password or 

passphrase meet minimum complexity requirements including a minimum length and containing both numeric 

and alphabetic characters. (8.2.4) Password controls can be enabled to require the password or passphrase 

to be changed at least once every 90 days and retain a history of the last four passwords/passphrases (8.2.5) 

such that previous passwords/passphrases cannot be used. 

(8.3) vCenter SSO supports multifactor authentication for non-console administrative access to components of 

the infrastructure that are in the CDE scope. 

VMware technologies provide the means to support advanced authentication for access to resources within the 

environment. Though VMware does not provide its own multi-factor authentication solutions, its technologies 

are capable of being integrated with third-party two-factor authentication solutions. This includes VMware 

Horizon, VMware Workspace ONE, AirWatch Enterprise Mobility Manager, and improved identity management 

with VMware Identity Manager. 

VMware Identity Manger provides the following capabilities for user authentication and credential/token 

handling:  

 Identity Manager integrates with AirWatch Enterprise Mobility Management (EMM) to enable seamless 

SSO to native mobile apps using biometric, password, and multi-factor authentication 

 Single Sign On capability using SAML assertions and authentication standards such as Active Directory 

password, Kerberos, Certificate, and RSA SecurID 

 Single Sign-On access to systems and applications located across organizational boundaries using Active 

Directory Federated Services (AF DS) 

User identity and authentication may not be the only criteria useful for allowing a secure connection. VMware 

Identity Manager also supports dynamic access management capabilities by leveraging a combination of 

identity and device management to enforce access decisions based on additional criteria relative to the device 

the user is using. These include: 

 Device compliance (state of the device including: rooted devices, presence of blacklisted applications, 

geolocation, OS patch level, and more) 

 Authentication strength (Active Directory password, Kerberos, Certificate, and RSA SecurID) 

 Network range, VLAN, logical network 

 Device type (iOS, Android, Web Browser) 

 Use of registered device certificates, managed timeouts, and PIN strength 

Moreover, the catalog of available applications, including data and file repositories, can be dynamically 

restricted based on these and other criteria to ensure procedural access rules are enforced and support 

expected patterns of behavior for end users. 

For ‘step-up’ authentication, VMware Identity Manager can: 

 Enforce Conditional Access to services based on criteria such as managed and un-managed devices, 

device security posture, network location, and application types. 

 Require specific authentication types, including Active Directory password, Kerberos, Certificate, and RSA 

SecurID, also based on conditional access requirements. 

 Be leveraged with VMware NSX and AirWatch on a per app basis to isolate and policy manage services 

deep within the data center. 
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VMware Identity Manager allows the agency to enforce strict identity and authentication standards while at the 

same time simplifying the end-user’s authentication experience. The entity can define within VMware Identity 

Manager conditions or criteria for which a higher level of authentication is required, including the need for 

additional factors of authentication. 

Requirement 10 

Track and monitor all access to network resources and cardholder data 

“Logging mechanisms and the ability to track user activities are critical in preventing, detecting, or minimizing 

the impact of a data compromise. The presence of logs in all environments allows thorough tracking, alerting, 

and analysis when something does go wrong. Determining the cause of a compromise is very difficult, if not 

impossible, without system activity logs.” (PCI SSC, 2016) 

VMware Capability 

(10.1) All VMware technologies in scope for this assessment that support interactive logon have the capability 

to align with the requirements of this standard including creation of audit trails to link all access to system 

components to individual users. (10.2) The logs that are generated and collected are useful for reconstructing 

events such as: 

 individual access to CDE as network traffic captured by VMware NSX, (10.2.1) 

 actions taken by individuals with root or administrative privilege from all systems that allow root or 

administrative access to its own or other components, (10.2.2) 

 access to audit trails, and (10.2.3) 

 invalid logical access attempts (10.2.4) 

vRealize Operations is capable of being configured to log configuration changes including changes to 

authentication mechanisms. (10.2.5) A VMware partner solution for monitoring services can be used for 

monitoring and logging initialization, stopping, or pausing of audit log activity. (10.2.6) vRealize Operations may 

also be configured to monitor changes including creation and deletion of system level objects such as 

configuration files. (10.2.7) 

Audit trail entries for all log generation facilities include user identification, type of event, data and time stamp, 

success and failure indication, origination of the event, and identity or name of affected data, system component 

or resource. (10.3, 10.3.1 – 10.3.6) 

To support accuracy of time stamps in audit logs, time data is able to be synchronized using NTP from industry-

accepted time sources. (10.4, 10.4.1 – 10.4.3) 

Additionally, all of the VMware solutions produce event logs that can be used for assessing the health and 

performance of the systems where abnormal operations may be an indicator of compromise. These logs can 

be configured to be collected and sent to a syslog server or security information and event management (SIEM) 

solution for further reporting, analysis, correlation, and alerting. 

VMware vRealize Log Insight collects and analyzes all types of machine-generated log data, e.g., application 

logs, network traces, configuration files, messages, performance data, system state dumps, and more. It 

enables administrators to connect to everything in their environment, such as OS, apps, storage, and network 

devices, to provide a single location to collect, store, and analyze logs at scale. Log Insight features an intuitive 

interface to facilitate interactive searches and deep analytical queries for quick, actionable insights. Log Insight 

adds structure to unstructured log data. It delivers real-time monitoring, search, and log analytics and has a 

dashboard for stored queries, reports, and alerts, enabling correlation of events across the entire IT 

environment. 
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While Log Insight is able to more quickly make sense of massive amount of unstructured data in the form of 

system, audit, and event logs, vRealize Operations collects information relative to structured data or metrics 

directly from applications, revealing historical and real-time performance indicators. This can be useful for 

identifying issues within the environment, which allows the administrator or engineer to narrow the focus of 

remediation to the source of the issue and thus achieve timelier remediation and improved service levels. 

Integration of Log Insight findings with vRealize Operations can further enhance situation awareness, providing 

focused understanding of relevant event logs to structured metrics data. For improved situation awareness, the 

correlation of the information from vRealize Operations and vRealize Log Insight allows for improved inventory 

mapping where vSphere inventory items are directly tagged to events collected by Log Insight. With this 

tagging, alerting can be performed specifically with regard to the impacted object. These alerts from Log Insight 

are now capable of being visualized in the vRealize Operations console, producing a visual representation of 

the event correlated with the metric collected by vRealize Operations. Furthermore, the integration allows for 

the administrator to easily move between vRealize Operations and Log Insight and vice versa with respect to 

the object and/or events that are being investigated. 

(10.5) Most of the VMware technologies are incapable of monitoring and alerting on their own behalf in the 

event of an audit process failure. Third-party solutions may be required to monitor services and daemons 

responsible for generating audit logs. Furthermore, disk space monitoring may be necessary to ensure that 

resources are sufficiently available to satisfy audit logging requirements. Many systems that generate logs have 

limited resources for long-term log retention. This can be problematic if there is a sudden increase in the number 

of logs being generated, which might cause logs to be overwritten. In this case, it is useful to have the logs that 

are generated by a system to be sent to a purpose built syslog facility or SIEM solution with adequate log 

management and storage facilities. 

vRealize Log Insight delivers scalable log management with dashboards, analytics, and third party extensibility 

for operational visibility and faster troubleshooting. In addition to the broad range of analysis, correlation, and 

reporting capability, Log Insight is capable of monitoring the sources of logs that it collects or receives to 

determine whether the audit logging facilities are functioning properly. Failure to receive logs from a particular 

host may indicate a problem with that host’s logging ability. Alerts can be configured to notify system 

administrators when logging for one of the configured hosts has failed. Moreover, Log Insight continuously 

monitors its own disk space and can be configured to generate alerts if the volume used to store log data is 

running low. The integration of Log Insight with vRealize Operations provides additional visibility to help 

troubleshoot and remediate issues. It is possible to enable alerts, notification, and reporting mechanisms for 

Log Insight with respect to anomalies and suspicious activities. (10.6) 

vRealize Log Insight, vRealize Operations, vRealize Network Insight and other tools can be configured to 

restrict access based on job-related need. (10.5.1) Log Insight is the primary log management tool available 

from VMware. This tool, however, does not have adequate forensic level built in protection mechanisms 

necessary to ensure that logs are protected from modification, deletion, and unauthorized access. If Log Insight 

is being utilized as a primary log management solution, it will be recommended to configure Log Insight for 

archiving of logs to a secure facility for the protection of those logs. Alternatively, through VMware’s extensive 

partner ecosystem, the logs can also be collected by or received by a SIEM solution that meets PCI DSS 

requirements for the integrity of logging. 

(10.7) It is recommended to use an alternative solution for long-term audit record retention necessary to satisfy 

compliance requirements. While vRealize Log Insight is primarily used as a tool for troubleshooting existing or 

recent issues, it is not an ideal tool for long-term retention to be used as evidence to support audit or forensic 

investigations. VMware’s partner ecosystem includes tools that are useful and able to be integrated with 

VMware solutions that are designed to meet this requirement. 
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Requirement 11 

Regularly test security systems and processes 

According to PCI DSS 3.2, “Vulnerabilities are being discovered continually by malicious individuals and 

researchers, and being introduced by new software. System components, processes, and custom software 

should be tested frequently to ensure security controls continue to reflect a changing environment.” (PCI SSC, 

2016) 

VMware Capability 

(11.2.3) Virtualization technology from VMware utilizing ESXi, vCenter and VMware NSX creates capabilities 

to clone production environments into isolated test environments.  These capabilities can be used as a method 

to safely test changes before they are deployed to production environments.  Internal and external scans can 

be conducted against the cloned production environment to understand the impacts that the change may have 

on the present security posture of the production environment.  This allows for vulnerabilities to be discovered 

and mitigation strategies to be considered prior to introduction of changes to the production environment. 

(11.4) VMware NSX allows for service insertion with the NSX distributed firewall or Edge Gateway to include 

advanced security services from VMware partner solutions. This service insertion enables the distribution of 

IDS/IPS virtual appliances to any location within the virtual environment. It can be applied to workloads, 

resource groups, or individual virtual machines. Traffic is routed through the inspection engine in line with either 

the distributed firewall or Edge Gateway with minimal impact to performance. 

(11.5) vRealize Operations provides a change-detection mechanism and is capable of being configured to alert 

designated personnel to unauthorized modification to systems including changes, additions, and deletions of 

critical system files, configuration files, or content files. 

Summary 
It is without question that the transformation of business to the digital world represents exciting opportunities 

for industries around the world. As technology advances, new possibilities arise for how business is done. In 

support of these advances, VMware introduced the concept of “One Cloud, Any Application, Any Device”. Rapid 

change and advancements in technology bring new risk and this risk must be evaluated to determine the impact 

that it has on critical data. VMware has shown its commitment to security through innovations in network 

security and systems management. The security and control capabilities that VMware technologies enable 

support the flexible architecture and structure of the ever changing landscape of information technology. It is 

Coalfire’s opinion that the VMware software-defined data center (SDDC) and end-user computing (EUC) 

solutions discussed in this white paper could be used in a payment entity infrastructure and could be configured 

to address and/or support many of the PCI DSS recommendations and requirements. 
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Disclaimer 

*VMware solutions are designed to help organizations address various regulatory compliance requirements. This document is 

intended to provide general guidance for organizations that are considering VMware solutions to help them address such 

requirements. VMware encourages any organization that is considering VMware solutions to engage appropriate legal, business, 

technical, and audit expertise within their specific organization for review of regulatory compliance requirements. It is the 

responsibility of each organization to determine what is required to meet any and all requirements. The information contained in this 

document is for educational and informational purposes only. This document is not intended to provide legal advice and is provided 

“AS IS”. VMware makes no claims, promises or guarantees about the accuracy, completeness, or adequacy of the information 

contained herein. Nothing that you read in this document should be used as a substitute for the advice of an actual Cyber Security 

auditor or competent legal counsel. 
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