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Cyber Threats Are 
Constantly Evolving 
High-profile data breaches are forcing government 

agencies to increase their focus on information 

security. IT organizations are dealing simultaneously 

with a growing number of incidents of malicious and 

unintended data loss from internal employees,  

along with hackers across the world interested in 

exposing major vulnerabilities on a large scale.

The U.S. Department of Homeland Security says cyber 

threats to a control system refer to persons who 

attempt unauthorized access to a control system 

device and/or network using a data communications 

pathway. This access can be directed from within an 

organization by trusted users or from remote locations 

by unknown persons using the Internet. Threats to 

control systems can come from numerous sources, 

including hostile governments, terrorist groups, 

disgruntled employees, and malicious intruders.1  

According to the United States Government 

Accountability Office (GAO), security incidents 

affecting federal systems increased more than 1,000 

percent from fiscal year 2006 to fiscal year 2014 and 
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the number of reported security incidents involving 

personally identifiable information (PII) has risen 

from 10,481 incidents in fiscal year 2009 to 27,624 

incidents in fiscal year 2014.2

The U.S. Federal Trade Commission warns that 

criminals often use malware to steal personal 

information, send spam and commit fraud. These 

hackers trick employees into clicking on links and 

advertisements that download viruses, spyware, 

and other unwanted software onto their systems 

without their consent. A specific type of malware—

ransomware—encrypts data or restricts users from 

1 U.S. Department of Homeland Security, “Cyber Threat Source Descriptions”, https://ics-cert.us-cert.gov/content/cyber-threat-source-descriptions
2  U.S. Government Accountability Office, “INFORMATION SECURITY: Federal Agencies Need to Better Protect Sensitive Data,” November 2015, 

http://www.gao.gov/assets/680/673678.pdf 
3 Symantec. “Internet Security Threat Report,” April 2016

accessing their own IT systems and then forces victims 

to pay to reinstate their systems, or to decrypt their 

data. In the 2016 Internet Security Threat Report, 

Symantec reveals that it discovered more than 430 

million new pieces of malware in 2015, up 36 percent 

from the previous year.3  

With national security, citizen privacy and agency 

reputations at stake, government agencies need to 

arm themselves with more effective ways to counter 

cyber espionage, digital attacks, and data loss. What 

is your agency doing to combat the evolving and 

complex state of cybercrime in government? 
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Bull’s-Eye on Government
Government agencies are increasingly falling victim to 

cyberattacks for a variety of reasons: 

• Agency data is attractive – Not only is government 

data personal, but a lot of it is also mission-critical. 

Agencies maintain large amounts of PII, including social 

security numbers and birth names with dates and 

addresses—often in a single repository. Unauthorized 

access to that information can have seriously  

negative political and individual citizen impact. 

• Agencies can be easy to penetrate – Network 

perimeter firewalls are sometimes easy to bypass. 

Moreover, legacy applications that many agencies 

use also have some form of known vulnerability, 

making them soft targets. For example, Microsoft 

announced the end of support and updates for 

several products—such as Windows XP, Windows 

Server 2003, and Microsoft Internet Explorer 6.0—

which are still widely deployed within agencies. 

Malware thrives in software not regularly updated 

and patched.

• Opportunity is great for success – Large numbers 

of end users accessing websites and personal 

accounts through government enterprise IT systems 

increase attackers’ odds. There is potential for attack 

or data loss every time a user logs in. Moreover, 

internal bureaucracy, flat budgets, and lack of 

cybersecurity experts recommending innovative 

technologies that better protect agencies from 

intrusion increase hacker success rates.

• Response is slow – Government agencies have been 

notoriously slow to respond to intrusions and 

remediate issues—even when it comes to known 

vulnerabilities and attacks—opening the door to 

reoccurrence.

This paper examines ways government agencies 
can safeguard against the 10 most common 
cybersecurity vulnerabilities while improving 
security postures, processes, and technologies.
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10 Cybersecurity  
Best Practices
There is no quick fix when it comes to safeguarding all 

data—and it’s impossible to be 100 percent bulletproof 

to any vulnerability, attack or breach. However, 

implementing the right solutions to prevent intrusions, 

as well as quickly recovering from a breach, can 

significantly improve an agency’s cybersecurity posture. 

As part of a defense-in-depth approach, the following 

best practices can mitigate threats and risk while 

improving security initiatives agency-wide: 

1. Educate Employees, Contractors, and Other Users

2. Prepare for Internal Data Leaks 

3. Eliminate Weak Authentication and Access Controls 

4. Update, Virtualize, and Patch 

5. Establish Endpoint Security Hygiene 

6. Protect Against Mobile App Vulnerabilities  

7. Maintain Host-Based Security Solutions

8. Deploy Content Scanning

9. Run (and test!) a Comprehensive Backup System  

for COOP Compliance

10. Partner with the Private Sector 
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The majority of cyber threats within government are 

preventable. With so many employees granted access 

to sensitive data and applications across disparate 

operating systems, devices and networks, the risk  

of unintentional or malicious internal data leakage  

is at an all-time high. A lack of proactive data loss 

prevention (DLP) and conditional access controls, 

lost or stolen devices, and employee error—such as 

clicking on a malicious link—are to blame for the 

majority of internal data loss incidents.  

What many agencies lack is a comprehensive 

cybersecurity and incident response plan with specific 

processes and procedures for preventing, detecting 

and remediating a data breach of any kind. Regardless 

if a formal cybersecurity plan is currently in place, 

agencies can begin to educate all system users about 

their roles in inadvertently spreading malware:

• Inform users about the dangers of clicking on links 

or downloading attachments from personal email 

accounts using a shared government system.

• Explain that last year, more than 75 percent of all 

legitimate websites had unpatched vulnerabilities,  

and help them understand that some websites 

contain malvertisements4 and can compromise 

web browsers and infect entire systems. 

• Discuss best practices for maintaining good data 

security hygiene during new hire onboarding and 

throughout the year, with explicit instructions on 

how employees can prevent a security vulnerability.

If you are part of an agency without an actionable 

cybersecurity policy, consider seeking help from 

trusted third parties to establish documentation and 

on-going training programs that can help improve 

department cybersecurity initiatives.

1.  Educate Employees,  
Contractors, and Other Users 

4 Symantec. “Internet Security Threat Report,” April 2016.
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2. Prepare for Internal Data Leaks

Unfortunately, many data breaches are still the result  

of internal negligence—even if an employee has good 

intentions, which we know is not always the case. 

Some publicity-seeking employees and contractors 

have intentionally shared classified documents while 

others have innocently lost government-furnished 

devices in subway cars, rideshares, and taxicabs. In 

some cases, employees have accidently downloaded  

an application with full access to core data and 

compute systems. More often than not, too many 

users have too much access to too much data  

across too many applications.

Third-party end-user computing solutions, such as 

identity as a service (IDaaS) and enterprise mobility 

management (EMM), help prevent internal data 

leakage by integrating identity-based authentication 

with granular policy-based DLP controls across 

devices, applications and content. Additionally, 

agencies can deploy virtual desktops as part of 

their cybersecurity strategy, ensuring applications 

and user personas are decoupled from operating 

systems (OSs) and managed from the software-

defined data center.  

These end-user computing solutions enable 

agencies to increase protection and prepare for 

internal data leaks by:

• Supporting contextual, granular, role-based policies 

according to user type, application, device and 

location information. 

• Removing data from endpoint devices and allowing 

for a remote wipe of lost or stolen devices. 

• Monitoring compliance across devices and 

applications and performing preconfigured 

escalating actions—such as remote device lock—

until the device is once again compliant. 

• Enabling granular content and document controls, 

such as restricting printing, forwarding or screen 

capture, enabling watermarks and geofence policies, 

preventing open-in third-party apps, and setting 

expiration dates for internally downloaded content. 

These are just a few examples of how identity and 

enterprise mobility management work in tandem to 

not only manage access to data but also monitor 

and remediate suspicious activity.
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3.  Eliminate Weak Authentication  
and Access Controls

While multifactor authentication is standard protocol 

at many agencies, the methods of dual authentication 

are often weak, especially when identity is established 

through a password. Allowing for weak or easily 

identifiable authentication information puts agencies  

at risk of hackers accessing systems through easy-to-

guess passwords and pass the hash attacks. Control 

entry points across users, applications and devices by:

• Proactively monitoring and auditing access controls 

and privileges to ensure only authorized users are 

granted access to specific agency systems. 

• Requiring stronger authentication methods, such  

as personally identifiable verification (PIV)-based 

smart cards, derived credentials, and biometrics. 

• Ensuring that authentication data is encrypted.

• Automating detection and remediation of 

unauthorized access across applications and 

endpoints. 
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4. Update, Virtualize, and Patch
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A recent report5  published by the U.S. Government 

Accountability Office confirmed that the U.S. federal 

government spends more than 75 percent of its 

yearly IT budget on operations and maintenance 

(O&M) investments, due in large part to a dependence 

on aging legacy infrastructure. Unsupported and 

highly vulnerable legacy systems are not only cost-

prohibitive and unsustainable, but this type of O&M 

spending negatively impacts opportunities to budget 

for IT modernization projects that significantly 

improve cybersecurity. To strengthen the security of 

existing legacy infrastructure, agencies can virtualize 

legacy applications with an agentless application 

virtualization solution that isolates applications from 

their underlying OSs. 

Additionally, inconsistent or slow patching processes 

increase the risk of a breach. Where users are running 

legacy applications with known vulnerabilities, IT must 

make faster decisions to modernize, including taking 

the following steps:

• Update software with the latest security patches as 

soon as they are available to protect against known 

vulnerabilities.

• Download and run all patches from third-party 

software providers.

• When migrating from prior Windows OS versions, 

migrate legacy web applications that rely on Internet 

Explorer by virtualizing Internet Explorer along with 

the application.

• If a security patch breaks the software, use a network 

virtualization with micro-segmentation solution to 

quarantine non-updated software from the rest of 

the environment, protecting the data and network 

until the issue is resolved.

• Test and validate patches through a methodical 

staging process before deploying.

5 United States Government Accountability Office. “Federal Agencies Need to Address Aging Legacy Systems,” May 2016.
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5. Establish Endpoint Security Hygiene

As any agency that has experienced a public data 

breach can attest, hindsight is 20/20. Preventative 

measures—like threat detection—are integral to a 

holistic cybersecurity strategy. 

Traditional, policy-based security checklists do not 

address today’s complex computing environment.  

In addition to data loss prevention and policy-based 

control, agencies must now include real-time threat 

monitoring and remediation of every endpoint across 

global networks in their cybersecurity arsenal. This 

level of detail and remediation is achieved by 

combining the speed and scale of a linear-chaining 

architectural endpoint security platform with layered  

OS migration technology. As a result, IT is able to:

• Detect hidden, unmanaged assets across large 

distributed global networks at unparalleled speed. 

• Mitigate the complex process of upgrading and 

managing legacy applications through automated 

Windows migration. 

• Reduce the time required to resolve incidents and,  

in turn, limit the impact and damage caused by 

incidents such as unauthorized intruders, insider 

threats, and critical system outages. 

• Reestablish full control and stop attacks already 

underway within seconds.

The ability for agencies to track, contain, and remediate 

threats and vulnerabilities across every endpoint with 

unparalleled speed, agility, and scalability will become 

more crucial as attack vectors and endpoints continue 

to multiply.  
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6.  Protect Against Mobile App 
Vulnerabilities

Mobile applications are at the heart of any mobility 

strategy, yet there are unlimited ways that applications 

can compromise data security. Even on a managed 

device, mobile apps can still wreak havoc through 

access to an agency’s network, excessive permissions, 

and unintended data leakage. To impose more controls 

on mobile apps, many organizations are adopting 

per-app VPN capabilities which allow end users to 

connect managed applications to internal resources, 

repositories, and intranet sites behind the firewall to:

• Ensure only compliant, managed mobile apps can 

access internal systems. 

• Combine per-app VPN with network virtualization 

to deliver application security that extends from the 

device to inside the data center. 

• Combine per app VPN functionality with a third party 

mobile app analytics vendor that can scan, analyze, 

and validate public and private apps in real time. 

• Protect sensitive content in an IT-managed corporate 

container and give users a central application to 

securely access, store, update, and distribute the 

latest documents from mobile devices. 

• Enable secure BYOD programs by separating work and 

personal applications in a logical container that keeps 

personal and line of business applications separate. 
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7. Maintain Host-Based Security Systems

Cyberattacks often take advantage of relatively weak 

or nonexistent security within a data center. Both a 

strong perimeter and security controls within the data 

center are required for the best protection. Agencies 

can reduce threats by cleaning up practices and 

tightening controls inside the data center.

IT organizations can apply micro-segmentation with 

its fine-grained network controls supporting unit-level 

trust and flexible security policies all the way down to 

a network interface (see Figure 1) to better safeguard 

data. In a physical network, this would require deploying 

a physical firewall for every workload in the data center, 

which is why micro-segmentation until now has been 

cost-prohibitive and operationally unfeasible.

Network virtualization technology that includes micro-

segmentation enables today’s government IT teams to:

• Build an environment of zero trust within the data 

center to isolate servers from endpoints with known 

configuration vulnerabilities.  

• Limit hosts from accessing assets they never need 

to access, reducing the threat landscape.

• Simplify network security by enabling each virtual 

machine (VM) to be its own perimeter.

18

• Align policies with logical groups—for example 

analysts, warfighters, and field agents—to prevent 

threats from spreading.

• Create a matrix of policies on centralized, chokepoint 

firewalls for the correct security posture.

Malware primarily infects endpoints, which makes 

having micro-segmentation across virtualized desktops 

even more important. Doing so prevents compromised 

hosts from talking to one another, and organizations 

can stop the propagation of the infected host by 

recomposing the virtual desktop to its previous state. 
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If an agency is already running virtual desktop 

infrastructure (VDI), it can further simplify network 

security while creating a zero-trust environment by 

adding the following practices:

• Firewall and filter traffic based on logical groupings 

such as a specific application’s traffic.

• Simplify, program, and automate the application of 

network security policy to desktop users and pools.

• Use dynamic service chaining to to tag available 

solutions, and deploy automated, policy-integrated 

malware protection in rapidly changing security 

conditions.

• Enable security to follow each user and workload, 

wherever it runs, including in an on-premises data 

center, in the cloud, at a disaster recovery location,  

or other failover site.

Figure 1 . Desktop virtualization and micro-segmentation improve network security.
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8. Deploy Content Scanning 

There is a common misperception that malware only 

enters data center environments through Internet ports 

such as Port 80 from web clients and Port 443 for 

websites using SSL. Government agencies cannot 

ignore the fact that malware enters through other 

pathways including DVDs, CDs, games, and USB drives. 

Content scanning and blocking of all incoming files 

using an anti-virus server can be deployed as yet 

another safeguard for mitigating cyber threats. 

Through content scanning, agencies can:

• Scan all files coming into the agency and prevent 

uploading until the scanner indicates a file isn’t 

infected.

• Reject files with malware and present an error 

message to users, informing them of the threat.

• Avoid accepting files that cannot be scanned and 

establish a policy for resubmitted files.

• Add capabilities such as advanced security service 

insertion that enables deep packet inspection 

(DPI) of encrypted outbound payloads from the 
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9.  Run (and Test!) a Comprehensive 
Backup System for COOP Compliance 

Cyberattacks can happen at any time, not only 

putting agency data and communications in jeopardy 

but also compromising continuity of government 

operations. The right backup system can save time 

and help ensure agencies maintain compliance with 

Continuity of Operations (COOP) requirements. 

Backup software simply makes a copy of files on 

storage separate from the main hard drive. The most 

effective recomposing requires a comprehensive 

backup system, yet keeping the system running is 

not enough. The system must be regularly tested to 

ensure that it backs up the right data, whether that is 

files, folders, or full disks. Best practices include:

• Scheduling scans for new and changed files daily, 

weekly, or monthly—or better yet, continually.

• Copying entire hard drives, including system files, 

to store a complete disk image.

• Considering cloud backup on remote file servers 

in encrypted format.

• Regularly testing backup systems to ensure they 

are operational, preventing further disaster.

• Reviewing and update COOP plans regularly to 

account for new technology, management 

practices, and networks.
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10. Partner with the Private Sector

There is a staggering shortage of internal cybersecurity 

experts within local, regional, and national agencies. 

If recruiting cybersecurity talent isn’t feasible, take 

advantage of relationships with current vendors and 

partners who are experts in both cybersecurity and 

government operations: 

• Lean on private sector experts to share best 

practices on securing data and applications 

across legacy systems, mobile devices, physical, 

and virtualized infrastructure. 

• Consistently research and seek to partner with 

technology companies that have a proven track 

record in securing government data and deploying 

emerging cybersecurity technologies.

• Continue to actively budget and plan for hiring and 

retaining cybersecurity and end-user computing 

subject-matter experts and technologists. 

VMware addresses the complex cybersecurity and  

IT challenges facing government agencies through 

purpose-built end-user computing solutions that 

integrate identity, virtualization, and enterprise 

mobility management. Mobilize workflows, improve 

service delivery, and modernize IT infrastructure 

while ensuring stringent security controls protect  

data at rest and in transit  across users, devices, 

INTELLIGENT ACCESS CONTROLS  |  AUTOMATED COMPLIANCE

Trust the  
User

Secure the  
Endpoint

Containerize 
the App

Safeguard  
the Data

Protect the  
Network

Protect Data with a Multi-layered Security Approach
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Mitigate Cyber Threats
While no agency can ever be 100 percent protected 

from cyber threats, incorporating the outlined best 

practices within your cybersecurity strategy puts 

your agency on a path to developing the risk-and 

policy-based cybersecurity framework needed to 

combat today’s evolving cyber threats. 

Together, VMware and the VMware worldwide 

partner network provide a robust set of solutions 

and a proven framework to address government 

agency technology and security needs. 

For additional information and resources, visit  

vmware.com/solutions/industry/government.html
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