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ADDRESSING A CRITICAL NEED  
TO DRIVE TOP-LINE GROWTH
Significant change is underway across financial services institutions worldwide. The goals are clear: drive  
growth and profitability. Financial services CIOs expect a shift over the next five years in the amount of total  
revenue coming from digital sales and services—from 12 percent today to 24 percent in two years to nearly half  
(45 percent) in five years.1 Key to achieving these results is software innovation.

For traditional banks, maintaining convenience and familiarity advantages in the face of changing customer demographics, 
demands for more personalized, always-available services, and disruptive fintechs now depends on IT agility. It includes 
speeding development and automating operations while reducing time-consuming processes, as well as maintenance, 
security, and risk management oversight tasks—none of which can be well orchestrated as piecemeal IT projects, from 
departmental silos. 

Seventy-five percent of financial services organizations report that less than a quarter of their app development 
infrastructure has been modernized to meet next-generation requirements.

THE STATE OF IT TRANSFORMATION FOR FINANCIAL SERVICES  
EMC, NOVEMBER 2016
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Accelerate Digital Transformation in Financial Services

This paper provides guidance about what’s needed to ensure financial services institutions can securely modernize  
and mobilize to improve customer experiences and drive growth. It also illustrates how financial organizations are using 
VMware solutions to seamlessly transition from legacy IT to modern infrastructure and clouds, merge traditional 
interactions and digital engagement, and adopt transformative security.



TRANSFORMATION DRIVERS
Teams across financial organizations are committed to introducing better ways of working, inventive business models, 
and new customer experiences—all possibilities enabled by digital transformation. 

• Lines of business are pushing forward, even circumventing IT, by choosing public clouds to introduce new products and 
services they believe will provide competitive differentiation—but at what cost to enterprise security and compliance? 

• Operations teams, actively working to decrease legacy application reliance and support existing software 
migration, are interested in deploying modern banking infrastructure and endpoints that free IT from complex 
management to work on higher-value activities. 

• Engineers building and extending banking platforms to drive customer engagement through more personalized  
and mobile experiences want a future-proof platform that is simple for customers to use, ensures security is never 
compromised, and consistently meets industry compliance requirements. 

• Advanced innovation teams, focused on finding new approaches that better prepare banks for continuous change 
and subsequent market challenges, are seeking to institute a mobile-first vision with automation that helps their 
organizations more efficiently and effectively service next-generation customers and employees—Millennials expected 
to make up 75 percent of the global workforce by 2025. 

Recognizing that no financial services organization wants to start over, VMware accelerates digital transformation by 
enabling unprecedented freedom and flexibility in how organizations build and evolve their IT environments. The 
VMware Cross-Cloud Architecture™ enables financial firms to run, manage, connect, and secure any app on any 
cloud. VMware’s secure digital workspace solutions provide anytime, anywhere, any device access to data and 
information, improving customer engagement and workforce productivity. 
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“With VMware, we have been able to launch a new trading platform for the business on time and on budget, 
creating an instant competitive advantage.”

BLAIR WRIGHT 
CIO, LONDON CAPITAL GROUP



“We have adopted  
software-defined  
networking as the  
primary strategy for  
all of our data centers.  
I believe that VMware 
has put itself in the  
position where it is  
leading in this space.” 
VICTOR PRINCIPE 
SVP OF ENGINEERING, PNC FINANCIAL GROUP

Time to market as a competitive advantage has financial services IT 
executives increasingly focused on the speed, ease of use, security,  
and service reliability enabled by modern IT infrastructure. A software-
defined data center model provides the foundation for modernizing core 
platforms that deliver more responsive IT operating models through 
automation and IT as-a-service capabilities. 

Virtualizing Beyond Compute 

For nearly two decades, global financial firms have reduced capital 
expenses by consolidating server footprints using VMware server 
virtualization technology. That was just the beginning. To further reduce 
legacy infrastructure and risks while improving operational efficiency, 
these organizations are now virtualizing compute, storage, and 
management in a tightly integrated software stack in the form of  
hyper-converged infrastructure (HCI). The move to HCI powered  
by VMware vSAN™, lowers TCO by consolidating core data center 
functions on a wide choice of industry-standard x86 hardware and 
the most proven hypervisor, shifting infrastructure to low-cost,  
high-volume server economics and simplifying management.

Broadening IT Automation

Because IT staff is overburdened and governance is crucial, VMware 
vRealize® Automation™ and VMware NSX® enable financial firms to 
broaden IT automation by delivering apps and compute services with 
network and security services attached to workloads using a policy-
driven approach. Governance with policies and logical application 
modeling ensure the delivery of multi-vendor, multi-cloud services  
while full lifecycle management keeps resources at peak operating 
efficiency. Teams can automate the IT service delivery of apps, 
containers, infrastructure, desktops and any IT service to rapidly  
respond to business and customer needs. 

Running Legacy and Modern Apps 

Banks have invested tremendous time and effort into building 
applications tailored to their way of working. Today’s financial services 
IT teams bear the burden of providing access to many legacy apps on 
more than desktops—without sacrificing security and compliance. Most 
Windows legacy apps were designed for an era before mobile platforms 
and rewriting thousands of them for mobile is simply not a practical 
option. VMware solutions enable financial firms to safely virtualize 
legacy apps and enable IT to help developers and the business run  
any application—cloud-native, web-scale, or open API-based—on  
an enterprise-grade platform. VMware provides an agile, flexible 
infrastructure for IT to deliver the best experience for apps.
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Integrate 
Public 
Clouds

“Software-defined  
everything is a critical 
foundation and enabler 
for getting the results 
that we want to get out 
of real cloud adoption. 
VMware software- 
defined data center  
solutions are the  
foundation of our  
cloud strategy. We  
are seeing a lot of  
successful outcomes  
in terms of agility  
for both IT and the  
business.” 
PIERGIORGIO SPAGNOLATTI 
HEAD OF INFRASTRUCTURE,  

BANCA POPOLARE DI SONDRIO

Nearly every bank is also considering cloud, particularly a hybrid cloud 
strategy, to future-proof investments. IDC predicts that cloud usage 
within the banking industry will double in the next three years.2 VMware 
supports hybrid cloud architectures, satisfying strict data protection 
regulations and providing freedom from vendor lock-in with common 
management tools that migrate workloads between clouds, as needed. 
Moreover, banks relying on VMware technology to modernize apps and 
open APIs are better positioned to take advantage of evolving 
technologies and fintech partnership opportunities.

Adopt Public Clouds to Complement Always-On Infrastructure

VMware solutions help financial services organizations confidently 
integrate public clouds to scale and extend their businesses, delivering 
agility, capacity, and resilience, and accelerating innovation. The 
VMware Cross-Cloud Architecture lets IT organizations easily leverage 
VMware hybrid clouds. With VMware, IT can build a best-in-class  
private cloud; extend easily to public clouds, including IBM SoftLayer 
and Amazon Web Services; and ultimately run, manage, connect, and 
secure any app on any cloud. Only VMware, a global leader in cloud 
infrastructure, offers the integrated architecture and solutions that 
support customers’ cloud strategies with freedom and control.

Easily Manage Multiple Clouds

With VMware solutions, financial services IT teams can securely connect 
and manage multiple clouds with on-premises solutions or software- 
as-a-service (SaaS)-based services. They can adopt VMware vRealize®, 
an enterprise-ready cloud management platform today and advanced 
networking to manage multiple private and public clouds. They can also 
manage any cloud and any app or workload in the future using VMware 
Cross-Cloud Services™.*
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*This is a SaaS-based set of management and network offerings (planned availability of initial offerings is 2017)

PRACTICAL INTEGRATION 
OF HYBRID CLOUD



Empower 
Digital 

Workspaces

Leading banks have long enjoyed convenience and familiarity 
advantages. However, in today’s always-available world, mergers, 
consolidation, and fintech challengers can quickly erode competitive 
edge. VMware customer engagement solutions merge traditional 
interactions with digital engagement to increase share of wallet  
and boost workforce productivity. 

Secure Digital Workspace for Financial Services

The digital workspace enables financial services organizations to  
meet client and employee demands for secure access to the resources 
and communications they need, anytime, anywhere, on any device. 
Relationship managers, personal bankers, roaming branch staff, and 
loan agents enhance customer service by accessing a single aggregated 
workspace, on their personal or corporate-owned, personally-enabled 
devices (BYOD or COPE), without compromising sensitive client or 
personal information. Colleagues in customer service, help desks, and 
call centers speed response times using a secure, high-performance, 
highly available, and highly reliable computing environment on their 
laptops and desktop PCs. Mobility also frees bank IT teams to work 
on innovation initiatives rather than managing complex, increasingly 
diverse and heterogeneous devices and applications.

The Secure Digital Workspace for Financial Services, powered by VMware 
Workspace ONE™, is ideal for enabling digital bank services anywhere:

• Enhance customer experiences and satisfaction with personalized 
mobile apps. 

• Improve client engagement and workforce flexibility with consistent, 
24/7 access to staff and service resources across channels.

• Regularly update branch bank kiosks with product information. 

• Ensure only authorized recipients access data and apps across 
devices with policy and role-based contextual access, keeping IT  
in control of security of compliance.

• Speed migration of bank staff, call center, developer, and help-desk 
PCs to Windows 10. 

Faster App Deployment

VMware solutions enable IT to provision apps quickly, including  
pushing apps across device fleets and blocking unauthorized apps  
from an internal app store. They also enable banks to reduce application 
lifecycle management, delivery, upgrade, and maintenance costs.  
With a just-in-time model that disaggregates IT-managed applications 
and user-installed applications from the OS, IT teams can dynamically 
deliver apps in seconds. 
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“We have a real focus on 
actually going out and 
spending time with our 
customers and taking 
our digital banking  
experience to them. We 
use (VMware) AirWatch® 
to facilitate that, and 
ramp up our use of  
mobility as a really  
critical business tool.”
ANTHONY WATSON  
HEAD OF TECHNOLOGY  

SERVICE MANAGEMENT, ANZ BANK

EXCEPTIONAL EXPERIENCES FOR 
CUSTOMERS AND EMPLOYEES



Transform 
Security

“The Cross-Cloud  
initiative for NSX and 
other VMware software 
fits with what we’ve been 
looking to do. It allows  
us to have parity on the 
infrastructure stack,  
protecting our environ-
ment and managing  
the environment with a 
consistent set of policies 
and configurations and 
standards. It’s the way  
to go.” 
DAVID STANAWAY 
VICE PRESIDENT, SR. SYSTEMS ADMINISTRATOR, 

PLAINSCAPITAL BANK

Eight-eight percent of financial services leaders say managing 
regulatory change has proven to be an on-going challenge.3 With  
the motive for data breaches increasingly becoming financial, banks  
are now prime targets for cybercriminals. Yet customers accessing 
financial products and services online want assurances that their 
personal information is protected while regulatory agencies demand 
regular audits. VMware’s unique approach to security helps mitigate  
risk and streamline compliance. 

A Ubiquitous Software Layer to Combat Dynamic Threats

VMware provides a transformative security platform that enables 
financial IT teams to address today’s dynamic threat landscape  
through a ubiquitous software layer across infrastructure and 
endpoints, independent of the underlying physical infrastructure or 
location. The platform provides visibility and context into interactions 
between users and apps, and the context to understand them. It also 
supports the insertion of additional third-party security services for 
intelligent protection. 

Granular Protection with Micro-Segmentation

Even endpoints running the most up-to-date software, email filters,  
and other security can be attacked: all it takes is for one user to click 
on a phishing email or open a malicious attachment. Legacy models 
based only on securing the network at the perimeter are inadequate for 
digital businesses. Once malware has managed to make it inside a data 
center, it can move laterally from workload to workload. VMware NSX 
features micro-segmentation that introduces stricter, micro-granular 
security—isolating networks from one another and automatically 
applying appropriate security policies down to the app level. 

Gain End-to-End Visibility and Control

VMware solutions provide end-to-end visibility and control of identity 
and endpoint, extending from the user into the data center or cloud, 
without impacting the user’s consumer-like experience. VMware’s 
robust approach to security from data centers to devices enables users 
to securely access enterprise apps and data from anywhere on a devices 
of their choice. Business-critical apps and data are always securely 
available during planned or unplanned disruptions ensuring business 
continuity. IT teams can further monitor and remediate threats in  
real-time across every endpoint reducing risk of data loss.

D I G I TA L  T R A N S F O R M AT I O N  I N  F I N A N C I A L  S E R V I C E S   |  6

ADOPTION OF A TRANSFORMATIVE 
SECURITY PLATFORM
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FINANCIAL SERVICES SOLUTIONS FROM 
VMWARE, A TRUSTED INDUSTRY LEADER
The idea that any financial services organization today can survive, let alone thrive, without embracing digital 
transformation is nearly inconceivable. VMware is a proven digital innovator serving the financial industry. For  
nearly 20 years, VMware has been helping global financial services organizations achieve growth and profitability 
objectives by fundamentally changing service delivery. Today, VMware delivers cloud infrastructure and digital 
workspace solutions for IT to drive business transformation.  

Capital and Operational Savings
VMware virtualization technologies have saved IT financial services organizations millions of dollars in capital  
expenses. With the software-defined data center, VMware is re-imagining bank data centers by extending the  
paradigm of resource abstraction to all infrastructure domains, across on-premises and public cloud environments,  
while the digital workspace improves user and customer experiences, driving the digital agenda. 

Digital Transformation Acceleration 
VMware solutions accelerate digital transformation for lines-of-business teams seeking agility, operations teams 
managing existing environments, engineering teams building and extending 2.0 platforms, and innovation teams 
architecting the future. VMware solutions are ideal for solving financial services’ infrastructure, cloud, customer 
engagement, digital, security, and compliance challenges—all while reducing IT complexity.

Learn more 
www.vmware.com/solutions/industry/financial-services.html
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