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KEY CHALLENGES
• Bring new products to 

market quickly and securely
• Reduce operational 

complexity and have greater 
control of its IT estate

• Consolidate its data centre 
footprint and reduce costs

BUSINESS BENEFITS
• Reduced costs through 

improved IT control and 
automation, as well as 
reduced data centre space 

• Enhanced security, ensuring 
data compliance and 
protection against data 
compromise

• Improved revenue 
opportunities and business 
competitiveness though 
enhanced agility

VMWARE FOOTPRINT
• VMware vSphere
• VMWare vCentre
• VMware NSX
• VMWare Operations Manager

London Capital Group launches new online 
trading platform with secure virtual network

A leading provider of online fi nancial trading services, London 
Capital Group wanted to adopt a digital-fi rst approach to 
enable international growth and rapidly launch new products 
and services. By investing in VMware NSX, it has replaced 
its legacy IT with a reliable, agile and secure virtual network 
on which to launch a state-of-the-art trading platform for its 
customers. 

Enabling micro-segmentation through NSX, customer data remains secure and 
compliant, meeting Financial Conduct Authority (FCA) regulations in the UK and the 
impending enforcement of the European Union’s General Data Protection Regulation 
(GDPR). 

London Capital Group is a leading 
provider of online trading services, 
off ering a wide variety of fi nancial trading 
products and platforms across the spread 
betting market. Based in Knightsbridge, 
UK, London Capital Group is an ambitious 
business, with plans to eventually expand 
beyond the UK, into Central Europe and 
Asia. 

The Challenge 
As an online trading platform, London 
Capital Group (LCG) must provide 
a constantly-available service to its 
customers. However, as Blair Wright, 
CIO of London Capital Group explains: 
“We were running the business on 
legacy equipment, much of which was 
coming to end of life with undocumented 
confi guration. We were experiencing 
stability issues and service outages, and 
requests from across the business were 
taking the IT team days or even weeks to 
manage, purely due to the complexity of 
our existing network.” 

The turning point came when the Board 
decided it wanted to launch a new 
fi nancial trading platform. “It was obvious 
that our current network would be 
unable to cope with such a huge demand. 
Launching the new platform was crucial, 

and would off er our entire business a 
competitive advantage. It meant we 
needed to rapidly improve stability, as 
well as increase the fl exibility and agility 
of our network so that we could support 
this request from the business.”

LCG also wanted to improve its security 
processes. “The increasing number of 
cybersecurity threats is a serious concern, 
and, although we haven’t experienced a 
signifi cant attack, we need a technology 
solution that allows us to run a highly 
secure environment,” explained Wright. 

At the same time, removing the reliance 
on legacy technology would allow LCG 
to streamline infrastructure management 
and reduce the man hours required 
to maintain service availability, while 
decreasing the data centre footprint and 
carbon emissions. 

The Solution 
Having deployed VMware vSphere to 
virtualize its server estate several years 
before, LCG had already taken its fi rst 
steps towards a Software-Defi ned Data 
Center. The business turned to VMware 
UK partner Gyrocom to help implement 
and optimise its new networking 
infrastructure and ultimately drive digital 
transformation across the organisation. 
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“With VMware NSX, we have 
been able to launch a new 
trading platform for the 
business on time and on 
budget, creating an instant 
competitive advantage.”

Blair Wright, CIO, London Capital Group

Faced with a greenfi eld opportunity 
across its entire network, Gyrocom 
quickly identifi ed that a new, software-
defi ned approach to networking would 
meet LCG’s business requirements. 

Graham Brown, Managing Director of 
Gyrocom added: “From a relatively early 
stage in the project, LCG was clear that 
it wanted to really expand the value of 
what could be achieved through software 
defi ned networking through the use of 
NSX. 

“VMware NSX was the obvious choice. 
NSX would be able to boost security 
levels and, by automating and simplifying 
the company’s network, would help 
streamline the trouble-shooting process, 
making maintenance easier and thus 
increasing the reliability and agility of its 
services.” 

As Brown notes: “From fi rst 
conversations, to the point of actually 
procuring the product was an incredibly 
short time frame.”

Increased Business Agility 
and Security
By deploying VMware NSX, LCG has been 
able to launch its new trading platform on 
time and on budget, creating an instant 
competitive advantage and improving 
revenue opportunities for the business.

Blair Wright explained: “For customers, 
user experience is everything. With 
NSX we have an agile and reliable 
platform to run one of the best trading 
platforms on the market. We can rapidly 
introduce a range of new applications, 
and our platform is available whenever 
our customers want to use it. NSX has 
made our trading platform more robust 
and given us the ability to provide 24/7 
service for the full market week, from the 
opening of the Australian markets on a 
Sunday evening, through to the closing of 
the US markets late Friday night.”

Secondly, deploying NSX has modernised 
the organisation’s approach to security. 
Within a traditional data centre 
environment, security controls have 
become outdated. Should a cyber-attack 
occur, once attackers breach the data 
centre, they are able to move freely from 
server to server spreading malware. 

Adding security beyond the data centre 
perimeter, and at an individual level 
within every server and virtual machine 
with VMware NSX, provides reassurance 
for both LCG’s CEO and customers that all 
fi nancial data will remain safe and secure. 
“NSX has been fundamental to creating 
an infrastructure with security built into 
its very core,” continued Wright. 

Additionally, with the impending 
enforcement of the European 
Commission’s General Data Protection 
Regulation (GDPR), NSX network security 
could soon prove vital. Wright adds: 
“Many of our rivals are beginning to eye 
with concern the arrival of GDPR.  Thanks 
to NSX, the strong levels of control 
and granular security we have over the 
location of our customer data means 
we feel completely prepared for GDPR. 
This is important for our key business 
stakeholders. For the IT team, we can 
continue with business as usual, instead 
of having to devote undue time preparing 
for the new law.” 

Increased Control and 
Reduced Costs 
VMware NSX has off ered LCG an 
increased level of control over its IT 
environment, a critical factor when it 
comes to operating in such a heavily-
regulated industry such as the fi nancial 
services sector. Using VMware NSX’s 
micro-segmentation capabilities, LCG has 
dramatically sped up the provisioning 
of networking and security, while also 
streamlining ongoing data centre 
operations. NSX tightly couples security 
directly to the workload; when a new 
virtual machine (VM) is created to 
support a new application, its policies 
are automatically attached to it. “This 
level of automation means we can roll 
out new services and applications across 
the company much more quickly, with 
automated security policies meaning 
we save the hundreds of man-hours we 
used to spend securing each individual 
environment and setting up individual 
fi rewalls. VMware NSX has made it 
easier for us to create a competitive 
diff erentiation against our rivals. We can 
keep our trading platform experience up 
to date with the latest tools and services 
that customers expect,” said Wright. 
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“Micro-segmentation has 
ensured our organisation is 
more secure than ever: with 
NSX, the business knows 
we can keep internal and 
customer data safe and 
secure.”

Blair Wright, CIO, London Capital Group

SOLUTION
LCG worked with VMware 
partner, Gyrocom, to deploy 
VMware NSX and is now using 
a multitude of the product’s 
features including native load 
balancing, centrally automated 
security policies, and micro-
segmentation for fi ne-grained 
policies and network control to 
support business demands. 

APPLICATIONS VIRTUALIZED
• Exchange
• File and Print
• Pricing engines
• Trading applications
• Database servers
• Telephony

PARTNER

“A Software-Defi ned Data Center 
approach has allowed us to consolidate 
our hardware estate by 50% moving from 
eight racks to four. This means we have 
reduced our environmental footprint, 
consuming far less power,” he said.

There is a cost benefi t alongside this: 
NSX has reduced the need for physical 
load balancers and fi rewalls, which 
has lowered the overall spend on both 
hardware and software. “As well as 
the estate being easier to manage, we 
are cutting out data centre costs by 
handing much of our fl oor space back 
to the provider. Greater visibility across 
our infrastructure also means when 
something does go wrong, we can fi x 
it quickly, with minimum impact on our 
availability. And despite having less 
servers and switches, NSX allows us 
to do far more with our IT estate than 
ever before – we are running a more 
sophisticated, less complex service,” 
stated Wright.

Looking Ahead
Moving forward, LCG is looking to further 
its investment in VMware and is currently 
reviewing vRealize Operations Manager 
as a way to add yet more granularity to 
view of the infrastructure. 

“Digital is part of our DNA. NSX has 
enabled us to take our transformation 
to the next level and is key to our plans 
going forward. We want to build new 
services, with a focus on mobility, that 
will wow our customers and keep them 
loyal to LCG,” concluded Wright. 


