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Introduction 
Organizations that are looking to optimize modern datacenter 
infrastructure to achieve system and application service objectives and 
control costs are facing enormous challenges. Speed, scale, and complexity 
of infrastructure; explosive growth in the number of applications and 
workloads; and end-user demands for real-time responsiveness are 
creating the pressing need for performance tuning and optimization. 
Monitoring is generating increasing volumes of telemetry data, which must 
be accessed using big data and intelligently analyzed to optimize system 
health and performance. Delivering on critical end-user experience 
requirements for performance and availability is key for achieving digital 
application success in the remote workforce economy. 

Artificial intelligence (AI) has been used at varying levels in IT operations for 
over two decades. For tools that embed AI to deliver a specific outcome, 
the intelligence can be unobtrusive and invisible. However, there are tools 
where AI is the primary interface, requiring the IT organization to adopt an 
approach different from that of any tool it is using today. The reality is that AI applies intelligence; it does not give you 
intelligence. What it delivers is a better way to understand and predict a condition or an outcome. 

The adoption of AI tools rarely results in less skilled staff or fewer staff members: In fact, it requires a higher investment in 
experience and skills. Companies that adopt AI tools are looking to manage increasing complexity, keep up with change, 
and deliver greater business value, among other objectives. To achieve the results expected from AI demands a different 
perspective on how to get things done. The idealistic view is AI tools can be let loose and forgotten, allowing IT 
organizations to sit back and benefit from the results. This is not going to happen. AI must have a purpose and a 
measurable outcome. If you do not know what you are looking for from AI, it will not tell you. 

Artificial intelligence operations (AIOps) is being used to enable digital transformation use cases as it works across different 
environments, including virtualized, on-premises, private, hybrid, and public cloud deployments, without requiring custom 
setup. AIOps is also used to monitor any objects hosted within the cloud, and it can adapt, especially when companies 

Recent advancements in artificial intelligence within IT operations management (AIOps) 
have broadened the capabilities that analytic models can offer IT operations 
professionals. 

KEY TAKEAWAYS 
» The idealistic view is that AI tools can be 

let loose and forgotten, allowing IT 
organizations to sit back and benefit from 
the results. This is not going to happen.  
AI must have a purpose and a measurable 
outcome. If you do not know what you are 
looking for from AI, it will not tell you. 

» AI tools are most effective and valuable 
when focused on a specific business 
outcome. If the objective is to collect event 
data from a number of disparate sources to 
identify potential issues or a problem's root 
cause, then the model used must have a 
specific outcome in mind.   
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transition, migrate, or expand. Recent advancements in the discipline of artificial intelligence within the IT operations discipline 
have broadened capabilities that various types of analytic models offer IT operations professionals. It's all about the data. 
Looking to an AI tool to make sense of data that is constantly changing and chaotic without focusing it on an outcome will 
result in disappointment. It's not about data sources; it's about the right kind of data. The better the data quality, the better  
the AI output. Without this discipline, the AI tool will simply take one set of data and convert it into a different set of data.  
The less intuitive the AI output, the greater the need for expertise to be used to translate the data into usable information. 

Benefits  
AI is a method to help organizations detect, solve, or provide alerts about problems and grow their businesses, but AI 
alone is not the answer. Although many IT organizations have a corporate AI strategy or road map, infrastructure and 
operations (I&O) professionals should consider how AIOps addresses operational challenges as enterprise monitoring is 
modernized, scaled, and improved across the company. 

They should also consider how AIOps plays a role or is a leading technology in delivering business outcomes as part of the 
corporate strategy, notably in areas such as customer satisfaction, operations efficiency, cost containment and reduction, 
and time to market for innovation delivery. I&O teams in the "new normal" are very focused on customer behavior as 
brick-and-mortar locations reopen, and operations efficiency is focused on the "cost of service" theme for cost 
containment and reduction opportunities related to service delivery processes.   

Integrating AI into existing systems is more complicated than adding a browser plug-in. Using the intelligence from AIOps 
tools to trigger an action in a workflow requires 100% AI accuracy and the setting up of an interface between the 
infrastructure and monitoring tools to address business needs. The integration requires creating a feedback loop to 
continuously improve models based on actions and the attained results. How do you know if the automatically triggered 
action worked? Monitoring the integration actions and the results while making subtle adjustments to the model and 
execution will reduce the risk of failure. 

AI tools are most effective and valuable when focused on a specific business outcome. If the objective is to collect event 
data from a number of disparate sources to identify potential issues or a problem's root cause, then the model used must 
have a specific outcome in mind (e.g., continuously improve network throughput, storage efficiency, or database 
performance). This means the AI models are focused with the identified source data and the output is delivered into the 
hands of the IT operations personnel with the skills required to interpret it. In addition, AI tools often serve different 
teams or users and will need to show dashboards in context for each type of user (i.e., an executive versus an operator). 
Poorly designed dashboards or proactive alerting can limit a tool's effectiveness, value, and adoption. However, 
organizations should not rely solely on dashboards and metrics to show value. The value is in the analytic model, which 
provides the answer, guidance, and actionable outcome. 

Considering VMware vRealize AI Cloud  
VMware has introduced vRealize AI Cloud, a new SaaS-based self-tuning solution that uses machine learning (ML) 
techniques such as reinforcement learning to dynamically learn, adapt, and optimize tuning parameters to deliver optimal 
performance for vSAN deployments across clusters and datacenters. vRealize AI Cloud continuously self-tunes vSAN clusters 
to optimize KPIs such as I/O read and write throughput and network latency. vRealize AI Cloud's vSAN support is intended to 
be the first instance of capabilities on the road toward implementing VMware's vision of the self-driving datacenter. 
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VMware AI Evolution 

VMware incorporates several native AI, ML, and analytics capabilities into vRealize products to optimize operations 
efficiency and cost-effective datacenter infrastructure best practices. The vRealize Cloud Management portfolio, 
including vRealize Operations Cloud, vRealize Log Insight Cloud, vRealize Network Insight Cloud, and vRealize Automation 
Cloud, supports self-learning performance analytics and dynamic thresholds, anomaly detection, root cause analysis and 
recommendations, and guided and automated remediation. Other capabilities include predictive analytics for capacity 
utilization and forecasting, application discovery and dependency mapping, and automation and governance. 

vRealize AI Cloud 

vRealize AI Cloud is a new offering from VMware that provides continuous optimization for vSAN clusters based on AI/ML 
technology (see Figure 1). The SaaS-based solution builds a digital twin model of a user's vSAN operating environment 
based on machine learning and collected data. It calculates health scores based on target KPIs. In "learning mode," the 
solution calculates potential improvements for performance KPIs with available resources if the designated clusters are 
underperforming. Note that, in learning mode, the benefits of potential improvements are evaluated in terms of their 
impact on the digital twin model. Actions for dynamic self-tuning adjustments to the physical infrastructure are made 
only when complete positive outcomes are predicted to ensure other SDDC dependencies are not negatively affected.  

FIGURE 1: vRealize AI Cloud Operation 

  
Source: VMware, 2021 

 
There are several options for evaluating possible outcomes. The user can ask to build a cluster model without taking 
action, identifying an "opportunity" for performance optimization. This shows what self-driving could bring in terms of 
improvement of health scores, or it can be set to automatically self-tune the environment every time it observes an 
opportunity to enhance the performance of the vSAN clusters. Reinforcement learning drives continuous optimization as 
the impact of actions is evaluated in terms of discovering the best reward outcome. 
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Challenges 

To help enterprises achieve success with AI, VMware needs to address the following common inhibitors:  

» Culture — the IT organization, leadership, and culture of using data-driven decision making  

» Lack of quality data to support the outcome and the inability to integrate data from various sources  

» Lack of IT specialists and the inability to train or hire the right staff  

» Inflated expectations and poorly developed use cases and metrics  

» Inability to identify the right business case and match it to the right team and technologies 

» Lack of trust that the AI/ML models will drive a successful and accurate outcome  

Conclusion  
Having smarter tools does not mean you can hire fewer skilled people, so do not look at AIOps to reduce staff. Look at AI to 
be more effective and agile and deliver business value. As previously mentioned, getting the most from an AI tool requires 
that it not be treated as a tool. When applied and managed correctly, AI is a business weapon and a potential differentiator. 
It is critical that IT executives provide a vision that rallies everyone in IT operations around a common goal. Members of the 
IT team must understand why AI is important to the business and how they'll fit into a new AI-oriented culture. They need 
reassurance that AI will enhance rather than diminish or even eliminate their roles. 
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MESSAGE FROM THE SPONSOR 

About VMware 

VMware vRealize Operations delivers self-driving IT operations management for private, hybrid, and multi-cloud 
environments in a unified, AI-powered platform. 

Offering full-stack visibility from physical, virtual and cloud infrastructure – including VMs and containers – to the 
applications they support, vRealize Operations provides continuous performance optimization, efficient capacity and 
cost planning and management, app-aware intelligent remediation, and integrated compliance.  

Click here for more information. 

  

 The content in this paper was adapted from existing IDC research published on www.idc.com. 

IDC Research, Inc. 

140 Kendrick Street 

Building B 

Needham, MA 0249, USA 

T 508.872.8200  

F 508.935.4015 

Twitter @IDC  

idc-insights-community.com  

www.idc.com 

This publication was produced by IDC Custom Solutions. The opinion, analysis, and research results presented herein are drawn from 
more detailed research and analysis independently conducted and published by IDC, unless specific vendor sponsorship is noted. IDC 
Custom Solutions makes IDC content available in a wide range of formats for distribution by various companies. A license to distribute 
IDC content does not imply endorsement of or opinion about the licensee. 

External Publication of IDC Information and Data — Any IDC information that is to be used in advertising, press releases, or promotional 
materials requires prior written approval from the appropriate IDC Vice President or Country Manager. A draft of the proposed 
document should accompany any such request. IDC reserves the right to deny approval of external usage for any reason. 

Copyright 2021 IDC. Reproduction without written permission is completely forbidden. 

https://www.vmware.com/products/vrealize-ai-cloud.html
https://pathfinder.vmware.com/path/vrai_overview
https://www.idc.com/
https://www.idc.com/prodserv/custom_solutions/index.jsp

