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Cloud Adoption Is on the Rise  
in Healthcare 
Is your healthcare organization moving quickly to lay the IT groundwork for on-going digital 
transformation? Are you expecting growth goals to be catalyzed by modern IT approaches such  
as cloud that redefine the patient experience, boost operational efficiency, and maintain healthcare 
data privacy? If so, there’s good news. 

Recent advancements in cloud delivery models have addressed multi-cloud management, security, 
data privacy, regulatory, and risk concerns. So there’s no better time than now for your healthcare 
organization to embrace hybrid cloud services to advance business agility. 

Don’t be left behind. More than 60 percent of healthcare organizations report they not only have 
cloud computing initiatives underway, but that they are adopting multiple clouds to improve agility.1  
Compliance requirements and lower-cost compute platforms are among the top reasons healthcare 
organizations cite for using multiple cloud platforms today. Backup and recovery of data as well as the 
ability to take advantage of different service levels closely follow, illustrating the ways in which cloud 
has become central to strategic healthcare IT (HIT) decision making.2

1 VMware data compilation from CHIME Focus Group #1, CHIME Focus Group #2, CHIME Online Survey,  
  and Beckers Focus Group. May 2017. 
2 Forrester Data, Global Business Technographics® Infrastructure Survey, 2017

WHY DO YOU USE MULTIPLE 
CLOUD PLATFORMS?

Compliance requirements that 
limit where we can deploy
certain apps/data

To lower compute costs/lower-cost
compute infrastructure

For backup/recovery of data, to
leverage cloud storage services

Some of our apps are only
available/supported in a 
particular cloud environment

To reduce our data center footprint

To o�er developers a broader 
range of cloud development 
environments, tools, and services

To lower costs by leveraging
cloud storage platforms

Base: 80 infrastructure decision-makers whose 
healthcare organizations are planning-implementing-
expanding hybrid cloud

Source: Forrester Data, Global Business Technographics®
Infrastructure Survey, 2017

To take advantage of di�erent
service level/performance on
di�erent cloud platforms
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Why Hybrid Cloud? 
Hospital-owned data centers remain central to healthcare’s IT operations. A majority of workloads 
live on-premises, including a large percentage of electronic medical record (EMR) applications that 
require greater control and security. Recognizing that public cloud services can also serve some 
applications well, HIT teams are looking to shift to a more agile, hybrid cloud model that leverages 
both private and public cloud to meet business needs.

IT leaders in healthcare recently reported deploying hybrid cloud can yield significant benefits.

What are the benefits of using hybrid cloud platforms or environments?

Improved security and compliance

Improved data management

Better IT cost management overall

Access to a broader range of apps and services
than with only one cloud environment

Improved IT infrastructure management
and flexibility

Faster release of new features, products

Lower compute costs overall

Lower storage costs overall

Access to temporary or peak capacity
to meet demand spikes

Improved app or infrastructure performance

Base: 80 infrastructure decision-makers who would describe their cloud strategy as “hybrid”
Source: Forrester Data, Global Business Technographics® Infrastructure Survey, 2017
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Business Drivers Accelerate Investment
Because cloud is a strategy, not a destination, VMware works closely with healthcare organizations 
globally to first identify the top business challenges HIT teams anticipate cloud can help solve.

• Speed New Service Delivery at Lower Costs – Healthcare providers want to tap the power 
and lower-cost capacity of cloud to reduce cycle time, improving when, where, and how new 
services are introduced. With hybrid cloud, HIT can flex and pay only for consumed resources— 
from storage to memory to processing power—gaining tremendous efficiency benefits.

• Enhance Security – HIT teams seeking ways to prevent brand-damaging breaches are 
discovering fully integrated, multilayered security across clouds and services with policy-
based governance from cloud vendors with strong data security and privacy capabilities 
make their businesses more comfortable running certain applications in the cloud.

• Consolidate & Modernize Data Centers – Significant healthcare merger and acquisition 
activity has contributed to data center sprawl and challenged HIT to consolidate workloads. 
Virtualization and hybrid cloud services are becoming an ideal strategy to eliminate computing 
silos and expand data center capacity to support loads without adding hardware or over-
provisioning with the benefit of transitioning from a capital to an operating expense model.

• Modernize Applications – As patient and caregiver demands increase, healthcare providers 
are looking to hybrid cloud to speed the provisioning of application development and testing 
environments, as well as optimize access to cloud services and modern apps (e.g., web, 
cloud-native, and SaaS).

• Migrate Applications – Legacy workloads, too critical to rearchitect or rewrite, are now 
under consideration for selective migration to hybrid cloud as an evolution strategy for 
healthcare. In addition to significantly reducing migration effort, cost, and schedules, the 
right hybrid cloud helps ensure consistent management and monitoring of all workloads 
across clouds. 

• Manage Performance and Contain Costs – Because oversight remains important, HIT teams 
are looking to proven hybrid cloud providers for the interoperability that enables them to use 
existing tools and skill sets to manage across clouds and to easily move apps back on-premises 
should there be negative impacts to budgets or app performance. 
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Yet Concerns Remain
Healthcare organizations cite security, privacy, compliance management, and difficulty tracking  
costs across multiple clouds as their top challenges when moving to hybrid cloud.4  For your healthcare 
organization to achieve cloud computing’s efficiency and cost benefits, it’s imperative to have a good 
understanding of the needs of your workloads. Otherwise, short-term decisions may be incredibly 
risky and actually set your strategic plans back.

Strategic Questions

Only when you understand your workloads—and how they translate into meeting your top business 
requirements for moving to cloud—can you build a strategy to ensure those workloads always have 
what they need. Consider your answers to the following questions:

• What applications have you designed to run in multiple data centers?

• How much does it cost to run them, and are there hard-coded hooks into the current infrastructure?

• Are there times when you need more computing power?

• What applications are best suited for cloud, and which cloud?

• What are the security, compliance, and regulatory implications of migrating applications to the cloud? 

Requirements for Hybrid Cloud Success

For cloud to become a critical element of your IT modernization strategy, you need a single, consistent, 
familiar experience across your data center and cloud environments. VMware Cloud provides it.

Business Drivers Accelerate Investment (cont’d)

4 Forrester Data, Global Business Technographics® Infrastructure Survey, 2017

Choice – IT can run, 
manage, connect, 
and secure the entire 
application portfolio 
on any cloud to  
any device.

Security and 
compliance – IT gains 
multi-layered security 
across clouds with a 
ubiquitous software 
layer.

Cost transparency – IT 
can spin up proof-of-
concept & training 
environments easily in 
the cloud—Amazon Web 
Services, IBM Cloud, 
Microsoft Azure, Google 
Cloud, and VMware 
Cloud Provider Program 
clouds— improving 
business agility and 
controlling capital costs.

Lower TCO – Teams 
leverage existing 
skills sets and tools, 
gaining operational 
consistency and 
helping to prevent 
rising costs.
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VMware’s Approach: Hybrid Cloud  
at the Pace of Your Healthcare Business
Cloud-first digital transformation includes adopting a hybrid model that helps grow and streamline 
your business. This can lower the business impacts of more agile providers.

VMware Cloud Foundation™, which includes industry-leading VMware vSphere®, VMware vSAN™, 
and VMware NSX® virtualization technologies, provides the simplest way to build an integrated 
hybrid cloud. It features a complete set of software and services for compute, storage, networking, 
security, and cloud management to run enterprise apps—traditional or containerized—in private or 
public cloud environments. It is easy to operate with built-in automated lifecycle management, 
providing the ultimate cloud extensibility and freedom.

With VMware, your healthcare organization can choose the best approach to meet a particular 
business need, for example, maintain a private cloud on-premises and expand it to the public cloud 
for DevTest, disaster recovery (DR), or image storage, or rely on hybrid cloud to run modern apps 
and frameworks.

Consistent and
simple to operate

Ready for VMs
and containers

Compatible across
on and o
 prem

Hybrid Cloud Platform

Private Cloud Public Cloud

CHRISTOPHER FRENZ,  
DIRECTOR OF IT INFRASTRUCTURE, 
INTERFAITH MEDICAL CENTER

A second data center 
would not be readily 
affordable to a hospital 
of our size. But we also 
can’t afford downtime. 
We wanted cloud-based 
disaster recovery, and 
we needed it to be 
secure in order to meet 
our compliance 
requirements. 

“

”



A Healthcare Services Cloud,  
Powered by VMware 
Women’s College Hospital is Canada’s leading academic ambulatory hospital. To continue pioneering 
innovative, ambulatory-treatment practices, the hospital required an upgraded IT environment that 
would make clinical information and systems more easily accessible. The hospital’s highest priority 
was the construction of a medical center which, by being more digitally efficient, would help reduce 
patient time in the hospital.

By launching a new Electronic Medical Records (EMR) solution on a VMware® private cloud—
coupled with a virtual desktop infrastructure (VDI)—the hospital significantly cut data delivery 
times, while enabling its lean IT team to easily manage the entire IT environment. 

Requirements

• The ability to deploy, scale, manage and deliver applications with a lean IT team.

• Flexible, agile, and highly reliable infrastructure that was competitively priced.

• The power to run a diverse range of applications—and support a large user population  
with diverse device preferences—with a small, service-desk staff.
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The decision to use 
VMware technologies 
for both the cloud and 
the desktop platforms 
was strategic. “I’m 
always a fan of the right 
solution for the right 
scenario, but when I 
can leverage the same 
vendor in multiple 
layers, I know there will 
be added benefits and 
value. And we had great 
confidence in the 
VMware platform.”  

BRENDAN KWOLEK 
IT DIRECTOR, WOMEN’S 
COLLEGE HOSPITAL
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Cloud Progress in Healthcare
To support communities—not just hospitals—healthcare organizations are becoming service 
providers and taking on an ever-expanding number of roles and access requirements. They 
need power, agility and flexibility to provide access to the latest clinical information, faster and 
through more channels.

If your HIT team isn’t strategizing or already moving to hybrid cloud, you risk being left behind. 
A full 82 percent of healthcare organizations recently surveyed have either implemented 
hybrid cloud or are planning to implement within the next 12 months.5 

5 Forrester Data, Global Business Technographics® Infrastructure Survey, 2017

How far along are you in your implemenation of hybrid cloud?
No immediate plans
(within the next 12 mo.)

Base: 80 infrastructure decision-makers who would describe their cloud strategy as “hybrid”
Source: Forrester Data, Global Business Technographics® Infrastructure Survey, 2017

46% 36% 11%

Planning to implement
within the next 12 mo.

Implementing/
Implemented

Expanding/upgrading
implementation

6%



p 8

Best Practices for Transitioning  
Your Healthcare Organization to 
Hybrid Cloud  
As you progress, keeping six best practices in mind will help maximize success on your hybrid 
cloud journey:

1.   Modernize your data center to build for cloud.

2.  Find a common set of cloud management capabilities that reduce complexity  
 and improve operational efficiency.

3.  Recognize your existing staff can be a huge asset. 

4.  Stop rewriting applications and code.

5.  Insist that integrated security be a must-have, everywhere!

6.  Discover a highly reliable platform that supports cloud adoption at your business’s pace.
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It’s really opened up a 
whole new business 
model for us, as well as 
allowed us to transition 
into a multi-tenet 
service provider and 
has opened up new 
revenue opportunities 
for us as we sell the 
services to other 
department hospitals.  

SCOTT RICHERT 
VICE PRESIDENT OF 
ENTERPRISE INFRASTRUCTURE, 
MERCY

“

”

Modernize Your Data Center to Build for Cloud  
Digital transformation is driving rapid and fundamental changes across patient care and business 
models in healthcare. To support ever-changing requirements, your HIT organization must 
similarly transform its data center. 

VMware’s innovative software-defined architecture of natively integrated compute, network, 
and storage virtualization technologies, together with automation and management, enables 
healthcare providers to modernize infrastructure, automate the delivery and management of IT 
services, and run modern cloud-native and microservices-based applications. This software-
defined approach delivers cloud service provider agility and economics in the data center,  
and extends to an elastic hybrid cloud environment.

1.

Mercy, a 43-hospital network in Missouri, used virtualization as the 
foundation to build a more reliable and predictable health IT infrastructure 
environment. This reliable environment helps the hospital remain 
HIPAA-compliant. Due to its success, Mercy is expanding partnerships 
with other healthcare organizations. 
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Cleveland Clinic Abu 
Dhabi, a multi-specialty, 
primary/tertiary/
quaternary care  
facility, chose VMware 
capabilities to automate 
the end-to-end delivery 
and management of IT 
services. The long-term 
goal is to create a 
healthcare-focused 
cloud, where the IT 
team can become an 
effective service 
provider to its internal 
customers—with the 
agility to scale out and 
expand that role for 
healthcare centers in 
the wider region.  

Find a Common Set of Cloud Management 
Capabilities that Reduce Complexity and 
Improve Efficiency
VMware’s cloud management platform unifies the management of public, private, and hybrid 
cloud resources, enables the automation and delivery of applications, and streamlines operations 
across clouds. A well-architected, enterprise cloud management platform delivers the following 
key benefits to healthcare organizations:

• Agility – Every provider needs to move faster in today’s digital business climate. VMware’s 
automated provisioning capabilities are particularly important to software development 
teams, which are under constant pressure to accelerate time to market for new care 
applications and software updates. 

• Efficiency – Many new demands are being placed on HIT organizations, but there typically 
isn’t a lot of funding to meet those demands. A cloud management platform can help increase 
your HIT team’s efficiency by automating repetitive tasks—both modern and legacy—as well 
as improve the utilization of in-house and cloud-based data center resources.  

• Control – One of the greatest HIT concerns with the move to cloud-based services is the risk 
of losing control of critical care applications and their associated data. An enterprise cloud 
management platform helps you maintain, or increase, visibility and control of your company’s 
assets, regardless of where they reside. The platform gives you the right level of control to 
support your needs in the quest to balance agility, risk, and cost dynamics.

• Choice – A hybrid cloud environment, managed by a cloud management platform, enables 
your IT team to leverage heterogeneous on-premises resources, including a hypervisor such 
as vSphere, along with any number of public clouds. This flexibility makes it possible to match 
the right hybrid cloud services with the particular requirements of individual business units, 
application owners, and development teams for an optimal service delivery strategy.  

2.
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Recognize Your Existing Staff Can Be a Huge Asset
You shouldn’t have to hire new staff to implement your cloud strategy. Evolving to a modern IT 
foundation with VMware allows your healthcare organization to take advantage of having the 
same architecture and operational experience both on-premises and in the cloud. This makes it 
easier for central IT and clinics or physician offices to gain greater agility with private and public 
clouds while most IT operations, governance, and security remain enterprise-level functions. 

Trusting your existing IT staff—that already has expertise running current investments—to  
help evolve the sprawling and complex IT ecosystems found in your healthcare organization is 
simply a smart move. Existing HIT professionals can seamlessly extend their VMware compute 
virtualization skills and technology experiences to natively integrated virtualized storage, 
networking, and even desktop services in a software-defined solution. By leveraging current 
tools, skill sets, and solutions, your HIT team can move faster to achieve digital transformation 
goals without disrupting your operations or budget.

3.

More than 70 percent 
of IT executives report 
their company has lost 
revenue due to lack of 
skills by the staff. 

THE LONDON SCHOOL OF 
ECONOMICS, THE COST OF 
CLOUD EXPERTISE REPORT

“

”
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Private Cloud Public Cloud

Customer Data Center

VMware Cloud
Infrastructure

COMPUTE STORAGE NETWORK COMPUTE STORAGE NETWORK

VMware Cloud on AWS

VMware Cloud Infrastructure

AWS Global Infrastructure

AWS Services

vCenter vCenter

WITH VMWARE CLOUD ON 
AWS, YOUR HEALTHCARE 
ORGANIZATION CAN

• STRENGTHEN SECURITY AND 
STREAMLINE COMPLIANCE 

• ACHIEVE FLEXIBILITY, 
OPTIMIZE COSTS, AND 
INCREASE EFFICIENCY 
WITHOUT COMPLEXITY 

• LEVERAGE EXISTING TEAMS, 
SKILL SETS, TOOLS, AND 
PROCESSES 

Stop Rewriting Healthcare Applications and Code   
VMware supports an open and interoperable approach to hybrid cloud, saving HIT teams the 
time and hassle associated with reinventing, replatforming, and rewriting application code. 
VMware has teamed with leading public cloud providers to ensure access to cloud services 
globally with consistent infrastructure and operations. Additionally, VMware and VMware 
Cloud Providers help ensure healthcare organizations are choosing an infrastructure platform 
that gives them freedom and control today and into the future. There’s no rewriting of apps, 
security, and networking policies required when moving workloads to the cloud (or back) with 
VMware’s approach to hybrid cloud.

An Example Hybrid Cloud: Two Leaders, One Solution

VMware Cloud™ on AWS, powered by VMware Cloud Foundation, is a best-of-breed commercial 
cloud solution that eliminates the complexity and intensive resource management required to 
adopt hybrid cloud. The jointly engineered hybrid cloud solution brings the benefits of hybrid 
cloud using VMware SDDC technologies—virtual compute, storage, and networking—to the 
AWS Cloud. VMware Cloud on AWS removes traditional barriers to hybrid cloud portability by 
supporting workloads on-premises and in the public cloud using a common operating platform. 

4.
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Insist Integrated Security be a Must-Have, 
Everywhere!  
HIT teams adopting hybrid cloud must also solve challenges around networking, security, and 
policy management across environments. Keeping data and information secure is not only 
mandated by regulatory guidelines, it’s imperative for business success. That’s why every 
healthcare organization transitioning to the cloud should develop a zero-trust environment.

5.

“

”

Healthcare is under 
tremendous pressure to 
reduce costs, especially 
operational costs. With 
NSX, we are able to 
create a more fluid, 
liquid, automated data 
center that allows us to 
do more with less.

JOEL VENGCO, VP AND CIO, 
BAYSTATE HEALTH 

Baystate Health, one of the largest healthcare organizations in New 
England, needed a new, secure IT infrastructure to: ensure optimal 
application performance for doctors and staff; contain costs; and 
accommodate an ever-increasing healthcare demand. With the VMware 
NSX® network virtualization platform and a Software-Defined Data 
Center (SDDC), Baystate seamlessly converged three physical data 
centers into a single, fully integrated “active/active/active” data 
center. It saved money and laid a stable—yet flexible—foundation for 
secure, long-term growth.

Using VMware NSX and VMware vRealize® Automation™ technologies 
together, IT staff can model complete, multitier application environments 
that bake in network and security policies. Efficiency is greatly improved 
through repeatable processes, seamlessly delivered time and time 
again. Through native integration of vRealize Automation and NSX,  
IT can standardize delivery and reduce manual overload, leverage 
micro-segmentation to protect east-west traffic and secure applications 
easily and consistently, regardless of where they run, and throughout 
their lifecycle.

With VMware, Baystate Health achieved business and operational goals:

• Approximately USD $3.5 million in savings upfront

• Eliminated the expense of maintaining 12,000 PCs in the field

• Improved data security thanks to easy micro-segmentation

• Third-party solutions easily integrated into the network
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Discover a Highly Reliable Platform that Supports 
Cloud Adoption at Your Pace   
VMware Cloud supports seamless bi-directional application portability and migration, so your 
healthcare organization can run workloads where you want them, depending on business 
needs. You benefit from both the speed of live migration of workloads between on-premises 
and public clouds and optimized workload distribution, which saves time and money by 
preventing downtime.

Minimize Disruption

Because VMware technology supports high availability, your HIT staff can be sure that in the 
event of a failure, affected software is automatically restarted on another production server 
with spare capacity. With VMware, you minimize downtime and service disruption at lower TCO. 

Consistently Meet Business Needs

The adoption of cloud and the migration of legacy applications and other workloads to private, 
public, and hybrid clouds are strategic decisions that can help transform care operations. That’s 
why it’s critical to build on a foundation that delivers the ultimate in flexibility, interoperability, 
and ease of management across clouds. VMware supports the seamless move of the applications 
you choose, to the cloud you want, at your own pace, as your healthcare business demands.

Now we can give our 
research community 
the same sort of 
service they would 
expect from an 
organization like 
Amazon. They click 
and we deploy. 

MANU MISHRA
SENIOR ENGINEER,  
USC KECK MEDICAL CENTER

”

“

6.



Move Your Healthcare Organization  
to Cloud with VMware

As an integral part of digital transformation strategies, healthcare organizations worldwide are choosing 
VMware hybrid cloud solutions to overcome scalability, availability, and budget challenges. They are 
modernizing IT foundations with VMware to improve agility, speed of service delivery, and security at 
lower costs. 

Familiar VMware technology already in your data center extends to private and public clouds, enabling 
your on-premises infrastructure to continue to deliver high ROI. Existing teams with the right skillsets 
are also already in place to move your cloud strategy forward. 

Your healthcare organization’s ability to drive revenue growth and embrace new patient care models 
with innovative products and services while meeting compliance requirements will depend on your IT 
flexibility. Following best practices and leveraging continuing advancements in cloud delivery models 
make now the ideal time to adopt a hybrid cloud solution that optimizes business agility, enhances 
patient experiences, minimizes cost, and reduces risk. 

Adopt a hybrid cloud strategy. Learn more. 
> Web@http://www.vmware.com/go/healthcare

> Twitter@vmwareHIT

> Healthcare Blog@https://blogs.vmware.com/industry-solutions/healthcare

> VMware Hands-On Labs: Cloud Services@https://www.vmware.com/try-vmware/ 
 try-hands-on-labs.html
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