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Take the Pressure Off IT
How to focus on innovation and digital transformation
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Take the Pressure Off IT

67 percent of IT leaders  
are devoting time to their  
digital strategy to drive 
innovation, create new  
business models and grow 
revenue opportunities.

IDG1

 “We’re better able to respond  
to anomalies in the estate  
with proactive support. Skyline 
means we’re able to spot issues 
before they escalate and helps  
us adopt best practices.”

PAUL BAILEY  
SENIOR INFRASTRUCTURE ENGINEER 
YORKSHIRE WATER

To keep pace with increasing customer expectations and a competitive business landscape, 
many companies are planning for future success and growth by revisiting everything they 
have traditionally done in the past, starting with the way they have utilized their back-end 
systems to conduct day-to-day business. 

According to IDG’s State of the CIO research, 67 percent of the 683 IT leaders surveyed 
are devoting time to their digital strategy to drive innovation, create new business models 
and grow revenue opportunities.1

And as part of their overall digital transformation, many companies are revamping their  
old infrastructures and modernizing them with software-defined systems that enable more 
innovative, scalable and agile business processes.

As more companies invest in their digital infrastructure, it’s critical that the professionals 
leading the transition focus on:

• Mitigating risk 

• Reducing vulnerability to security threats

• Ensuring stability and reliability

• Speeding time to resolution when problems occur

Where does your company stand on these points? Let’s look at each one in more detail. 

How are you mitigating risk?
The old adage “prevention is better than the cure” still holds true in the modern era of digital 
transformation. Companies are realizing that stopping something bad from happening is 
more cost-effective—in terms of productivity, resource allocation and asset management—
than dealing with it after it has happened.

Ask yourself, “What’s more preferred: preventing fires or putting them out?”

And while businesses still acknowledge the importance of having efficient, response-based 
processes in place to react to support issues when they occur (aka firefighting mode), savvier 
companies are investing in proactive technology to help them avoid having issues altogether. 

How are some of the businesses that have successfully undergone digital transformation 
doing this? 

Sixty-nine percent of the 850 enterprise executives surveyed by the Capgemini Research 
Institute plan to use more artificial intelligence (AI) and machine learning (ML) in their 
business processes in 2020.2   

This is because many companies have found that insights gained from these technologies 
help inform best practices for network and environment security, get alignment for future 
mitigation strategies and even improve customer satisfaction.

One such customer is Yorkshire Water, a leading U.K. utility company that manages more 
than 62,000 miles of pipework, connecting water systems across England’s largest county 
and providing 1.24 billion liters of drinking water daily.

In their list of risk mitigation tools, Yorkshire Water includes VMware Skyline™, an innovative 
proactive support offering from a global leader in cloud infrastructure and digital workspace 
technology. Skyline accelerates digital transformation for evolving IT environments to help 
staff avoid firefighting mode.

According to Paul Bayley, senior infrastructure engineer at Yorkshire Water, “We’re better 
able to respond to anomalies in the estate with proactive support. Skyline means we’re 
able to spot issues before they escalate and helps us adopt best practices.”

1. IDG. “State of the CIO 2019: CIOs Get Strategic.” Beth Stackpole. 2019.

2. Capgemini Research Institute. “Reinventing Cybersecurity with Artificial Intelligence.” 2019.

http://idgcommunications.lookbookhq.com/ciodigitalmagazine-cradlepoint/01-ciod-winter-2019--1
https://www.capgemini.com/research/reinventing-cybersecurity-with-artificial-intelligence/
https://www.yorkshirewater.com/
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The average cost of a data 
breach in 2019 was $3.92 million, 
with an average value of $150 
per record.

IBM4

 “VMware Skyline deployment 
and data collection have been 
seamless. Skyline gives us early 
insight into issues that may arise, 
including zero-day exploits 
and vulnerabilities, so we know 
ahead of time which drivers and 
patches we need. It makes the 
business safer.”

MATTHEW SZEWCZYK 
COMPUTE AND STORAGE TEAM LEAD 
ALLEGIS GROUP

How are you reducing vulnerability to security threats?
While there is no one-size-fits-all strategy for reducing vulnerability to security threats and 
data breaches, IT leaders agree that having a clearly defined security strategy is a critical 
component in any company’s digital transformation plan. 

IDG indicates that “64% of IT leaders say security strategy is tightly integrated as part of 
the overall IT roadmap, and 82% expect the same three years from now.”1 This is also 
reflected in IT budgeting considerations, as Deloitte found that many of the IT leaders they 
surveyed are dedicating as much as 14 percent of their budget to bolstering the security  
of the environments they manage.3

The rationale behind the spending is very similar to proactively mitigating other types of 
risk: It’s less expensive to prevent security threats and data breaches than it is to repair the 
damage when they happen. According to IBM, the average cost of a data breach in 2019 
was $3.92 million, with an average value of $150 per record.4

No company is safe from security vulnerabilities. Two recent serious vulnerabilities—Spectre 
and Meltdown—impact most of the computer chips manufactured in the last decade.5 While 
there is no evidence to support that these flaws have been exploited, it has been noted that 
detection would be difficult if they were. Because of this, many companies have begun to 
proactively take action to protect their systems from what many security professionals see  
as threats that can be potentially catastrophic in nature. 

One such company is Allegis Group, a staffing company with 500 locations around the 
world, 10 subsidiary companies and approximately 15,000 employees. They include 
VMware Skyline in their full stack of solutions for virtualization, backup, security, cloud 
automation and containers. They rely on Skyline to provide insight into how well the 
applications on their networks are optimized for stability, reliability and compatibility. 

According Matthew Szewczyk, compute and storage team lead at Allegis Group, “VMware 
Skyline deployment and data collection have been seamless. Skyline gives us early insight 
into issues that might arise, including zero-day exploits and vulnerabilities, so we know 
ahead of time which drivers and patches we need. It makes the business safer.”

How are you delivering stability and reliability?
Network environments and the software that drives them can be incredibly complex. 
Whether you’re leveraging the cloud, using on-premises IT or working with a combination 
of both, it is essential to keep the components that comprise your network infrastructure 
up to date.

But, in an era where constant driver updates, bug fixes and patches are created to address 
security vulnerabilities and performance issues, it can be an overwhelming challenge to 
track them all. 

Because of this, patching is a major challenge for IT managers everywhere. A recent survey 
by Duo Security indicated that just 31 percent of companies running Windows are on the 
latest operating system (OS) version, with 60 percent running versions that no longer 
receive regular support.6

In addition to the challenge of tracking the huge number of patches and upgrades that 
vendors provide, one of the biggest reasons for not applying them is the fear that they 
could bring down a seemingly healthy network. It’s the lack of insight into the larger 
compatibility and interoperability dependencies that causes this concern.

3. Deloitte. “Pursuing cybersecurity maturity at financial institutions.” Sam Friedman and Nikhil Gokhale. May 1, 2019.

4. IBM Security and Ponemon Institute. “Cost of a Data Breach Report.” 2019.

5. MarketWatch. “Meltdown and Spectre are huge vulnerabilities for Intel and others: What you need to know.” 
Therese Poletti. January 4, 2018.

6. Duo Security. “Trusted Access Report.” Thu T. Pham. 2017.

https://www2.deloitte.com/us/en/insights/industry/financial-services/cybersecurity-maturity-financial-institutions-cyber-risk.html
https://www.ibm.com/security/data-breach
https://spectreattack.com/spectre.pdf
https://meltdownattack.com/meltdown.pdf
https://www.marketwatch.com/story/meltdown-and-spectre-are-huge-vulnerabilities-for-intel-and-more-what-you-need-to-know-2018-01-03
https://www.allegisgroup.com/
https://duo.com/assets/ebooks/duo-trusted-access-report-2017.pdf
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31 percent of companies running 
Windows are on the latest OS 
version, with 60 percent running 
versions that no longer receive 
regular support.

DUO SECURITY6

 “Skyline proactively identified 
several issues, such as storage 
pathing and misconfigured 
hypervisors, we were unaware of.”

RICHARD HARRIS 
VIRTUALIZATION ENGINEER 
RACKSPACE

But the “don’t fix what isn’t broken” approach to IT management can be costly. It could 
produce performance degradation as well as open the door to even larger risks and 
security issues. Indeed, Tripwire and Dimensional Research found that 34 percent of 
breaches in Europe were caused by unpatched vulnerabilities.7 

So, how are companies that have successfully undergone digital transformation maintaining 
reliable, stable and secure networks while ensuring that available patches and upgrades 
won’t break anything?

Some companies leverage extended services from key trusted advisors that provide a 
holistic view of the hardware and software applications that have been implemented, and 
supply insight into network compatibility of available patches and upgrades.

Rackspace—a cloud computing company with data centers operating in the United States, 
the United Kingdom, Germany, Australia and Hong Kong—is one of these companies. And 
their tool of choice is VMware Skyline.

According to Richard Harris, a virtualization engineer at Rackspace, “Skyline proactively 
identified several issues, such as storage pathing and misconfigured hypervisors, we were 
unaware of.”

As Harris notes, Skyline helps Rackspace resolve misconfiguration issues, which 
represents 60 percent of availability and performance errors according to Enterprise 
Management Associates.8

How fast can you resolve business-critical issues? 
According to CompTIA, 90 percent of businesses rely on cloud-based infrastructure to 
offer their products and services to customers,9 so it’s important to ensure they are always 
up and running. During instances when these networks fail, the downtime can be costly, 
ranging from losing customer confidence to being driven out of business altogether. 

Downtime costs organizations approximately $1.55 million annually, according to Aberdeen 
Group research.6 But the impact of downtime doesn’t stop there. Research by Coleman 
Parkes shows that companies lose as much as 545 productive man-hours annually10 when 
their employees attempt to get their networks functioning again. Some companies attribute 
the slow turnaround in resolution times to the lack of skilled IT talent in the market today, 
according to IDG.1

How are companies ensuring they can quickly restore service when their networks go 
down and need support? Some businesses invest in more knowledgeable IT staff, while 
many others work with trusted third parties and require them to offer assurances in the 
form of uptime contracts or service-level agreements that carry specific language 
regarding financial compensation in the event of an outage.  

Avera Health—a fully integrated health system with more than 300 locations in 100 
communities throughout the United States—is one of these companies. Avera Health relies 
on VMware Skyline to speed time to resolution when they experience business-critical 
network issues. According to Justin Bartling, a senior systems engineer at Avera Health, 
the VMware Skyline Log Assist™ feature “eliminates the time-consuming process of 
manually uploading log files that VMware’s technical support engineers need to help 
discover and resolve the complex technical issues that create costly downtime.” 

7. Tripwire and Dimensional Research. “Tripwire 2019 Vulnerability Management Survey.” June 2019.

8. ERS IT Solutions. “The Costs of IT Downtime & Other Computer Downtime Statistics.”

9. CompTIA. “5th Annual Trends in Cloud Computing.” October 2014.

10. Evolven. “Downtime, Outages and Failures - Understanding Their True Costs.” Gad Cohen.

https://3b6xlt3iddqmuq5vy2w0s5d3-wpengine.netdna-ssl.com/state-of-security/wp-content/uploads/sites/3/Tripwire-Dimensional-Research-VM-Survey.pdf
https://www.rackspace.com/
https://ers.ie/it-downtime-the-numbers/
https://www.comptia.org/content/research/5th-annual-trends-in-cloud-computing
https://ers.ie/it-downtime-the-numbers
https://ers.ie/it-downtime-the-numbers
https://www.evolven.com/blog/downtime-outages-and-failures-understanding-their-true-costs.html
https://www.avera.org/
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Downtime costs organizations 
approximately $1.55 million 
annually.

ABERDEEN GROUP6

 “[The Skyline Log Assist] feature 
eliminates the time-consuming 
process of manually uploading 
log files that VMware’s technical 
support engineers need to help 
discover and resolve complex 
technical issues that create  
costly downtime.”

JUSTIN BARTLING 
SENIOR SYSTEMS ENGINEER 
AVERA HEALTH

Skyline Log Assist automates this process, which customers have revealed can take 
several hours or even days to complete manually. 

Customers such as Avera Health say that Skyline Log Assist improves this process by  
as much as 30 percent, saving time better suited for more high-value work. 

See how Skyline can help your business
There are many solutions in the market today that can help you target the specific business 
challenges discussed in this white paper. 

Your business needs a solution that can proactively support your digital infrastructure to 
avoid interruptions that hamper innovation and digital transformation.

VMware Skyline is one of the few proactive IT solutions in the market today that can address 
these challenges. Skyline is available at no additional charge to VMware Production and 
VMware Premier Support™ customers, and it integrates many VMware solutions that you’re 
most likely already using.

For more information on Skyline, please visit vmware.com/go/skyline/download to start 
driving innovation through digital transformation for your business.

https://vmware.com/go/skyline/download
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