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About this paper
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Executive Summary

Application and cloud transformation are still underway at most organizations, and they are changing software
development forever. We are entering an era in which cloud will no longer be seen as a separate IT category:
quite simply, cloud is IT. Organizations are racing to deliver new products and services by leveraging software
running in the cloud. They are seeking to build, operate, manage and secure workloads here, there and
everywhere with ecosystems of public, private and edge clouds and enabling software. Cloud native has shifted
modern software development from a model shaped by browser-driven consumption concerns to one focused
on optimizing the software architecture to achieve improved longevity, security, supportability and resilience.
Cloud native enables successful enterprise DevOps, whereby developers and IT operations teams collaborate
for faster releases, greater efficiency and readiness for market changes, and the whole notion of “shift left”
comes from cloud native.

Organizations are improving operational velocity, but they must also ensure operations are secure, controlled
and available. While developer enablement and the developer experience are now strategic to the enterprise,
the greater use of cloud and the vast number of services and components spread across the major public
clouds creates IT complexity and operational challenges that can undermine the efforts to execute on digital
transformation strategies.

Organizations are embracing multicloud — sometimes as a consequence of a merger or acquisition, but more
often because of data compliance or to access a particular cloud provider’s unigue service. Multicloud offers
many advantages, but along with those come challenges. Multicloud environments tend to be assembled by
happenstance rather than by design, meaning there is an inevitable shortfall when it comes to governance.
However, in order to reap the benefits that come with using public clouds, organizations must handle
multicloud environments consistently, which is where the hard work begins. Multicloud governance and policy
management help to address public cloud governance by configuring high-level organizational rules, or cloud
“guardrails,” across public clouds, enforcing and checking compliance (i.e., checking drift from the desired
state) and remediating drift and violations across public clouds.

According to our research, most organizations are still attempting to solve issues associated with public
cloud governance/compliance and security; only a third of respondents say they have already solved these
issues (see Figure 1). Even fewer have solved cost and performance optimization issues — areas where cloud
automation platforms must also be leveraged.
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Figure 1: Progress in Addressing Public Cloud or Hosted Infrastructure Challenges

m Already solved Attempting to solve Not a priority at this time
App/workload placement (n=320) 34% 23%
Cloud transformation strategy (n=328) 36% 23%
Cloud migration/integration (n=329) 40% 23%
Governance/compliance (n=320) 49% 16%
Securing cloud environments (n=322) 55% 1%

Performance optimization (n=320) 43% 29%

Cost optimization (n=317) 52% 24%
Refactoring apps for cloud (n=324) 4% 36%

Q. For each of the following challenges associated with public cloud or hosted infrastructure, please indicate whether your organization is
currently attempting to solve the issue, has already solved it, or it is not a priority.

Base: Using or planning to use laaS/Paa$S or hosted private cloud
Source: 451 Research’s Voice of the Enterprise: Cloud, Hosting & Managed Services, Budgets & Outlook 2021
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Identifying the Drivers of the
Shift-Left Movement

It is the cloud “operating model” that delivers the cloud experience, not the venue per se. The specific location
of private, public and edge cloud environments is therefore less important than the challenge of integrating
the infrastructure/application resources in a way that provides a consistent “landing zone” experience across
the IT estate and the ability to move data and workloads freely and securely between venues with low-
latency and high-performance interconnections. All of this is leading into a storm of complexity, compounded
by the vast number of services and components that are spread across the major public clouds. When

we asked our Voice of the Enterprise survey panel to characterize the complexity of their organization’s

cloud IT environment, nearly three-quarters rated it as highly or moderately complex. The most commonly
cited factors contributing to that complexity are technical debt, application modernization, compliance

for regulated workloads and data silos. Nearly three-quarters of organizations currently use multiple cloud
platforms, and 451 Research’s Cloud Price Index now tracks more than three million products (SKUs) that can
be purchased from the major hyperscalers alone.

Governance is a perennial challenge, and considerable effort is needed to bring this under control given the
conditions described above. The expansion of cloud usage and the uptick in cloud migration resulting from
organizations’IT responses to the COVID-19 pandemic are no doubt additional contributing factors. In short,
governance, risk and compliance takes on ever greater importance as enterprise IT estates become ever
more “cloudy.”

As a consequence, there is a growing, unmet need for automated public cloud governance and policy
management for cost, performance, security, networking and configuration across both greenfield and
brownfield environments. Key requirements include ensuring that infrastructure and applications are secure
to meet enterprise standards, that application performance and availability can always be seen regardless of
whether a workload runs on a public or private cloud, and that cloud budgets and cost can be optimized.

We believe organizations must embrace “shift left” (putting in controls early in the process), and seek
automated approaches wherever possible, ensuring their governance practices and guardrails are developer-
friendly (integrated with workflows and tools) and expressed in plain language. Some guiding principles are:

— Keep an eye on the prize. Buyers should determine the suitability of public cloud governance tools in
terms of how effectively they support the desired business outcomes.

— Occupy the driver’s seat. The platform should enable organizations to make decisions about how and
where to take advantage of cloud services, avoiding vendor lock-in.

— It’'s not all about technology. Larger organizations with a growing cloud presence are learning that cloud-
governance challenges extend beyond the immediate technical controls that need to be applied. They also
include alignment with organizational structures, workflows and cross-functional teams. This may require
some internal adjustments to both team structures and roles.

— Successful projects require a top-down mandate. Standardizing any aspect of governance across
organizational boundaries requires a top-down impetus that is comprehensive and sustained to support
new, more effective ways of working that span the project life cycle.

— Embrace automation. The complexity of modern cloud-native, multicloud IT environments has made
automation a more crucial technique. The amount and pace of change means that most teams don’t have
enough people to execute all of the required governance, management and monitoring functions.
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— Aim for auto-remediation. Organizations seeking visibility, faster service delivery and savings associated
with a reduction in manual intervention of their infrastructure will need governance tools that can automate
processes and offer auto-remediation against policy.

— Treat IT as a production system instead of a support system. The C-suite points to multicloud and cloud
native as IT weapons to bring to the fight against variables such as uncertainty and rapidly changing market
conditions. The ability to govern public multicloud use at scale from a single point of control should be a
cornerstone of enterprise IT.

— Cloud first requires a policy-first posture. Cloud governance for large organizations not only requires
a focus on developer-centric constructs, but it must also start with a policy-first approach that is then
assessed continuously.

The Emergence of the Automated
Cloud Governance Platform

Recent 451 Research data reveals that nearly two-thirds of enterprises surveyed are still trying to solve the
challenges of governance and compliance using their own resources and assets (see Figure 2). Just 15%

have purchased a commercial software tool to use with their cloud, 12% have engaged a third-party service
provider to deal with the issue, and 7% have purchased services from their cloud provider to integrate into
their environments. Given the breadth of the problem and the acceleration of public multicloud use, we believe
it will become increasingly difficult for enterprises to develop and maintain their own automated platforms
and tooling sufficiently to deliver the level of governance and policy management required. This indicates a
significant unmet need for automated approaches to public cloud governance.

Figure 2: Progress in Solving Governance and Compliance Issues
m We do it ourselves with existing resources and toolsets
Purchased a commercial software/tools/SaasS to bolt onto our cloud/hosted environment
m Engaged a third-party managed/professional service provider to deal with the issue
m Purchased services offered by our cloud/hosting provider services to integrate into our environment

Other

Q. You indicated that you have solved, or are attempting to solve, the issue of governance and compliance. Which of the following best
describes your organization’s current/planned approach to dealing with this challenge?

Base: Have solved, or are attempting to solve, the issue of governance and compliance (n=41—Note: Base sizes below n=50 should be
interpreted anecdotally)

Source: 451 Research’s Voice of the Enterprise: Cloud, Hosting & Managed Services, Budgets & Outlook 2021
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Most organizations still use spreadsheets to manually track policy and exception data across their clouds.
Their tracking solutions also generally involve several tools, many of them siloed, such as PowerShell, native

API scripting and custom scripting. Traditional IT policies and processes formerly captured in writing or held as
“tribal knowledge” don’t support the move to much-needed automation of a new, agile operations model. These
governance processes and tools were not built for real-time operations, so enterprise cloud practitioners face
some key challenges, including:

— Processes that are constrained by internal silos.

— Difficulty managing sprawling multicloud assets/resources.

— Prevailing reliance on manual interventions.

— Poor support for developers who move very quickly to bring new products to market.

Ideally, organizations would be able to create “landing zones” across clouds to achieve consistency in terms of
security, performance, availability and cost. But in practice, this doesn't work because the various clouds use
different tools and have different requirements. And when an organization starts using more clouds, typically
much of the landing-zone design and policy operation won’t be fully documented into libraries, meaning
security teams have to do one-off remediations. Implementing governance today therefore requires the use
of multiple tools and technologies, which results in complex environments that must be managed by IT teams.
Businesses would much rather incorporate multicloud practices that provide them with:

— Better governance and controls over specific/overall cloud service costs.
— Assured data security and sovereignty controls.

— Adherence to compliance/regulatory rules.

— Guaranteed performance.

What will it take to deliver this? Going forward, the benchmark for supporting successful guardrail operations
will be cloud automation platforms that allow operators to see any environment in any cloud plus all of the
changes taking place — or required — in a self-service fashion. This can only be achieved via a streamlined
process using human-readable (such as YAML) templates to describe the desired state of the cloud, as well as
everything about its network and attached policies. Ultimately, this will result in the delivery of a single-button
approach for managing each of the supported clouds with a built-in policy action or response. Templates
ensure standard approaches to cloud service policy definition and/or landing-zone creation. A policy library
may include templates for bootstrap, network, security, cost, configuration and performance, etc. In this way,
the cloud automation platform can take advantage of native cloud policy engines as well as third-party policy
engines and provide permissions by using service roles and user roles.
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Moreover, because policy libraries are reusable for any cloud, organizations would be able to connect different
policy engines that are already in place — such as drift management or policy violation - rather than rebuild or
integrate them for use with this approach. (This in itself brings considerable operational benefits in terms of
time and cost savings, in addition to the foundational guardrail services). Furthermore, monitoring consoles
that offer visibility at all levels of a public cloud service — to view the template and code for any environment,
plus the drift that may have occurred — should generate options for auto-remediation against the change or
drift to ensure that the tolerance to process rules/governance is maintained. If the new state is accepted, this
should then be written back into the desired state in the template to reflect the (new) real state of the cloud
service and not just the original base. Not all remediations need to be auto-triggered — customers may want
to set approval policies before remediations are applied, and the offline communication between teams can
be a big roadblock. However, it is imperative that a user’s persona defines the appropriate policies, but that
implementation resides with the cloud development team. Today, such operations require multiple tools. In
future, we believe these platforms will begin to offer:

— Aconsolidated view of multiple public cloud accounts for central management.

— Automated controls over cloud service drift to “correct” processes and services.

— Rule-based remediations and interventions.

— Cost/security/sovereignty governance requirements maintained at all times in real time.

This latter issue is of particular concern in today’s multicloud world. When dealing with multiple clouds that
have different security controls, risk postures and vulnerabilities, applying an organization-wide security
policy/framework is a particular challenge. More than half of organizations surveyed are attempting to solve
this issue using their own tools (see Figure 3), while 22% have engaged a third-party managed/professional
service provider to deal with the issue, another 12% have purchased a commercial software tool to use with
their cloud environment and fewer than 10% have purchased services offered by their cloud provider to
integrate into their environments.

Figure 3: Progress in Applying an Organization-Wide Security Policy/Framework

m We do it ourselves with existing resources and toolsets
Engaged a third-party managed/professional service provider to deal with the issue
m Purchased a commercial software/tools/SaaS to bolt onto our cloud/hosted environment
m Purchased services offered by our cloud/hosting provider services to integrate into our environment

Other

Q. You indicated that you have solved, or are attempting to solve, the issue of application of an organization-wide security policy/
framework. Which of the following best describes your organization’s current/planned approach to dealing with this challenge?

Base: Have solved, or are attempting to solve, the issue of application of an organization-wide security policy/framework (n=65)
Source: 451 Research’s Voice of the Enterprise: Cloud, Hosting & Managed Services, Budgets & Outlook 2021
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This is a problem highlighted by an IT engineering practitioner at a large financial services company (and a
participant in our Voice of the Enterprise survey panel). In the decentralized development model, which is now
commonplace and increasingly enabled by the use of modern cloud-native constructs and DevOps processes,
each line of business is following its own best practices and its own tools for scanning vulnerabilities. The
view is that to help prevent breaches that exploit this loosely coupled environment, enterprises should have
more automation and governance as part of a more solid enterprise-level practice to secure the decentralized
development cycles that are in operation.

“Development work is very decentralized, and every line of business ... each of them follow their
own good practices and their own tools for scanning vulnerabilities ... | would like to see more of
governance on our cycle and a more solid enterprise-level type of secure practices and automation
for preventing the same type of issues that caused the SolarWinds incident.”

IT/engineering manager/staff
10,000-49,000 employees, $5B-$9.99B revenue, financial services

Source: 451 Research’s Voice of the Enterprise: Digital Pulse, Application Modernization 2021

The cross-functional impact of multicloud governance is a shared responsibility for automation across clouds.
As such, the tools will need to support a range of use cases:

— SecOps, NetOps and FinOps admins — to track approvals and exceptions across public clouds with
centralized policies and compliance visibility.

— Cloud ops admin —to curate, templatize and package compliant cloud environments.

— SRE admin —to gain access to compliant cloud environments in a self-service operation and set up just-in-
time access for cloud developer users.

— Cloud dev—to gain just-in-time access to requested environments.
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Conclusions

There is considerable benefit to embedding the “guardrails” enforced by an automated cloud governance
platform inside the infrastructure, as a mid-level manager at a large consumer/retail enterprise observed. This
is because the use of cloud native typically rests on an underlying assumption that development teams are
agile (using DevOps processes, for example), and that they will have everything they need to develop a required
application successfully without crossing organizational boundaries. Whether a resource is developed internally
or provided by a third party, the key is that development teams can implement their knowledge quickly and
easily. Embedding guardrails within the infrastructure allows developers to create what they have been asked
with minimal oversight.

“A lot of cloud native assumes that the development team is an agile development team... where
they have everything that they need in order to develop the application without organizational
boundaries having been crossed. This is important for us because... when we have new outsourcers
come in, we want to let them use what they know quickly and easily and hide the guardrails inside
of the infrastructure and allow them to create what we've asked them to do without a lot of
oversight.”

Mid-level management
100,000+ employees, $10B+ revenue, consumer/retail

Source: 451 Research’s Voice of the Enterprise: Cloud Hosting & Managed Services, Budgets & Outlook 2021

Today, enterprises have mandates to ensure they are complying with policies in real time, especially when
onboarding cloud workloads — on an ongoing basis. We see automated public cloud governance as imperative
to delivering cloud landing zones that are always compliant with their stated policies. This helps organizations
harness the power of multicloud to achieve their goals. Without this, it is difficult to ensure compliance across
clouds, and when an issue is resolved, remediations are manual and inconsistent. Organizations need to
address such public cloud governance challenges with consistency across their multicloud environments.

We believe cloud automation platforms are now beginning to emerge that could offer some resolution of these
issues, by:

— Providing for central policy administration.

— Offering streamlined processes and process controls for different business units and stakeholders.
— Allowing integration of cloud silos within the organization.

— Offering better alignment of cloud services to business goals.

— Providing easy-to-use self-serve access.
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Infrastructure-as-code approaches to automated cloud provisioning services for policy and infrastructure must
satisfy the requirement that environments be compliant with an organization’s rules for configuration, security,
network, performance and cost. These mechanisms will run high-level rules (policies) using code templates to
provide ongoing governance for both private and public cloud environments. The rules are applied to achieve a
“desired state” for an environment that aligns to the intention of an organization’s policies. In this way, policies
are centralized, enabling organizations to deploy them in a self-service fashion, to observe the results and take
the necessary actions to meet their business objectives.

As organizations move critical applications and data to the cloud, the governance, security and risk
management stakes skyrocket. Increased technical complexity, greater demand for faster time to value and a
much greater number of cloud initiatives have created a “perfect storm” for DevSecOps, IT and FinOps teams.
Implemented well, we believe cloud governance and policy management “guardrails” can deliver organizations
complete visibility into their cloud activity, enabling them to take control, which is foundational for optimizing
performance, lowering operational costs and minimizing security risks as cloud usage grows.

vmware

You shifted from a single-cloud to a multi-cloud model for choice and flexibility. However, each public
cloud is requiring you to use proprietary tools that are siloed and incompatible, creating complexity. You
need a way to enforce guardrails at scale for multi-cloud environments. VMware, a leading multi-cloud
management vendor, can help address these challenges for cloud ops / platform ops teams. Learn how
VMware can help make multi-cloud governance and policy management easier and quicker.

©Copyright 2022 S&P Global Market Intelligence. All Rights Reserved.


https://www.vmware.com/products/vrealize-automation.html
https://www.vmware.com/products/vrealize-automation.html

CONTACTS

The Americas
+1877 8631306
market.intelligence@spglobal.com

Europe, Middle East & Africa
+44 207176 1234
market.intelligence@spglobal.com

Asia-Pacific
+852 2533 3565
market.intelligence@spglobal.com

www.spglobal.com/marketintelligence

Copyright © 2022 by S&P Global Market Intelligence, a division of S&P Global Inc. All rights reserved.

These materials have been prepared solely for information purposes based upon information generally available to
the public and from sources believed to be reliable. No content (including index data, ratings, credit-related analyses
and data, research, model, software or other application or output therefrom) or any part thereof (Content) may be
modified, reverse engineered, reproduced or distributed in any form by any means, or stored in a database or retrieval
system, without the prior written permission of S&P Global Market Intelligence or its affiliates (collectively, S&P Global).
The Content shall not be used for any unlawful or unauthorized purposes. S&P Global and any third-party providers,
(collectively S&P Global Parties) do not guarantee the accuracy, completeness, timeliness or availability of the Content.
S&P Global Parties are not responsible for any errors or omissions, regardless of the cause, for the results obtained
from the use of the Content. THE CONTENT IS PROVIDED ON “AS IS” BASIS. S&P GLOBAL PARTIES DISCLAIM ANY AND
ALL EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, ANY WARRANTIES OF MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE OR USE, FREEDOM FROM BUGS, SOFTWARE ERRORS OR DEFECTS,

THAT THE CONTENT’S FUNCTIONING WILL BE UNINTERRUPTED OR THAT THE CONTENT WILL OPERATE WITH ANY
SOFTWARE OR HARDWARE CONFIGURATION. In no event shall S&P Global Parties be liable to any party for any direct,
indirect, incidental, exemplary, compensatory, punitive, special or consequential damages, costs, expenses, legal fees,
or losses (including, without limitation, lost income or lost profits and opportunity costs or losses caused by negligence)
in connection with any use of the Content even if advised of the possibility of such damages.

S&P Global Market Intelligence’s opinions, quotes and credit-related and other analyses are statements of opinion as
of the date they are expressed and not statements of fact or recommendations to purchase, hold, or sell any securities
or to make any investment decisions, and do not address the suitability of any security. S&P Global Market Intelligence
may provide index data. Direct investment in an index is not possible. Exposure to an asset class represented by an
index is available through investable instruments based on that index. S&P Global Market Intelligence assumes no
obligation to update the Content following publication in any form or format. The Content should not be relied on and is
not a substitute for the skill, judgment and experience of the user, its management, employees, advisors and/or clients
when making investment and other business decisions. S&P Global Market Intelligence does not endorse companies,
technologies, products, services, or solutions.

S&P Global keeps certain activities of its divisions separate from each other in order to preserve the independence
and objectivity of their respective activities. As a result, certain divisions of S&P Global may have information that
is not available to other S&P Global divisions. S&P Global has established policies and procedures to maintain the
confidentiality of certain non-public information received in connection with each analytical process.

S&P Global may receive compensation for its ratings and certain analyses, normally from issuers or underwriters of
securities or from obligors. S&P Global reserves the right to disseminate its opinions and analyses. S&P Global's public
ratings and analyses are made available on its websites, www.standardandpoors.com (free of charge) and
www.ratingsdirect.com (subscription), and may be distributed through other means, including via S&P Global
publications and third-party redistributors. Additional information about our ratings fees is available at
www.standardandpoors.com/usratingsfees.



http://www.standardandpoors.com
http://www.ratingsdirect.com
http://www.standardandpoors.com/usratingsfees
mailto:market.intelligence%40spglobal.com%20?subject=
mailto:market.intelligence%40spglobal.com%20?subject=
mailto:market.intelligence%40spglobal.com%20?subject=
http://www.spglobal.com/marketintelligence 

