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Key Benefits

« Enforce security — Compliance
drift detection and remediation.
The ability to remediate critical
security issues across private
clouds with powerful remediation
automation.

» Maintain compliance — Run
confident policy management
for workloads and VCF stack
components using built-in
regulatory benchmarks such as
PCI-DSS, CIS and VCF Security
Guidelines.

* Reduce risk — Employ powerful
SecOps automation that goes
beyond scanning to actually find
and fix critical IT vulnerability and
compliance issues.
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SOLUTION OVERVIEW

VMware Advanced
Cyber Compliance

Elevated cyber risk management and
compliance for VMware Cloud Foundation

An organization’s ability to withstand cyber risk and manage compliance is a
cornerstone of its ability not to succeed, but to survive. In today’s modern
threat landscape, plagued by ever-evolving cyberattacks and increasingly
stringent regulations, the path to enabling robust security, resiliency and
compliance enforcement is beset with challenges.

Today, IT teams face the daunting task of running these mission-critical
operations with limited visibility, extensive manual intervention, and lack of
advanced tools. And even if they do have the right resources in place, the
integration process of point products from different vendors exposes them to
unaddressed gaps, hinders their ability to efficiently allocate IT resources and
ultimately results in financial loss in the form of fines, data loss or many other
undesirable consequences.

VMware Advanced Cyber Compliance (ACC) is engineered to solve these
pressing challenges. It combines the power of VMware by Broadcom’s proven
technologies to deliver unmatched cyber risk management and compliance

for VMware Cloud Foundation environments.

Continuous Compliance Enforcement at Scale

Desired state monitoring and remediation for workloads and VCF
stack components powered by VMware Salt

To enable continuous compliance enforcement at scale, ACC is powered by
VMware Salt to provide configuration checks with remediation, compliance,
and vulnerability management for private cloud compliance and vulnerability
remediation. With VMware Salt, SecOps teams can work together to define a
corporate IT security policy, scan systems against it, detect vulnerabilities and
non-compliance issues, and actively remediate the infrastructure.

Chasing compliance drift on existing systems is challenging. VMware Salt
actively scans for compliance drift and provides at-scale remediation to
enforce defined security policies—saving resources, improving security
posture, and reducing risk.

It enables collaboration and quick action, while still supporting governance
and control. Administrators can apply role-based access controls that allow
security and IT professionals to work within their scope of duties to define
compliance and security policies, scan systems against them, remediate
issues, and track trends.

ACC supports benchmarks such as PCI-DSS for VCF stack components, CIS
for workloads and VCF Security Guidelines



VMware Advanced Cyber Compliance

Key Benefits:

« Integrated cyber and disaster
recovery with end-to-end
workflow automation

« Built-in advanced validation
tools to identify and help clean
sophisticated strains of malware

« Non-disruptive testing and
recovery point iterations with no
data rehydration or VM format
conversions

« Embedded VM network isolation
to prevent lateral movement and
reinfection

+«RPOs as low as 1 minute

« Full recovery orchestration at
scale

Key Benefits

» Reduced attack surface exposed
to any potential cyber threats

» Streamlined compliance with
simplified network operations
across VPC communities

- Improved efficiency with
applications running lighter and
deployed faster

Automated Cyber and Disaster Recovery

Recovering data in the face of any threat that could hinder its availability is
essential for any organization’s ability to continuously operate and remain
compliant. ACC enables customers to confidently and quickly recover from
cyberattacks, traditional disasters and operational failures. It integrates all the
capabilities needed to orchestrate, automate and streamline recovery
operations across on-premises VCF sites at scale.

The capabilities included as part of this VCF advanced service extend beyond
the individual value of its components to strengthen platform resilience. ACC
includes integrated cyber recovery across on-premises VCF sites with built-in
EDR for validation, network isolation and end-to-end workflow automation.
The step-by-step workflow allows users to select recovery point candidates
leveraging data and metadata-based parameters across consecutive static
snapshots, instantly power on VMs for validation using behavioral analysis/
Next Gen Antivirus, run quick iterations to identify pre-infection restore points
and restore operations at scale. Customers also have freedom of choice
across EDRs. They can choose to run restore point validation using Carbon
Black (default option), or port over Crowdstrike Falcon licenses in production
to the recovery site and benefit from the same level of integration at no
additional cost. Crowdstrike Falcon directly integrates into ACC’s guided
cyber recovery workflow operations but requires customers to bring their own
license (BYOL). Disaster recovery with RPOs as low as 1-minute enables
customers to minimize data loss for their mission critical applications. They
can also customize replication, protection and retention levels of their
snapshot copies seamlessly from a single operating panel. All this can be
done at a scale of thousands of VMs to enable protection for large enterprise
environments. Operational recovery can also be done using VSAN data
protection, which is already included in core VCF entitlements but
complements the value of ACC.

Enhanced Platform Security

ACC enables organizations who operate in highly regulated environments to
enforce more robust security measures and simplify their implementation.

Enterprises can’t afford to blindly trust the infrastructure their critical
workloads run on — particularly in shared environments where visibility into
workload and data access is limited or absent. Confidential computing
removes the hypervisor from the trust boundary, encrypting data in-memory
at the hardware level, and enforcing a strict separation of duties between
infrastructure and virtualization administrators. It delivers verifiable trust for
critical workloads that includes hardware-enforced protection against
exploitation of CPU vulnerabilities, prevention of VM-cloning-based data
exfiltration attacks, and the ability for administrators to cryptographically
attest that workloads are running in a secure, untampered state.

Confidential computing supports for Intel TDX and AMD SEV-SNP servers.

In addition, ACC includes VPC policy-based connectivity, which enables
simple policy-based automation without complex firewall rules or external
firewalling, efficient use of infrastructure by minimizing required VPC transit
gateways, and streamlined compliance management with easier access to
consolidated traffic logs across VPC communities

Ready to learn more about ACC? Visit our webpage or contact one of our
Sales Representatives.
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https://www.vmware.com/products/cloud-infrastructure/advanced-cyber-compliance

