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Configure Conditional DNS forwarding between OCI and AD Domain

Introduction

DNS is undoubtedly one of the critical functions in the IT infrastructure. Given the current trends, organizations are deploying and
managing IT environments across multiple clouds spanning geo-locations. This multi-cloud deployment requires a robust DNS
query resolution mechanism that can simplify DNS resolution across distributed environments. One such mechanism and, | guess,
historically well-adopted mechanism is the DNS forwarding that allows you to create forwarding rules based on specific Domain or
CIDR requests. This document will walk you through the steps on how to implement DNS forwarding between OCl and AD domain
DNS servers.

Oracle Cloud VMware Solution is deployed in Oracle Cloud Infrastructure regions and uses the native OCI DNS service. It leverages
OCI DNS service to obtain and resolve the name resolution queries for the OCVS VMware SDDC appliances and OCI endpoints.
Once the VMware SDDC is up and running, you can onboard OCVS VMware SDDC appliances and application workloads to the
organization's DNS Servers. This will allow you to query your existing organization's AD domain and resolve the VMware SDDC
appliance’s DNS queries for specific use cases. These use cases can be configuring VMware SRM, VMware Tanzu, and VMware
Horizon or resolving application endpoints within the native OCI cloud and vice versa. To achieve this task, we will use one of the
DNS features, Conditional DNS forwarding. In this how-to guide, | will walk you through the steps and important details about
configuring conditional DNS forwarding between the OCI DNS service and the active directory DNS server.

Below are some key objectives we will achieve with this implementation guide.
e Ability to resolve OCI endpoints with the clients deployed in OCVS VMware SDDC.
e Ability to resolve application workloads deployed in OCVS VMware SDDC.
e Ability to resolve OCI Endpoints, OCVS VMware SDDC workloads (VMs), and On-prem workloads.

Scope of the Document
This document requires a basic understanding of DNS, VMware SDDC, and Oracle Cloud Infrastructure.
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Summary and Considerations

Resolving DNS queries within the OCI, OCVS VMware SDDC workloads,

Use Case )
and on-prem environment.

Below are some of the pre-requisites to configuring conditional DNS

Pre-requisites forwarder:

General Considerations/Recommendations

There are no specific performance considerations except creating a
Performance Considerations separate subnet in OCI to host DNS endpoints. Also, it ensures that all the
DNS servers in the AD domain are healthy.

Network Considerations/Recommendations

Document Reference Oracle Cloud Documentation - DNS in Your Virtual Cloud Network

Last Updated January 2023
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What is conditional DNS forwarding?

abc.com

XyZ.com

Forward queries to 20.0.0.11
(DNS Server of xyz.com) if the

Forward queries to 10.0.0.11 (DNS
Server of abc.com) if the

requested query belongs to the
Xyz.com domain

requested query belongs to the
abc.com domain

__________________________________ El

20.0.0.1

[ Forwarded query from 10.0.0.11t0 |
20.0.0.11

 — @

L DNS—

10.0.0.1

DNS Response from 20.0.0.11 to

10.0.0.11

~ nslookup

Non-authoritative answer:

Name:
Addresses

Conditional DNS forwarding is a method to direct DNS queries related to a specific domain to another DNS server. This is done by
creating conditional DNS forwarders or rules on the DNS server. This is a simple and reliable method to resolve DNS queries
belonging to an external domain.

For example, as illustrated in the above diagram, we have two domains, abc.com and xyz.com. Clients belonging to abc.com reach
out to their DNS server, which is 10.0.0.11. Similarly, clients belonging to xyz.com reaches out to their DNS server, which is
20.0.0.11. However, in a scenario where clients from the abc.com domain will not be able to resolve queries related to xyz.com
because it does not have any DNS records of the xyz.com domain and vice versa.

To resolve this issue, you can configure a conditional DNS forwarder to point external DNS server to resolve queries belonging to a
specific domain. This DNS server is expected to have the DNS records of the requested domain.

As shown in the above diagram, a conditional DNS forwarder is configured on the abc.com DNS server that can be understood as
“Forward queries from abc.com to 20.0.0.11 (DNS Server of xyz.com) if requested query belongs to the xyz.com domain”.
Similarly, a conditional DNS forwarder is configured on the abc.com DNS server that can be understood as “Forward queries from
Xxyz.com to 10.0.0.11 (DNS Server of abc.com) if requested query belongs to the abc.com domain”.
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Implementation

In the below section, we will look at the implementation steps to configure conditional DNS forwarding between the OCI DNS
endpoint and our custom AD domain.

Before you begin

tmm-vcn-01

'
Bastion Host/ Jump Server
OCIDNS Zone3 | sub345.phx.oracleven.com .
nnsx.sddc.phx..oraclecloud.com "

- OClnstances = === =====5 == QCVS SDDC -==============mmmm oo
g
i
|
OCI DNS Resolver i SDDC Appliances FGDN
i vmwtmm.corp
N
OCI DNS Zonel sddc. phx.oracleven.com 1 :
= L [
ooo g
OCIDNSZone2 | subi23.phx.oracleven.com —a [
! : veenter.sdde.phx.oraclecloud.com Reverse lookup zone
i N
i
i
H
'

'
OCI DNS Zone4 sub788.phx.oracleven.com 1 :
____________________ '

1
'
'
'
'
'
'
'
'
1
'
'
'
'
'
'
'
'
'

1 | Forward DNS queries related 1

¢l forwarding rule 0 | toOCIDNS Zonesto OCI | g
'
'
'
'
'
'
'
1
'
'
'
1
'
'
'
'
'
'
'
'

i 1

! | DNS Listener
| Forward DNS queries related to SDDC Network TOGateway |--=---mmmmn-o : :

| i 1

q \

domain to

i Gateway
T

DNS Forwarder DNS Listener

OCVS NSX-T Segments Domaln Controller ———————
Workload App | Y| tmmdcO1.vmwtmm.corp
L

Before we begin the implementation, let us quickly understand the setup. The OCVS is a native tenant of OCl and leverages OCI
infrastructure for compute, networks, and storage. | assume you do have a basic understanding of OCVS networking, so | will not
touch base on all the details related to OCVS networking. However, | will explain how OCI DNS is playing its role in the OCVS SDDC
environment.

Subnets, subnets are logical networks that you can create within the VCN. There can be two types of subnets: public and private.

DNS Resolver, Each VCN has its default OCI DNS resolver. The OCI DNS resolver associates a respective DNS private zone for

each subnet in the VCN. All the instances in the OCI point to DNS resolver as their DNS server endpoint. The default DNS server IP

address is hidden from the users, and we eventually get a masked IP address when we query the DNS server endpoint.
tmm-ven-01

Move resource | Add tags | [EeEEE

VCN Information Tags

Compartment: vmware OCID: ...2ceyna Show Copy
Created: Fri, Nov 25, 2022, 13:59:47 UTC
IPv4 CIDR Block: 45.0.0.0/16

IPv6 Prefix: No value DNS Domain Name: tmmvcn01.oracleven.com

OCI DNS Zones, As illustrated in the below diagram, we have four subnets: Public, Private, SDDC subnets, and a new DNS
subnet (Need to create manually as a part of the implementation step). Each of these subnets has its own DNS zone to keep the
DNS records documented.
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tmm-ven-01

\EH Move resource | | Add tags |

Private View Information ‘ Tags
OCID: ...bjsryq Show Copy Created: Fri, Nov 25, 2022, 13:59:48 UTC
Protected: Yes (©) Compartment: vmware

Private Zones in vmware Compartment

Private zones contain DNS data only accessible from within a VCN, such as private IP addresses.

Create Zone

Zone Name ~ | Zone Type Protected @ Created
subnettmmdns.tmmvecn01.oracleven.com —  DNS zone for DNS Subnet Primary Yes Wed, Jan 4, 2023, 15:41:58 UTC
sub12141309171.tmmven01.0racleven.com — se———— DNS zong for ESXi Hosts Primary Yes Wed, Dec 14, 2022, 13:14:42 UTC
Sub11251359391.tMMVCN01.0rACIEVEN.COM sy BINS 2@ for Privale Subngt Primary Yes Fri, Nov 25, 2022, 13:59:51 UTC
5ub11251359390.tmmven01.oracleven.com QNS zone oy Puplic Subng! Primary Yes Fri, Nov 25, 2022, 13:59:50 UTC
sddc.phx.oci.oraclecloud.com i DNS zane for SDDC Appliances Primary No Wed, Dec 14, 2022, 13:27:20 UTC
4.12.0.45.in-addr.arpa =——————%  Rewre Lok zone Primary No Wed, Dec 14, 2022, 13:27:25 UTG

h &8 B @

~ o wcenter-tmm-sddc-0Ol.sddc.phx.oci.oraclecloud.com =
vCenter FQDN fram OC| SDDC Subnet
DMS Zane

~ [ oci-woidc

v [[] ociol-wO1-consoclidatedOn

|‘"' tmm-sddc-01-1.5ub12141309171.tmmvcnOl.oraclevcn.com

E,“:‘q5 tmm-sddc-01-2.5ub12141209171.tmmvcnOl.oraclevcn.com =

) ESXi FQDN from OC| DNS Zone
[_*’%’ tmm-sddc-01-3.5ub12141309171.tmmvcnOl.oracleven.com

SDDC DNS Zone, a separate OCI DNS zone, is created when we deploy a new OCVS SDDC. This zone contains the DNS records
for all the VMware SDDC appliances. Also, a new separate OCI DNS zone is created to store the ESXi host's DNS records.
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DNS - sdd sloud.com

| Move resource || Add tags | [y

Zone Information Tags
Zone Scope: Private Created: Wed, Dec 14, 2022, 13:27:20 UTC
Zone Type: Primary OCID: ..zjew3a Show Copy
Private View: tmm-vcn-01 Gompartment: vmware
Nameservers: vcn-dns.oracleven.com. Protected: No (2)
Records

\ Publish Changes \

Add Record | Actions ~ |Q searen..

| Domain - ‘ T ‘ Type ‘ RDATA Protected ‘ State

(] hoxmgrtn «.ocl.otaclecloud.com 900 A 45 No Unmodified

] hcxmgr-tn «.oci.oraclecloud.com 900 A 46 No Unmodified

(] nsx-tmm-¢ L.oraclecloud.com 900 A 45 No Unmodified

[ nsx-tmm-t Loraclecloud.com 200 A 46 No Unmodified

[ sddc.phx. 86400 NS ver Yes. Protected

] sddcphx. 86400 SOA ver 010 Yes. Protected

[ vcenter-tm «.ocl.oraclecloud.com 900 A 45 No Unmomﬂsd[—
] veenter-tr «.ocl.oraclecloud.com 900 A 46 No Unmomﬂsali

OCI DNS Endpoint, The OCI DNS resolver masks its IP address for security reasons. So, if you want to interact with OCI DNS
resolver, you must create two DNS endpoints, a DNS forwarder and a DNS listener. Both of these DNS endpoints have a network
interface with which other services can communicate.

Task 1: Setup OCI DNS endpoint

As explained in the earlier section, ‘DNS Resolver’, the DNS resolver hides its IPv4 interface for security reasons. To interact with
the DNS resolver, you must create DNS endpoints. There are two types of DNS endpoints that you will need to configure. These
two DNS endpoints are the DNS forwarder and DNS listener.

Depending on the DNS forwarding rule, the DNS forwarder will be used to forward DNS queries to an external DNS server.
Similarly, the DNS listener will be used to receive DNS queries from an external domain. Below are the implementation steps for
creating DNS endpoints.

CREATE A NEW SUBNET

Create a new private subnet to host DNS endpoint IP interfaces. This is not mandatory, and you can use any existing private
subnet within the VCN, but it is highly recommended to create a new subnet for DNS management to simplify the network
management.

1. Login to OCI console.

Click on the Hamburger menu on the top left side.

Go to Networking and Select Virtual Cloud Network.

Select the appropriate VCN.

Scroll down to the Subnet Section.

Click Create Subnet.

Provide the following details.

Subnet name.

Select the appropriate compartment.

Select Subnet Type, and Select this as Regional (Recommended)
Select the IPv4 block. Make sure you pick a CIDR block from the VCN CIDR block and ensure that it does not
override with any other CIDR block in your environment.

NowuhkwnN

oo
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Create Sybnet

—

Name

@ Roqured

Create In Compartment

vmware

O ®

ware frocdivmrwar

Regional (Recommended) Tvaabilty Domain-specific

Instances in the subnet can be created in any availability domain in the region. Useful for

Instances in the subnet can only be created in one availability domain in the region
high avallability.

IPv4 CIDR Block

1Pv4 CIDR Block °
Exampio: 100.0.0%24 I

Select the appropriate route table.
Select the Subnet access as Private Subnet.
Keep the ‘Use DNS hostnames in this subnet’ check box enabled under DNS resolution section.
Select the appropriate security rule.
i. Click Create Subnet.
Note: Configure the appropriate route table and security list to enable communication between the OCI DNS subnet and the OCVS
custom DNS server. Ensure you can telnet to port 53 in both directions.

X @

Route Table Compartment in vmware (Change Compariment)

oQ -0

Create Subnet

Default Rowte Table for tmm-ven-01

I3

ul cess

Private Subnet Public Subnet

Prohibit public IP addresses for Instances in this Subnet ~ Allow public IF addresses for Instances in this Subnet

DNS Resolution
& Use DNS hostnames in this SUBNET (1)

Alows assignment of DS hostname when Launching an Instance

DNS Label

DNS Domain Name Read-only

=dns-label> tmmven(1 . orackeven.com

Dhep Options C in vmware (Change Compartment)

Security Lists

You can assoclate up to 5 network security lists with the subnet.
Security List Compartment in vmware  (Changa Compartment)
‘ Default Security List for tmm-ven-01 3 I x

+ Ancther Security L'rs

CREATE DNS ENDPOINT
Create DNS forwarder and DNS listener on OCI DNS resolver.

1. Select the appropriate VCN.
2. Click DNS Resolver.

vmware
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tmm-ven-01
Move resource Ad tags m
VCN Information Tags

Compartment: vimware 0OCID: .. 2oeyna Show C&D‘o
Created: Fri, Mov 25, 2022, 13:58:47 UTC

IPv4 CIDR Block: 45.0.0.0/16 Route Table for tmm-ven-01

1PvE Prefix: No value DMS Domain Name: tmmvend 1.oracleven.com

3. Under the resources section. Click on Endpoints.
4. Click on Create Endpoint.

MNetworking » Virtual Cloud Networks » tmm-ven-01 » Private Resclver Details

tmm-ven-01

Edit Move resource Add tags

Private Resolver Information Tags

OCID: ...b5d4da Show Copy

Dedicated Virtual Cloud Network: imm-ven-01

ACTIVE Protected: Yes (i)
A private DNS resolver handles DNS queries within your WCM based on private views an
Learn Mora
A private DNS zone has similar capabilities to an Internat DNS zone, but provides respol
through a VCHM.

VO creation includes a dedicated DNS resolver and a default private view with system-
You will have to create views and zones that the resolver can use to direct internal traffic

Resources Endpoints

The private endpoints use crwarding and listening to DNS queries 1o or from another
Associated Private Views (0)

Rules (3) o Craate Endpaint

Endpoints (2) MHame State Subnet

YILH A BLIUE = U
tmmdnsforwander @ Active Subnet-tmm-ging
immdnslistener @ Active Subnet-tmm-dns

5. Create DNS Listener.
a. Provide a friendly name.
Select the Subnet.
Select the Endpoint type and Select Listening.
Provide a Listening IP address.
Create Endpoint.

Qoo o

vmware
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Create Endpoint Heln
tmmanskst \Q/

Subnet-tmm-ans

Listening Forwarding

AN IP aCEress [N e SUbNGT USEd 10 ISIBN foF QUENeS, If 3 lIS1BNINg adaress IS No1 provid- AN [P ¢Iress in 1ha SUDNAT thal GUBNES May De oW 1o, If & ICAVARSING adaress
ed then It will be assigned by the system. || 1= not provided then it will be assigned by the system,

I 4502] °
Q) Pioass onter & valkd IP address.
Use Network Security Group to control traffic Optional

6. Create a DNS forwarder.
a. Provide a friendly name.
Select the Subnet.
Select the Endpoint type and Select Forwarding.
Provide a Forwarding IP address.
Create Endpoint.

®ono

Create Endpoint Help

°\

Listening Forwarding
An P address in the subnet used to Esten for queries. If a listening address is not provid- An P address in the submet that queries may be forwarded from. If a forwarding address
ed then it will be assigned by the system. i s not provided then it will be assigned by the system.

l 4502]

© Pioase onter  vait 1P address.

trol traffic Optional

After the successful creation of both endpoints, you should be able to see the endpoint list as below.

X\B/Edcg © VMware LLC.
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~
tTrmm-wvoen-0o01

AcTIvE

Enapoints (=)

Task 2: Create DNS forwarding rules in OCI

Now we have DNS endpoints that can act as the interface to communicate with OCI DNS resolver. In the OCI DNS resolver, create a
new DNS forwarding rule to forward DNS queries that belongs to your custom domain to an external DNS server. This will allow OCI
instances to resolve DNS queries that belong to your custom domain.

1. Go to the DNS resolver.
2. Under Resources Section, Click on Rules.
3. Click Manage Rule.

Resources Rules

Associated Private Views (0)

Rules (3) @

Provide Rule Condition, Select Domain.

Provide Domain Name.

Select DNS Forwarder as the source endpoint.

Enter the Destination IP address. This is the custom DNS Server IP address in the OCVS environment.
8. Click Save Changes.

Queries that matt’e’e- rule condition or

- "
ml= ]

No U

B

Manage Rules

‘This resoiver will answer rules based on ardar. Matching client requests wil be forwarded fom the source endgoint 1o the destination address based on the order defined hare.
Maximum of 10 rules per esolvar.

e Pule Gondtian (0 i o Antion 63 —
1 s . o || Forwars . ~
Domains 2|l wveenoon x s immdnatcrwarder | [P o
e e st s s M ol 10 Gom s
=
o e N E_4 S

[

After the successful completion of this task, you should be able to resolve DNS queries from OCI instances to the custom domain
deployed in the OCVS environment.
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EN Administrator: Command Prompt — m} W

Windows IP Con

Ethernet adapter

- vmwtmm. corp DNS query to an external Domain.

OCI Jump Server

Response from custom DNS
server deployed in OCVS

Task 3: Configure Conditional DNS forwarders in AD DNS Server

Before getting into the implementation details of configuring the conditional DNS forwarder, let us review OCI DNS zones in detail.
Here, | will take an example of one of my OCVS SDDC lab instances and explain how VMware SDDC appliances, such as vCenter,
NSX Manager, and HCX, get their FQDN address from OCI DNS.

tmm-ven-01

Edit | Move resource || Add tags

Private View Information Tags
OCID: ...bjsryq  Show Copy Created: Fri, Nov 25, 2022, 13:59:48 UTC
Protected: Yes (i) Compartment: vmware

Private Zones in vmware Compartment

Private zones contain DNS data only accessible from within a VCN, such as private IP addresses.

Zone Name ~ | Zone Type Protected (i) Created
subnettmmdns.tmmven01.oracleven.com ey ONS zane for DNS Subne Primary Yes Wed, Jan 4, 2023, 15:41:58 UTG
Sub12141309171.tmmvcn01.0racleven.CoM s DINS zane for ESXi Hosls Primary Yes Wed, Dec 14, 2022, 13:14:42 UTC
sub11251359391.tmmvcn01.0racleven.com e DS zone for Private Subnst Primary Yes Fri, Nov 25, 2022, 13:59:51 UTC
Sub11251359390.tmmvcn01.0racleven.com — sl ONS zane for Public Subnat Primary Yes Fri, Nov 25, 2022, 13:59:50 UTC
sddc.phx.ocl.oraclecloud.com i ONS zan¢ for SDOC Appliances Primary No Wed, Dec 14, 2022, 13:27:20 UTC
4.12.0.45.in-addr.arpa — R Ladkip 200 Primary No Wed, Dec 14, 2022, 13:27:25 UTG

As you can see in the above diagram, we have a number of DNS zone under the VCN DNS resolver. Each subnet in the VCN
corresponds to its respective DNS zone and stores DNS records belonging to instances deployed in those subnets. Let us learn
more about each of these zones and understand the DNS records stored in each of these zones.

1. sddc.phx.oci.oraclecloud.com
This zone stores the DNS records of all the VMware SDDC appliances, such as vCenter, HCX, and NSX Manager endpoints.

V\E{Edcg © VMware LLC. Document | 13
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FQDN Type RDATA

vcenter-tmm-sddc- 01.sddc.phx.oci.oraclecloud.com A 45.0.12.2
nsx-tmm-sddc- 01.sddc.phx.oci.oraclecloud.com A 45.0.12.3
hcxmgr-tmm-sddc- 01.sddc.phx.oci.oraclecloud.com A 45.0.12.4

2. sub1241309171.tmmvcn0Ol.oraclevcn.com
This zone stores the DNS records of all the ESXi hosts.

FQDN Type RDATA

tmm-sddc-01-1.sub12141309171.tmmvcn01.oraclevcn.com A 45.0.8.27
tmm-sddc-01-2.sub12141309171.tmmvcn01.oraclevcn.com A 45.0.8.46
tmm-sddc-01-3.sub12141309171.tmmvcn01.oraclevcn.com A 45.0.8.71

Similarly, there are other OCI DNS zones that stores DNS records of OCl instances and the different service endpoints. We need to
configure a conditional DNS forwarder for all the OCI zones that we want to resolve from our custom AD domain. In the case of
OCVS SDDC endpoints, we will need to configure conditional DNS forwarders for ‘sddc.phx.oci.oraclecloud.com’ and
‘sub1241309171.tmmvcn0l.oraclevcn.com’ in the customer AD DNS server.

CREATE A REVERSE LOOKUP ZONE AND PTR RECORD

First, we will create a reverse lookup zone for the OCI DNS listener endpoint. In this example, the OCI DNS listener IP address is
45.0.2.10, and its FQDN is ‘tmmdnslistener.subnettmmadns.tmmvcn01.oraclevcn.com’. We will use the reverse lookup zone to
create a PTR record so that conditional forwarders can resolve the OCI DNS endpoint.

1. Login to the DNS server.
2. Explore the DNS application.
3. Right-click on Reverse Lookup Zone. And click on New Zone.

L?;., DNS Manager - a X
File Action View Help
e a@dz Bm § 86
a Dns Name Type Status DNSSEC Status
v o__c‘;sncm El0.16.172in-addr.arpa Active Divectory-Integrated Pri,  Runming Not Signed
> = R:n:ardtﬂt:kupzz:nes :]0.1?.1?2.infaddr.arpa Active Directory-Integrated Pr... Running Mot Signed
> I T st':!' — dr.arpa Active Directory-Integrated Pr... Running Mot Signed
= Cr:ndit::l dr.arpa Active Directory-Integrated Pr...  Running Not Signed
»
o= View » Zin-addr.arpa Active Directo -l i Pr... Running Mot Signed
Refresh
Export Lict...
Help
< >
4, Select Primary Zone and click Next.
vmware
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MNew Zone Wizard *

Zone Type
The DNS server supports various types of zones and storage.
Select the type of zone you want to create: o

(@) Primary zone '
Creates a copy of @ zone that can be updated directiy on this server,

() Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.

{")Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Autharity
(504), and possibly glue Host (A) records, A server containing & stub zone is not
authoritative for that zone.

Store the zome in Active Directory (avalable only if DNS server is a weiteable domain

confroller)
s

New Zone Wizard x
Active Directory Zone Replication Scope
Yiou can sekect how you want DNS data replicated throughout your network.

Select how you want zorne data replicated:
(") To all DNS servers running on domain controllers in this forest: vmwimm,corp

(®) To all DNS servers running on domain confrollers in this domain: vwimm. corp o

(") To all domain controllers in this domain (for Windows 2000 compsatibility): vmwimm.corp

To all domain controllers spedfied in the scope of this drectory partition:

< Back Next> || Cancel

6. Select reverse lookup zone as IPv4 reverse lookup zone.

vmware
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5. Select the replication scope as To all DNS servers on domain controllers in this domain: domainname.
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New Zone Wizard

Reverse Lookup Zone Name
A& reverse lookup zone translates P addresses into DNS names,

Chioose whether you want to eate a reverse lookup zone for [Pv4 addresses or [Pv6
addresses,

C=="

(") IPv5 Reverse Lookup Zone

o
[ —

< Back Mext = Cancel
7. Provide the network ID.
New Zone Wizard X
Reverse Lookup Zone Name
% A reverse lpokup zone translates [P addresses into DNS names.

ortsrpe the netwark ID or the name of the zone.
(@) Nebwork ID:

Ork 10V 18 e pardon of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order,

If you use a zero in the network: 1D, it wil appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and netwark ID 10.0 would oreats
zone 0. 10.in-addr.arpa.

(C)Reverse lookup zone name:
0.40.in-addr, arpa

< Back Next> f | Cancel

8. Enable Allow only secure dynamic updates option.
9. Finish.

Now create a PTR record for OCI DNS endpoint in the newly created reverse lookup zone.

10. Right-click on reverse lookup zone. Select New Pointer (PTR)

£, DNS Manager
File Action View Help

e FXBdz Hm 8

i IZNS Name Type
v i Ec];mcmdL funZ rltsame as parent folder) Start of Authority (SOA)
a— Ronnrar L oak UFZ ones I:l[s-ame as parent folder) Mame Server (NS)
Ml £ P S
> [ 047.172in-addr.arpa Ejgglji :::::: E:I:;
= 0AS.in-addr.arpa =T )
» [2] 046.in-addr.arpe Update Server Data File PD!ntel (PTR)
> 5] 396.172in-add  Reload Pointer FTR}
> Il Tt Pomts New Pointer (PTR)...
» Conditional Forware

Mew Alas (CNAME)...
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Configure Conditional DNS forwarding between OCI and AD Domain

11. You can grab the OCI DNS listener endpoint IP address and FQDN from the OCI DNS resolver.

Add Record Actions ~

RDATA
ven-dns.oracleven.com.
ven-dns.oracieven.com. hostmaster.oracle.com. 3 3600 3600 3600 10

45.0.2.177

Domain - T
subnettmmdns.tmmven01.oracleven.com 86400
subnettmmdns.tmmvenQ1.oracleven.com 86400
ettmi 1 com 300
[ 1. .eom] 300
. MNew Rcsourcrjkf_ord —X
Pointer (PTR)
Host IP Address: o
|
Fully qualified domain name (FQDN):
| 10.2.0.45in-addr apa o |

Host name:
|h'r|lndruisturu.mhnu1twndm tmmveni0 1 oracleven com | Browse._..

[[] Mlow any autherficated userto update al DNS reconds with the same
name. Thig setting applies only to DNS records for a new name.

©
([ ok || conce

CONFIGURE CONDITIONAL FORWARDER

1. Login to the DNS server.

2. Explore the DNS application.

3. Right-click on the conditional forwarder.
4. Select New Conditional forwarder.

E.‘DNSManager
File Action View Help

Lk ANl o RENENE 7 R REL

£ DNS Name
v 5 ocvsoeo Forward Lookup Zones

> [ Ferward Lookup Zones jReverse Lookup Zones o

> [ Reverse Lookup Zones
> [ Trust Points
5 [] Conditional Forwarders

| [Forwarders Refresh

Help

Vew Conditional Futwalder.,,\\_/

Create a new conditional forwarder.

5. Provide following details

a. DNS zone name: This is the OCI DNS zone that you want to resolve
b. Provide OCI DNS Listener IP address. Please note that the first attempt will fail to resolve the IP address and
return a failure message <Unable to resolve>, as shown in the picture below. But continue with the process.

c. Store this on all the DNS servers in the domain.

d. Click OK.
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Configure Conditional DNS forwarding between OCI and AD Domain

New Conditional Forwarder x|

DINS Domain: o
sddc.phx.od, oradedoud . com
1P addresses of the master servers:

IP Address Server FQDN e ted Delete

£940.0.2.10 <Unable to resolve> A timeout ocaurred duri... L

[] store this conditional forwarder in Active Directory, and replicate it as folows: e
All DNS servers in this domain v
& This will not replicate to DNS servers that are pre-Windows Server 2003

~ domain controllers
MNumber of seconds before forward gueries time out: l:l

ed.
= —0
==

Note:

After finishing this task, Go to conditional DNS forwarder and its properties. Edit the conditional DNS forwarder, and you will see
that now the OCI DNS endpoint is able to resolve its IP address. If you are still getting <Unable to resolve> error message, then
please verify the reverse lookup zone and OCI DNS endpoint PTR records.

Edit Conditional Forwarder .

IP addresses of the master servers:

P Address Server FQDN Validated Delete
<Click here to add a...
@020 tmmdnsistener subnett... 0K 0

[+ tore this conditional forwarder in Active Directory, and replicate it as follows:
Al DNS servers in this forest -

Number of seconds before forward queries tmeout: | 5
The server FQDN will not be avalable if the appropriate reverse lookup 2ones and enftries are not

configured.
[ ][ coe

After completion of this step, you should be able to resolve DNS queries related to the ‘sddc.phx.oci.oraclecloud.com’ OCI DNS
zone.

FQDN Type RDATA

vcenter-tmm-sddc- 01.sddc.phx.oci.oraclecloud.com A 45.0.12.2
nsx-tmm-sddc- 01.sddc.phx.oci.oraclecloud.com A 45.0.12.3
hcxmgr-tmm-sddc- 01.sddc.phx.oci.oraclecloud.com A 45.0.12.4

Test ‘nslookup’ queries on all the SDDC appliances to verify whether the conditional DNS forwarder is working. If it is not working,
please ensure that you have the correct routes and firewall settings configured to allow communication between the OCI DNS
endpoint and the AD Domain DNS server over port 53.

X\B/Edcg © VMware LLC. Document | 18




Configure Conditional DNS forwarding between OCIl and AD Domain

BN Administrator: Command Prompt

dministrator>g

Repeat the same process for all the OCI DNS zones that you want to resolve from AD Domain DNS Sever.

i, DNS Manager
% Action  View Help
dn =i - | = ﬂ
= DNS
v 5 OCVSDCM
Forward Lookup Zones
Reverse Lookup Zones

Trust Points

. Conditional Forwarders

vmware

by Broadcom

Mame

_-j;dd|:.th.nci.nracleclcud.ccm
:l.tul::ujlt'i] 156401 trmvenld. oracleven.com
_-—_I sub11251359380tmmvenll.oracleven.com
= )sub11251359391 tmmvenl.oracleven.com
_-]suh1314131'91._1.tr'1n'1'.r-:r1:l1.c~rac even.com
:l subnettrmmdns.trmmvondl.oracleven.com

© VMware LLC.

Type

Conditional ...
Conditional ...
Conditional ...
Conditional ...
Conditional ...

Conditional ...
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Configure Conditional DNS forwarding between OCl and AD Domain

Conclusion

DNS is an essential part of IT infrastructure. Given the multi-cloud deployment, resolving DNS queries that may belong to different
DNS zones and domains becomes even more important. Many VMware solutions such as VMware SRM, HCX, Horizon, and VMware
Tanzu require DNS resolution of SDDC appliances such as vCenter and NSX Manager. Conditional DNS forwarders between
different DNS zones and domain certainly simplifies DNS management across the multi-cloud implementation.
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