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Introduction

Today, developers are required to spend too much time
grappling with underlying infrastructure instead of writing
code. They need to master the concepts, artifacts, and best

practices for developing applications running on Kubernetes.

Unfortunately, they’re often left to explore this complex
ecosystem on their own with an incomplete set of
unintegrated tools.

In this ebook, we’ll cover seven challenges faced in
development on Kubernetes, and provide recommendations
on how to resolve them.

Why is the developer experience so important?

Your business success depends on a superior developer
experience. Organizations want their developers to spend
time delivering business value and shipping software quickly
in response to market dynamics and customer demands.

It’s expensive to have developers stitching services and

components together when they could be shipping software.

A McKinsey study found that companies with a high developer
velocity index grew revenue four to five times faster than those
with a low developer velocity index. These organizations also
had higher operating margins and were more innovative.
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https://www.mckinsey.com/industries/technology-media-and-telecommunications/our-insights/developer-velocity-how-software-excellence-fuels-business-performance
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Challenges faced by developer teams

Challenge 1. Lack of Kubernetes experience and its steep learning curve

The solution: Use an application-aware platform.

An application-aware platform identifies what critical components the application needs
and injects them into the file system. It relieves developers from having to learn the

intricacies of a new platform, and spares them from the error-prone process of editing
a “wall of YAML.”

The application-aware nature of VMware Tanzu Application Platform means
that developers can focus on writing code using their favorite programming
language, while the platform provides features like application
configuration or service discovery.

5 to Improve the Developer Experience and Accelerate Software Delivery on Kuberne

§

,.
R


https://tanzu.vmware.com/application-platform

PN
&
\Q/ VMware Tanzu

Cha”enge 2: Ina b|||ty to CIUICk|y |terate due tO a XTENSION v O ' EmployeeController.java M = Extension: Tanzu Developer Tools X
longer development cycle on Kubernetes and lack - Market .

) Tanzu Developer Tools vo.3.e
of integrated tools ey

; .][.}::-I__‘:,i r,l,:f.l.! sl et Rapid app development on Kubernetes using the Tanzu Application Platform
. . .o . Spring Boot Dash... 114ms Disable » Uninstall o’
The solution: Increase velocity by providing instant access D E L T
to developer tooling. This lets developers iterate and test B5' # sy spring Boot Extension Pack
1 M A collection of extensions for Details
code changes directly from an integrated development
i - Spring Boot Tools W 324ms . ) Categories
environment (IDE) to a Kubernetes-based personal rpl,g validation and conte Tanzu Developer Tools for Visual Studio Code -
developer environment. Othes
Spring Initializr Java SUPD.J Tanzu Developer Tools for VSCode is VMware Tanzu's official IDE extension for VSCode to help you More Info
: . . A lightweight extension basel develon with the Tanzu Apolication Platform vIOTE 0
Developing on Kubernetes increases the number of steps in LA M 18 Bt Apecadion P
the development cycle. However, Tanzu Application Platform T Cetting Started
enables developers to iterate on their application from within e ———r— > TERMINAL
their IDE. They can therefore provide live updates of code N Dy AR O T
changes to their personalized Kubernetes development @ Visual Studiointel... °
Al-assisted development
environment. When debugging is required, developers can

. XML

ML Language Support by Re

also initiate breakpoints on a live deployment from within
their IDE.

Hed Hat

RECOMMEMNDED

7 Ways to Improve the Developer Experience and Accelerate Software Delivery on Kuberne


https://tanzu.vmware.com/application-platform

PAN
I\ ®
\Q/ VMware Tanzu

Challenge 3: Lack of troubleshooting and
diagnostic tools

The solution: Use a platform that allows for investigation of
running applications and easy diagnosis.

When iterating on code, developers often need to inspect a
running application to analyze behavior for troubleshooting,
debugging or fine-tuning the runtime configurations of

the application.

Tanzu Application Platform includes a feature called App
Live View, which allows developers to drill into the runtime
characteristics of an application (e.g., resource consumption,
incoming traffic patterns, etc.). It also allows them to change
parameters (such as log levels) for troubleshooting

running applications.

Tanzu Applicatlon Piatform

Tamnru Spolication Flatfoem
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Challenge 4: Complex onboarding inhibits These templates consist of skeleton code, configuration and
developers from making progress on Day 1, cloud native patterns combined with best practices and
as they must start from scratch with no patterns security policies. They can save developers significant time in

bootstrapping new applications.

The solution: Save time and eliminate the learning curve by
bootstrapping new applications using cloud native patterns
(Application Accelerators).

CD GO GO GO
NN ) )
3 out of 4 software
engineering teams

experience friction that requires
them to exert unnecessary time
and effort to achieve their objectives.

Tanzu Application Platform

Accelerators

Developers can get a jumpstart on developing new
applications using Tanzu Application Platform’s application
starter templates, known as Application Accelerators, instead
of starting from scratch.
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Additionally, the Learning Center
experience in Tanzu Application

Platform includes capabilities that

enable developers to learn how to build
production-ready code faster. Based on
an internally developed platform that runs
on Kubernetes, the Learning Center offers
the ability to create interactive workshops
with session-based environments
alongside guided technical content.

»

vmw Learning Center for Tanzu Application Platform

EDITOR

i TERMINAL CONSOLE
Workshop Instructions
EXPLORER
The workshop instructions provided with a workshop can be written using either
s EXERCISES

Markdown or AsciiDoc formatting. Markdown works great for most workshops, but if

you need a richer set of features for page formatting, AsciiDoc is the way to go. s

Dockerfile

Whichever document format you use, both support the ability to drop in custom s ni

HTML, including Javascript and stylesheets, for that extra bit of flexibility. . nginx-sample
deployment.yaml

Although you can resort to custom HTML and Javascript, the Learning Center does service.yaml

provide some of its own magic to help improve the experience for a user when
working through workshop instructions. These are what are called clickable action
blocks, with the most common a workshop is likely to use being one to indicate that a
command should be executed by the workshop user in the terminal.

Terminal: Execute command in terminal "1" [\

kubectl label namespace/learning-center-guided-w01-5002 --list

In workshops, requiring a user to manually enter commands from the instructions, or
even copy and paste them, can be quite error prone though.

As the name implies though, these actions are clickable.

If you haven't done so already, click anywhere on the outlined block and the
command will be run for you automatically in the appropriate terminal.

In this case the command is listing the labels applied to the Kubernetes namespace
resource for this workshop session. The correct namespace for this workshop
session was queried because the workshop instructions can be filled out with details
specific to the users session. This can be done within clickable actions or general
text.

In addition to a clickable action for executing a command, for use with the terminals

BACK CONTINUE

END WORKSHOP
> OUTLINE
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service.yaml

nginx-sample
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> service.yaml > {} spec >

apiVersion: vl
kind: Service

metadata:
name: nginx
labels:
app: nginx
spec:
type: ClusterIP
selector:
app: nginx
ports:

name: 80-tcp
port: 8080
protocol: TCP
targetPort: 8080
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Challenges faced by operations and
security teams

Challenge 5: Security and compliance requirements
mean no secure, consistent way to build containers
from source code

The solution: Standardize one simple solution that can build
and deploy code quickly and securely.

Tanzu Application Platform uses Cloud Native Buildpacks to
turn source code into robust container images that adhere to
industry best practices. When utilized within the supply chain,
Tanzu Application Platform helps to develop and automate
secure, containerized source-to-promotion or source-to-
deploy workflows on any Kubernetes platform (VMware, AWS,
Azure, Google, and more). Teams will not experience any
security “surprises” along the journey to production.

The software supply chain is secure from the very beginning
when a shift-left mentality is used, with developers sharing
more responsibility for the security of their code.

Using tools like Tanzu Application Platform, which help
developers take a stronger security posture and automate
security tasks, is key to a shift-left security strategy.

9
—> | > » @ Supply chain > | arr \
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The solution: Secure software supply chain tools that
seamlessly shift security left by increasing efficiency across
dev and ops, and accelerating the path to production.

VMware Tanzu® Application Platform™ offers an ecosystem of
supported vulnerability scanners, including a beta integration
with VMware Carbon Black Container™ vulnerability scanning,
in addition to Snyk (beta) and Grype.

Scanning early in the continuous integration/continuous
delivery (CI/CD) pipeline allows customers to gain context in
runtime and secure their supply chain. Development teams
can address vulnerabilities and misconfigurations at build,
quickly and more efficiently. This increase of visibility and
risk prioritization allows them to deliver faster, without
compromising security.

The centralized vulnerability monitoring dashboard of Tanzu
Application Platform also aids app teams with their pre-
deployment security checks and secure app deployments,
allowing teams to centrally monitor the software supply chain.

Tanzu Application Platform provides software bill of materials
(SBoM) support for SPDX (in addition to CycloneDX), which
gives teams choices on how they import and export SBoMs
via the VMware Tanzu insight CLI plug-in.

Tanzu Application Platform

@ Security Analysis

Security Analysis
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Challenge 6: Custom pipelines for every app create
the issue of no reusable supply chains

The solution: Define a strong set of defaults and automate the

entire application deployment process via a secure software
supply chain workflow.

Tanzu Application Platform automates the entire application
deployment process via an automated, secure supply chain
workflow, relieving developers of the error-prone process
of editing a “wall of YAML.”

Tanzu Application Platform includes the entire end-to-end
supply chain with its pre-instrumented components that work
together seamlessly.

Having a set of strong defaults eliminates the crippling
uncertainty arising from the thousands of technology choices
available in the Kubernetes ecosystem.
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Challenge 7: Too many options in building a
development platform; can’t use existing tooling
or opinions

The solution: Swap default components for your preferred
tooling. Tanzu Application Platform has picked the best
options, but is still a modular, composable platform.

Platform engineers and developer operations teams can swap
out components based on their organization’s requirements
and preferences. (See image.)

Built with modularity in mind, Tanzu Application Platform is
composable. It lets operations teams set guardrails based on
their opinions. They can even substitute individual components
easily through adapters. From continuous integration to

the container build system, operators can use whatever

they prefer.
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Choose a trusted software delivery partner

Try VMware Tanzu Application Platform to employ a smooth path to production that is secure, scalable, modular,

and can run on any Kubernetes.
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A Tanzu Activation Services engagement delivered by VMware

Tanzu Labs can get you up and running quickly with Tanzu
Activation Platform, giving you the confidence to push high-
value code to production consistently and with confidence.
Tanzu Labs works with organizations to address the tooling,
people and process considerations necessary to develop and
deploy secure software continuously at scale, forever.

Combat roadblocks with Tanzu Application Platform: a
modular, application-aware platform that runs on any
compliant public cloud or on-premises Kubernetes cluster.

Contact Us
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