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Securing Your
Multi-Cloud Infrastructure

If you have security concerns, you're not alone.

O7% of State of Kubernetes 2023 respondents
reported ongoing security challenges

The focal point is shifting from ensuring security at the time of deployment to maintaining the security of multi-cloud
over time. Deploying Kubernetes securely is getting easier, but concerns around maintaining it are growing.

Challenge: Meeting security
and compliance requirements
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As organizations expand into more clouds, the risk
of misconfigurations increases

Kubernetes security concerns
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Misconfigurations/exposures

Applying policy consistently across
clusters and teams

Unpatched CVEs in the
Kubernetes distribution

Securing container images in
a CI/CD pipeline

Failing compliance

Secrets management

Securing containerized workloads
at runtime

Controlling access to clusters

What can enterprises do to address security concerns?

Leverage security tools that operate efficiently across multi-cloud environments.
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With cybercrime increasing every year, security teams are
taking a more active role in Kubernetes operations—rather
than leaving it up to developers and operators.

23% em

of respondents stated that security
teams are getting involved.

15%

stated that security teams had an
active role in Kubernetes operations.

Most valued tools

53%

More than half of survey
respondents said data security,
protection and encryption is the
most useful category of tools for
Kubernetes in production.

Nearly half of all stakeholders are

willing to invest in paid support or
services for security tools.

For more information on these trends and helpful security tools,
read the 2023 State of Kubernetes report.
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