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Version History 

Date Ver. Author Contributors Description Reviewers 

2025-07-18 1.01 Multiple  Initial release  

2025-08-05 1.02  Steven Zou Update scripts  

2025-08-08 1.03  Steven Zou Replace code 
blocks with script 
path references 

 

      

Purpose 
Tanzu Mission Control SaaS (TMC-SaaS) is in deprecation and will reach end-of-life on November 15, 2025.  TMC-SaaS  will not 
be the target of further development or maintenance by Broadcom. This document describes a migration process that helps 
customers migrate from TMC-SaaS to TMC Self-Managed (TMC-SM). The migration process delivers a concrete solution for 
performing the migration using the TMC API (CLI) and some supporting scripts. 

Goals 
The primary objective of this document is to outline the comprehensive methodology for migrating resources from TMC-SaaS 
to SM. Specifically, this document will: 

• Define the scope of the migration by identifying applicable clusters based on their type, cloud provider, and Kubernetes 
version. 

• Detail the procedures for managing TMC resources, including: 

– Exporting resources from the SaaS environment. 

– Reapplying resources to the SM environment. 

– Analyzing resource dependencies. 

• Establish the procedure for onboarding clusters from the SaaS environment to the SM environment. 

• Describe the end-to-end migration execution process, specifying a logical sequence to mitigate potential resource 
dependency conflicts. 

Prerequisites 
• A jumper machine set up to run scripts with Tanzu CLI and tools like yq and curl installed, and all the supporting scripts from 

Appendix A  

• Ensure the network settings of the jumper machine can reach the TMC-SaaS instance. 

• TMC-SM installed following the official documentation. 

– Version v1.4.2+ is required. 

• The CSP token of the organization admin for SaaS and the SM admin credentials is available. 

https://techdocs.broadcom.com/us/en/vmware-tanzu/standalone-components/tanzu-mission-control/1-4/tanzu-mission-control-documentation/tanzumc-sm-install-config-about-install-tmc-sm.html
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• The related credentials stored in the SaaS account manager are available. 

• If the jumper machine cannot reach the TMC-SM environment, a similar one must be set up and configured with proper 
network settings to ensure it can reach TMC-SM. The data exported to the jumper machine must be copied to the one that 
can reach TMC-SM before the import phase. 

General Migration Process 
The main process for migrations between TMC-SaaS and SM is via the related TMC APIs instead of data migration. The 
primary steps of migration are described in the diagram below.  
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Migration Steps 
1. Extract the migratable resources from the SaaS environment. 

2. Store the resource data as local data in YAML/JSON format. 

3. Offboard (detach/unmanage/deregister) clusters from TMC-SaaS to avoid potential conflicts. 

4. Process the data to clear system-annotated info and make it ready to reapply to TMC-SM. 

5. Create resources containing encrypted information that cannot be directly processed by the migration script or CLI without 
customer interaction.  

6. Apply the resources that clusters depend on before onboarding the clusters on SM 

7. Onboard (register/manage/attach) the clusters to the TMC-SM instance. 

8. Apply the migratable resources targeting the TMC-SM instance. 

Scope 

Clusters 
The following cluster types and resources associated with them should be migrated: 

Cluster Type Version Restriction Notes 

TKGs/VKS Infrastructure VC8 
K8s version >=1.29 

 

TKGm TKGm version >=2.5.0 
K8s version >=1.29 

 

Attached (CNCF-conformant) K8s version >=1.29 
On vSphere infrastructure 

 

Table 1: Clusters to be migrated. 

 

Other cluster types and clusters with unsupported versions will be excluded and are not candidates for migration, as listed 
below: 

Cluster Type Version Restriction Notes 

TKGs/VKs Infrastructure VC7 
K8s version <1.29 

 

TKGm TKGm version < 2.5.0 
K8s version < 1.29 

 

EKS (LCM) All TMC-SM does not support EKS LCM. Refer to 
this document to unmanage your EKS cluster 
prior to migrating from TMC-SaaS to SM.   

AKS (LCM) All TMC-SM does not support AKS LCM. Refer to 
this document to unmanage your EKS cluster 
prior to migrating from TMC-SaaS to SM.  

Table 2: Clusters that can not be migrated. 

 

Resources 
Migrations can be skipped for the resource types listed in the table. 

https://techdocs.broadcom.com/us/en/vmware-tanzu/standalone-components/tanzu-mission-control/saas/tanzu-mission-control-documentation/tanzumc-using-unmanage-eks-cluster.html
https://techdocs.broadcom.com/us/en/vmware-tanzu/standalone-components/tanzu-mission-control/saas/tanzu-mission-control-documentation/tanzumc-using-unmanage-aks-cluster.html
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Resource Type Justifications Notes 

Audit logs The audit data from SaaS is of little 
significance to SM. 
 

 

Events Historical data  

Inspections Re-run to generate the latest report.  

Integrations Deprecated features  

Table 3: Resources that will not be migrated. 

Resource Inventory 
The first step of migration is to create an inventory of the resources in use in the source environment to prepare the correct 
processes for extraction. Refer to the TMC API categories, list all the migratable TMC resources in the source instance and 
identify what migration strategies are applicable for those resources based on the characteristics of the resources and the 
corresponding management mechanisms. Also, consider the resource dependencies and parent ownership for the next 
migration executions. 

The available migration strategies include the following: 

• Cluster LCM: transfer the management state of the cluster based on the applicable TMC Lifecycle Management (LCM) 
mechanism for the cluster. 

• Recreate on SM: the resources can be recreated on the TMC-SM instance with the processed data copied from TMC-SaaS. 

• Manage back: the resources are created on the physical clusters and can be managed back when the clusters are 
onboarded to TMC-SM. 

• Replacement on SM: the resources are created on the physical clusters and cannot be managed back when the clusters are 
onboarded to TMC-SM. To restore the managed status, the existing resources on the physical clusters must be cleaned up 
before reinstalling the resources. 

• User operation needed: resource recovery requires user intervention because there is some sensitive or encrypted data 
involved. 

 

Resource Migration 
Strategy 

Dependencies Parent Ref Data 
Exporti
ng 
Guide 

Data 
Reapplyi
ng Guide 

Notes 

TKG Clusters Cluster LCM • Cluster Group  

• Proxy/LIR objects 

• Cluster Group  

• Provisioner 

ES-30 ES-48 Management state 
transfer: 
WC:unmanage/MC:unregi
ster -> 
MC:register/WC:manage 

Attach Clusters Cluster LCM • Cluster Group  

• Proxy/LIR objects 

• Cluster Group  

• Provisioner (attached) 

ES-31  ES-49 Management state 
transfer: WC:detach -> 
WC:attach 

Cluster Group  
 

Recreate on SM N/A Organization ES-02 ES-34  

https://developer.broadcom.com/xapis/tanzu-mission-control/v1alpha1/
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Workspace  
Recreate on SM 

N/A Organization ES-03 ES-35  

Role 
 

 
Recreate on SM 

N/A Organization ES-04 ES-36  

Credential User Operation 
needed 

N/A Organization ES-05 ES-37 Only support: 
1.TMC provisioned storage 
    - AWS S3 
2. Self-provisioned storage 
    - AWS S3 or S3 protocol 
compatible 
    - Azure blob 
 
Users provide credentials 
and CA 

Access 
(Administration
) 

Recreate on SM Credential 
  - Proxy 
  - Image 
Registry 

Credential ES-06 ES-60 Access is under the 
Administration page. 

Proxy User Operation 
needed 

N/A Organization ES-07 ES-38 Users provide credentials 
and CA 

Image Registry User Operation 
needed 

N/A Organization ES-08 ES-39 Users provide credentials 
and CA 

Setting Recreate on SM • Organization 

• Cluster Group  

• Cluster 

Organization ES-09 ES-59  

Kubernetes 
secrets in 
Cluster Group  

User Operation 
needed 

Cluster Group  Cluster Group  ES-10 ES-40  

Kubernetes 
secrets export 
in Cluster 
Group  

User Operation 
needed 

Cluster Group  Cluster Group  ES-11 ES-41  

Continuous 
Delivery in 
Cluster Group  

Recreate on SM Cluster Group  Cluster Group  ES-12 ES-42 This resource enables Flux 
to be applied to the 
workload clusters within 
the cluster group 

Repository 
credentials in 
Cluster Group  

User Operation 
needed 

Cluster Group  Cluster Group  ES-13 ES-43  

Git repository 
in Cluster 
Group  

Recreate on SM • Cluster Group  

• Continuous 
Delivery 

• Repository 
credentials 

Cluster Group  ES-14 ES-44  

Kustomization 
in Cluster 
Group  

Recreate on SM • Cluster Group  

• Git repository 

 

Cluster Group  ES-15 ES-45  

Helm in Cluster 
Group  

Recreate on SM Cluster Group  Cluster Group  ES-16 ES-46 This resource enables the 
Helm server to be applied 
to the target workload 
clusters within the cluster 
group 



 

TMC Migration Guide | 12 

Migrate Tanzu Mission Control SaaS to SM 

Helm release in 
Cluster Group  

Recreate on SM • Cluster Group  

• Git repository 

Cluster Group  ES-17 ES-47  

Managed 
Namespace 

Recreate on SM Workspace Cluster ES-18 ES-50  

Kubernetes 
secrets in 
Cluster 

User Operation 
needed 

Cluster Cluster ES-19 ES-51  

Kubernetes 
secrets export 
in Cluster 

User Operation 
needed 

Cluster Cluster ES-20 ES-52  

Continuous 
Delivery in 
Cluster 

Recreate on SM Cluster Cluster ES-21 ES-53 This resource enables Flux 
to be applied to the target 
workload cluster 

Repository 
credentials in 
Cluster 

User Operation 
needed 

• Cluster 

• Continuous 
Delivery 

Cluster ES-22 ES-54  

Git repository 
in Cluster 

Recreate on SM • Cluster 

• Continuous 
Delivery 

• Repository 
credentials 

Cluster ES-23 ES-55  

Kustomization 
in Cluster 

Recreate on SM • Cluster 

• Git repository 

Cluster ES-24 ES-56  

Helm in Cluster Recreate on SM Cluster Cluster ES-25 ES-57 This resource enables the 
Helm server to be applied 
to the target workload 
cluster 

Helm release in 
Cluster 

Recreate on SM • Cluster 

• Git repository 

Cluster ES-26 ES-58  

Data Protection Recreate on SM • Organization 

• Cluster 

Organization 
 

ES-27 ES-64  

Access Policies Recreate on SM • Cluster Group  

• Cluster 

• Workspace 

• Namespace 

• Management 
cluster 

• Provisioner 

Organization ES-28 ES-61  

Policies 
Templates 

Recreate on SM • N/A  ES-29 ES-62  
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Policies 
Assignments 

Recreate on SM • Policies Template 

• Cluster Group  

• Cluster 

• Workspace 

Organization ES-30 ES-63   

Tanzu 
repository in 
Cluster 

Manage back Cluster Cluster N/A N/A Nothing to do 

Installed Tanzu 
Packages in 
Cluster 

Manage back Cluster Cluster N/A N/A Nothing to do 

Table 4: Resources and migration strategies. 

Migration Process 

Step 1: Connect to SaaS 
Execution Serial: ES-01 

 

CLI | Connect to TMC-SaaS with the following script, after supplying values for the required variables listed at the top. Call the 
resource APIs to do operations with the access token. 

SCRIPT: 001-base-saas_stack-connect.sh 

Step 2: Export Resource Data 
Follow the guide below to export each of the migratable resource data types from the TMC-SaaS instance to the local 
filesystem. Only the resources in use (as identified in the Resource Inventory) need to be exported. 

Basic Resources 

Resource: Cluster Group  
| Strategy: Recreate on SM  | Use tools: CLI | Output: clustergroup/data/clustergroups.yaml | Execution Serial: ES-02 

 

SCRIPT: 002-base-clustergroups-export.sh 

Resource: Workspace 
| Strategy: Recreate on SM  | Use tools: CLI | Output: workspace/data/workspaces.yaml | Execution Serial: ES-03 

 

SCRIPT: 003-base-workspaces-export.sh 

Administration Resources 

Resource: Role 
| Strategy: Recreate on SM  | Use tools: CLI | Output: role/data/roles.yaml | Execution Serial: ES-04 

 

SCRIPT: 004-admin-roles-export.sh 

Resource: Credential 
| Strategy: Recreate on SM  | Use tools: CLI | Output: credential/data/credentials.yaml | Execution Serial: ES-05 

https://github.com/vmware-samples/tmc-migration-scripts/blob/681ea142d27c0ae90e4544e0f42ddf9bc9cffdb8/001-base-saas_stack-connect.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/681ea142d27c0ae90e4544e0f42ddf9bc9cffdb8/002-base-clustergroups-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/681ea142d27c0ae90e4544e0f42ddf9bc9cffdb8/003-base-workspaces-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/681ea142d27c0ae90e4544e0f42ddf9bc9cffdb8/004-admin-roles-export.sh
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SCRIPT: 005-admin-credentials-export.sh 

Resource: Access (Under Administration) 
| Strategy: Recreate on SM  | Use tools: CLI | Output: credential-access/data/access---*.yaml | Execution Serial: ES-06 

 

SCRIPT: 006-admin-access-export.sh 

Resource: Proxy 
 | Strategy: Recreate on SM  | Use tools: CLI | Output: proxy/data/proxies.yaml | Execution Serial: ES-07 

 

SCRIPT: 007-admin-proxy-export.sh 

Resource: ImageRegistry 
| Strategy: Recreate on SM  | Use tools: CLI | Output: image-registry/data/image-registries.yaml | Execution Serial: ES-08 

 

SCRIPT: 008-admin-image-registry-export.sh 

Resource: Settings 
| Strategy: Recreate on SM  | Use tools: CLI | Output: setting/data/$scope/settings.yaml | Execution Serial: ES-09 

 

SCRIPT: 009-admin-settings-export.sh 

Cluster Group Addon Resources 

Resource: Kubernetes secrets in Cluster Group 

| Strategy: Recreate on SM  | Use tools: CLI API  | Output: cluster_group_secrets/*.yaml | Execution Serial: ES-10 

 

SCRIPT: 010-clustergroup-secrets-export.sh 

Resource: Kubernetes secrets Export in Cluster Group 

| Strategy: Recreate on SM  | Use tools: CLI API   | Output: cluster_group_secret_exports/*.yaml | Execution Serial: ES-11 

 

SCRIPT: 011-clustergroup-secret-exports-export.sh 

Resource: Continuous Delivery in Cluster Group 

| Strategy: Recreate on SM  | Use tools: CLI API  | Output: cluster_group_continuousdelivery/*.yaml | Execution Serial: ES-12 

 

SCRIPT: 012-clustergroup-continuous-deliveries-export.sh 

Resource: Repository credentials in Cluster Group 

| Strategy: Recreate on SM  | Use tools: CLI | Output: cluster_group_repo_secrets/*.yaml | Execution Serial: ES-13 

 

https://github.com/vmware-samples/tmc-migration-scripts/blob/681ea142d27c0ae90e4544e0f42ddf9bc9cffdb8/005-admin-credentials-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/681ea142d27c0ae90e4544e0f42ddf9bc9cffdb8/006-admin-access-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/681ea142d27c0ae90e4544e0f42ddf9bc9cffdb8/007-admin-proxy-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/681ea142d27c0ae90e4544e0f42ddf9bc9cffdb8/008-admin-image-registry-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/681ea142d27c0ae90e4544e0f42ddf9bc9cffdb8/009-admin-settings-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/010-clustergroup-secrets-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/011-clustergroup-secret-exports-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/012-clustergroup-continuous-deliveries-export.sh


 

TMC Migration Guide | 15 

Migrate Tanzu Mission Control SaaS to SM 

SCRIPT: 013-clustergroup-repository-credentials-export.sh 

Resource: Git Repository in Cluster Group 

| Strategy: Recreate on SM  | Use tools: CLI  | Output: cluster_group_git_repo/*.yaml | Execution Serial: ES-14 

 

SCRIPT: 014-clustergroup-git-repositories-export.sh 

Resource: Kustomization in Cluster Group 

| Strategy: Recreate on SM  | Use tools: CLI  | Output: cluster_group_kustomization/*.yaml | Execution Serial: ES-15 

 

SCRIPT: 015-clustergroup-kustomizations-export.sh 

Resource: Helm in Cluster Group 

| Strategy: Recreate on SM  | Use tools: CLI  | Output: cluster_group_helm/*.yaml | Execution Serial: ES-16 

 

SCRIPT: 016-clustergroup-helms-export.sh 

Resource: Helm Release in Cluster Group 

| Strategy: Recreate on SM  | Use tools: CLI | Output: cluster_group_helm_release/*.yaml | Execution Serial: ES-17 

 

SCRIPT: 017-clustergroup-helm-releases-export.sh 

Cluster Addon Resources 

Resource: Managed namespace 

| Strategy: Manage back  | Use tools: CLI  | Output: namespaces/*.yaml | Execution Serial: ES-18 

 

SCRIPT: 018-cluster-namespaces-export.sh 

Resource: Kubernetes secrets in Cluster 

| Strategy: Recreate on SM  | Use tools: CLI API | Output: cluster_secrets/*.yaml | Execution Serial: ES-19 

 

SCRIPT: 019-cluster-secrets-export.sh 

Resource: Kubernetes secrets Export in Cluster 

| Strategy: Recreate on SM  | Use tools: CLI API | Output: cluster_secret_exports/*.yaml | Execution Serial: ES-20 

 

SCRIPT: 020-cluster-secret-exports-export.sh 

Resource: Continuous Delivery in Cluster 

| Strategy: Recreate on SM  | Use tools: CLI | Output: cluster_continuousdelivery/*.yaml | Execution Serial: ES-21 

 

SCRIPT: 021-cluster-continuous-deliveries-export.sh 

https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/013-clustergroup-repository-credentials-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/014-clustergroup-git-repositories-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/015-clustergroup-kustomizations-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/016-clustergroup-helms-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/017-clustergroup-helm-releases-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/018-cluster-namespaces-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/019-cluster-secrets-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/020-cluster-secret-exports-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/021-cluster-continuous-deliveries-export.sh
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Resource: Repository credentials in Cluster 

| Strategy: Recreate on SM  | Use tools: CLI | Output: cluster_repo_secrets/*.yaml | Execution Serial: ES-22 

 

SCRIPT: 022-cluster-repository-credentials-export.sh 

Resource: Git Repository in Cluster 

| Strategy: Recreate on SM  | Use tools: CLI | Output: cluster_git_repo/*.yaml | Execution Serial: ES-23 

 

SCRIPT: 023-cluster-git-repositories-export.sh 

Resource: Kustomization in Cluster 

| Strategy: Recreate on SM  | Use tools: CLI  | Output: cluster_kustomization/*.yaml | Execution Serial: ES-24 

 

SCRIPT: 024-cluster-kustomizations-export.sh 

Resource: Helm in Cluster 

| Strategy: Recreate on SM  | Use tools: CLI | Output: cluster_helm/*.yaml | Execution Serial: ES-25

 

SCRIPT: 025-cluster-helms-export.sh 

Resource: Helm Release in Cluster 

| Strategy: Recreate on SM  | Use tools: CLI | Output: cluster_helm_release/*.yaml | Execution Serial: ES-26 

 

SCRIPT: 026-cluster-helm-releases-export.sh 

Data Protection 

Resource: Data-protection 
 | Strategy: Recreate on SM | Use tools: CLI API | Output: data-protection-data/schedule.yaml data-protection-
data/backup.yaml data-protection-data/restore.yamldata-protection-data/dataprotection_clustergroups.yaml data-
protection-data/dataprotection_clusters.yaml | Execution Serial: ES-27 

 

SCRIPT: 027-cluster-data_protection-export.sh 

Access Policies 

Resource: Access Policies 

| Strategy: Recreate on SM  | Use tools: API | Execution Serial: 1 | Output: iam/* | Execution Serial: ES-28 

 

SCRIPT: 028-base-access-policies-export.sh 

Policies 

Resource: Policies Templates 
| Strategy: Recreate on SM  | Use tools: CLI | Execution Serial: 1 | Output: policies/* | Execution Serial: ES-29 

https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/022-cluster-repository-credentials-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/023-cluster-git-repositories-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/024-cluster-kustomizations-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/025-cluster-helms-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/026-cluster-helm-releases-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/027-cluster-data_protection-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/028-base-access-policies-export.sh
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SCRIPT: 029-base-policy-templates-export.sh 

Resource: Policies Assignments 
| Strategy: Recreate on SM  | Use tools: CLI | Execution Serial: 1 | Output: policies/* | Execution Serial: ES-30 

 

SCRIPT: 030-base-policy-assignments-export.sh 

Step 3: Offboard Clusters from SaaS 
After completing the data export, the clusters can be offboarded from the SaaS platform by following the steps outlined 
below. 

Managed TKGm/VKS clusters 

Execution Serial: ES-31 

 

Export all the available management clusters and all the managed workload clusters under each management cluster with the 
following command. 

Output: clusters/mc_list.yaml, clusters/wc_of_$name.yaml 

Deregister the management clusters after unmanaging all the workload clusters under them. Management cluster 
deregistration can only be triggered after all the managed clusters have been successfully unmanaged. Otherwise, the 
deregistration request will be rejected. 

SCRIPT: 031-base-managed_clusters-offboard.sh 

Attached clusters 

Execution Serial: ES-32 

 

Export all the available attached clusters with the following command. 

| Output: clusters/attached_clusters.yaml 

SCRIPT: 032-base-attached_clusters-export.sh 

With the exported data, detach all the attached clusters with the following command. Unhealthy attached clusters will try to be 
forcefully detached. 

Input: clusters/attached_clusters.yaml 

SCRIPT: 032-base-attached_clusters-offboard.sh 

Step 4: Connect to the TMC-SM Instance 
| Execution Serial: ES-33 

 

Before performing the data import operation, it is necessary to establish a connection with the TMC-SM instance by following 
the steps outlined below. 

CLI | Connect to the TMC-SM instance with the following command: 

SCRIPT: 033-base-sm_stack-connect.sh 

https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/029-base-policy-templates-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/030-base-policy-assignments-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/031-base-managed_clusters-offboard.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/032-base-attached_clusters-export.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/032-base-attached_clusters-offboard.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/033-base-sm_stack-connect.sh


 

TMC Migration Guide | 18 

Migrate Tanzu Mission Control SaaS to SM 

API | Get the access token with the following command. | Output: sm-api-call.sh 

SCRIPT: sm-api-call.sh 

# Source sm-api-call.sh 
# Curl the TMC API when necessary 
curl_api_call -X POST -d '{"data": "ok"}' <api_path> 
curl_api_call -X PUT -d '{"data": "ok"}' <api_path> 
curl_api_call <api_path> 
# e.g. 
curl_api_call v1alpha1/clustergroups 

 

Step 5: Import Resource Data – Pre cluster onboarding 
Follow the instructions below to recreate the applicable resources on the TMC-SM instance in the specified order (the order 
provided in this document). These resources are essential for successfully onboarding clusters to TMC-SM. 

Basic Resources 

Resource: Cluster Group  
Strategy: Recreate on SM | Use tools: CLI | Input: clustergroup/data/clustergroups.yaml | Execution Serial: ES-34 

 

SCRIPT: 034-base-clustergroups-import.sh 

Resource: Workspace 
Strategy: Recreate on SM  | Use tools: CLI | Input: workspace/data/workspaces.yaml | Execution Serial: ES-35 

 

SCRIPT: 035-base-workspaces-import.sh 

Administration Resources 

Resource: Role 
Strategy: Recreate on SM  | Use tools: CLI | Input: role/data/roles.yaml | Execution Serial: ES-36 

 

SCRIPT: 036-admin-roles-import.sh 

Resource: Credential 
Strategy: Recreate on SM  | Use tools: CLI | Input: credential/data/credentials.yaml | Execution Serial: ES-37 

 

Credential Migration needs users to provide Credentials and related resources. 
Two-phase scripts: 
   1. The first script will generate template files under the folder: credential/template. 
       Users must then fill in the missing fields such as Certificate Authorities (CAs) and credentials. 
   2. The second script will create resources on TMC-SM based on the template files. 

The template files generation script, produces: credential/template/*.yaml 
 

SCRIPT: 037-admin-credentials-create-template.sh 
 
Please Note:  Check each file in the template folder, and fill in the missing credentials 

https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/utils/sm-api-call.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/034-base-clustergroups-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/035-base-workspaces-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/036-admin-roles-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/037-admin-credentials-create-template.sh
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 Field Name Type Format 

spec.data.keyValue.data  (Self-provisioned: AWS S3 or S3-protocol compatible) 

aws_access_key_id string base64 

aws_secret_access_key string base64 

spec.data.azureCredential.servicePrincipal (Self-provisioned: Azure Blob) 

subscriptionId string  

tenantId string  

resourceGroup string  

clientId string  

clientSecret string  

azureCloudName string <AzurePublicCloud | AzureChinaCloud | 
AzureGermanCloud> 
 

 

Credential resource recreation script 
 

SCRIPT: 037-admin-credentials-import.sh 

Resource: Proxy 
Strategy: Recreate on SM | Use tools: CLI | Input: proxy/data/proxies.yaml | Execution Serial: ES-38 

 

Proxy Migration needs users to provide Credentials, CA and associated details  
Two-phase scripts: 
   1. The first script will generate template files under the folder: proxy/template. 
       Then users need to fill in the missing fields such as CA, proxy credentials. 
   2. The second script will create resources on SM based on the template files. 

The template files generation script: 
 

SCRIPT: 038-admin-proxy-create-template.sh 

Please Note: Check each file in the template folder, and fill in with the missing credentials and CA 

Field Name Type Format 

spec.data.keyValue.data 

httpUserName string base64 

httpPassword string base64 

httpsUserName string base64 

httpsPassword string base64 

proxyCABundle string base64 
 

Proxy resource recreation script 
 

 

https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/037-admin-credentials-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/038-admin-proxy-create-template.sh
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Resource: Image Registry 
| Strategy: Recreate on SM  | Use tools: CLI | Execution Serial: 1 | Input: image-registry/data/image-registries.yaml | 
Execution Serial: ES-39 

 

Image Registry Migration requires users to provide Credentials and CA information. 
Two-phase scripts: 
   1. The first script will generate template files under the folder: image-registry/template. 
       Then users need to fill in the missing fields such as CA, credentials. 
   2. The second script will create resources on SM based on the template files. 

The template files generation script: 
 

SCRIPT: 039-admin-image-registry-create-template.sh 

 
Please Note: Check each file in the template folder, and fill in with the missing credentials and CA 

 

Image Registry resource recreation script 

SCRIPT: 039-admin-image-registry-import.sh 

Cluster Group Addon Resources 

Resource: Kubernetes secrets in Cluster Group 
Strategy: Recreate on SM  | Use tools: CLI  | Input: cluster_group_secrets/*.yaml | Execution Serial: ES-40 

 

Kubernetes Secrets Migration requires users to fill secret data for the YAML files in cluster_group_secrets with the following 

template secrets  

SECRET_TYPE_OPAQUE 

spec: 
  atomicSpec: 
    data: 
      key: base64-encoded-value 
    secretType: SECRET_TYPE_OPAQUE 

 

Field Name Type Format 

spec.data.keyValue.data 

.dockerconfigjson string Base64 
Example script to generate base64 string: 
 
accessId=${1-} 
accessSecret=${2-} 
registryUrl=${3-} 
data="{\"auths\":{\"$registryUrl\":{\"username\":\"$accessId\",\"password\":\
"$accessSecret\"}}}" 
base64DockerConfigJsonString=`echo $data | base64` 
 

ca-cert string Base64 

https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/039-admin-image-registry-create-template.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/039-admin-image-registry-import.sh
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SECRET_TYPE_DOCKERCONFIGJSON 

spec: 
  atomicSpec: 
    data: 
      .dockerconfigjson: base64-encoded-dockerconfig-json-file 
    secretType: SECRET_TYPE_DOCKERCONFIGJSON 

After the secret data is filled, use the following script to recreate them 

 

SCRIPT: 040-clustergroup-secrets-import.sh 

Resource: Kubernetes secrets Export in Cluster Group 
| Strategy: Recreate on SM  | Use tools: CLI  | Input: cluster_group_secret_exports/*.yaml | Execution Serial: ES-41

 

SCRIPT: 041-clustergroup-secret-exports-import.sh 

Resource: Continuous Delivery in Cluster Group 
Strategy: Recreate on SM  | Use tools: CLI | Input: cluster_group_continuousdelivery/*.yaml | Execution Serial: ES-42

 

SCRIPT: 042-clustergroup-continuous-deliveries-import.sh 

Resource: Repository credentials in Cluster Group 
Strategy: Recreate on SM  | Use tools: CLI  | Input: cluster_group_repo_secrets/*.yaml | Execution Serial: ES-43

 

Repository Credentials Migration requires users to fill secret data for the YAML files in cluster_group_repo_secrets with the following 

template secrets  

Username/Password 

spec: 
  atomicSpec: 
    data: 
      data: 
        username: bas64-encoded-username 
        password: base64-encoded-password 
    sourceSecretType: USERNAME_PASSWORD 

 

SSH Authentication 

spec: 
  atomicSpec: 
    data: 
      data: 
        identity: bas64-encoded-ssh-identity 
        known_hosts: base64-encoded-ssh-known-hosts 
    sourceSecretType: SSH 

https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/040-clustergroup-secrets-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/041-clustergroup-secret-exports-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/042-clustergroup-continuous-deliveries-import.sh
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CA Certificate 

spec: 
  atomicSpec: 
    data: 
      data: 
        ca.crt: bas64-encoded-ca-crt 
        username: base64-encoded-username  # username and password are optional 
        password: base64-encoded-password  # username and password are optional 
    sourceSecretType: CACert 

After the secret data is filled, use the following script to recreate them 

 

SCRIPT: 043-clustergroup-repository-credentials-import.sh 

Resource: Git Repository in Cluster Group 

| Strategy: Recreate on SM  | Use tools: CLI  | Input: cluster_group_git_repo/*.yaml | Execution Serial: ES-44

 

SCRIPT: 044-clustergroup-git-repositories-import.sh 

Resource: Kustomization in Cluster Group 

| Strategy: Recreate on SM  | Use tools: CLI  | Input: cluster_group_kustomization/*.yaml | Execution Serial: ES-45

 

SCRIPT: 045-clustergroup-kustomizations-import.sh 

Resource: Helm in Cluster Group 

| Strategy: Recreate on SM  | Use tools: CLI | input: cluster_group_helm/*.yaml | Execution Serial: ES-46

 

SCRIPT: 046-clustergroup-helms-import.sh 

Resource: Helm Release in Cluster Group 
Strategy: Recreate on SM | Use tools: CLI | Input: cluster_group_helm_release/*.yaml | Execution Serial: ES-47

 

SCRIPT: 047-clustergroup-helm-releases-import.sh 

Step 6: Onboard Clusters to SM 
The clusters can now be onboarded to the TMC-SM instance by following the steps outlined below. 

TKGm/VKS Clusters 

Execution Serial: ES-48 

 

The registration operations rely on the admin kubeconfig of the clusters. To fully automate the registration process for multiple 
clusters, an admin kubeconfig index file can be created first with the below command. After generating the index file, replace 
the path placeholders with the real paths of the kubeconfig files of the corresponding clusters. 

| Input: clusters/mc_list.yaml | Output: clusters/mc-kubeconfig-index-file 

https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/043-clustergroup-repository-credentials-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/044-clustergroup-git-repositories-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/045-clustergroup-kustomizations-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/046-clustergroup-helms-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/047-clustergroup-helm-releases-import.sh
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SCRIPT: 048-base-managed_clusters-input_from_user.sh 

With the exported YAML file that includes the clusters ready to be onboarded, run the following command to register the 
clusters to TMC-SM.  

- The admin kubeconfigs of the management clusters are required for full automation.  

Input: clusters/mc_list.yamlclusters/mc-kubeconfig-index-file | Output: clusters/mc_registered.txt | Dependent resources: 
Proxy object LIR object (TKGm-only) 

SCRIPT: 048-base-managed_clusters-onboard.sh 

ℹ Notes:  

 

Here, only register the management clusters with a HEALTHY status at export time. If an unhealthy management 
cluster has been restored to HEALTHY, the condition "$health" == "HEALTHY" in the script can be removed or 
dealt with separately. 

 

ℹ Notes:  

 

If a management cluster with the same name is detected on TMC-SM, reregister will be used with the assumption 
that it is the same cluster. 

 

Clusters to be Attached 

Execution Serial: ES-49 

 

The attach operations rely on the kubeconfigs of the clusters. To support fully automated batch attach operations for the 
exported clusters, a kubeconfig index file can be created with the below command first. After generating the index file, replace 
the path placeholder with real paths of the kubeconfig files of the corresponding clusters. 

Input: clusters/attached_clusters.yaml | Output: clusters/attached-wc-kubeconfig-index-file 

SCRIPT: 049-base-attached_clusters-input_from_user.sh 

Attach the healthy clusters to the TMC-SM instance from the exported data file with the following command. 

| Input: clusters/attached_clusters.yaml clusters/attached-wc-kubeconfig-index-file| Output: clusters/onboared-clusters-
name-index| Dependent resources: Proxy object LIR object 

SCRIPT: 049-base-attached_clusters-onboard.sh 

Run the following script to check the readiness of all the onboarded clusters. 
SCRIPT: 049-base-whole_clusters-check_readiness.sh 

Step 7: Import Resource Data – Post cluster onboarding 

After completing the cluster onboarding process, follow the steps below to restore the relevant resources to the clusters. 

Cluster Addon Resources 

https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/048-base-managed_clusters-input_from_user.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/048-base-managed_clusters-onboard.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/049-base-attached_clusters-input_from_user.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/049-base-attached_clusters-onboard.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/049-base-whole_clusters-check_readiness.sh


 

TMC Migration Guide | 24 

Migrate Tanzu Mission Control SaaS to SM 

Resource: Managed namespace 

| Strategy: Recreate on SM  | Use tools: CLI  | Input: namespaces/*.yaml | Execution Serial: ES-50 

 

SCRIPT: 050-cluster-namespaces-import.sh 

Resource: Kubernetes secrets in Cluster 
| Strategy: Recreate on SM  | Use tools: CLI | Input: cluster_secrets/*.yaml | Execution Serial: ES-51 

 

Kubernetes Secrets Migration needs users to fill secret data for the yaml files in cluster_group_secrets with the following template 

secrets  

SECRET_TYPE_OPAQUE 

spec: 
  data: 
    key: base64-encoded-value 
  secretType: SECRET_TYPE_OPAQUE 

 

SECRET_TYPE_DOCKERCONFIGJSON 

spec: 
  data: 
    .dockerconfigjson: base64-encoded-dockerconfig-json-file 
  secretType: SECRET_TYPE_DOCKERCONFIGJSON 

 

After the secret data is filled, use the following script to recreate them 

SCRIPT: 051-cluster-secrets-import.sh  

Resource: Kubernetes secrets Export in Cluster 
Strategy: Recreate on SM  | Use tools: CLI | Input: cluster_secret_exports/*.yaml | Execution Serial: ES-52

 

SCRIPT: 052-cluster-secret-exports-import.sh 

 

Resource: Continuous Delivery in Cluster 

| Strategy: Recreate on SM  | Use tools: CLI | Input: cluster_continuousdelivery/*.yaml | Execution Serial: ES-53

 

SCRIPT: 053-cluster-continuous-deliveries-import.sh 

Resource: Repository credentials in Cluster 
Strategy: Recreate on SM  | Use tools: CLI | Input: cluster_repo_secrets/*.yaml | Execution Serial: ES-54 

 

Repository Credentials Migration requires users to fill secret data for the YAML files in cluster_repo_secrets with the following 

template secrets  

https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/050-cluster-namespaces-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/051-cluster-secrets-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/052-cluster-secret-exports-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/053-cluster-continuous-deliveries-import.sh
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Username/Password 

spec: 
  data: 
    data: 
      username: bas64-encoded-username 
      password: base64-encoded-password 
  sourceSecretType: USERNAME_PASSWORD 

 

SSH Authentication 

spec: 
  data: 
    data: 
      identity: bas64-encoded-ssh-identity 
      known_hosts: base64-encoded-ssh-known-hosts 
  sourceSecretType: SSH 

 

CA Certificate 

spec: 
  data: 
    data: 
      ca.crt: bas64-encoded-ca-crt 
      username: base64-encoded-username  # username and password are optional 
      password: base64-encoded-password  # username and password are optional 
  sourceSecretType: CACert 

 

After the secret data is filled, use the following script to recreate them 

SCRIPT: 054-cluster-repository-credentials-import.sh  

 

Resource: Git Repository in Cluster 

Strategy: Recreate on SM  | Use tools: CLI  | Input: cluster_git_repo/*.yaml | Execution Serial: ES-55

 

SCRIPT: 055-cluster-git-repositories-import.sh 

Resource: Kustomization in Cluster 
Strategy: Recreate on SM  | Use tools: CLI | Input: cluster_kustomization/*.yaml | Execution Serial: ES-56

 

SCRIPT: 056-cluster-kustomizations-import.sh 

Resource: Helm in Cluster 

Strategy: Recreate on SM  | Use tools: CLI | Input: cluster_helm/*.yaml | Execution Serial: ES-57

 

SCRIPT: 057-cluster-helms-import.sh 

https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/054-cluster-repository-credentials-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/055-cluster-git-repositories-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/056-cluster-kustomizations-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/057-cluster-helms-import.sh
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Resource: Helm Release in Cluster 
Strategy: Recreate on SM  | Use tools: CLI | Input: cluster_helm_release/*.yaml | Execution Serial: ES-58

 

SCRIPT: 058-cluster-helm-releases-import.sh 

Administration Resources 

Resource: Settings 
Strategy: Recreate on SM  | Use tools: CLI | Input: setting/data/$scope/settings.yaml | Execution Serial: ES-59 

 

SCRIPT: 059-admin-settings-import.sh 

Resource: Access 
| Strategy: Recreate on SM  | Use tools: CLI | Input: credential-access/data/access---*.yaml | Execution Serial: ES-60 

 

SCRIPT: 060-admin-access-import.sh 

Access Policies 

Resource: Access Policies  

| Strategy: Recreate on SM  | Use tools: API | Input: iam/*| Execution Serial: ES-61

 

Note: User and group assignments remain the same in TMC-SM.  It may be necessary to determine equivalent users and user 
groups in the TMC-SM environment and configure them again from the UI manually after importing policies. 

Access policies must be loaded in two phases; a base access load which populates the role bindings for organizations, cluster 
groups, and workspaces, then a second phase load for cluster role bindings. 

Phase 1: Base Access Policies 

SCRIPT: 061-base-access-policies-import.sh 

Phase 2: Cluster Access Policies 

SCRIPT: 061-cluster-access-policies-import.sh 

Policies 

Resource: Policies Templates 
| Strategy: Recreate on SM  | Use tools: CLI | Input: policies/* | Execution Serial: ES-62 

SCRIPT: 062-base-policy-templates-import.sh 

Resource: Policies Assignments 
| Strategy: Recreate on SM  | Use tools: CLI | Input: policies/* | Execution Serial: ES-63 

 

Policy assignments must be loaded in two phases; a base policy load which populates policies for organizations, cluster 
groups, and workspaces, then a second phase load for cluster policies. 

https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/058-cluster-helm-releases-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/059-admin-settings-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/060-admin-access-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/061-base-access-policies-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/061-cluster-access-policies-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/062-base-policy-templates-import.sh
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Phase 1: Base Policies 

SCRIPT: 063-base-policy-assignments-import.sh 

Phase 2: Cluster Policies 

SCRIPT: 063-cluster-policy-assignments-import.sh 

Data Protection 

Resource: Data-protection 
Strategy: Recreate on SM | Use tools: CLI | Input: data-protection-data/schedule.yaml data-protection-
data/dataprotection_clustergroups.yaml data-protection-data/restore.yaml | Dependent resources: Storage Credential | 
Execution Serial: ES-64 

 

SCRIPT: 064-cluster-data_protection-import.sh  

ℹ Notes:  

Credentials must be set up before importing. 

Risks and Considerations 
• The migration operations only apply to the data at the TMC cluster management level and do not involve any configuration 

changes to the remote physical clusters managed by TMC. The migration process will not trigger a rolling update or cause 
downtime of the clusters, and should not affect the operation of application workloads running on those clusters. 

• The scripts listed in the documentation—for exporting TMC resources, offboarding the cluster, onboarding the cluster, and 
importing TMC resources—can be retried if any errors or failures occur during execution, until the process completes 
successfully. In some specific corner cases, execution may fail due to the presence of stale or dirty data causing conflicts. In 
such cases, manual intervention may be required to clean up the conflicting stale or dirty data before retrying the execution. 

• TMC resource data will be exported into specific files, which essentially serve as API-based data backups. If these files are 
properly preserved and maintained, data loss should not occur. 

• Access policies contain identity information for target users or groups, which is tied to the configured Identity Provider (IDP). 
If the IDP configured in the TMC-SM environment does not include this specific identity information, the imported access 
policies will not take effect. In such cases, you will need to manually update, adjust, or recreate the access policies to achieve 
the same access control capabilities as in the SaaS environment. 

Appendix A: Support Library Scripts 
The following supporting scripts contain common functions used by the scripts provided in this document.  The scripts are 

intended to live in a subdirectory named utils under the directory in which you run these scripts. 

Source File: utils/common.sh 

utils/common.sh 

Source File: utils/create-docker-config-json-base64.sh 

utils/create-docker-config-json-base64.sh 

https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/063-base-policy-assignments-import.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/063-cluster-policy-assignments-import.sh
http://064-cluster-data_protection-import.sh/
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/utils/common.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/utils/create-docker-config-json-base64.sh


 

TMC Migration Guide | 28 

Migrate Tanzu Mission Control SaaS to SM 

Source File: utils/log.sh 

utils/log.sh 

Source File: utils/offboard-clusters.sh 

utils/offboard-clusters.sh 

Source File: utils/policy-helper.sh 

utils/policy-helper.sh 

Source File: utils/saas-api-call.sh.sh 

utils/saas-api-call.sh 

Source File: utils/sm-api-call.sh 

utils/sm-api-call.sh

https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/utils/log.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/utils/offboard-clusters.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/utils/policy-helper.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/utils/saas-api-call.sh
https://github.com/vmware-samples/tmc-migration-scripts/blob/fb196bda8bc4275d8f94f389d4332562f7da2cec/utils/sm-api-call.sh
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