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VMware SD-WAN and Equinix

Simplify SD-WAN Deployment to Multi-cloud

As more applications move to the cloud, enterprise network architects are
reevaluating their WAN architecture to optimize the delivery and efficiency of the
network connecting the end users to these cloud-based applications. Many are
turning to Software-Defined Wide Area Networking (SD-WAN) to enable ways to
route internet traffic locally and to take advantage of inexpensive internet services for
non-critical applications.

VMware SD-WAN™, part of VMware SASE portfolio, enables remote or branch user
direct access to applications deployed on clouds through a distributed network of
highly available VMware Edge PoPs and the VMware Edge Cloud Orchestrator with
VMware SD-WAN Edges.

By deploying VMware SD-WAN Edge on Equinix, as Equinix Network Edge, the
complexity to connect securely to multiple clouds at the same time is greatly
simplified. Instead of installing virtual edge clusters on different cloud providers, you
can deploy a cluster of virtual edges at Equinix to service the different clouds.

The other benefit with VMware SD-WAN Edge on Equinix is the on-demand capability
to establish secured private connectivity between metros and regions by taking
advantage of Equinix Fabric’s global network. This eliminates the capex, capacity
planning and resources required to enable inter-metro networking and provides a
secure and predictive connection instead of public Internet.

This paper outlines the VMware SD-WAN and Equinix solution and deployment
guidance to enable the following use cases:

« Site to multi-cloud connectivity
« Site to site private connectivity between different metros or regions

Use case 1: Site to multi-cloud connectivity

The following shows a VMware SD-WAN Edge (A) deployed at an on-premises
location, and another Edge (B) deployed virtually at Equinix, serving as a low-latency
proximity gateway to access applications running in multiple clouds. Both these
VMware SD-WAN Edge devices automatically join your VMware SD-WAN fabric once
provisioned, and execute to the optimization policies according to the VMware

Edge Cloud Orchestrator.

The VMware SD-WAN virtual Edge is hosted on the Equinix Network Edge and is
pre-packaged with Equinix Fabric. The latter provides secured one-to-many
connection to multiple cloud providers, ensuring application performance with low
latency user experience.



VMware SD-WAN and Equinix

vmware

@) PLATFORM EQUINIX*

VMware Edge PoPs with Embedded

" [:‘“‘él SD-WAN E B

Controller
Equinix Equinix
Network Edge Fabric™

PRRRE

VMware SD-WAN Virtual Edge

Use case 2: Site to site private connection between different metros

or regions

The following extends the above SD-WAN deployment in a metro with a mirror set up
in another metro in a different region — a VMware SD-WAN virtual Edge (B) is
deployed at Equinix in a US location, and another (X) in a Singapore location. The
VMware Edge Cloud Orchestrator provides centralized management, policy control
and real-time monitoring on all the VMware SD-WAN Edge devices deployed
physically on-premises and virtually at Equinix in all geographies.

The VMware SD-WAN virtual Edge devices hosted in different metros within Equinix
can also establish private point-to-point connection, via Equinix Fabric’s global
network. This virtual connection takes minutes to set up and provides predictable
performance and an optimal route with minimum latency for critical application traffic.
Non-critical application traffic can continue to utilize the public Internet for connection.
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Solution deployment overview

The VMware SD-WAN virtual Edge at Equinix can be implemented using the following
steps.

1. In the VMware Edge Cloud Orchestrator, create an Equinix Managed Segment.

velocloud

orchestrator

Welcome To

VMware SD-WAN Network Orchestrator by VeloCloud

Username: | Forgot your password?
Click here to reset your password

F d: I 2 Contact your administrator for assistance.

Select Segments ?) %
All Segments Within This Profile
EQ-MGMT-02 > Global Segment &
TKMGMT al

= EQUiniX-MGMT @

ok || Ccancel

2. Copy your FQDN and Activation Key.

Monitor This Edge has been provisioned with actvation key
Configure
& Edges
Profiles
Object Groups Edge Overview
Segments.
Overlay Flow Control
Network Services Properties
Alerts & Notifications e = Status: Pending
Test & Troubleshoot Description I Sevial Number. |
Administration -
Custom Info
Enable Alerts @ i TS TS L3
Authenticaton Mode Certiicate Dsabled &
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3. In the Equinix Fabric portal, create SD-WAN virtual device using the FQDN and
Activation Key. The SD-WAN virtual device will join your VMware SD-WAN fabric
automatically once provisioned.

Create a VMware SD-WAN Edge Instance

© © [/}

Vendor Package Location Device Details Additior

Device Configuration
: Term Length
Select an option: have Equinix configure your device o configure it yoursel,

X = bt sirodd Choose your term length. Longer terms include
additional savings. Charges are billed monthly.
E: x-Conf Self-Configured
Configure the device and services 1 montn

yourself via the CLI and/or the vendor's

administration console. The CLI

comn and/or options in the

vendor's console are less limited with

this option, Pricing Overview

Licensing

Would you like Equinix to provide a license or wil you provide your own license?

S Bring your Own License
Use your existing software license. This »
option includes imited Equinix support.

Device Resources

Select the appropriate resource below. @

4 cores. B comenory 8 cores. 32 camemory »

Software Package

Select software package @

Version
Select a version @

A\ Note: Your VCO and selected Edge Instance version should be the same.

3.3.0 332 342
Edge Device Details Optional Details
Device Name @ Purchase Order Number Optional

Purchase Order information will be included in your

order confirmation email.

Primary Activ

Order Reference/ldentifier Optional

Enter a short name/number to idenfity this order on

the invoice.

Primary

ary Activation Key
0/100

Interfaces

Select the number of interfaces for your device
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4.0nce the SD-WAN virtual devices have successfully joined your VMware SD-WAN
fabric, you can create point-to-point connection between the devices in different
metros in the Equinix Fabric portal, as shown below. These devices will establish
SD-WAN tunnel over Equinix connection automatically.

Select Locations

Preview

Speed
S Origin Port or Virtual Device - n Destination Port
Latency (RTT) Singapore

Origin Destination
Locations with ports or Virtual Devices locations you can connect with
Connect Using APACE) (oo

Virtual Select Location:

Device

Osaka Perth

Latency (RTT) - Latency (RTT)

Sydney Hong Kong

Latency (RTT) - Latency (RTT)

Seoul Melbourne Canberra

Latency (RTT) - Latency (RTT) - Latency (RTT) -

Solution components

VMware SD-WAN

» VMware SD-WAN Edge: VMware SD-WAN Edge expands WAN bandwidth by
logically combining WAN links to offer capacity that individual applications need.
VMware SD-WAN Edge automatically joins the SD-WAN fabric once powered on
and connected to the Internet and downloads the business policies from the
VMware Edge Cloud Orchestrator. These edge devices differentiate and
prioritize traffic among over 3000 applications based on business intent. The
VMware
SD-WAN Edges implement Dynamic Multipath Optimization™ (DMPO) enabling real
time monitoring, packet steering and link remediation on the links connecting them
with other edges. With a VMware SD-WAN Edge instance on Platform Equinix, all
the optimization features can be extended further and closest to the cloud
applications.

VMware Edge Cloud Orchestrator: VMware Edge Cloud Orchestrator is the
management plane of the architecture. It pushes the business policies on the
VMware SD-WAN edges as soon as they connect to the fabric, and seamlessly
updates the application recognition engine on thousands of VMware SD-WAN
Edges with a single click. A cloud-hosted or on-premises secure and scalable web-
based central management tool provides simplified configuration, provisioning,
monitoring, fault management, logging, and reporting. The Orchestrator also offers
a single pane of glass for real- time insights into network and application
performance. The integration enables insights into network and application
performance for the edge of the Equinix platform.
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» VMware Edge PoPs: VMware Edge PoPs are hosted multi-tenant virtual instances
on cloud, functioning as the control plane and optional data plane for the SD-WAN
network for cloud onramp. these Edge PoPs are automatically assigned to the SD-
WAN Edges depending on the type of traffic. These horizontally scalable gateways
enable route distribution among the SD-WAN Edges as soon as the Edges are
powered on and connected to the SD-WAN fabric, reducing the complexity and
spend on traditional infrastructure.

Equinix solution

» Equinix Fabric: Equinix Fabric is a switch platform that provides private connectivity
to a large selection of public cloud, network, and other service providers in the form
of virtual connections. These connections are provisioned using software-defined
networking, and you manage them through a portal or using API. Available across
40+ locations, Equinix Fabric is designed for scalability and agility, allowing you to
interconnect between Equinix locations globally, and connects to other Equinix
services, such as Equinix Network Edge or Metal.

» Equinix Network Edge: Network Edge is a network function virtualization (NFV)
infrastructure managed by Equinix. It allows deploying virtual instances of network
appliances (routers, firewalls, SD-WAN, and so on) from key providers, such as
VMware, Cisco, Juniper Networks, Fortinet, and Palo Alto Networks.

Additional Information
» Watch a video about VMware SD-WAN integrations with Equinix Network Edge.

» User guides and release notes for Equinix Fabric and Equinix Network Edge are
available on the Equinix website.

® VMware, Inc. 3401 Hillview Avenue Palo Alto CA 94304 USA Tel 877-486-9273 Fax 650-427-5001 vmware.com Copyright © 2023 VMware, Inc.
mwa re All rights reserved. This product is protected by U.S. and international copyright and intellectual property laws. VMware products are covered by one or more patents
listed at vmware.com/go/patents. VMware is a registered trademark or trademark of VMware, Inc. and its subsidiaries in the United States and other jurisdictions.
All other marks and names mentioned herein may be trademarks of their respective companies. Item No: sdwan-equinox-so-0621



