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Tanzu for Kubernetes Operations on VxRail

Executive Summary

In this era of modern app development, the complexity of multi -layer design and distributed architectures, drive the need
for the operations model to evolve. Kubernetes has emerged as the de facto container orchestration platform and the
number of containe rized applications running in production continues to grow. As such, customers are increasingly
interested in a consistent runtime across their deployments regardless of where they reside. They are also looking for
consistent operations and management with  fine grain visibility into their Kubernetes and application frameworks. They
want their environments to be secure, easy to deploy, manage and upgrade, while managing the application sprawl of
microservices

Cloud native application development leverages De  vOps and CI/DC (Continuous Integration/Continuous Delivery)

practices that streamline the delivery of production ready microservice applications. Cloud native application model suits

pape canguaa°osr apRe apR TRTA% ST RE Ry mwemM &E Pd ENM2®TRE V@MY ad wa i
companies build and operate applications using a cloud native architecture, they bring new ideas to market and respond

to customer demands faster.

This reference architecture presents a design and implementation methodo logy to integrate on -premises private cloud
powered by Tanzu for Kubernetes Operations , running on Dell VxRail with Tanzu for Kubernetes Operations on VMware
Cloud on AWS . This integration is further extended to  other Kubernetes cloud offerings , such as Amazon EKS, that bring
all Kubernetes cluster s under a common management domain using Tanzu Mission Control

On-demand, multi -cloud connectivity and management can be a challenge technically, as well as costly for most
customers. First, c onnections to the ¢ loud providers must be established and maintained separately , Which adds
complexity to an already complex paradigm. Second, when applications are spread over smaller clusters across clouds

to provide separate fault domains, management of these clusters on an ongoing basis is not trivial. In this reference
architecture we present a solution using a third  -party cloud connectivity provider such as Equinix which can manage
connection enumeration to most major cloud providers simultaneously. Such a solution woul d be beneficial for customers
connecting to multiple cloud providers, however, is not a requirement for this reference architecture. With centralized
policy and cluster management, and fine grain insight into cluster operations, Tanzu Mission Control and T anzu
Observability provide a common management methodology across all cloud instances.

For end -to-end connectivity, cross -site load balancing and ingress, NSX Advanced Load Balancer provides a robust
networking stack that can support global DNS services a s Kubernetes deployment instances grow from on  -premises
private cloud to multi -cloud environment. This reference architecture uses this NSX Advanced Load Balancer GSLB

(Global Server Load Balancing ) capability to load balance application instances  across clouds. AKO ( NSX Advanced Load
Balancer Kubernetes Operator) and AMKO (Avi Multi  -Cluster Operator) provides ingress services across Kubernetes
deployments.

For application security, NSX Advanced Load Balancer features an Intelligent Web Application Firewall (IWAF) that
covers OWASP CRS protection, support for compliance regulations such as PCI DSS, HIPAA, and GDPR, and signature -
based detection. It deploys positive security model and application learning to prevent web application attacks.

Additional ly, built -in analytics provide actionable insights on performance, end -user interactions and security events in a
single dashboard (Avi App Insights) with end  -to-end visibility.

Dell VxRail delivers a turnkey experience and is fully integrated, pre -configu red, and pre -tested solution. Tanzu for
Kubernetes Operations on VxRail is a future proof solution that simplifies transformation journey to modern applications

for most customers. Whether its move from legacy to cloud native applications, repatriating clo ud native applications to
on-premises private cloud, or architecting distributed application on multi -cloud environment, Tanzu Kubernetes on
VxRail is the all -encompassing solution.

Audience

This white paper is intended for architects, engineers, consultants, and IT administrators who design , implement, and
manage modern application environment on  -premises or in the cloud . Readers with strong understanding of
technologies such as VMware NSX Advanced Load Balancer, vSphere with Tanzu , VMware vSAN , and cloud native
concepts will benefit from the content in this paper
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Architecture Overview

The solution is built on multi -cloud architecture , including On -premises private cloud, Amazon EKS and VMwa re Cloud on
AWS, with the three site instances making up the global DNS namespace .Amazon EKS was included in the architecture

to demonstrate public cloud management and integration capabilities of Tanzu portfolio of products. Another public

cloud, such as Azure or Google (GCP) can also be integrated with relevant ease.  NSX Advanced Load Balancer (formerly
known as Avi) manages the global DNS  zone. User queries for applications to the corporate DNS are directed to the
appropriate site holding the application. Instances of the applications are installed on multiple sites for load balancing and
high availability. Load balancing based on geo  -location or priority, provides improved performance by directing the user

to the nearest or highest priority  site holding the desired application. In this architecture the primary site is the on -
premises private -cloud infrastructure and software built on Tanzu Kubernetes Grid service.  This primary site holds the
Active directory domain infrastructure and corporate DNS services. This site also has the leader GSLB (Global Server
Load Balancing) service insta nce. Avi multi -cluster Kubernetes operator (AMKO) is installed here, which manages and
coordinates ingress and load balancing from Avi Kubernetes operators  (AKO) from all sites. VMware Cloud on AWS
(VMC) and Amazon EKS makeup the othertwo  GSLB follower in stances. These follower sites only require AKO (Avi
Kubernetes operator) installation.  Tanzu Service Mesh, a part of Tanzu for Kubernetes Operations provided end -to-end
connectivity, security, and insights for microservices running across clouds making up the global application namespace.

Figure 1: Logical Architecture Overview
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Tanzu Mission Control ( Tanzu Mission Control ) manage d the complete lifecycle of Kubernetes clusters across sites
including Amazon EKS clusters. Tanzu Mission Contro | also provides centralized policy management and developer self -
service access to all three sites. Tanzu Observability now part of VMware Aria, provide d fine grain insight and
observability for VMware Tanzu and Amazon EKS clusters . Tanzu Mission Control a Iso provided data -protection through
Velero and Restic open -source software using S3 compatible storage, on  -premises or in the cloud.

An intermediate site  connecting the on -premises private cloud to multiple cloud providers is hosted at Equinix. On-
demand connections to multiple cloud providers are enumerated from Equinix, per customer performance and cost
requirements.

Note: An intermediate cloud services provider is not a requirement for this reference architecture. It is however an
option for customers who want to take advantage of these services for their multi -cloud connectivity. Alternatively,
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customers can connect to the ir cloud providers individually via VPN or direct connections . For more information on how
Equinix is configured to provide multi  -cloud connectivity , please see Multi -Cloud Network Connectivity with Equinix
Overview .

Key Components

This solution is built upon  a solid foundation using Dell VxRail cluster made up of  four V570 model HCI nodes . When
configured with VMware vSAN and NSX  Advanced Load Balancer , Dell VxRail provides an enterprise grade software
defined datacenter architecture  that is agile, easy to manage and secure. vSphere with Tanzu enhances these underlying
qualities and delivers a developer -ready , modern application platform  for upstream Kubernetes clusters. From a
manageability perspective, Tanzu Mission Control and Tanzu Observability provides a solution that is future -proof and
extensible from on-prem ises to the cloud. A descript ion of the key components  follows.

Dell VxRail
Whether accelerating data center modernization, deploying a hybrid cloud, or creating a developer -ready
Kubernetes platform, VxRail delivers a turnkey experience that enables customers to
continuously innovat e. The only hyperconverged system  jointly engineered by Dell Technologies and VMware,
it is fully integrated, pre -configured, and pre -tested, automating lifecycle management and simplifying
operations. Powered by VMware vSAN or VMware Cloud Foundation, VxR ail transforms HCI networking and
simplifies VMware cloud adoption, while meeting any HCI use case - including support for the most demanding
workloads and applications . Learn more .

NSX Advanced Load Balancer
VMware NSX Advanced Load Balancer provides multi  -cloud load balancing, web application firewall and
application analytics across on -premises data centers and any cloud. The software -defined platform delivers
applications consistently across bare metal servers, virtual machines, and containers to ensure a fast, scalable,
and secure application experience . Learn more .

Tanzu Mission Control
VMware Tanzu Mission Control is a centralized management hub, with a robust policy engine, which simplifies
multi -cloud and multi -cluster Kubernetes management. Whether you are new to Kubernetes, or quite
experienced, Tanzu Mission Control helps  platform operators reduce complexity, increase consistency , and offer
a better developer experience. Learn more .

Tanzu Observability (Aria)
VMware Tanzu Observability by Wavefront  now part of VMware Aria is an observability platform specifically
designed for enterprises needing monitoring, observability, and analytics for their cloud -native applications and
environments. DevOps, SRE and developer teams use  Tanzu Observability to proactively alert on, rapidly
troubleshoot and optimize performance of their modern applications running on the enterprise multi -cloud.
Learn more .

Tanzu Kubernetes Grid
Tanzu Kubernetes Gid Standard has everything an enterprise needs to make best use of Kubernetes as part of

its vSphere -based infrastructure. Kubernetes is embedded in the vSphere control plane, addressing the needs
of both operators and developers. Operators can support virtual machines and containers side -by -side on a
unified platform, group these elements into applications and simplify management. Developers gain self -service

access to resources using Kuberne tes APIs and speed development processes.

Tanzu Service Mesh
Tanzu Service Mesh provides advanced, end -to-end connectivity, security, and insights for modern
applications £ across application end -users, microservices, APIs, and data t enabling compliance with Service
Level Objectives (SLOs) and data protection and privacy regulations. More information can be found at  VMware
Tanzu Service Mesh .

vmmware' | D&AdLTechnologies
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VMware Cloud on AWS
VMware Cloud on AWS is an integrated cloud offering jointly developed by Amazon Web Services (AWS) and
VMware. You can deliver a highly scalable and secure service by migrating and extending your on -premises
VMware vSphere -based environments to the AWS Cloud running on Amazon Elastic Compute Cloud (Amazon
EC2). Learn more .

Amazon Elastic Kubernetes Service

Amazon Elastic Kubernetes Service (Amazon EKS) is a managed service that you can use to run Kubernetes on AWS
without needing to install, operate, and maintain your own Kubernetes control plane or nodes.

Key Software Components
The following table shows key software com  ponent versions used in this reference architecture.

vmmware' | D&AdLTechnologies
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Table 1: Key software components

* On VMware Cloud on AWS, Kubernetes version was upgraded from 1.5.3 to 1.6.0 to match latest available version at
the time of the release of this second version of the RA. This also validated the upgrade process without issue in the

Software Specifications ‘

On-Premises Component Version Notes

I VxRail Manager

I 7.0.350 -27409467

3 VMware ESXi

I VMware ESXi, 7.0.3, 19193900

4 x VxRail V570 nodes

3 VMware vCenter Server

I vSphere Client version 7.0.3.00600

3 NSX Advanced Load Balancer

I 20.1.7 Enterprise

3 x Avi appliances for HA

I vSphere with Tanzu

I Tanzu Kubernetes Grid

K8s version v1.20.12+vmware.l

I Pod Networking (CNI)

I Antrea Advanced

1 Core

VMware Cloud on AWS

Version

Notes

3 VMware ESXi

I VMware ESXi, 7.0.3, 19888012

3 x ESXi nodes

I VMware (SDDC) vCenter Server

I vSphere Client version
7.0.3.20000

I NSX Advanced Load Balancer

I 21.1.4 Enterprise

No orchestrator mode

3 Tanzu Kubernetes Grid

I Multi -Cloud (TKGm) 1.5.3->1.6.0 *

K8s version v 1.22.9 ->1.238 *

I Service Installer for VMware I 13
Tanzu
I Pod Networking (CNI) I Antrea Advanced 1 Core
Amazon EKS Version Notes
I Kubernetes version I v1.22.9
I NSX Advanced Load Balancer I 2114 Enterprise license

I Pod Networking (CNI)

I Amazon Native VPC CNI

SaaS Services Version Notes
I Tanzu Mission Control I Advanced 1 Core
I Tanzu Observability 20 PPS
I Tanzu Service Mesh Advanced

reference environment. Instructions to upgrade the management and work

Solution Configuration

Any solution, especially a multi-cloud solution as complex as presented
ways depending on the requirements at hand.

where each site configuratio n is independent of each other except for GSLB
Distributed application functionality depends on these services across sites
The flow chart be low shows high -level workflow used to configure the sites in this reference architecture.

depends on the number of sites configured.

vmware

D<A L Technologies

in this document can be configurated
This document presents the solution configuration in a modular
and Avi DNS service configuration which

load clusters can be found here.

fashion
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Figure 2 : Configuration workflow
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Solution N etwork Overview
As depicted in figure 2, the on -premises private cloud (datacenter) is connected to Equinix via VMware SD -WAN . As

compared to MPLS circuits which are expensive, VMware SD

customer requirements
connections.

-WAN (formerly known as VeloCloud) provides a cost
effective, secure, and zero -touch deployment option for WAN (Wide
VMware Cloud on AWS are configured v

-Area-Network). Connections to AWS VPC and

ia AWS DirectConnect. DirectConnect bandwidth can be configured per
from 50Mbps to 10 Gbps . For this reference architecture 500 Mbps was configured for these

Figure 3: Logical Lab Network
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Note: An intermediate cloud s ervices provider is not a requirement for this reference architecture. It is however an
option for customers who want to take advantage of these services for their multi -cloud connectivity. Alternatively,
customers can connect to their cloud providers indi  vidually via VPN or direct connections. For more information on how
Equinix is configured to provide multi  -cloud connectivity, please see  Multi -Cloud Network Connectivity with Equinix
Overview .

NSX Advanced Load Balancer provide GSLB functionality in this reference architecture. Global server loading balancing
(GSLB) is the process of balancingan 2 1 T UT f2 01 aRNs Ua2° aqAasse 1 R6G2RTWU6 AE ol % @
multiple locations . Load balancing can be performed based on y & ¥ {e% docation or round -robin algorithms . With GSLB,

when a Kubernetes application isinstalled, 2 CT Auya U 8%ACT 1% 16 1 R¥Isérsatcess thédppliafion UT T 2
using its URL . The user is directed to the appropriate site based on algorithm and preference set by the GSLB

administrator. Figure 4 below shows the GSLB work flow.

Figure 4: Global server load balancing
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In instances when an application or site is unavailable the requests are serviced by the active sites. For this reference
architecture the authoritative DNS sever was in the on  -prem datacenter. For redundancy,  secondary DNS servers were
also installed on the Equinix site. If desired, the corporate DNS server or DNS zones can also be hosted on Amazon
Route53. Figure 5 shows the workflow when a site is not available  in GSLB environment.
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Figure 5: Site failure in GSLB
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-prem ises modern application

solution. vSphere with Tanzu provides the capability to run Kubernetes workloads natively on the ESXi hypervisor and
create upstream compliant Kubernetes clusters on demand. The NSX Advanced Load Balancer provides dynamically

scaling lo ad balancing endpoints for

with its Avi Kubernetes Operator
and L7 ingress and load balancin g to the deployed workloads.

and Avi Multi -Cluster Kubernetes Operator

milé

Tanzu Kubernetes clusters provisioned by the Tanzu Kubernetes Grid Service . Along

, NSX Advanced Load Balancer provides L4
61 0% aUd4a 06%AC¥%o AFwarel % nU¥%

vCenter Server along with  Dell VxRail Manager makes up the local infrastructure management domain. Harbor is used as

the local registry and can be installed manually or vi

monitoring and diagnostic, tools such as, Prometheus, Grafana, Fluent are

VMware vSAN provides enterprise class hyperconverged storage,
integrates fully with VMware Tanzu. From a storage perspective vSAN future
Dell ECS, Dell ObjectScale and others.

object storage types such as

Figure 6: On-premises private cloud architecture
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which is consistent across deployment s and

-proofs the solution with its integration with
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On-premises network overview

Dell VxRail deployment creates the Virtual Distributed Switch with minimum required port groups, such as vCenter and
VxRail Management. Additional port groups for vSphere with Tanzu were created for NSX ALB and supervisor node
management, front -end, and workload networks. Placing these networks on separate port groups provides isolation and

enables application of granular security
stack configured in the lab.

Figure 7: Logical Network Architecture

vmware
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7 depicts the high -level logical diagram of the network

Reference Architecture
| 12



Tanzu for Kubernetes Operations on VxRail

. ~“NSX-ALB Controllers

N5SX ALB Management

Service Engines {SE Group

:
iii

Front End

Workload Cluster o
Ins)\
€ onosa

Supervisor Cluster

S
QOO

Route

\
/
N\
/<
‘

Supervisor Management

VxRail Management

@ vCenter \ ESXi

Note: The VIP and workload network should be routable. NSX Advanced Load Balancer management and vCenter
Server management networks should also be able to communicate with each other.

<
=
—
-
ik
<
1]
—t
=4
(a3
C
—t
D
o
W
=
—t
0
>

In addition to networks provisioned  with Dell VxRail deployment additional network were created for traffic
segmentation. Table 3 lists these additional required network \port groups with a brief description.

Table 3: Tanzu Kubernetes networks

NSX ALB Management NSX Advan ced Load Balancer controllers and Service Engines connect to this network
Supervisor Management TKGs Supervisor nodes are placed on this network
Front End This is where the users connect to and holds the virtual services and VIPs
Workload TKG workload cluster control plane and worker nodes connect here
Dell VxRail
Joint engineering between Dell and VMware leads to a curated and optimized VxRail hyperconverged experience. This

deep integration combined with the simplicity of the VxRail HCI Syst em Software enables seamless adoption of new
technology and features, and provides an ideal platform across core, edge, and cloud.

V  Consistent ease of use with automated full stack lifecycle management
V  Simplify with a consistent operational model across'y  our infrastructure landscape
V  Single point of support with 97 % of all cases resolved in house.

Installation

Note: Prior to starting VxRail cluster installation, ensure that hardware is setup properly including Top -Of-Rack switches,
and that the nodes are imaged with the desired VxRail version specific image. This image includes ESXi , vSAN, hardware
firmware/drivers, and VxRail HCI System Sof tware that will be deployed and configured automatically based on the

vmwa reo D@LLTechnologies Reference Architecture
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desired VxRail cluster JSON file configuration parameters. Please consult Dell VxRail ~ support documentation for more
details .

A Once the VxRail nodes are powered on, from your  jump host, g o to https://192.168.10.200 to connect to  the
VxRail Manager. The VxRail Deployment Wizard welcome screen displays, as shown in figure below. Click GET
STARTED on the welcome screen. (NOTE: The following screenshot instructions may vary from the actual
dep loyment configuration used in this reference architecture. These deployment images are shown for general
awareness purposes only.)

Figure 8 : VxRail Installation.

\ Dell EMC VxRail Deployment Wizard

English

Welcome to VxRail

We will guide you through the steps to set up your Software-Defined Data Center based on how you designed your
environment. @

Configure VxRail

figure the VxRal cluster

GET STARTED

A On the EULA page, review the terms provided, and if you agree, click ACCEPT

Figure 9: Accept EULA.

| Dell EMC VxRail Deployment Wizard =

| End User License Agreement
1 Welcome

2 End User License Agreement

DELL EMC SOFTWARE LICENSE AND MAINTENANCE AGREEMENT

“** IMPORTANT INFORMATION - PLEASE READ CAREFULLY ***

Congratulations on your new Dell EMC purchase!

ial Terms of Sale, unless you have a sepat pecifically applies to your

owing order

* Commercial Terms of Sale

 End User License Agreement (E-EULA)

low that corresponds to the country in which this product was purchased

any Dell Inc.'s direct or indirec: is deemed under

n any purchase order or other n submitted by you in

vely control

IF YOU DO NOT AGREE WITH THESE TERMS, DO NOT USE THIS PRODUCT AND CONTACT YOUR DELL REPRESENTATIVE WITHIN FIVE BUSINESS DAYS TO ARRANGE A RETURN.

COMMERCIAL TERMS OF SALE

(United States)

Sale (CTS) apply to direct commercial and public sector purchasers of hardware, software and services and commercial

cTs

sandis

The term "Suppliers” means, as applicable:

Accept

CANCEL

A The VxRail cluster type page displays. Select Standard Cluster.  This will deploy a VxRail with vSAN  HCI cluster
deployment type which is what we are using in this reference architecture.

Vmwa reo MLTechnologies Reference Architecture
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Figure 10: Select cluster type.

\ Dell EMC VxRail Deployment Wizard

Cluster Type

1 Welcome

Specify the type of VxRail cluster that s being configured
2 End User License Agreement

3 Cluster Type VxRail Cluster Type

(@ Standard Cluster (3 or more hosts) (@
VSAN 2-Node Cluster (2 hosts only) @)

cancer [ oace |

A When all VxRail nodes are discovered click NEXT

Figure 10: VxRail nodes discovered.

&5 | Dell EMC VxRail Deployment Wizard

Discover Resources

1 Welcome
License Agreement s pte
e Type Hos!
4 Discover Resources - nnect b ¥ ¢ r e th . ~
o
Sorial Namber (Service Tag) Appiance 10 Mode ORAC I Adarens
=k
“ "
b e =

Top-of-Rack (TOR) Switch

TOR switch for configuration

5]
:
G

A Acknowledge that network is configured per bes  t practices, by checking the two boxes.

Figure 11 VxRail network confirmation.
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| Dell EMC VxRail Deployment Wizard

Network Confirmation Vel Chister Type: Standard (3 hosts:
1 Welcome

2 End User License Agreement The VxRail Top-of-Rack (TOR) switch and management VLAN must be set-up and be configured according to be best practices before configuring the VxRail Cluster. LEARN MORE
3 Cluster Type

] The ViRail TOR switches are set-up and configured according to best practices

4 Discover Resources The VxRail management VLAN is configured on the TOR switches and ESXi hosts according to best practices.

5  Network Confirmation

CANCEL | BACK

A There are two configuration methods. Users can choose to provide inputs for each step of the process or use a
preconfigured JSON file. A JSON file with preconfigured cluster  configuration parameters was used for this
reference architecture. Click upload.

Figure 12 VxRail configuration methods.

\ Dell EMC VxRail Deployment Wizard =

Configuration Method

1 Welcome

A configuration file can be uploaded to provide the wizard with VxRail cluster configuration settings
2 End User License Agreement
Method
3 Cluster Type
4 Discover Resources Step-by-step user input

© Upioaa 2 configuraton fie @
5 Network Confirmation

6 Coniuration Method

cancer. [ |

A Browse and select the preconfigured JSONfile. + UT 1 @ n X ipkeal MxRdil Zonfiguration file

Figure 13 VxRail configuration file .

vmmware' | D&AdLTechnologies

Reference Architecture
| 16



Tanzu for Kubernetes Operations on VxRail

@ Open %
« « 4 B> ThisPC > Desktop v o Search Desktop
Organize v New folder Ee ™ @
A Name Date modified Type Size
v Quick access g
| VxRail Configuration 8/31/2020 1:02 AM JSON File 5KB

™ VxReil Config #
e CDrive(C) #

M Dresier 4 o1

& Downloads jon settings
[%] Documents #

D Music

& Pictures.

B Videos

* VxRail-upgrade-

» @ OneDrive
v [ This PC
> J 3D Objects
T File name: ~| [sonFie v
Gancel
A Allrequired cluster configuration parameters have now automatically populated. Validate and confirm the global

settings and click NEXT.

Figure 14 VxRail global settings.

& Dell EMC VxRail Deployment Wizard =]

Global Settings

Vaail Cluster Type: Standard (3 host

Welcome

Provide the global configuration settings for the VxRail cluster

2 End User License Agreement
General
3 Cluster Type
4  Discover Resources Top Level Domain * @) row34 local
5 Network Confirmation vCenter Server * (D) © Use the VxRail vCenter Server () Join an existing vCenter Server
f Mett

£ Sochguiion Method NS Server * @ Internal (VxRail Manager Service) @ External
7 Global Settings

DNS Server IP Address(es) * (D) 17219200239
8 vCenter Server Settings

NTP Server(s) (@ 17219200239
9 Host Settings

Syslog Server IP Address(es) (D)
10 VxRail Manager Settings

NIC Configuration * @ 2X10GbE or 2x25GbE

Virtual Network Settings

Validate Configuration

A Validate and confirm the vCenter settings and click NEXT.

Figure 15 VxRail vCenter settings.
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Dell EMC VxRail Deployment Wizard

vCenter Server Settings

1 Wekome

2 End User License Agreement
vCenter Server

3 Custer Type

4 Discover Resources

vCenter Server ()
5 Network Confirmation

vCenter Server Hostname * 34v-20002-vCO1
6  Configuration Method

Preven
7 Global Settings

VCenter Server P Acdress 729 eIn
8  vCenter Server Settings
9 Host Settings

Joun an existing vCenter Single Sign On Domain Yes @ No
0 VaRal Manager Settings

Same Password For All Accounts ves @ N0

Virtual Network Settings

vCenter Server Root Username
2 Valdate Configuration

vCenter Server RootPassword * s

Re-enter vCenter Server Root Password * s

vCenter Server Administrator Username
vConter Sorver Administrator Password © e z

Re-enter vCenter Server Adménistrator Password ©  sssssesene

A Validate and confirm the individual ESXi hosts settings and click NEXT.

Figure 16 VxRail host settings.

Dell EMC VxRail Deployment Wizard

Host Settings Vata Chuster Type
weicome
Same Rack For Al Hosts ves @ No
2 End User License Agreement
Same Credentiats For Al Hosts s @ No
3 Cluster Type
Hosts
4 Discover Resources
Serlal Number (Service Tag) VXTMOSR fy
5 Network Confirmation
Apphance 10 DE 300100000823
6 Configuration Method
£5X0 Hostname 34v-20002-03x01
7 Gloal Settings
Preview 34v-app02-esx01 row34 Jocal
8 VCenter Server Settings
ESX 1P Acdress nawra
9 Host Settings
Rack Name 34y
10 VxRal Manager Settings
Rack Position 3
N Virtusl Network Settings
E5X Management Username vESamIn
12 Validate Configuration
£50 Mansgement Password © ceeeesseene o

Re-enter ESX) Maragement Password

ESKRoOtPassword © sussseseses B

Re-enter ESXi Root Password © sseeseeeese

SN [ Sach n

A Validate and confirm the VxRail Manager settings and click NEXT.

Figure 17:VxRail Manager settings.
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\ Dell EMC VxRail Deployment Wizard

VxRail Manager Settings VxRail Cluster Type: Standard (3 host

1 Welcome

Provide the V ttings for the VxRail cluster

2 End User License Agreement

Rail M
3 Cluster Type VxRail Manager

4 Discover Resources VxRail Manager Hostname * @) 34v-3pp02-vXmO1
5 Network Confirmation Preview al
6 Configuration Method VxRall Manager IP Address 1721912733
7 Global Settings
VxRail Manager Root Username
8  vCenter Server Settings

VxRailManager Root Password * @ e s

©

Host Settings

Re-enter VxRail Manager Root Password e

3

VxRail Manager Settings

Virtual Network Settings

VxRall Manager Service Account Username

Validate Configuration
VxRail Manager Service Account Password * @ ............ @

Re-enter VxRall Manager Service Account Password © e

CANCEL ‘ sack | ESAS

A Validate and confirm the virtual network settings. Click NEXT.

Figure 18: VxRail virtual network settings.

Dell EMC VxRail Deployment Wizard

Virtual Network Settings VxRail Cluster Type: Stanasrd (3 hosts)

Welcome

Provide the virtual netwark configuration settings for the VxRail cluster

2 End User License Agreement

o et e VxRail Management Network

4 Discover Resources Management Subnet Mask * 255.255.255.0
5 Network Confirmation Management Gateway * 172191271

6 Configuration Method Management VLAN ID * o

7 Global Settings

VSAN
8  vCenter Server Settings
9 Host Settings VSAN Configuration Method Autofil @ Advanced
10 VxRail Manager Settings ESXi Hostname 34v-app02-esx0’
1 Virtual Network Settings VSAN IP Address 192168121
12 validate Configuration

ESXI Hostname

VSAN P Address 102168122

ESXi Hostname 34v-2pp02-£5403
VSAN [P Address * 192168123
VSAN Subnet Mask * 2552552550

CANCEL | BACK NEXT

A Next, execute an automated VxRail Manager cluster configuration validation check to ensure all parameters have
been entered correctly. Click on the  Validate Configuration button .

Figure 19: VxRail validate settings.
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Dell EMC VxRail Deployment Wizard =

Validate Configuration

1 Welcome

validation may require several minutes or longer depending upon the size and type of cluster configuration. Review settings on the back button or directly on the left navigation

2 End User License Agreement

3 Cluster Type

4 Discover Resources
VALIDATE CONFIGURATION

5 Network Confirmation

6 Configuration Method

7 Global Settings

8 vCenter Server Settings

9 Host Settings

-]

VxRail Manager Settings

Virtual Network Settings

B

Validate Configuration

CANCEL | BACK

A VxRail Manager will automatically validate the configuration input provided on previous screens.
Figure 20: VxRail validation process.

© DelEMC Vosi x + - 8 x

< c O Guest

\ Dell EMC VxRail Deployment Wizard =
Validate Configuration VxRail Cluster Type: Standard (3 host
Validation may require several minutes or longer depending upon the size and type of cluster configuration.

Validation Configuration
Network Compatibility Live Validator

Show Details ¥

A The configuration JSON file can be downloaded once the validation has completed.

Figure 21 VxRail validation complete.
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89 \ Dell EMC VxRail Deployment Wizard =

Validate Configuration ViRail Cluster Type: Standard (3 hosts)

Welcome

Validation may require several minutes or longer d

upon the size and type of cluster configuration. Review settings on the back button or directly on the left navigation

2 End User License Agreement
© Validation was successtul Click Next to continue o the final step of the Configuration Wizard
3 Cluster Type
4 Discover Resources DOWNLOAD CONFIGURATION FILE
5 Network Confirmation

o

Configuration Method

Global Settings

©

vCenter Server Settings

©

Host Settings

3

VxRail Manager Settings

Virtual Network Settings

s

Validate Configuration

el - |

A Once the configuration validation has comple  ted successfully, the cluster configuration can be used to
automatically create the cluster

Figure 22:VxRail apply configuration.

\ Dell EMC VxRail Deployment Wizard =

Apply Configuration VxRail Cluster Type: Standard (3 hosts)

Welcome

After the configuration is completed you will navigate to the vCenter IP address that v ified in this wizard.

2 End User License Agresment
vCenter IP Address: 17219.127.31

3 Cluster Type

4 Discover Resources

el

Network Confirmation

o

Configuration Method

<

Global Settings

8  vCenter Server Settings

9 Host Settings

10 VxRall Manager Settings

Virtual Network Settings

5

Validate Configuration

7

Apply Configuration

CANCEL BACK APPLY CONFIGURATION

A The process will take a few minutes to complete.

Figure 23: VxRail applying configuration.

vmmware' | D&AdLTechnologies

Reference Architecture
| 21



Tanzu for Kubernetes Operations on VxRail

© DelEMC VaRail x o+ - 8 X

& c O Guest

\ Dell EMC VxRail Deployment Wizard

Applying Configuration

We are setting the foundation for your VxRail cluster
34%

A After a few minutes, the VxRa il Installation completes and vCenter (configured with the VxRail Manager vCenter
bUYETRI 2R pu% 297%866%° pé¢ JUITGIRE AN pS+B y+3Sm3eN pyaaal

Figure 24:VxRail Installation complete.

gé \ Dell EMC VxRail Deployment Wizard

@ VxRail Cluster Successfully Configured

The vSAN evaluation license will expire in 60 days. Be sure to upgrade the license.

‘ DOWNLOAD CONFIGURATION FILE ‘

LAUNCH VCENTER

vCenter IP Address: 172.19.127 31

VMware NSX Advanced Load Balancer

NSX Advanced Load Balancer (formerly known as Avi ) comes in two editions, Essentials, and Enterprise. To use L7 load
balancing with NSX Advanced Load Balancer, the Enterprise edition is required and was used for this reference

architecture. The NSX Advanced Load Balancer provides dyn amically scaling load balancing endpoints for  Tanzu

Kubernetes clusters provisioned by the Tanzu Kubernetes Grid Service. Once you have configured the Controller, it
automatically provisions load balancing endpoints for you. The Controller creates a virtua | service and deploys Service
Engine VMs to host that service. This virtual service provides load balancing for the Kubernetes control plane. NSX
Advanced Load Balancer has some key components that are explained below.

NSX Advanced Load Balancer Controller : As the name suggests, NSX Advanced Load Balancer Controller controls and
manages the provisioning of service engines, coordinating resources across service engines, and aggregating service

vmmware' | D&AdLTechnologies
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engine metrics and logging. It interacts with vCenter Server to a utomate the load balancing for Kubernetes clusters. It is
deployed as an OVA and provides a Web interface and CLI.

NSX Advanced Load Balancer Service Engine:  Service Engine runs one or more virtual services and is a data plane
component and runs as a virtu al machine. Service engines are provisioned and controlled by the controller. The service
engines have two interfaces. One connects to the NSX Advanced Load Balancer Controller management network and
the second connects to the front -end network from where  virtual services are accessed. For service engine sizing
guidance, see Sizing Service Engines .

Avi Kubernetes Operator (AKO): Avi Kubernetes Operator runs as a Kubernetes POD in the Supervisor, management,
and workload clusters to provide ingress and load balancing.

Avi Multi -Cluster Kubernetes Operator (AMKO):  Avi Multi -Cluster Kubernetes Operator runs in a pod in the Tanzu GSL B
leader cluster. In conjunction with Avi Kubernetes Operator, Avi Multi -Cluster Kubernetes Operator facilitates multi =~ -
cluster application deployment. It maps the same application deployed on multiple clusters to a single GSLB service,

extending applicatio n ingresses across multi -region and multi -availability zone deployments

Steps to configure NSX Advanced Load Balancer

NSX Advanced Load Balancer Controller is deployed as VM using the OVA that can be downloaded from
https://customerconnect.vmware.com/ using an account that has access to downloading software packages. Once the
OVA is downloaded import it to vCenter. For this reference architecture version 20.1.7 was used wi th Enterprise license.
The process of deploying and configuring NSX Advanced Load Balancer follows. Screenshots are used where necessary

to emphasize specific configurations.

Prerequisites :
- VxRalil cluster is already installed and configured.

- vSphere distri buted switch port groups for required networks are created as described in network overview
section previously.

- Aresource pool is created in vCenter that will hold the NSX Advanced Load Balancer virtual machines.
Controller Deployment: On-Premises

1. Import controller OVA and provide a name for the controller.

Figure 25: Import OVA
Deploy OVF Template Select a name and folder X

Specify a unigue name and target location

| 1 Select an OVF template Virtual machine name: Avi-controller

2 Select a name and folder
Select a location for the virtual machine.

v ve-v570 sc.dts lab

B [ vxRail-Datacenter

CANCEL BACK NEXT

vmwa re MLTeCh nologies Reference Architecture
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2. Select the resource pool for the  controllers.
Figure 26: Select resource pool
Deploy OVF Template Select a compute resource

Select the destination compute resource for this cperation

1 Select an OVF template

~ [1] VxRail-Datacenter
v [ bb-cluster
[] nodel-vs70sc.dtslab
[l node2-v570.5c.dts lab
[ noded-v570.sc dtslab

2 Select a name and folder

3 Select a compute resource

VI-Cluster
> (2 Management-VMs

» (& Namespaces

‘Compatibility

+~ Compatibility checks succeeded.

3. For storage, select vSAN datastore that was created during VxRall

Figure 27: Select storage
Select storage

Select the storage for the configuration and disk files

Deploy OVF Template

1 Select an OVF template
Select virtual disk format

Encrypt this virtual machine (Requires Key Management Server)

CANCEL BACK NEXT

deployment.

2 Select a name and folder VM Storage Policy

Datastore Default

D Disable Storage DRS for this virtual machine

3 Select a compute resource
Name
4 Review details = DE300181701836-01-01-service-datastorel

@]
C'| 3 DE300181701837-01-01-service-datastorel
Q

5 Select storage -
= DE300181701838-01-01-service-datastorel

T

Storage Con ¥

Capacity
1935 G2
1935 GB
1935 GB
3275TB

T P|

‘ B vxRail-Virtual-SAN-Datastore-Obe0ce65-6a2e-4beb-93ab-73d

<
m

Compatibility

4items

. Compatibility checks succeeded

4. Select VDS port group that is designated for

CANCEL BACK NEXT

NSX Advanced Load Balancer

management interface. Ensure that

the port group to which NSX Advanced Load Balancer is attached, can communicate with port group to which

vCenter Server management ne twork resides.

vmmware' | D&AdLTechnologies
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Fiaure 28: Select management interface
Deploy OVF Template Select networks X

Select a destination network for each source network

1 Select an OVF template

Source Network Destination Network
2 Select a name and folder
Management DVS-Avi-Management v
3 Select a compute resource m 1item

4 Review details
IP Allocation Settings

5 Select storage
IP allocation: Static - Manual

6 Select networks IP protocol: Pyd

CANCEL NEXT

5. On the next screen enter the required information and proceed to finish on the next screen.

Figure 29: Required information

x]

Management Interface IP Address

Management Interface Subnet Mask S he L t e blank if using

Default Gateway

7 Customize template

Sysadmin login authentication key

NSX-T Node ID

NSX-T IP Address

hould not be filled in or

Authentication token of NSX-T

Figure 30: Complete OVF deployment
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Deploy OVF Template

Ready to complete

Click Finish to start creation

Select an OVF template
Name

~

Select a name and folder
Template name

3 Select a compute resource Download size
4 Review details size on disk
Folder
S Select storage
Resource

o

Select networks Storage mapping

Al disks

~

Customize template

8 Ready to complete

HNetwork mapping

controller
controller

386GB

1280GB
VxRail-Datacenter
bo-cluster

1

Datastore: VxRail-Virtual-SAN-Datastore-ObeOce65-6a2e-4beb-93ab-73d8895€4571; Format: As
defined in the VM storage policy

1

1P allocation settings

1P protocol
1P allocation

Properties

Login and Initial Configuration

Once the controller is deployed and ready, access the admin portal from a browser using the previously configured
hostname or IP address. Please note that it takes a few minutes f

Dvs

Pya
Static - Manual

Management Interface P Address =
Management Interface Subnet Mask =

Default Gateway =

Sysadmin login authentication key =

NSX-T Node ID =

NSX-T |P Address =

Authentication token of NSX-T =

NSX-T thumbprint =

Hostname of Avi Controller = avi-tko-controller!

CANCEL BACK FINISH

1. Onthe login screen create a new password and create the admin account

2. Onthe next screen fill in the system settings including choosing a passphrase, DNS,

information. Choose your multi -tenant settings and click save. Figure 9 depicts this screen.

Figure 31 Initial login setup

>  System Settings Let's get started with some basic questions
@

DNS Resolven(s) (@
T72151.29.144,10.173.196.19

DNS Search Domain (D
sc.dislab

HEXT

> EmaiySMTP

nNone ) Local Host SMTP Server AnChymous Server

From Address” ()
adminavicontroller.net

HEXT

» Muiti-Tenant

1P Route Domain (@1
Per tenant 1P route domain (@ Share IP route domain across tenants

Service Engines are managed within the (@)
Tenant (Mot shared across tenants) o Provider (Shared across tenants)

Tenant Access to Service Engine
@ Read Access () No Access

Controller Configuration

or the controller to be available for login.

domain, and SMTP
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Once the controller is deployed, several tasks need to be performed for NSX Advanced Load Balancer to work with
Tanzu Kubernetes Grid Service. These tasks are summarized below.

1. Configure the default cloud instance.

2. Configure settings for system access.

w

Configure Service Engine group.

B

Configure the VIP network.
Create IPAM Profile
6. Add IPAM to Default -Cloud instance.
7. Create DNS service.
8. Add IPAM and DNS Profile to the default cloud  instance.
9. Export the SSL/ITLS certificate.
10. Create route between workload and front  -end networks.
Configure default cloud instance.

Currently only Default -Cloud instance is supported on vSphere with Tanzu . Access t he Default -Cloud settings via
Infrastructure ->Clouds and click the pencil icon to edit the cloud configuration.

1. Onthe Infrastructure tab, fill in the IP address, username, and password for vCenter Server. Ensure that under
a(9%66 T %APT 661 4aRE nzAl a%uN 18 8%U%TG%CT Si o CapRY¥%° Naaco

creating, modifying, and removing Se  rvice Engines or other resources automatically as requirements change.
Figure 32: Add vCenter.

Edit Cloud: Default-Cloud
Infrastructure

Name*

Default-Cloud ‘

+ vCenter / vSphere Login
Username* vCenter Address*

administrator@vsphere.local 17 20—

Password* Access Permission

...........

« License Model «

License Type

Cores ~

- IPAM/DNS -

IPAM Profile
Avi-TKO-FE-IPAM x v 7

DNS Profile
avi-tko-op-dns-profile x v 2

[ stste Based DNS Registration

Cancel E

2. Onthe Data Center tab select your data center.

Figure 33: Select Data Center
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Data Center

+ Select a Data Center »

Data Center
VxRail-Datacenter ~

« System IP Address Management Setting «

Default Network IP Address Management
[ ] DHCP Enabled @ [ IPv6 Auto Configuration

« Virtual Service Placement Settings «

Prefer Static Routes vs Directly Connected Network Use Static Routes for Network Resolution of VIP

3. Onthe Network tab, select network designated for NSX Advanced Load Balancer management network, IP
subnet, default gateway and an IP range for the static pool.

Figure 34: Select network.

+ Select Management Network «

Management Network *

DWS-NSXLB-Management e

« Service Engine »

Template Service Engine Group

Default-Group x v 7

+ I[P Address Management for Management Network «

[ ] DHCP Enabled @ [_] IPv6 Auto Configuration

IP Subnet * Add Static IP Address Pool*
172! 122 172. -172.

Default Gateway
172! Al

Configure settings for system access.

1. Basic authentication can be set using the following process. Navigate to Administrator > Setting s > Access
i %GuTRESG aRe 1 %Y@ n UUaN *261 7 yaoi weal g2 al an

Figure 35: Set basic authentication.
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Update System Access Settings

HTTPS Port *
HTTPS Access to System

[ Redirect HTTP to HTTPS

Staying on the same screen delete the existing SSL
information. The Controller has a def ault self -signed certificate.
(Subject Alternate Name)
correct SAN. Step-by -step instructions visit

. Certificate must be replaced with a valid external or self
NSX Advanced Load Balancer documentation

« System Access Settings «

HTTP Access to System

Allow Basic Authentication

\TLS certificate and create a new one with your specific organization
But this certificate does not have the correct SAN

-signed certificate that has the
page.

Figure 36: Create certificate.

« Systern Access Settings «

HTTP Port *

* I modified, please re-login at the new port number.

hmac-sha2-25 hmac-sha2-512

HTTPS Port *
B3 HTTPS Access to System HTTP Access to System
2 Redirect HTTP to HTTPS Allow Basic Authentication
SSL Profile Allowed Ciphers

System-Standard-Portal v o2 aesl28-ctr, ses256-ctr
SSLITLS Certificate Allowed HMACs
o macsnazs
Secure Channel SSL/TLS Certificate
v,
Configure Service Engine group.

1. From Infrastructure > Service Engine Group > Basic Settings, ensure that N+M (buffer) is select

B I miTé 16 i °%E2yUG bac°
6%wACT T%6 1R & |3 Efayil anpe
Engine failures with out reducing the capacity of the group.

Figure 37: Create service engine group.

Edit Service Engine Group: Default-Group

ed under elastic
ANSN T8 al % PIRTPYP Rybj
i % 2acocjgianralU i %AaCliT% 3

¢l %A %

| ©

e
nRN

Basic Settings

Service Engine Group Name™®

Metric Update Frequency

Default-Group

‘ [ Real-Time Metrics

High Availability Mode
Clastic HA
(O ActivefActive | (8) N + M (buffer)

Legacy HA
(0) Active/Standby

Virtual Services per Service Engine

10

[ SE Self-Election

2. CRB al % n °C2RY%U N G2y

Figure 38: Select cluster and vSAN datastore.

vmmware' | D&AdLTechnologies
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= High Availability & Placement Settings «

VS Placement across SEs

(® Compact

() Distributed

Maximum
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Edit Service Engine Group: Default-Group

Service Engine Name Prefix
Avi
Service Engine Folder

AviSeFolder

» Host & Data 51

Cluster

@ Include ':' Exclude
bb-cluster % R

Host

@ Include ':' Exclude
~
Diata Store Scope for Service Engine Virtual Machine
Any | Local ESIETEL]
Data Store .
@ Include '::___::' Exclude
WxRail-Virtual-SAM-Datastore-Obe0cet5-6a2e-4beb-93ab-73dBE9 524571 X R

Configure the VIP network.

This network is where various Kubernetes control plane and Kubernetes applications require load balancing services. In
this case the VIPs reside on the front -end network.

Figure 39: Configure VIP network.

= Infrastructure

Default-Cloud

Q

Name * Discovered Subnets Configured Subnets Static IP Pools
Avilnternal None None 0
DVS-AVi-Management 172 172 [43/44) 1
DVS-Frontend-Network None 172 24 [32/41)] 1

1P Subnet (Configured) 172 (32141 Static IP Pools (Type) 172 -172 (SE,VIP)

Create IPAM Profile

Create IP AM for the VIP network created earlier to assign IPs to the virtual services. This can be accessed via Templates
> Profiles > IPAM/DNS Profiles.

1. Create a new IPAM Profile by using the Create button on the top right -hand side of the screen.

Figure 40: Create IPAM
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(L]

admin b

Q

CREATE..

IPam Profile
CMNS Profile

2. Enter a name. In the Type field , select Avi Vantage IPAM , and add a usable network which will be your VIP
network.

Figure 4L Create IPAM

Edit IPAM/DNS Profile: Tanzu-IPAM

Name *

Tanzu-IPAM|

Type *

Avi Vantage |PAM

[ ] Allocate IP in VRF

Avi Vantage IPAM Configuration

Cloud for Usable Network

Usable Metwork *

DWS-Frontend-Metwork lﬁf

Add IPAM to Default -Cloud instance.
The new IPAM needs to be added to the default -cloud instance.

1. Navigate to Infrastructure > Default -Cloud and edit. Select the newly created IPAM profile from the dropdown
list.

Figure 42: Add IPAM to Default -Cloud
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Create DNS Profile
Create DNS profile via Templates > Profiles > IPAM/DNS Profiles.

3. Create a new DNS Profile by using the Create button on the top right -hand side of the screen.

Figure 43: Create DNS profile.

admin w1 @

CREATE_.

P&M Profile
CMS Profile

4. Enter a name. In the rType Nfield, select Avi Vantage DNS, and add the desired sub -domain. This subdomain will
be delegated to NSX Advanced Load Balancer.

Figure 44: Create DNS profile.
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Edit IPAM/DNS Profile: avi-tko-op-dns-profile

Name *

avi-tko»op—dns—proﬁle|

Type *

Avi Vantage DNS

Avi Vantage DNS Configuration

Default Record TTL for all domains

30

Domain Name *

avitko.pse.lab

+ Add DNS Service Domain

Sec

Override Record TTL for this domain

Add IPAM and DNS profile to Default -Cloud instance.

The new IPAM and DNS profile needs to be added to the default -cloud instance.

2. Navigate to Infrastructure > Default -Cloud and edit. Select the newly created IPAM

dropdown list.

Figure 45: Add IPAM and DNS profiles to Default -Cloud

Edit Cloud: Default-Cloud
Infrastructure

MName*®

Default-Cloud

Username®

administrator@vsphere.local

Password®

License Type

Cores

IPAM Profile
Avi-TKO-FE-IPAM

DNS Profile

avi-tko-op-dns-profile

n State Based DNS Registration

vmware

D<A LTechnologies

and DNS profile from the
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Create DNS service.

NSX Adva nced Load Balancer provides generic DNS virtual service s that can be implemented with various functionalities
to meet different requirements. The DNS virtual service can be used to load balance DNS servers, hosting static DNS
entries, virtual service IP address DNS  hosting or hosting GSLB service DNS entries. For more information on NSX
Advanced Load Balancer features please visit NSX Advanced Load Balancer f eatures .

For this reference architecture a DNS virtual service was created that served as DNS sever for a subdomain of the
primary Active Directory domain via DNS delegation. This generic process is outlined below. With this DNS configuration
along with IPAM, a DNS entry will be created for services. Delegation of DNS domain will depend on your Active

Directory architecture. The domain delegation process for this reference architecture is described later in this document
under DNS Domain Delegation

1. Create DNS virtual service.

To create DNS virtual service, navigate to Applications > Virtual Services > Create Virtual Service. Give the
serviceanam¥% 2 R° §%U%TG m+bkp/b 2R° 277Ul qgaal ar 1T AAET UNlick 71 0T v
save.

Figure 46: Create DNS service.

~
apinesec a»
« VIP Address - « Profiles
[ Auto Allocate TCR/UDP Profile*
System-UDP-Per-Pkt v s
1Pv4 VIP Address
172.29.250.23 Application Profile*
System-DNS. v s
Ly Floating IPv4.
[ Aute Allocate Error Page Profile
~
1Pvé VIP Address
Application Domain Name*
opdnssve avitko.pselab v~ W
« Service Port « « Pool «

Switch to Basic
Services

(@ Pool () Pool Group

53 T 53 |}
Pool
o [] Override TCPIUDP dnsve-pool x v 4
53 T 53 w [ tgnore network reachability constraints for the server pool
. B Override TCP/UDP
System-TCP-Proxy v

v
Cancel Save

2. Add DNS virtual service to Default -Cloud instance.

Navigate to Administrator > Settings > DNS Service and select virtual DNS service.
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= Administration Accounts = Settings Controller

Authentication/Authorization  Access Settings  DNS/NTP  Licensing Email/SMTP  Tenant Settings  Upload HSM Packages DNS Service  Pulse

DNS Virtual Services
Virtual Service

opdnssve v @'

+ Add Virtual Service

Export the SSL/TLS certificate.

The certificate created in the earlier steps will be needed during Tanzu Workload Management deployment. Following
these steps, export the certificate to be used later.

1. Goto Templates > Security and select the certificate created earlier.

2. Click the down arrow on the right -hand side to export the certificate.

Figure 48: Export certificate

Self Signed Walid Until
Yes 2023-01-20 15:19:38 @ +
Yes 2032-017 23:48:45 @
Yes 2032-01-17 23:48:45 @
Yes 2032-01-17 23:48:46 @
Yes 2032-0-17 23:48:46 @
No 2032-01-17 23:48:40 @ 4
3. Copy the certificate to clipboard.
Figure 49: Copy certificate
Export Certificate: AVI-Ballybunion-Cert X

Configuration

Key
~~-BEGIN PRIVATE KEY——-— s
WI|EvgIBAD: QEFAASC IBAQCaR6ijqKaUBAGO
uZNouXP48TcCRWHvipP4Xk+ltbn5+4nheOxsZ0hXGdReENGjwqV4alHKVWMKVSNY
94CevapNGUEWTPrE] q 1q3NCSch
QELHSUGTXiNfmR3BIEALtiop3b6Y7DD2iQyQOd80YwuaVNUVE2jdqil4ZGdgxeil
3dkXLkO7! 132gnoWg ¥2QDIF+gh5A M
vom i Mo/tDyvare9aAm/] )
Copy to clipboard
Certificate
--—BEGIN CERTIFICATE- 2
MIIDECCAR +gAnIBAGIURLIMBQEX + AOYopS NTCijYhudBAWDQYIKaZ IhveNAGEL
BQAWgYaxDjAMBgNVEAGMBVRIeGFzMQBnDQYDYQQHDAZTcH IpbmcxEzARBGNVBAGM
CkFy¥2hpdGVjdHMxDDAKBGNVBASMAORUUZEIMCEGATUE AwwaYXZpLm JhbGxSYrV
aWBuLnN]LmROcySsY i GV QHNLs Wi
HheNMj M TIwMTUxOTMAWheNMMwMTIw MTUXOTM4WC BIEOMAwGAIUECAWFVGY4 s
TMBEGAIUECawKOX i3 GIO: E A

Copy to clipboard

Create route between workload and front -end networks.

If the VIP and workloads are on separate networks, as in the case here, a route needs to be created between the front -
end and workload networks.
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1. Navigate to Infrastructure > Routing > Static Route tab.
2. Create a new static route.

Figure 50: Create route.

Edit Static Route: 1

Gateway Subnet ¥

Workload network subnet |

MNext Hop *

Front-end gateway address |

Enable vSphere with Tanzu Workload Management

Once NSX Advanced Load Balancer has been successfully deployed, vSphere with Tanzu Workload Managem ent can be
enabled. As a best practice, a Tanzu specific storage policy needs to be defined and storage tagged prior to enabling

Workload Management. This storage policy should be different than the default vSAN storage policy that is initially

configured by the VxRail HCI System software during initial VxRail cluster creation. For vSphere with Tanzu use cases,
storage policies and tags are used to assign storage to Kubernetes cluster nodes and persistent volumes. Using a
separate and dedicated storage poli cy ensures that Tanzu workloads are placed on the desired storage pool, separate

from other vSphere workloads. The process for doing this is described below.

Note: Dell VxRail provides options for cluster vCenter Server deployment configurations. VxRail can deploy a vCenter
Server that is hosted on the deployed cluster and managed by VxRail HCI System Software as part of Its cluster lifecycle
management capabilities. This Is referred to as a VxRail managed vCenter on cluster deployment configuratio n. The

other option that is available is to use a n existing, customer managed vCenter Server  that can be used to manage the

Dell VxRail cluster deployment. In this configuration, vCenter server lifecycle management would be the responsibility of
the custom er to manage. Please consult VxRail documentation for more info. For this reference architecture document, a
VxRail managed on cluster vCenter Server deployment configuration was used.

Create storage tag and policy.

1. Select your cluster in vCenter Server and go to Datastores. Select the Datastore to be used for Workload
Management.

2. pR°%A AmM2EGN MNT 1@ n 661 ER

Figure 51 Create tag

Tags Pt
Assigned Tag Category Description
-~
w
2 items
AsEign

3. XR Gi % R%wuCa 67A%%WR fUIT@ A // m 2N aRB° +A¥% 0% maE °laUAE skddmwBedw] 3 R0 Y
category can be created. Click CREATE to create the tag.

Figure 52: Create tag.
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Create Tag
Name: tkgstag
Description:

Storage for TKGs workloads|

Category: tkgsstoragecat

Create Mew Category

CAMNCEL CREATE

4. InvCenter Server navigate to Menu > Policies and Profiles > VM Storage Policies and select CREATE. On the next

screen give the policy a name and click  NEXT.

5 >af baUT ¢ i 0AYNTUYA%T-uT6%I QT Ui uubuRa uNBXKOWE N 2 R° qUITQ

Figure 53: Placement Rules

Create VM Storage Policy Policy structure

1 Mame and description .
Host based services

2 Policy structure Create rules for data services provided by hosts. Available data services could include encryption, If0 control, caching, etc.

Host based services will be applied in addition to any datastore specific rules.

[C) Enable host based rules

Datastore specific rules

Create rules for a specific storage type to configure data services provided by the datastores. The rules will be applied when

WMs are placed on the specific storage type.
[C) Enable rules for "vSAN" storage

[C) Enable rules for "vSANDirect" storage
Enable tag based placement rules

6. +fi%2 0% & AyU¥% pe 8%U%ITATIRE
the tag created earlier. Click NEXT.
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E

CANCEL BACK NEXT
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Fiaure 54: Create rule

Tag based placement ®

Add tag rules to filter datastores to be used for placement of YMs.

ke 1 REMOVE
Tag category tkgsstoragecat "
Usage option Use storage tagged with w

TEQS BEROWSE TAGS

ADD TAG RULE

7. Select storage and click next and finish the policy  creation.

Figure 55: Select storage

Storage compatibility X

COMPATIBLE INCOMPATIELE

C] Expand datastore clusters Compatible storage 32.75 TB (2913 TB free)
T Filter
Mame Datacenter Type Fred
B vxRrail-Virtual-SAN-Datastore-0be0cef5-6a2e-4beb-93ab-7308895e45. VxRail-Datacent.. vEAN 297
< >
m 1item

CAMNCEL BACK NEXT

Create content library.
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A content library is required by Tanzu Kubernetes Grid Service that will hold the images require
Supervisor and workload clusters. The subscription URL used for this content library is
. Create a content library with the given subscription URL. Please note that it will

content.vmware.com/v2/latest/lib.json

take some time before content is downloaded and available in the library.

Enable Workload Management

1. Navigate to Menu > Workload Management. Review the prerequisites for

UBREYAY Gl 2

Figure 56: Enable Workload Management
Workload Management

‘Workload Management enables deploying and managing Kubernetes workloads in wSphere. By using Workload Management, you can leverage both Kubernetes
and vSphere functionality. Once you configure a vSphere cluster for Workload Management and it becomes a Supervisor Cluster, you can create namespaces
that provide compute, networking, and storage resources for running your Kubernetes applications. You can also configure Supervisor Clusters with policies for

resource consumption.
Learn more about Workload Management [

GET STARTED

Prerequisites for setting up a Supervisor Cluster

Metwork Support

‘ou can select between two networking stacks when setting up

a vSphere cluster as a Supervisor Cluster,

NSX: Supports vSphere Pods and Tanzu Kubernetes clusters.

vSphere Distributed Switch (VDS): Supports Tanzu Kubemnetes

clusters.

DOWMNLOAD CHECKLIST .l

Load Balancer

If you use the vSphere Distributed Switch (VDS) network, you

must configure a load balancer to support the network
connectivity to workloads from client networks and to load
balance traffic between Tanzu Kubernetes clusters. You can

U1 %¢

afY% b3

HA and DRS Support

You must enable vSphere HA and CRS in fully-automated mode
on the vSphere cluster that you set up as a Supervisor Cluster.

VIEW DRS/HA DOCUMENTATION

Tanzu Kubernetes Grid Service

You must create a published content library on the selected
wiZenter Server system. The WM image that is used for creating
the nodes of Tanzu Kubernetes clusters is pulled from that
library.

2. Select vSphere Distributed Switch and click next.

Figure 57: vCenter Server and Network

vmware

D<A LTechnologies

UWHEAABNT AT %%e T BRET

d by vSphere to deploy
https://lwp -

setting up Supervisor cluster and

+UT 1@ n?%u

Storage Policy
You must create storage policies or use existing policies that
will determine the datastore placement of the Kubernetes

control plane WMs, containers, and images. You can create
storage pelicies associated with different storage classes.

VIEW STORAGE POLICIES
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1.  wCenter Server and Network Select a vCenter Server system and a network to set up a Supervisor Cluster.

this Supervisor Cluster

Select the vCenter Server system that will hos

Select a wCenter Server system

ctivity to this Supervisor Cluster

Select the networking stack that wi
Select a networking stack O NSX
Supports vSphere Pods and Tanzu Kubemetas clusters.

© vSphere Distributed Switch (WDS)

Supports Tanzu Kubernetes clusters

3. Select the cluster.

Figure 58: Select cluster.

Select a vSphere duster to set up as a Supervisor Cluster.

Cluster. Select a vSphere cluster with enough space to support your Kubernetes workloads.

This vSphere cluster will be set up as a Supe

Cluster Details vc-vplc.dislab

COMPATIBLE

Cluster Mame T Mumber of Hosts

il-cluster

4. Select the storage policy created previously.

Figure 59: Storage Policy

Select the storage policy for the Kubernetes control plane YMs on this Supervisor Cluster.

y to be used for datastore placement of Kubernetes control plane WMs. The policy i

Contrel Plane Storage Palicy tkgs-default-storage “  VIEW DATASTORES

5.  On the next screen fill out the NSX Advanced Load Balancer details and copy and paste the certificate exported
earlier. Ensuretou sens<Ch 2°° A3%6 6 ST AHg n Eanbpad ¢1 %R %RBRU%ATRE Gi % Ch @
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Figure 60: NSX Advanced Load Balancer details

Load Balancer Configure load balancer for workloads created on this Supervisor Cluster.

A load balancer is required to reach the endpaints of the Kubernetes control plane VMs and Tanzu Kubermetes clusters from the Workload Networks. This load balancer also handles requests for Kubt

VIEW NETWORK TOPOLOGY

Name (@) NSXALE

Load Balancer Type (@)

NSX Advanced Load Balancer Controller IP () 443

Username (O admin

Password @  awew o©

Server Certificate (@)

6. Fillin the management network details. Either DHCP or Static assignment can be used. When using static IP
address assignment, ensure to reserve a block of five IP addresses for control plane VMs in the Supervisor
cluster. When using DHCP, e nsure that the DHCP server in your environment supports client identifiers to
provide IP addresses for Supervisor Cluster control plane VMs and floating IP. The DHCP server must also be
configured with compatible DNS server(s), NTP server(s), and DNS search domain(s). Click NEXT.

Figure 61 Configure management network.
5. Management Network Configure networking for the Kubemnetes control plane VMs on this Supervisor Cluster.

A Suj ut t hree Kubernetes | plai Each Sy Cl T management netw h raffic to n
Network Mode (@) Static

Network (@ DVS-M ant-

Starting IP Address (D 172

Subnet Mask @ 2552552540

Gateway (D 172

DNS Server(s) @

DNS Search Domain(s) (@

NTP Server(s) @

7. vSphere namespaces on this Supervisor Cluster require Workload Networks to provide connectivity to the
nodes of Tanzu Kubernetes clusters and the workloads that run inside them. Internal IP addresses are used to
allocate Kubernetes services of type Cluster IP. These IP addresses are internal to the  cluster but should not
conflict with any other IP range.  Configure the workload network information page for your specific network.
Click NEXT.
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Figure 62: Configure workload network

6. Workioad Network Configure networking to support traffic to the Kubernetes APT and to worldoads and services.

Network Mode (D

Internal Network for Kubernetes Services (0

Port Group (L) ' ) A 4

Network Name (D)

Layer 3 Routing Configuration

1P Address Range(s) () 72 172
Subnet Mask (D 2552552540
cateway D "

DNS Server(s) () 100

NTP Serverts) (D 72

=)

8. Add content library.

Figure 63: Add content library

7. Tanzu Kubemetes Grid Service Set up the Tanzu Kubernetes Grid Service to enable self-service of Tanzu Kubemetes clusters

for your developers.

Set up the Tanzu Kubernetes Grid Service oy subscrib ng to a remote content |I:r5r-,-. The library will contain a distribution of Kubemetes and an accompanying 05

Content Library Test content Lib EDIT

9. Select the size of the control plane VM per your requirements and optionally enter DNS name designated for
Kubernetes API server. For production deployments with Tanzu Mission Control integration, a large form fact oris
recommended for Supervisory control plane nodes. Click Finish to start the configuration process.
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Review and confirm all details and default settings to start this Supe: luster setup

Advanced Settings

Control Plane Size (T)

a

4 viou will mot be able to scale down to 2 smaller size after making this change.

AP Server DNS Mame(s) (L)

Review and confirm the steps above. Click Finish to start setting up vPLC as a Supervisor Cluster

You can view these configuration details in the cluster view under the Configure tab

FIMISH

Authentication and access

Authentication to Tanzu Kubernetes clusters can be accomplished in different w ays depending on your architecture, user
authentication and access requirements. In an on  -premises environment the simple and reliable method is to use vCenter
SSO to authenticate users or to add a local identity source such as Active Directory over LDAPS. For this reference
architecture Active Directory authentication with LDAPS was used to authenticate users. The domain controller was

configured with Certificate Authority and the controller certificate was exported to be used in the identity source

config uration process. In a multi -cloud environment, an external identity source such as Azure Active Directory or Okta

can be incorporated for user authentication. VMware cloud services also provide a way to authenticate via federated

domains. For more informat ion visit VMware Cloud Services Enterprise Federation  page.

What follows are some steps that the vSphere administrator will perform to give access to the domain users in the
namespace created for initial workload cluster deployment.

vSphere Administrator Tasks.

Add Active Directory as identity source to vCenter Server.

Create namespace for DevOps admins and developers to deploy clusters to.
Assign permissions to DevOps engineers in the namespace.

Assign storage policies, virtual machine classes and quotas to namespace.
5. Provide namespace access information to DevOps and/or Developers.

PwbhpE

Add Active Directory as identity source to vCenter.

1. vSphere menu > Administration > Single Sign On > Configuration > Identity Provide > Identity Sources and click
ADD.

2. Fillin the required infor mation for the domain, upload the domain controller certificate and connect to the
domain controller using port LDAPS port (636)

Note: p6 % &4E °abpaiR RBapbpxus ¢T al AT Naep KBaKtclé. &For iRfarmatich pri configringADAPSb U %2 6 %

in your environment please see  Microsoft Do cumentation .

Figure 65: Configure identity ~source.
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Edit Identity Source

ldentity Source Type

|dentity source name *

Base distinguished name for users *
Base distinguished name for groups *
Domain name * (L)

Domain alias (1)

Username * (1)

Password *

Connect to ©

Primary server URL * (1)

Secondary senver URL

Certificates (for LDAPS) (D)

Active Directory over LDAP

pse-dcl pselab

DC=pse,DC=lab

DC=pse,DC=lab

pselao

administrator@pse lab

() Any domain controller in the domain

@ Specific domain controllers

Idaps:{pse-dcl pse lab:e3g

EROWSE

Add more certificates.

CANCEL

3. To verify the Active Directory integration was successful, navigate to Users and Groups. The domain now should
be visible in the drop -down list and query to find a  user should be successful.

Figure 66: Validate AD integration.
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Users and Groups

Users Groups
Domain pselab v @
Find atherj Q
Username T First Name T Last Name
O atherj Ather Jamil

Create namespace.

Tanzu Kubernetes Grid Service uses namespace s to provide tenant separation and isolation. Namespaces are defined on
the Supervisor cluster and can be configured with user p ermissions, resource quotas and storage policies. Depending on
requirements you assign VM classes and content libraries to the namespaces to download latest Tanzu Kubernetes
releases and VM images. The number of namespaces created depend s on organizational requirements. For this
reference architecture a single namespace was created.

Figure 67: Namespace configuration

Summary Monitor Configure Permissions Compute Storage Network
Status i Permissions i Storage Capacity and Usage Tanzu Kubernetes Grid VM Service @
Created 2/23/22 i
3 CcPU Mo limit service
Config Status (D) O e 3 10
i Persistent Volume Claims Tanzu Kubernetes clusters
9 Runmng Associated VM Classes
Can edit € Memory Mo limit
Kubernetes Status (D) rbacuser Storage Policies @ Content Library eoim MANAGE WM CLASSES
0 Active tkgs-default-storage No limit 338 GB Tanzu-Content
Owner @ Storage No limit ‘I
Location kgacimin Control Plane Nodes € N e Comtent Ui
adtkga 5 ssociated Content Libraries
B} bb-cluster 154 o @ Unhealthy Nodes (0}
- co et © Healthy Nodes (3) MANAGE CONTENT LISRARIES
we-v570.5c.ts.al
Link to CLI Tools
Copy link & Open 7 MANAGE PERMISSIONS EDIT STORAGE EDIT LIMITS WIEW ALL GO TO VM SERVICE

Provide namespace and login information to users.

Once the namespace is configured, the administrator needs to provide the DevOps team with relevant information such
as username and password, vCenter Server certificate, as well as the namespace URL, so they can beginto create
clusters and deploy workloads on them. The user will install the certificate on the access machine where he or she intend
to run Kubernetes commands. The namespace URL can be obtained from the namespace configuration status page as

show in figure 43.
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Fiaure 68: Access URL
Status
Created 2/23/22

Config Status (1)

@ Running

Kubernetes Status (1)

@ Active

Location
[ bb-cluster

ve-vET70 sc.dis lab

Link to CLI Tools
Copy link & Cpen =2

The URL provides instructions to the user to download vSphere CLI tools to access the namespace

Figure 69: Kubernetes CLI tools

Kubernetes CLI Tools
Kubectl + vSphere plugin

Download the CLI tools package to view and control namespaces

in vSphere. LearN More [

SELECT OPERATING SYSTEM ~

DOWNLOAD CLI PLUGIN WINDOWS -

Checksum CLI plugin Windows ..

Get started with CLI Plugin for vSphere

Kubernetes CLI tool lets you manage your namespaces. Below are a few steps that will help you get started.

1. Verify that the SHA256 checksum of vsphere*-plugin. zip matches the checksum in the provided file
sha256sum.txt. In Powershell run command Get-FileHash -Algorithm SHA256 -Path vsphere*-plugin.zip to
display the checksum

2. Put the contents of the zip file in your O5's executable search path
3. Run command kubectl wvsphere login --server=<IP or master hostname> to log in to server
4. Run command kubectl config get-contexts to view a list of your Namespaces

5. Run command kubectl config nse-context <context> fo choose your default context

VMware Cloud (VMC) on AWS

VMware Cloud on AWS is an integrated cloud offering jointly developed by Amazon Web Services (AWS) and VMware.
You can deliver a highly scalable and secure service by migrating and extending you r on-premises VMware vSphere -
based environments to the AWS Cloud running on Amazon Elastic Compute Cloud (Amazon EC2).

Figure 70: VMware cloud on AWS
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- @

PRIVATE CLOUD PUBLIC CLOUD
VMWARE CLOUD VMWARE CLOUD ON AWS AWS SERVICES
INFRASTRUCTURE VMWARE CLOUD INFRASTRUCTURE
b &
VCENTER <+ GO » VCENTER
i 0
COMPUTE STORAGE NETWORK COMPUTE STORAGE NETWORK o
PSE.LAB DATACENTER AWS GLOBAL INFRASTRUCTURE
Note: This document does not discuss provisioning VMware Cloud on AWS . For on -boarding SDDC clusters on AWS

please refer to the VMware Cloud on AWS On -Boarding Guide

Note: At the time of writing of this paper , VMC only supports deployment of vSphere with Tanzu with NSX  -T.
Deployment with NSX Advanced load balancer only is not supported. It can however still be used as a load balancer
along with NSX -T.

Installing Tanzu for Kubernetes Operations on VMC

Installation of Tanzu Kubernetes Grid clusters is now made easy by  Service Installer for Tanzu . For this reference
architecture, Service installer for Tanzu  (SIVT) version 1.3 was used to deploy Tanzu Kubernetes Grid  (multi -cloud)
clusters on VMC. Service installer for Tanzu documentation has step by step deployments guides that ca n be used to
deploy Tanzu Kubernetes Grid on vSphere a s well as on VMC. For detailed step by step process, please refer to Service
Installer for Tanzu deployment guide for VMC

For this reference architecture Service Installer for Tanzu (SVIT) version 1.3 was installed on the VMC cluster. SVIT only
requires a single segment to be created to be used for Tanzu Kubernetes Grid management. SVIT creates the remaining
segments based on SVIT reference design for deploying  Tanzu Kubernetes Grid on VMC .

Forexample, T B 041 % pn%U&acé¢ o6R27 6-tkginkrgmb-8.BBBLRE2 & (AR Y 2 UUC fhrikibernétes E&fi m?
Operations (TKO) management traffic. The  remaining segment are created by SVIT based on the input provided during
the deployment process.

Figure 71 VMC network segment creation
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ﬁ‘)) PSE-VMC | WMC on AWS SDOC (@) LS East (N, Virginia)

Summary Metwerking & Security Add Cns Maintenance
Gverview Segments
Metwork Segment List Segment Profiles
Segments
MAT

Tier-1 Gateways
Transit Connect

Security
Gateway Firewall
Distributed Firewall
Distributed IDS/APS

Inventory
Groups
Services
Wirtual Machines
Context Profiles

Tools

SVIT will also create groups , Gateway Firewall rules and assign them to the groups

Figure 72: Groups

Groups

Management Groups

ADD GROURP

Neme

> BRSNS

v
Eil

w
Eil

il

6]

&

6]

Compute Grougs

> 23 tkgvme-avimamt

> 23 tkgvme-infra-dns-ips

> 23 tkgvme-infra-ntp-ips

> 23 tkgvrnc-infra-voenter-ip

> 44 tkgvmc-shared-service

> 23 tegvmnc-thg-workload

> 23 tkgvme-tkaclustervip

> B3 tkgvmctkamgmt

> 23 tko-tkgm-mgmt-se9

Figure 73: Firewall rules

vmware

Bagment Name

Treukleshooting

thgvmc-avi-momt-segment

thovmc-clustervip-seamentCl

thgvmc-momtoata-segment

tkowvme-shared-service-segment

thgvmeworkload-tata-segmentcl

thovme-workload-segmentCl

tho-tkgm-mgmt-seg =

Comp ute Members

View Members

Wiew Members

Wiew Members

Wiew Members

View Members

Wiew Members

View Members

Wiew Members

View Members

Wiew Members

D<A L Technologies

Settings Support

Connected Gateway

Compute Gateway | Routed

Compute Gateway | Routed

Compute Gateway | Routed

Compute Gateway | Routed

Compute Gateway | Routed

Compute Gateway | Routed

Compute Gateway | Routed

Where Used

Where Used
Where Used
Where Used
Where Used
Where Used
Where Used
Where Used
Where Used
Where Used

Where Used

EXPAMD ALL

Subnets

172.30713.0/24

172.30.14.1/24

172.30.115.0/24

17230171424

172.30:1001/24

17230001424

172.30112.0/24

Filter by Name, Path and more

Status

@ Success 2
@ Success
@ 5uccess 2
@ Success
@ Success (¢
@ Success C
@ Success
@ Success
@ success

@ Success (%
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Gateway Firewall
Management Gateway Compute Gateway Tier-1 Gateways
+ ADD RULE Gateway Firewall Status @ Success C Filter by Name, Path and more

] Name ] Souroas Destinations Servicas Applied To Adtion

[} tkgvmce-alb-ta-ntp 1071 22 tko-tkam-mgmt-seg £2 tkavmc-infra-ntp-ips INTR Al Uplinks ® Allow O s=
29 tkgvmc-shared-service
29 thovme-avimamt

[} tkgvmc-alb-to-dns 1072 22 tho-tkam-momt-seg £3 tkavmc-infra-dns-ips {73 BNS-UDP All Uplinks ® Allow O =
29 thavmc-shared-sereice {3 ONS
29 thgvmc-avimgmt

(] tkovmc-alb-ta-vcenter 1073 22 tho-tkam-momt-seg £2 thgumc-infra-veenter {HHTTPS All Uplinks o Alow O =
23 thavmc-shared-sereice
29 thgvmc-avimgmt

] tkgvme-to-external 1074 23 tho-tham-mgmt-seg Ay Any All Uplinks @ Alow O &=
29 thovmc-shared-sereice

] tkgvmc-to-als 1075 29 tko-tkam-mamt-seg 29 tkawmo-avimaomt Y HTTPS All Uplinks ® Alow () &=
33 tkgvme-shared-service T ICMP ALL

[ tkgvmc-to-cluster-vip 1076 22 tho-tkam-momt-seg £3 tkavme-tkgelustervip {7 thgvme-kube-api All Uplinks ® Alow O sz
23 thavmc-shared-sereice

[]  tkgvme-tkgworkloadD?-tkai 1078 29 tkgvmc-tkamamt 29 tkgemc-infra-dns-ips CINTP Al Uplinks ® Allow O s=
25 thgvmcrtkg-warkload £2 thgvme-tkgelustervip {73 thgvme-kube-api

High -level steps to deploy Tanzu for Kubernetes Operations with NSX  Advanced Load Balancer on VMC using SVIT as
follows.

1. Download SVIT OVA (Open Virtual Appliance) from VMware Marketplace . A marketplace account is required .

2. Create a SVIT virtual machine using the OVA. Ensure that the virtual machine resides on the management
network that you manually created.

3. Obtain your SDDC token as wellas a marketplace toke n. These tokens will be needed for SVIT to configure
SDDC and to download NSX Advanced Load Balancer OVA and other Kubernetes images from VMware
Market place. Below is a snapshot of where these tokens are entered in SVIT user interface.

Figure 74: Tokens

I > (@ Infrastructure Configure DNS and NTP server/s

v 2 |aas Provider Validate SDDC token for VMC connectivity.

l @ ‘You must click "CONNECT" to verify SDDC Token and fetch resources before moving to next step.

Marketplace
@D Downioad Binaries from Marketplace

Marketplace Account Details

REFRESH TOKEN (@

kNjw2FQzk8JEONLIPDW!

CEIP Participation

(D Enable CEIP Participation @

VMC
SDDC TOKEN @ ORGANIZATION NAME (@ SDDC NAME @
wJDtgS8V-sabw18070uD) PSE PSE-VMC

CONNECT

Note: In instances where SVIT cannot download NSX Advanced Load Balancer controller  and Kubernetes images from
the VMware M arketplace, alocal content library needs to be created and images and  controller. OVA uploaded . SVIT w
install the controller from the loc  al content library as shown in figure below.
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Figure 75: local content library option
Marketplace
(I Download Binaries from Marketplace
CEIP Participation

(I Enable CEIP Participation @

VMC
SDDC TOKEN (@ ORGANIZATION NAME @ SDDC NAME (D
<wJDtgS8V-sabw18070uD PSE PSE-VMC

RELOAD

Resource Group Details

DATACENTER (@ CLUSTER @ DATASTORE (D
SDDC-Datacenter Cluster-1 WorkloadDatastore
CONTENT LIBRARY (© AVI OVA IMAGE @ RESOURCE POOL (OPTIONAL) @
VMC-Local controller-21.1.4-9210 Compute-ResourcePool
4. Enter your environment specific parameters on the remaining SVIT screen and review the configuration. On the

review page you will have an option to view and safe the configuration .yaml file to your local disk or to save it
ta iyCm ClfAuyau pPaqgl1R8% ml¥% °3%E2yUG UafT2ul ark Ean iyCm
5. Finally, run the command with desired parameters to deploy Tanzu for Kubernetes Operations. T he command
and parameters are in the SVIT deployment guide mentioned previously.
If deployment is successfully completed, appropriate resource groups and clusters will be created and viewable in
vCenter.

Figure 76: VMC Tanzu Clusters

vcenter.sddc-35-168-228-43 . vmwarevmc.com ACTIONS

Monitor  Configure  Permissions  Datacenters  Hosts & Clusters  WM: Datastores  Networks  Linked vCenter Server Systems

cPU

f\ — 35392..
N 378080 uE®
« ) tkg-vme-alb-components o
s i
Custom Attributes t vCenter Health H vCenter HA
)
Note: Tanzu CLI and accompanying tools will be required to manage clusters. Visit Install Tanzu CLI for installa tion

instructions.

Amazon Elastic Kubernetes Service (EKS)

Amazon Elastic Kubernetes Service is a managed service that can be used to run Kubernetes on AWS without needing

to install, operate, and maintain your own Kubernetes control plane or nodes. Amazon EKS runs a single tenant control
plane for each cluster. This means that the same control plane infrastructure cannot be shard ac ross clusters. A customer
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has the option to create worker nodes as self -managed Amazon EC2 nodes or to deploy their applications workloads to
AWS Fargate , which is a serverless compute engine. For this reference architecture Amazon EC2 nodes were used. For

more information on Fargate visit ~AWS Farg ate page .

PaEaR 3Li fUyou%noe T2R pu¥x N wuwakiwee s (Gie Cl2i n3a@do6 Tyiolui T B a %A |

eksctl utility is used with default settings , a new Amazon Cloud Formation stack is created which also includes an

associated VPC (Virtual Private Cloud) and subnets. This is a viable option whe

n there is a need for a separate VPC for

EKS clusters. For this reference architecture AWS console was used to create EKS clusters and nodes and integrated

into an existing VPC. This process is outlined below.

Note: This process requires that an AWS VPC exists, and subnets configured per requirements. For this reference
architecture a VPC was created with subnet connections and routing in place to the internal private network, which

included connections to VMC on AWS as well as the on-prem ises environment through Equinix. This configuration is
depicted in the previously mentioned guide  Multi -Cloud Network Connectivity with Equinix ~ Overview and figure 3. For

more information on how to create AWS VPC please consult

Creating EKS clusters

AWS documentation

Amazon EKS make calls to other AWS services on your behalf to manage the resources that you use with the service.

Prior to creating EKS clusters , an IAM (ldentity Access Management) role

needs to exist or be created for EKS service.

Determine if your account already has a role named n%@06 + Uy 610KBk fMlees ndtsexist, then create one as follows. The

example below shows the role created for this reference architecture.

Create IAM Role
1. >fap C R S
fi

servicesN & %2 A | B EkB CRistersiarid Oliddnext.
Figure 77: Create IAM Role
I&M > Roles > Create role
et Select trusted entity

Select trusted entity
Trusted entity type

Step2

O AWS seice AWS account
Allow SIS services like EC2, Lambda, or others to perform Allow ertities in other SIS accounts belonging to you or a Srd
Step 3 actions in this account party to perform actions in this account
SAML 2.0 federation Custom trust policy
Allow users federated with SAML 2.0 from & corporats Create a custom trust policy to enable cthers to perform actions
directory o perform actions in this account inthis account
Use case

Allow an SWS service lice EC2, Lambda, or others to perform actions in this account

Commaon use cases
EC2

Allows EC2 instances ta call SWS services on your behali

Lambda

Allows Lambda functions o call A% services on your behalf
Use cases for other AWS serices:
EKS
EkS

Allows ERS to manage clusters on your behalt

O EKS- Cluster

Allowws accese 1o other AWS service resources that are required to operate clusters managed by EKS.

EKS - Nodegroup

Allowy EKS to manage nadegraups an your behalf

EKS - Fargate pod

Allows acoess to other AW service resources that are required to run Amazon EKE pods on AWS Fargste

EKS - Fargate profile
Allows EKS to run Fargate tasks,

EKS - Connector

Allows access to other A4S service resources that are required to connect to external chisters:

eaU%ué bP%RY TA%20Y%
i

fausx%l i %0%IYa A zi i %AacCl v

Web identity
Allovwes ugers Tederated by the specified exernal weh idenliyy
provider to assume this role to perform actions in this account

2. XR n °° D ¥fstrded, Arhaidh EKSClusterPolicy will be automatically added. Click Next.

Figure 78: Add permissions.
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Add permissions

Permissions policies (1)
The type of role that you selected requires the following palicy.

Policy name (£ ' Type ¥ Attached entities

AmazonEKSClusterPolicy AVYE managed 3

» Set permissions boundary - optional

Set = permissions houndary to cortrol the maximum permissions this role can have. This is ot & common setting, but you can uss f to delegate permission managemert to others

Cancel Pravious m

3. Give the role a meaningful name and click  Create Role.
Figure 79: Create role.

Name, review, and create

Role details

Role name
Erter & meaningful name to idertify this role.

EKE-TKO-ClusterSYC-Raole

Mazimum 64 characters. Use alphanumeric and '+= (@-_' characters

Description
Add 3 short explanation for this role.

Allows access to other AWS service resources that are required to operate clusters managed by EKS.
Medimum 1000 characters. Use alphanumeric and '+=,(@-_' characters
4. 3°7T 0 ui% Aal% Oyod TABAWKLIT LUBT NG %U%ITG n aua2a i

Figure 80: Attach policies.

Delete
EKS-TKO-ClusterSVC-Role
Allows access to other AWS service resources that are required 1o operate clusters managed by EKS.
Summary Edit
Creation date ARN
August 09, 2022, 15:38 (UTC-05:00) ) arn:aws:iam: 872863083035: rale/EKS-TKO-ClusterSvC-Role
Last activity Maximum session duration
None 1 hour
P issi Trust i i Tays Access Advisor Revoke sessions
Permissions policies (1) s ] Simulate Remove Add permissions &
‘ou can attach up to 10 managed policies
Q Filter policies by propedy or policy name and press enter
Policy name 2 v Type - Description
AmazonEKEClusterPali AWE managed This policy provides Kubemetes the permissions it requires 10 manage resources on your behalf. Kubernetes requires Ec2: CreateTags 15 to place identif on EC2r..
Change houndary Remove boundary

Permissions boundary - {set)
Set a permissions boundary to control the maxirum permissions this role can have. This is hot a common setting but can be used to delegate
permission management to others.

=N

5. XB 01 % R%CU BI0%PREERKININY b EaRHo Oy ATK*ra8wuIBPYORTNGG2 1 baul |

Figure 81: Attach polices.
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1AM > Roles > EKS-TKO-Cluster8vC-Rale » Add permissions

Attach policy to EKS-TKO-ClusterSVC-Role

b Current permissions policies (1)

QOther permissions policies (Selectad 1/751) = Create policy (7'
Q Fitter policies by property of policy name and press enter 1 match <1> @
“AmazonEKSYPCResourceController X Clear filters

Policy name (2 v Type < Description

@ 1 AmazonEKSVPCResourceContraller AWS managed Palicy used by VPG Resaurce Cortroller to manage ENI and IPs for worker nodes.

6. If Amazon CloudWatch monitoring is desired an inline policy needs to be created
clusters metrics. Create an incline

Figure 82: Inline Policies
EKS-TKO-ClusterSVC-Role

Allows access to other AWS gervice resources that are required to operate clusters managed by EKS,

Summary

Creation date
August 09, 2022, 1539 (UTC-05:00)
Last activity

Mone

Permissi Trust relationshi Tags

Permissions policies (7)
You can attach up to 10 managed palicies

Access Advisor Revoke sessions

Q, Filter poiicies by propenty or policy name and press enter

Policy name [ -
AmazonEKSClusterPalicy

ArmazonEKSYPCResaurceController

Permissions boundary - (set)

Type - Description
AWS managed

AWS managed

policy by 6 %U%f al RE

fn+n %% 8%

AR
@) arncaws:iam: 872863086035 tole/EIKS-TKO-ClusterSWC-Rola

Maximurm session duration
1 hour

Policy used by “PC Resource Controller to manage ENI and IPs for worker nodes

Set a permissions baundary ta cantral the maximum permissions this role can have. This is not a common setting but can be used o delegate

permission management to others.

7. OnGl %

Inline cloud watch

{

R%uCu

69 A%%UR 63%UKLTA

"Version": "201210-17",

"Statement": [

{

"Action": [

"cloudwatch:PutMetricData

1,

"Resource™: "*",
"Effect": "Allow"

Figure 83: Inline polices.

vmware

D<A L Technologies

AKi XSN 2pe

Cancel

Attach policies

for CloudWatch to receive the
CRUT B %

baul f¢
Delete

Edit

Add permissions &

Simulate Remove

This palicy pravides Kubemeles the permissians it requires to manage resaurces on your hehall Kubemetes requires Ec2: CreateTags permissions to place identifying infarmatio

Change boundary Remove boundary

%R Ga@adiattacRpolicy. 8 U % 01 %
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Edit EKS-TKO-CloudWatchPermissions o 5

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSOM. Learn maore

Visual editor JSON Import managed policy

-
“Wersion™: “2812-18-17",
- "Statement™: [

N {
- "Action™: [
"cloudwatch:PutMetricData®
1.
“Resource™: "*",
"Effect™: "Allow"
}

8. Once created , the IAM role should have the following policies. EKS clusters can now be created.

Figure 84:IAM role created.

Permissions Trust relationships Tags Access Advisor Revoke sessions

Permissions policies (2)
Yfou can attach up to 10 managed policies.

Q, Filter policies by propery or policy narme and press enter

Policy name [

AmazonERSClusterPalicy

# AmazonERSYFCResourceController
ElLS-TKO-CloudWatchPermissions

Create EKS Cluster

1. In Amazon console, navigate to EKS > Clusters > Create EKS cluster. Assign cluster a name, choose Kubernetes
version and select cluster service role created earlier. Click Next.

Figure 85: Create EKS cluster.
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EKS » Clusters » Create EKS cluster

Step 1

Configure cluster

Step 2

Step 3

Step 4

2.

Configure cluster

€luster configuration inie

Name

Enter a wnicue name for this cluster This property cannce be changed after the elster is created

TKO-EKS-Cluster

Kubernetes versien  Info

Select the Kubernetes version for this cluster.

122

Cluster service role  Info

Select the 1AM role e 3llow the Kubemetes control plane £ manage AWS resources onyeur behalf This property cannct be changed after
the cluster is created. To create 2 new role, follow the instructions in the Amazen EKS User Guide [,

EKS-TKO-ClustersvC-Role

v

Secrets encryption it

Once turmed on, secrets eneryption cannot be modified or remeved,

P Turn on envelope encryption of Kubernetes secrets using KMS

Enwelope encryption provices an additionl Layer of encryption for your Kubernetes secrets

Tags (0) o

This cluster does not have any tags

Remaining tags available to 3de: 50

Specify VPC and subnets to be used . EKS cluster creation wizard adds all subnets available in the VPC by

default. Remove any unwanted subnets. For this reference architecture only two subnets in two availability

zone s are required.

Figure 86: Set networking.

Specify networking

Networldng o
These properties cannot be changed after the cluster is created.

YPC
Select a WPC to use for your EKS cluster resources To create a new VPC, go to the WPC comsole

Info

vpe-4616113¢ | Default

Subnets  Info
Choose the subnets inyour WPC where the cortrol plane may place elastic network interfaces [EMIs) to facilitate communication with your

cluster. To create a new subnet, go to the corresponding page inthe WPC console

Select subnets

Q

Fitter subnets

subnet-a31bales
ws-gast-1a 17231160720

subnet-0b7bb243280530836 | 172.30.84.0/23
ws-past-1c 17230840723

subnet-fifl1bos

ws-east-1c 17231.0.0¢20

subnet-816480de
ws-gast-1b 172.31.32.0¢20

subnet-0dbBb2d44b4a709dd? | 172.30.82.0/23
ws-gast-1b  172.30.B2.0723

subnet-7bb9485a
ws-east-1d  172.31.80.0/20

subnet-0f5763bd4c04084c8 | 172.30,94.0/23
ws-past-le  172.30.04.0/23

subnet-0548e50b
ws-gast-1f  172.31.64.0/20

subnet-072bd2871b75ee96f2 | 172 30.80.0/23
ws-east-1a 17230800723

subnet-437b4s7d
ws-past-1e  172.31 48.0/20

subnet-011286f64c4 74305 | 172.30.86.0/23
wspast1f 172 30 BE0/23

your worker node subnets. To

¥ Do connect to the endpoint.

3. Select the desired security group. The default security group for the VPC was selected here.

vmware
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Figure 87: Security groups

Security groups Info

Choose the security groups to apply to the EKS-managed Elastic Metwork Interfaces that are created inyour worker node subnets. To
create a new security group, go to the corresponding page inthe WPC corsole.

Select securfty groups &

Q, Filter securfty groups

5g-72ff445d | default
default WP security group

3g-0d5a3e52de0a635d44 | launch-wizard-1
launchwizard-1 created 202 2-06-26T01: 3605 062F

5g-045cee10153e36768 | sc2-com
ssh access from sci

3g-0alcdecbBee7dB476 | launch-wizard-2
launchwizard-2 created 202 2-06-30T16:11:27 4B32

4. Select the Cluster endpoint access type . This depends on your environment and cluster requirements. Amazon
EKS creates an endpoint for the managed Kubernetes API server that you use to communicate with your cluster
(using Kubernetes management tools such as kubectl). By default, this API server endpoint is publi c to the
internet, and access to the API server is secured using a combination of AWS Identity and Access Management
(IAM) and native Kubernetes Role Based Access Control (RBAC).

Figure 88: Endpoint access

Cluster endpoint access nfo

Configure access to the Kubernetes AP server endpoint.

0O Fublic

The cluster endpoint is accessible from owtside of your WVPC. Worker node traffic will leave your WPC to connect to the endpoint.
Fublic and private
The cluster endpoint is accessible from owtside of your WPL Worker node traffic to the endpoint will stay within your WP,

Frivate
The cluster endpoint is only accessible through wour WPC, Worker node traffic to the endpoirt will stay within your WPC.
p Advanced settings

5. Select any specific versions of CNI, CoreDNS and Kube -proxy you require. Defaults were used as shown below.

Figure 89: Add -ons
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Networking add-ons

Configure add-ons that provide advanced networking functionalities on the cluster.

Amazon VYPC CNI Info
Enable pod netwerking within your cluster,

Wersion
Select the version for this add-on.

v1.10.7-eksbuild. 1 -

(@ This add-on will use the 1AM role of the nede where it runs, You can change
this add-on to use |AM roles for service aceounts after cluster creation,

CoreDNS Info
Enable service discovery within your cluster.

Wersion
Select the version for this add-on.

v1.8.7-eksbuild.1 -

kube-proxy Info
Enable service networking within your cluster,

Warsion
Select the version for this add-on.

v1.22.6-eksbuild.1 v

6. Configure Logging options.

Figure 90 : Logging

Configure logging

Control plane logging i
Send andit and diaghostic logs from the Amazon EKS control plare to CloudWatch Logs.

@ APl server
Logs pertaining to AP| requests to the cluster.

© Hudic

Logs pertaining to cluster access via the Kubernetes AP

O authenticator
Logs pertaining to authentication requests into the cluster

@) Controller manager
Logs pertaining to state of cluster controllers.

@ Scheduler

Logs pertaining to scheduling decisions.

7. Finally review configuration and create the  cluster.
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Figure 91 Finish cluster creation

Review and create

Step 1: Canfigure cluster

Cluster configuration

Mame Kubernetes wersion
THO-EMS-Cluster 1.22

Cluster service role

arnaws:iam:: B72BE30EE0A S role FEKS-THD-Cluste rSvwC-
Role

Tags (0}

O Fritar s bsme or el 1

Key v Valus v

Mo tags
This cluster does niot have any tags.

Step 2: Specify netwaorking

Metworking
These praperties cannat be changed after the cluster is created.

YPC Subnets Security groups

vpe-4616113c subnet-OdbEb 2 d44b4 70501 sg-72ff445d
subret-072bd2B1b7hee SEF2
Closter [P address family

1Pwv4

Create Node Group

A node group now needs to be created where your workloads will run. These will be Amazon EC2 AMI (Amazon Machine
Image) instances. Prior to creating a node  group, a fiNode Instance RoleNneeds to be created via IAM > Roles > console.
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1. Create node instance role and add the required policies for the EKS nodes. These policies will be used in the
next step when creating node group. These are AWS managed policies and can be added by searching v ia the
Ab%uAbl 66T aRE T AUT 91T %N 6%2aTl paal

Figure 92: Node instance policies
[E] Roles TKO-EKS-Mode-Instance

TKO-EKS-Node-Instance

Allows ECZ instances to call AWS serices on your behalf.
Summary

Creation date
July 04, 2022, 18:33 (UTC-05:00)

Last activity
@ 19 minutes ago

Permissions Trust relationships Tags Access Advisor

Permissions policies (<)
‘Yfou can attach up to 10 managed policies.

Q Filterpolicies by property or policy narme and press enter

Policy name [£
AmazonEKSYWorkerModePaolicy
AmazonECZContainerRegistryReadOnly

AmazonSSkiManagedinstanceCore

B B @8 &

AmazonEKS_CNI_Paolicy

2. Navigate to your EKS cluster and click Add node

ARN
(] arn:aws:iam: 87 2863088035: role/TKO-EKS-MNode-Instance

Waximurm session duration

1 hour

Revoke sessions

A Type
AWYE 1
AWYE 1
AWE n

AWE n

group. Give the node group a name and select the 1AM role

created earlier. Leave everything else at default values and click next

Figure 93: Create node group.

vmmware' | D&AdLTechnologies

Reference Architecture
| 59



Tanzu for Kubernetes Operations on VxRall

Configure node group we

A node group is a group of EC2 instances that supply compute capacity to your Amazon EKS cluster. You can add multiple
node groups to your cluster

Node group configuration
These properties cannet be changed after the node group is created.

Name
Asgigh 3 wkigue name For this node group.

TKO-EKS-Nodes

Node 1AM role Info
Select the LAM role that will be wsed by the nodes. To create a new role, go tothe 1AM console.

TKO-EKS-Mode-Instance v

@ The selected role must not be used by a self-managed node group as this
could lead to a service interruption upon managed node group deletion,

Learn more [4

3. Select your desired node configurations and click next.

Figure 94: Set configurations.

Set compute and scaling configuration

Mode group compute configuration
These properties cannot be changed after the node group is created.

&M type Infa

Select the EKS-optimized Amazon Machine Image for nodes.

Amazon Linue 2 (AL2_xBE_E4) v

Caparity type
Select the capacity purchase option for this node growp.

On-Demand v

Instance types Info
Select instance types you prefer for this node groop.

Select v

t3.medium >
vEPU: Up to 2 wvCPUs  memory: 4.0 GiB

Dick size
Select the size of the attached EBS wolume for each node.

20 GiB

Mode group scaling configuration

Desired size
Set the desired number of nodes that the group should launch with initially.

2 nodes

Minimurm size
Set the minimum number of nodes that the group canscale into.

3 nodes
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4. On the next page the subnets selected during cluster creation will automatically be selected. If node access via SSH,
enable the option. On the n ext screen review and create the node group.

Note: SSH option requires that SSH key pair is already defined. In addition, when enabling this option, managed node
groups will create a security group with port 22 i nbound access. If launching your worker in a public subnet, it is strongly
recommended to restrict the source IP address ranges.

Figure 95: Cluster networking

Specify networking

Node group network configuration
These properties cannot be changed after the node group is created.

Subnets  Info
Specify the subrets inyour WPC where your nodes will ranTo create a new subnet, go to the corresponding page inthe WP console.

Select submets v

subnet-0e1150b3bd417d267 5% | | subnet-0adeB33559298d1e08 % |

(P Configure 55H access to nodes Info

Cancel Previous m

5XBT% G % Ra°% EAayT 1236 p%%UB (A% 0%°T RBAaNKa®IYayN T2RTp% C%Al
Figure 96: Node status
Overview Resources Compute Networking Add-ons Authentication Logging Update history Tags
Nodes (2) hio
Q, Fitter Wodes by property or vatue 1
Node name a Instance type v Node group v Created v Status v
Ip-172-30-105-177.ec.internal 3. medium thonodes Created © Ready

(P July 5, 2022, 153:32 (UTC-05:00)

Created
ip-172-30-106-238 ec2.internal 3. medium thonodes @ Ready

[ July 5, 2022, 15:32 (UTC-05:00)

Installing NSX Advanced Load Balancer on AWS
NSX Advanced Load Balancer (Avi) is available as a subscription from Amazon Market place.

Figure 97: NSX Advanced Load Balancer (Avi) subscription

vmmware' | D&AdLTechnologies

Reference Architecture
| 61



Tanzu for Kubernetes Operations on VxRail

Manage subscriptions .

Your AWS Marketplace subscriptions are now available as license entitlements in AWS License Manager

Setup SLR [
Youwill need an AWS License Manager service linked role (SLR) te see license entitlementinformation on this page. To enable connectivity between AwWS Marlketplace and AWS License Manager, please setup SLRin the AWS
License Manager Console,

Your subscriptions

Q Amazon Machine Image v 1 @
vetoclous” VMware SD-WAN by VeloCloud Virtual Edge DAL Dell EMC PowerProtect DD Virtual Edition A/ | Avivantage Platform
by VeloCloud Networlks, Inc. Tex = (DDVE) Networks by Avi Networks
by Dell EMC
Delivery method Access level Delivery method Access level Delivery method Access level
Amazon Machine Image Agreement Amazon Machine Image Agreement Amazon Machine Image Agreement

CleudFermation

Launch new instance Manage Launch newinstance Manage Launch new instance Manage

NSX Advanced load balancer runs as an Amazon AMI on the VPC and provides

services comparable to a traditional
datacenter installation. Deployment process is as follows.

Subscribe to the service prior to launching the AMI installation.

1. With a valid subscripti on, launch a new instance.

Figure 98: Launch Avi

2. Select the region and version. By default, only the latest version will be displayed. To change the

version, click
aR ul % nEyuUU zi REAG¥%GT U2 % E%udl axwN Ul ROI

Figure 99: Launch Avi
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