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Maturity Stage 1: No Data Protection 
In this stage, the VCF environment has no protection methods in place to safeguard the critical data assets that make up the 

business operations. 

Maturity Stage 2: Data Protection 
In this stage, you have implemented some basic elements of local data protection.  

Snapshots and Backups: Performing VM Backups 

VM backups are typically performed using 3rd party tools integrated with the vSphere environment, the guest OS, and the 

applications running on the VMs. The backups might be leveraging disk-based targets for performance benefits for backup as 

well as recovery tasks. Its best to review the selected backup solution for compatibility with the virtualization environment. 

• Support for 3rd party backup vendors – Compatibility Guide 

Snapshots and Backups: Best Practices for Snapshots 

Snapshots are important because they are one possible way to protect a VM during operations. Snapshots are especially 

useful for transient scenarios where a reliable “backup” recovery point is desired for a short period of time. 

• vSphere Native Snapshots – Best Practices, Overview of virtual machine snapshots in vSphere 

• vSAN storage snapshots – vSAN Data Protection 

https://compatibilityguide.broadcom.com/search?program=vsanps&persona=live&column=partnerName&order=asc
https://www.vmware.com/docs/vsphere-vm-snapshots-perf
https://knowledge.broadcom.com/external/article/342618/overview-of-virtual-machine-snapshots-in.html
https://blogs.vmware.com/cloud-foundation/2024/08/02/superior-snapshots-using-vmware-vsan-data-protection/
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Maturity Stage 3: Disaster Avoidance 
Proactive disaster avoidance has two scenarios – local disruption avoidance is the first. 

vSphere High Availability (HA): How vSphere HA Works 

vSphere HA provides high availability for virtual machines by pooling the virtual machines and the hosts they reside on into a 

cluster. Hosts in the cluster are monitored and in the event of a failure, the virtual machines on a failed host are restarted on 

alternate hosts. 

• How vSphere HA Works 

• vSphere HA Admission Control 

• Host Failure Types 

• VM and Application Monitoring 

vSphere HA: Storage Layer with Stretch Clusters 

vSAN Fault Domains are a construct that is used when configuring a vSAN stretched cluster: A cluster spanning across two 

geographical sites.  Learn how vSAN uses fault domains to provide site-level resilience for your VMs and data. 

• Understanding vSAN Stretched Clusters 

• vSAN Stretched Cluster Guide 

• vSAN Stretched Cluster Bandwidth Sizing 

• Using the vSAN ESA in a Stretched Cluster Topology 

• Performance with vSAN Stretched Clusters (OSA) 

• vSAN Interactive Infographic 

• VMware vSphere Metro Storage Cluster Recommended Practices 

Maturity Stage 3: Disaster Avoidance 
Proactive disaster avoidance has two scenarios – disruption avoidance to a remote site is the second. 

vSphere Replication 

• VMware HCX Deployment Considerations and Best Practices 

• HCX Availability Configurations and Best Practices 

• vSphere Replication – Technical Overview 

• VMware vSphere Replication documentation 

Maturity Stage 4: Disaster Recovery 

Site Recovery 

• Hands-On Lab 

• Disaster Recovery Solution brief 

• VMware Live Site Recovery product information 

• VMware Live Site Recovery documentation 

• Beyond Data Backups: The Importance of Ransomware and Disaster Recovery Solutions 

  

https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-availability/creating-and-using-vsphere-ha-clusters/how-vsphere-ha-works.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-availability/creating-and-using-vsphere-ha-clusters/vsphere-ha-admission-control.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-availability/creating-and-using-vsphere-ha-clusters/how-vsphere-ha-works/host-failure-types-and-detection.html
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/8-0/vsphere-availability/creating-and-using-vsphere-ha-clusters/how-vsphere-ha-works/vm-and-application-monitoring.html
https://www.youtube.com/watch?v=S4ti8HAKo6A
https://www.vmware.com/docs/vsan-stretched-cluster-guide
https://www.vmware.com/docs/vmw-vsan-stretched-cluster-bandwidth-sizing
https://blogs.vmware.com/cloud-foundation/2022/12/21/using-the-vsan-esa-in-a-stretched-cluster-topology/
https://blogs.vmware.com/cloud-foundation/2021/06/01/performance-with-vsan-stretched-clusters/
https://www.vmware.com/info/vsan/infographic
https://www.vmware.com/docs/vmware-vsphere-metro-storage-cluster-recommended-practices
https://www.vmware.com/docs/vmw-hcx-deployment-considerations-and-best-practices
https://www.vmware.com/docs/hcx-availability-configurations-and-best-practices
https://www.vmware.com/docs/vsphere-replication-technical-overview
https://techdocs.broadcom.com/us/en/vmware-cis/live-recovery/vsphere-replication/9-0.html
https://labs.hol.vmware.com/HOL/catalog/lab/14173
https://www.vmware.com/docs/disaster-recovery-for-vmware-cloud-foundation-solution-brief
https://www.vmware.com/products/cloud-infrastructure/live-recovery#site-recovery
https://techdocs.broadcom.com/us/en/vmware-cis/live-recovery/live-site-recovery/9-0.html
https://blogs.vmware.com/virtualblocks/2023/07/05/beyond-data-backups-the-importance-of-ransomware-and-disaster-recovery-solutions/
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Maturity Stage 5: Ransomware Recovery 

Ransomware Recovery: VMware Live Cyber Recovery 

• Hands-On Lab 

• Ransomware Recovery Solution Brief 

• VMware Live Cyber Recovery product information 

• VMware Live Cyber Recovery documentation 

• VLR Ransomware Recovery Use Case VCF Field Guide 

Ransomware Recovery: VMC on AWS 

• VMC on AWS – SDDC IRE (Isolated Recovery Environment) 

Ransomware Recovery: Carbon Black 

• Carbon Black Cloud NGAV 

• Practical guidelines for ransomware resilience – focus on Backup / Recovery section 

• Getting Started with Ransomware Recovery Use Case 

• Videos 

o Solution Overview 

o Protecting VCF environments 

o Explore 2024 Tutorial Session - Designing and Implementing Disaster Recovery and Ransomware Recovery 

for VMware Cloud Foundation 

o Explore 2024 Breakout Session - Ransomware Recovery Practices for VMware Cloud Foundation — Technical 

Deep Dive 

o Cyber Recovery for VMware Cloud Foundation 

o Demo: VMware Ransomware Recovery 

 

  

 

https://labs.hol.vmware.com/HOL/catalog/lab/14564
https://www.vmware.com/docs/ransomware-recovery-for-vmware-cloud-foundation-solution-brief
https://www.vmware.com/products/cloud-infrastructure/live-recovery#cyber-recovery
https://techdocs.broadcom.com/us/en/vmware-cis/live-recovery/live-cyber-recovery/saas.html
https://www.vmware.com/docs/vlr-ransomware-recovery-field-guide
https://www.vmware.com/info/vmc-on-aws/resources
https://www.broadcom.com/products/carbon-black/threat-prevention/carbon-black-cloud
https://www.vmware.com/docs/practical-ransomware-resilience-with-vmware-cloud-infrastructure-20230131
https://blogs.vmware.com/virtualblocks/2021/03/01/setting-up-vmware-cloud-disaster-recovery/
https://www.youtube.com/watch?v=aYSL6B0ifAc&list=PLNOz1mVhDkG6ZsnZPI_bol5o1ii1onPTv&index=8
https://www.youtube.com/watch?v=s8I-I3r98hM&list=PLNOz1mVhDkG6ZsnZPI_bol5o1ii1onPTv&index=16
https://www.vmware.com/explore/video-library/video/6360761033112
https://www.vmware.com/explore/video-library/video/6360761033112
https://www.vmware.com/explore/video-library/video/6360760047112
https://www.vmware.com/explore/video-library/video/6360760047112
https://www.youtube.com/watch?v=HYL0LqA_ta4
https://www.youtube.com/watch?v=SPkuGz_m_QY
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