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About the VMware Cloud Foundation Automation ABX Actions for Ansible
Automation Platform Deployment Guide

The VMware Cloud Foundation Automation ABX Actions for Ansible Automation Platform Deployment Guide (“Guide”) provides
instructions on installing and configuring sample ABX actions to enable Aria Automation interfacing with Red Hat Ansible
Automation Platform.

Intended Audience

This Guide is intended for data center cloud administrators who manage VMware Cloud Foundation Automation environment in their
organization. The information in this guide is written for experienced data center cloud administrators who are familiar with:

» VMware Cloud Foundation Automation: How to administer, configure, and use the VMware Cloud Foundation Automation
Assembler.

- Red Hat Ansible Automation Platform: Creating and managing users, organizations, and interfacing with revision control
platforms, such as GitLab and GitHub.

 Python 3: Working knowledge of Python 3 and Python packages.

Related Publications
- Getting Started with VMware Cloud Foundation Automation
« VMware Cloud Foundation Automation ABX Actions for Ansible Automation Platform User Guide

« Using Automation Assembler

- Red Hat Ansible Automation Platform operations guide

Preparing the Environment

This solution expects the following components already installed and configured.
* VMware Aria Automation 8.16+

» Red Hat Ansible Automation Platform 2.x

VMware Cloud Foundation Automation
VMware Cloud Foundation Automation™ is a cloud infrastructure automation solution powering VMware Cloud Foundation. It

delivers a self-service private cloud with governance and resource lifecycle management across on-premises data centers or
on any supported public cloud. It leverages a service-driven cloud computing interface, a policy controlled self-service
catalog, Infrastructure as Code (laC), and infrastructure pipelining. It enables Cloud Ops teams to maintain frictionless
governance and control while empowering developers with a high level of agility and flexibility.

Red Hat Ansible Automation Platform

Red Hat® Ansible® Automation Platform is a unified solution for strategic automation. It combines the security, features,
integrations, and flexibility needed to scale automation across domains, orchestrate essential workflows, and optimize IT
operations to successfully adopt enterprise Al.
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Solution Configuration

This section introduces the resources and configurations:
« Architecture diagram

» Software resources

Architecture Diagram

REST
& wrrps/aas | @) RedHat

VMware Aria Ansible

Automation™ Automation

v

Figure 1 AAP API System Diagram

Software Resources
The following table lists the software resources used in this solution.

Table 1 - Software Resources

VMware Cloud 8.16+ VMware Automation Infrastructure as a Service (laaS) Platform
Foundation

Automation

Red Hat Ansible 2.4+ Red Hat Ansible Configuration Management (CM) server

Automation Platform

AAP API 0.4.1 Open-source ABX actions:
https.//github.com/vmware-workloads/aap-api

Deployment

This section outlines the steps to deploy and configure the Ansible Automation Platform APl in Aria Automation Assembler.
These steps are based and tested on Aria Automation 8.16.

Action Constants
We start by creating action constants for the Ansible Automation Platform URL and credentials. These constants define
which Ansible Automation Server will be used and credentials with sufficient privilege to run the

1. Open Aria Automation Assembler.
2. Select Extensibility, then Actions Constants.

3. Add the following parameters (Figure 2):

Technical White Paper | 5
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Figure 2 VMware Cloud Foundation Automation Actions Constants
o username: user defined in Ansible Automation Platform
o password: password for the user

o base_urf url of the Ansible Automation Platform server

ABX Actions

In the second step, we create the required Assembler ABX actions. There are two different ways to create the actions, either
using the zip bundles available on the GitHub repo, or manually creating the actions by copying the required source code.
Both methods achieve the same outcome, with different

Zip Bundles

Installation using zip bundles provides a simple installation method that includes all the required Python dependencies. This
method simplifies the distribution of the actions and provides a solution for air-gaped environments where Aria Automation
would not be able to download dependencies (e.g. 'requests’).

The zip bundles can be found at the following URL:

https://github.com/vmware-workloads/aap-api/releases

Note. The zip bundles are provided as downloads on the project releases. The bundles can also be created by using a
published procedure. For more details, please reference the following article

Create a ZIP package for Python runtime extensibility actions.

1.  Download the required zip bundles from the GitHub repository releases.

Technical White Paper | 6
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Figure 3 AAP API zip bundles
o aap_api.zip
o aap_read.zip
o aap_delete.zip

2. In Aria Automation Assembler, select Extensibility, Library, then Actions. Select New.

vmw VMware Aria Automation

Assembiar  cHasae

Home Restnrece Deggn vrastiuciure Extensibiny enant Mafagement
& Twents ACTns Action Constant
% Sunscrptions

L ONtw | £ iwost |
[ Litrary v
Evort Topics

Workhows

Figure 4 VCF Automation Assembler Actions

3. At the New Actionwindow, enter the following information, then click Next.
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New Action

Nane MO _&
Description
Project 0L Chavien Lee - Prciest
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i ‘ n

Figure 5 VCF Automation Assembler New Action
o Name: aap_api
o Project: <select the appropriate project>
o Share with all projects in the organization: <enable as required>

4. In the action properties, select the drop-down, then select Import Package.

vmw VMware Aria Automation

Assombilar  cHasue

Home Retource Desgn frastruciee Extensiointy engnl Manugernsnt

ﬁ aap_api ¢ ETTINGS ACTION CONRTANT

Type WP Project 85 Cnackes Lue - Froser |

A PYTIHON I

WRITE SCWET

1 8ot hacdler|tante

1011 PACKDYE
cutpats » |
" Eevting

» swtputs

Figure 6 VCF Automation Assembler Action Import Package

5. Click the Select File button, then choose the appropriate zip bundle.
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Figure 7 VCF Automation Assembler New Action Select File
o aap_api— aap_api.zip
o aap_read — aap_read.zip

o aap_delete — aap_delete.zip

6. At the action properties, select the following action constants, fill the remaining fields using information based on the

table below (Table 2), then click Save and Close.

Note: The action constants are the variables created in the previous Action Constants section.

Table 2 New ion Parameters
Custom Action Main Function FaaS Provider
Resource

Create aap_api aap_api.handler Auto Select
Read aap_read aap_read.handler Auto Select
Update
Destroy aap_delete aap_delete.handler Auto Select
Man hanction san_ani hancler {E
Faas provider At als T

Default inputs @

Type HNeorme Vikon

nam 1=
(1]

Figure 8 VCF Automation Assembler New Action Parameters

o Action Constant: base_url
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o Action Constant: username
o Action Constant: password

Source Code

Installation using source code creates the actions by copying the script code. This method allows the code to be easily
edited for development and debugging. It is important to note that when using source code Assembler will need to
download additional libraries and imports declared in the action. This approach is therefore not suitable for deployments that
have no internet access or located in air-gapped environments.

The source code can be found at the following URL:

https://github.com/vmware-workloads/aap-api/

Note: It is also possible to clone the repository and add synchronization via the 'Integration > GitHub' facility in the
infrastructure section of aria automation (see Using Automation Assembler).

1. In Aria Automation Assembler, open Extensibility, then select Actions.

Assembles  CHANGE -

ROA0LLCOS Desigr Infrastructure Ecersbaty Tenant Management
Actions
7 Ewnts Actions Action Cometarns
% SubsTTwtons
+ NEW {1 weont
™ Ubrary - '
Event Topics

Actians
WorsSows

T A stbidea

Figure 9 VCF Automation Assembler Actions

2. At the New Actionwindow, enter the following information, then click Next.

New Action

Nane Mg _ap

Descrpteon The mam Araibs Automation Fafform acbor
Project 0] Charies Lee - Proiect !

Figure 10 VCF Automation Assembler New Action

o Name: aap_api
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o Project: <select the appropriate project>
o Share with all projects in the organization: <enable as required>

3. At the new action select the following and copy the script code into the script area.

Assembiar  cHANGE -

ResarCes Desayn i astruchies Extensibiity Tenanl Managetnan|

L e
| ' aap ap' SETTINGE  ACHIOM AN
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A PYIHRON I . WINTE SChINT
A re 4
1 reguests !
i LIyort tiee
’ ¢ uriiind
' T ourdlli. peras
’
P trew redenati s agort HTTMIacicsan
frim atrisg isport Tesplete
from Lypiag tepeet List, Wnlee
M v dad Lavert_giee{d: dict, mame: str) f1ct
1 0
¢ » o tems()
In v
' e ” 1, ari
e " oin A
tudn (v, Mt
= [v}
n- $3r Boet inw
11 Nast_neme = beatget (vaes)
" o 4. sattufault(bost_newe, []).spperatin)

Figure 11 VCF Automation Assembler New Action Python Script
o Select Python 3.10
o Select Write Script
o Copy and paste the script code in the code section

4. At the New Action properties enter the following parameters.

Main tunction nanidier Q)
federithy

Dependency Q)

Faas provides &A1 Saluct @

et custom Mty and relry ooton Q)

Figure 12 VCF Automation Assembler New Action Parameters
o Main function: handler
o FaaS provider: Auto Select
o Dependency:

*  requests
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5. Repeat steps 1 to 4 for the following actions scripts to create the required actions.

Actions

r ALon tlant

[ | aap_apl l ’ aap_read | | aap_delete

Type @ Scnpt { pymer Type & Soript { pytrer Type L t
Project & Dhaimesh pect SProject & Orame al Project & Ohanmesh - 7
Last upaatec BAOS2L S5 M Last updated 422134 QM PM Last updated A0, 925 AM

Figure 13 VCF Automation ABX Actions for Ansible Integration Actions

Table 3 New Action Source Code Scripts and Handlers
Custom Script Name Main Function FaaS Provider
Resource

Create aap_api.py handler Auto Select
Read aap_read.py handler Auto Select
Update

Destroy aap_delete.py handler Auto Select

Custom Resource

When creating a cloud template in Automation Assembler, the resource type palette includes resource types for the
supported cloud account and integration endpoints. There are use cases where the creation of new resource types can
provide required additional functionality and integration. Once implemented, new custom resource types can be added to
the design canvas to create cloud templates that support any design or deployment needs. This section outlines how to
create a new Custom Resource that implements the Ansible Automation Platform integration actions.

1. In Aria Automation Assembler, open Design, then select Custom Resources.

Assambles HANGE

Desigr frastructure Extemnitarty Terant Management

Custom Resources (=

& Tempistes e

Figure 14 VCF Automation Assembler Custom Resources
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2. Select New and enter the following.

) New Custom Resource

Create 3 Ousiom resource Irom achond OF wOrRTOWS 10 MAake 1 Svatialie 10r USe 0 DRsOnres
Summany Properties
Nama Asmbie Sutomaton Palform| &
Deacription ST ACon 10 Mplermant invoke Anebie Afomation
ot Hom an Ars Autamabion Apsembtier Shecr
Busourcn Type * LS A an e _putnmation_platfeem @
Activate @D Vake cuntnm iesiurce avabatie  Bliecr vty
Sccpe @D Avedstie ko vy pramet (D
SLOMm Beaouncs wil De Avialie n sty prodect
fisred on ADX Lntr -Osnad (chema

Figure 15 VCF Automation Assembler New Custom Resource
o Name: Ansible Automation Platform
o Resource Type: custom.api.ansible_automation_platform
o Activate: enabled
o Scope: <as required>
o Based on: ABX user defined schema

3. Scroll down to the Lifecycle Actions and select the ABX actions previously created, then click Create. Use the following
table (Table 4) to select the correct mapping between the Custom Resource Action and ABX Action.
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Lifecycle Actions

Configure how the custom resource (s created, updated and destroyed

Create

ﬁ aap_apl

Read @

(| | aap_reaqg

Update @

Destroy @

ﬁ aap_delete

Figure 16 Custom Resource Lifecycle Actions

Table 4 Custom Resource Action Mapping

Create aap_api Action called when the resources is created.
Read aap_read Action called when the resources state is read.
Update

Destroy aap_delete Action called when the resources is deleted.

4. Select the Properties tab, select the Code tab, then create the following properties.
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Figure 17 Custom Resource Properties

properties:
hosts:
type: object
verbose:
type: boolean
default: false
host groups:
type: object
host variables:
type: object
default: {}
inventory name:
type: string
encrypted: false
group_variables:
type: object
default: {}
job_template name:
type: string
organization name:
type: string
default: Default
inventory variables:
type: object
default: {}

5. Once complete, select Create to save and close the new custom resource. The new custom resource is listed on the
Custom Resources page.
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Custom Resources ==
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Figure 18 Ansible Automation Platform Custom Resource
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