
Diagnostic Capabilities in 
VMware Cloud Foundation® 
Operations

Avoid problems before they occur and focus on business priorities 
instead of fixing issues.

VMware Cloud Foundation® Operations is fast, smart and easy to 
use. It’s another team member, not another tool.

VMware Cloud Foundation® Operations (Diagnostics)
Automatically detect known issues across your infrastructure.

Results

Unique Issues

290
with VMware Cloud Foundation® 5.2

What’s New

Smarter Onboarding of
VMware Cloud Foundation®

Faster
Detection

Easier Out of the
Box Experience

• Helps you analyze and troubleshoot the
components of VMware Cloud Foundation®

• vCenter, ESXi, vSAN, capabilities such as vSphere 
vMotion, snapshots, VM provisioning, and other 
issues including security advisories and certificates

• Diagnostics validates if your environment is up-to-date
with the important VMware Security Advisories

• With Diagnostics, you can address issues or vulnerabilities
related to certificates such as expired SSL certificates

Copyright © Broadcom. All rights reserved.
The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. For more information, go to www.broadcom.com. All trademarks, trade names, 
service marks, and logos referenced herein belong to their respective companies. Broadcom reserves the right to make changes without further notice 
to any products or data herein to improve reliability, function, or design. Information furnished by Broadcom is believed to be accurate and reliable. 
However, Broadcom does not assume any liability arising out of the application or use of this information, nor the application or use of any product 
or circuit described herein, neither does it convey any license under its patent rights nor the rights of others. 

Get Started Today with a Trial
VMware Cloud Foundation®
1. Business Value White Paper, sponsored by VMware by Broadcom, 
    “The Business Value of VMware Cloud Foundation®”, August 2024

• vCenter: vCenter Operational State: Ping reachability
• ESXi Operational State: Connectivity from vCenter
• VMware vSAN Operational state: Disk group status, Physical disks status
• General issues: Certificate expiry
• Workload Provisioning: VM Provisioning requests and failures
• vSphere vMotion: Successful and failed vMotion
• Snapshots: Snapshot failures and general troubleshooting

Benefits

Proactively identify
and prevent problems

Solve problems,
not just symptoms 

Increase security,
reliability and productivity

Examples

22.7

Before/Without VMware 
Cloud Foundation®

Number of hours of impactful
outages per year1

$876,700

Before/Without VMware 
Cloud Foundation®

** Value of lost productivity time 
per organization per year1

*Average per Organization
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