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Required Disclaimer

 This presentation may contain product features or functionality that are currently
under development.

* This overview of new technology represents no commitment from VMware to
deliver these features in any generally available product.

 Features are subject to change, and must not be included in contracts, purchase
orders, or sales agreements of any kind.

 Technical feasibility and market demand will affect final delivery.

* Pricing and packaging for any new features/functionality/technology discussed
or presented, have not been determined.
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What is AD FS?




What is Active Directory Federations Services (AD FS)?

On-Premise IT Externe Systeme
CRM ﬁ
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Active Directory ADFS

HelpDesk ﬁ

Provider
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ADFS (Active Directory Federation
Services) is a Microsoft service that
enables secure authentication across
organizational boundaries.

It allows users to access resources in
different domains using a single set
of credentials.

With ADFS, organizations can achieve
greater security and flexibility in their
authentication process.




AD FS Concepts

Elements in authentication flow

Sign-in Protocol Authentication Protocol Token Type
WIA, FBA, Azure MFA, JavaScript Web Token (JWT)

OpenlD Connect/OAuth 2.0
Device Auth, Certificates

 Federation is a concept where users from It uses one of three federation protocols to do this:

“company A” can authenticate to an
« SAML 2.0

application on “company B”
* WS-Federation

 But using their “company A” credentials.
* OpenlD Connect
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What are the Components of AD FS?
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ACTIVE DIRECTORY:

The Identity Information which
is to be used by AD FS is stored
on the Active Directory.




What are the Components of AD FS?
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FEDERATION SERVER:

It contains the tools needed to
manage federated trusts
between business partners.




What are the Components of AD FS?

EEEMN External

Firewall
11 ]

&)

HA clustered

ADFS Proxy 1/ WAP 1

Internal
Firewall

HA clustered

ADFS Sener 1

IEA

0 ]

X
[

mwa re® © 2023 VMware, Inc.

ADFS Proxy 2 / WAP 2

Active
Directory

|
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ADFS Sener2

FEDERATION
SERVER PROXY:

The Federation server is not
exposed directly to the internet
to prevent security risks.




What are the Components of AD FS?
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AD FS
WEB SERVER

It hosts the AD FS Web Agent.
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AD FS Benefits

Integrating vCenter with ADFS can provide organizations with several benefits, including:

o &

D)

XX — |ﬂ—'—||
Improved secunty@because Single Slgn—Qn with existing Support for multifactor
VMware vCenter® never federated infrastructure .
, ) o authentication.
handles the user’s credentials. and applications.
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How Does AD FS Work?

The authentication process using the Active Directory Federation Service (AD FS)

1. The user navigates to a service, for example,
a partner-company website (http://example.com)

The website requests an authentication token.
User requests token from the AD FS server.
AD FS server issues token containing user’s set of claims.

User forwards token to the partner-company website.

o> o s W N

The website grants authorization access to the user.
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Once authenticated,

user is redirected back '
to vSphere Client OFAUTHZE & olnc

Login redirected
from vSphere Client

vCenter Server Active Directory

to IdP
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Active Directory MFA
Federation Services



http://example.com/

Prerequisites

AD FS requirements
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AD FS for Windows Server 2016 or later must already
be deployed

AD FS must be connected to Active Directory

An Application Group for vCenter must be created in
AD FS as part of the configuration process.

Configuration KB
https://kb.vmware.com/s/article/78029




Prerequisites

AD FS server CA (Sub/Root) certificate to be added
to the Trusted Root Certificates Store.

Configuring LDAPs need to get the LDAP root certificate, add
it to the Trusted Root Certificates within the configuration.

Certificates requirement
How to get the AD certificate in case you will configure LDAPSs.

Run the following command in VC:
openssl s__client -connect AD_FQDN:636

® ®© 6 6
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Prerequisites

vCenter Server and
other requirements

mwa re® © 2023 VMware, Inc.

VMware vSphere® 7.0 or later.

vCenter server must be able to connect to the
AD FS discovery endpoint.

You need Administrator privilege or the
“VcldentityProviders.Manage” privilege.




VMware vCenter
Integration Details
and Workflow




vCenter and AD FS Configuration Process Flow

g2,

AD FS Administrator

vmware

' Extemal Identity Provider
. (AD FS)
......... Lo
Y
E Active Diractary
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Required Information

The AD FS administrator must provide the following information to create the vCenter
server identity provider configuration:

'% Add Application Group Wizard s
Server application

Steps MName:

@ Welcome |\rCenter_New - Server application |

@ Server application
Client Identifier: I

@ Configure Application

Credertials [06a2c1 10 7Ee4dc2-H8-cd42424i5a3 | |
| |
@ Configure Web AP Redirect URI: . o o
@ Apply Access Control Policy | Example: https: ./ Contoso com Add CI I e nt I d e ntlfl e r
@ Configure Application 7y
Permissions == Remo
@ Summany

® Complete The UUID string is generated by the AD
— FS Application Group Wizard, and it
identifies the Application Group itself.

< Previous Mext = Cancel

mwa re® © 2023 VMware, Inc. 19



Required Information
Shared Secret

% Add Application Group Wizard X
Configure Application Credentials

Steps Select credentials used by the application to authenticate itself with AD FS when requesting access tokens.

Wel
@ sleems [] Register a key used to sign JSON Web Tokens for authentication

@ Server application

@ Corfigure Application S e |t IS generated by the AD FS

Credentials
[1 Windows Integrated Authentication . . o
@ Configure Web AP Select the AD Accourt: Application Group Wizard and

@ Apply Access Control Policy
Example: CONTOSO\expenzevec Select...

@ E;:nﬁg;jrgn»:@plicaﬂon |S Used tO authenthate Vcenter
Generate a shared secret

@ Summary Secret- Server Wlth AD FS

© Complete |_rMNFthxEIs‘u'tIFYhSAwB-iDYJaVINcBEySZKgJ-ﬂ Copy to clipboard

O o e reoct e st L g, 1 oo aferthe spplesten aroup e * “Please note that, it appears only
on the first-time configuration so
note it down!”

< Previous MNext = Cancel
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Required Information

OpenlD Address
Configure Main Identity ADFS server
Provider
Application Group
| ——— Client Identifier b93298b4-a47a2-4528-9594-42522e 739182

2 ADFS server

Shared secret

OpeniD

OpenlD Address hitps://adfs.gslabs.localfadfs/ well-known/openid-configuration

The OpenlD Provider Discovery endpoint URL of the AD FS server, specifying a well-known address
is typically the issuer endpoint concatenated with the path “/.well-known/openid-configuration”.

For example: https://ADFS-webserver.example.com/AD FS/.well-known/openid-configuration.

mwa re® © 2023 VMware, Inc. 21
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Setup Demo




vSphere Client

Administration

Access Control ~ Local £ s
Roles 1A I
Licensing o Type
Licenzes
Solutions b
Client Pluging Mame - Y v | Domain v | Alias T

w
Suppart ~
plead File to Ser
Certificates w
Cerlilic M
Single Sign On w~




Troubleshooting




Troubleshooting

viCenter_AFDFS - Web API Properties >

Idertifiers MNotes Mccess control policy | Issuance Transform Rules | Client Permissions

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Mame lssued Claims

Group Rule Group
2 Subject Rule Mame 1D
UPM Rule UPN

« Need to make sure you
have the 3 required
claims &

Add Rule. .. | | Edit Rule... | | Bemove Rule... |

| OK || Cancel | Aply

mwa re® © 2023 VMware, Inc. 25



Troubleshooting
How to translate the token by using token |ID on the website

% jwtio a @ @

System Update Rea.. ) Batch link tool - HP... ] Study ) VWM Cases B Sysinternals Suite 1% Area Calculator Usi... m Driver Partner | Uber [ https://support.mic.

Craed by hggauth®

JSON Web Tokens are an open, industry standard RFC 7519 method for representing /l

claims securely between two parties. \ httpS//JWt |O/

JWT.IO allows you to decode, verify and generate JWT.

LEARN MORE ABOUT JWT

vmwa re@ © 2023 VMware, Inc. 26



Troubleshooting

Encoded Decoded

HEADER:

9KZyIsImtpZCI6I1FWRZNOZX1hZ1EtMUJWURBZT
TF6WG1YCED ;
KZyJa. )

PAYLOAD:

« What should a good
token look like?

mwa reg © 2023 VMware, Inc. 27



Troubleshooting

We need to enable debug logging on
 STS & VMware vSphere®ui logs; to show the Token and the related AD FS errors.

UI Logs under:
/usr/lib/vmware-vsphere-ui/server/conf/serviceability.xml

STS Logs under:
vSphere 7.0: /usr/lib/vmware-sso/vmware-sts/webapps/ROOT/WEB-INF/classes/log4j2.xml

vSphere 8.0: /var/lib/sso/webapps/ROOT/WEB-INF/classes/log4j2.xml

¢— appender-ref ref="SIFTED LOG_FILE" /—3

B <appender-ref ref="L0G _FILE"

</ root=

28
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Troubleshooting

.‘ﬂ [400] Unable to authenticate. Check your credentials. If problem persists, contact your administrator.

« Will be time issue related, between VC / AD FS / ESXi

e Need to check the time on the VC & make sure it is the same as
the AD FS server

mwa re® © 2023 VMware, Inc. 29



Troubleshooting

i\, Unable to login because you do not have permission on any vCenter Server systems connected to this client.

 Receives error message do not have permissions, while AD over
LDAP permissions are successful.

* You can see in the vmware-identity-sts.log:
2023-09-23T18:12:53.880Z INFO sts[81:tomcat-http--42] [Corld=fe92fb2f-eOac-4873-beld-c088481a381d]

[com.vmware.identity.saml.impl.AuthnOnlyTokenValidator] Token _3e9ede75-fe3a-40ca-8a3f-69e112ad8e24 for
principal {Name: wael, Domain: gslabs.local} successfully validated

mwa re® © 2023 VMware, Inc. 30



Troubleshooting

& Unable to login because you do not have permission on any vCenter Server systems connected to this client

 Check the logs to see the token information
/var/log/vmware/vsphere-ui/logs/vsphere_client_virgo.log

 Search for “idToken”, copy everything after “idToken=" until
“, tokenType”
(the part highlighted in yellow)

idToken=eyJ0eXAiOiJKV1QiLCIhbGciOiJSUzIINilsIng1dCI6IIFWRzNOZXIhZIEtMUJWUNB2TIFEWGIY cE9KZyIsImtpZCI6IIFWRzNOZXIhZ1IEtMUJWUNB2T1IF6WGIYCcE9KZyJ9.eyJhdWQIiOiI2NzFhMTAIZSTIM2EOLTRINTgtOGR]YSOXM2RmMZGU50ODM4NmYiLCJpc
3MiOiJodHRwczovL2FkZNnMUZ3NsYWJzLmxvY2FsL2FkZnMiLCJpYXQiOJE20DkwMzMONTcsIm5iZil6MTY40TAzMzQ1INywiZXhwljoxNjg5MDM3MDU3LCJhdXRoX3RpbWUIOJE20DkwMzMONTCcsINN1Yil61kliV2FVvbDNIZESITmI3TFh2REty TIJMRMQxVWZvMytmR
E5taDNgYUFac3MOliwidW5pcXVIX25hbWUiOiJncixcY WR1c2VyMS1zYW1hY2NvdW5O0liwic2lkljoiUyOxLTUtMJEtMTUSOTUYNTE2MCOyMzkxMDY ONzQtMzEYyNjAyNzMwNiOzMTAyliwidXBuljoiYWR1c2VyMUBNc2xhYnMubG9jY WwiLCJIncm91cCl6ImdzbGFicy5sb
2NhbFXcRGOtYWIulFVzZXJzliwiYXBwdHIWZSI6IkNvbmZpZGVudGlhbClsimFwcGlkljoiNjexY TE3ZWUtZTNhNCOOYjU4LThkY2EtMTNKZmRIOTgzODZmIiwiYXV0aG1ldGhvZCI6InVybjpvYXNpczpuYW1lczpOYzpTQUIMOjluMDphYzpjb GFzc2VzOIBhc3N3b3JKkUHJ
vdGVjdGVkVHJhbnNwb3JOliwidmVyljoiMS4wliwic2Nwljoib3BlbmIkIin0.Vznt1529c1UT1EyJzG6yS7X _DOvkso_pBNesxicDgGOddvvyRDGddBff5a8YceFs1B64MmyE7TSel pueHgi2fPLPhJnDMwTtf-

zvJKhZ2DQwWMf_RORPCXXScb2g508BiBePY _VHynFW91h04_kjQ_opRvpQbHKhI1IDbmnB7Ir4BjTDFUhNV _M15kSh6j6bZ5CN3W8no5yarN1bOo7JrPudhFPnJ78c14tlY CSLxfd3adF3iQStX8T64m4uaOtlgVee4dNFMWESsPeKfF37GPalTeYfV_oCb30THOKPK
97AuwvxeKM8-rFZBrkvQuimLxAvXdLD4RvZOLRdAcOECVnw, tokenType=bearer, expiresin=3600, scope=null, jti=null)

- Paste on https://jwt.io/

mwa reo © 2023 VMware, Inc. 31



Troubleshooting

Bad Token “missing Groups claim”

au 6/1al/ee-e3a4-4b58-8dca-13dfde98386f
158 https://adfs.gslabs.local/adfs

]4- '_l:.J-I_:V.I R

nbf": 1695492358

exp 169549595

auth_time

sub

JN7CMm1Jb41GovSxZbSb11INFu7ry+MRLFZ1QYsWC4E=

unique_name
5310

31186

urn:oasis:names:tc:SAML:2.8:ac:classes:PasswordPro

edTransport

ar B
5 openla

mwa re® © 2023 VMware, Inc.

Good Token

(=1

e

=]

1]

is
"iat".
"nbf":

"exp"

"auth_time": 1697257131

"sub"

r+1aldhEGDHG/ fx4SuvVSLgaWaAUSYszYLgvFr2XeeHmo="

| "unigue_ngme

"gsh wael .|

-31268273086-

"sid": "§-1-5-21-1599525168-239186474
3186

|"L:1“: "ﬂael?;ala:s.LacaL"_l

"group™ I |
gslabs.localiy\Domain Admins
gslabs.locali\\Domain Users"”
gslabs.loca chema Admins
gslabs.local nterprise Admins
gslabs.local\\Group Policy Creator
gslabs.localZ\ESK Admins

1.8,

UWners

-9594-42522e739732"

‘PasswordProtect
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Troubleshooting

i\, Unable to login because you do not have permission on any vCenter Server systems connected to this client.

Cause:
The UPN and sAMAccount Name doesn’t match in the AD.

This occurs because the logic in vCenter that searches for AD identities in the "Add Members" Ul widget uses the sAM

Account Name attribute when it is constructing the membership entry in the VC group.
But during login, you get the UPN from the AD FS token and use that for comparison.

Add Permission vcsa0l.gslabs.local
Cromain aslabs.local

User/Group Q aduseli

Role aduseri-samaccount

aduserd

Workaround:

Add the user to an AD group, then add that
group to the required role.

mwa re® © 2023 VMware, Inc.
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Troubleshooting

amaccount
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Troubleshooting

i\, Unable to login because you do not have permission on any vCenter Server systems connected to this client.

Cause:

This issue can also occur if permissions are given to AD groups in the vCenter and the case
of the domain name does not match the case of the configured domain in the Identity
Source Base DN.

By design, domain filtering logic for groups in vCenter is case-sensitive.

Base distinguished name for users CN=Userd DC=GSLABS DC=local

:: Active Directory Users and Computers [dcl1.gsl:

| _Saved Queries

IV EE_E_] gslabs.lncal I Base distinguished name for groups CN=Userd DC=GSLABS,DC=local
| Builtin

Username Administrator@gslabs.local

Primary server URL ldaps:/gslabs.local

Solution:
For example, if Active Directory is gslabs.local, then the identity source should have
dc=gslabs,dc=local for the base distinguished name for users and groups.

Workaround:
Add the user direct permission on the VC, instead of Group

mwa re® © 2023 VMware, Inc. 35



Troubleshooting

Issue: Login to vCenter server fails with NoPermission error, if the permission was added using a group
from AD FS

Cause: Under Configure Application | ey L .

General Identifiers MNotes ~Access control policy ~ lssuance Transform Rules  Client Permissions

Pe rm | SS | ons , " a | | atC | a | ms " SCO pe was unc h ec ked - Corfigure appiication pemissions to enable cliert appiications to acess this Web API

Client application (caller
vCenter_AFDFS PP (=50

for the specific vCenter (Server Application).

Applications:
MName Description

Server application Add Remove
wCenter_AFDFS - Server application

Web API
vCerter_AFDFS - Web API

Requests the access token claims in the identity token

] emai Request the email claim forthe signed in user.
° [ logon_cert The logon_cert scope allows an application to request logo .
SO I utlon ° openid Request use of the Open|D Connect authorization protocal.
® [ profile Request profile related claims for the signed in user

Issue was resolved after checking the e = eSS
allatclaims. _ | [ o | [

oK Cancel Apply

mwa re® © 2023 VMware, Inc. 36



Troubleshooting

Issue: Users can’t login while using sub-
domains in the AD FS topology.

—_— www.domainname.com

Environment: Main domain — vmware.com Sub domain
Sub domain - sub.vmware.com name

— Test.domainname.com

Domain name

Workaround:
* Create a group in main domain and add the

sub domains users
 Add that group to the vCenter

* By design vCenter doesn’t support having
multiple domains

mwa re® © 2023 VMware, Inc. 37
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Troubleshooting

Configuration

Identity Provider Local Accounts Login Message

Issue: Can’t add account or
query from the AD FS Domain.

v ADFS server

Client Identifier 1293298b4-3473-45258-0594-4e5222739182
OpenlD Address https://adfs.gslabs.local/adfs/ well-known/oepenid-configuration

v Users and Groups

Base distinguished name for users CN=Users, DC=GSLABS DC=local

Base distinguished name for groups CN=Users,DC=GSLABS DC=lacal

I Administrator@gslabs.local I
Ca use: Pa SSWO rd Cha nge for the Primary server URL Idaps://gslabs.local

service account, which was used v Rearct uns
for AD Over LDA P/LDA PS brOke Authentication Redirect URI (vCenter Name) https://vcsa0l.gslabs local/ui/login/cauth2/authcode
the AD FS integration.

Log-out Redirect URI (vCenter Name) https://vcsa0l.gslabs.local/ui/login

mwa reo © 2023 VMware, Inc. 38



Troubleshooting

Connecting to AD FS is not
supported when the vCenter
system has a proxy
configuration enabled.

mwa re® © 2023 VMware, Inc.

Configure Main Identity
Provider

Review

(@ com.vmware vcenter trustmanagement implLinvalidArgumentException: jJava io IOException: Server returned b 4
HTTP response code: 503 for URL: hitpflocalhost: 1080/external-vecs/httpl/acc sts smals be/443/aars/ well-

known/openid-configuration

lgentity Provider Type Microsoft ADFS

v Authentication Info

Identity Provider M soft ADES
Name

Client identifier 37c4030a-4953-4a7 52 He-a080d 7675
Shared secret Kk6Ch ZNKuw  af

OpeniD Address nttps Aace

v Users and Groups

Base distinguished DU=users OU=smals DC

name for users

Base distinguished
name for groups

Username smT T d@e
Primary server URL aap./f

Secondary server URL




Troubleshooting
Collecting Logs

Component

HSC Client Ul

ADFS Provider

Foreign Trust
Provider

VcldentityProviders
API

Foreign Security
Principals API

Token Exchange
Service

‘ Log File(s)*

(In /var/log/ivmware/vsphere-
ui/logs/). vsphere client_virgo.log
and apigw.log

ssoAdminServer.log
vmware-identity-sts.log
tokenservice.log
vmware-identity-sts-default.log

(Same as ADFS Provider)

Ivar/log/vmware/trustmanagement
ftrustmanagement-svcs.log

ivar/log/vmware/trustmanagement
ftrustmanagement-sves.log

tokenservice.log

mwa re® © 2023 VMware, Inc.

‘ O CHIEIRSIIES

Can't connect to ADFS server due to no matching CA in JRE truststore
OAuth protocol error, such as incorrect client ID/secret or invalid state parameter
LDAP connection failure when searching users and groups in AuthZ config

Can't connect to AD server when searching users and groups in AuthZ config
Failure contacting VcldentityProviders APl or VMDIR for AD/ADFS metadata
Can'’t connect to ADFS server for OAuth username/password login via CLI/SDK

Failure contacting Foreign Security Principals API to get JIT data

Failure communicating with ADFS discovery endpoint, possibly due to no matching CA in JRE
truststore, or ADFS discovery endpoint did not include all expected data

Validation failed for input LDAP info: invalid DN formats, invalid or expired certs, etc

Failure communicating with local VMDIR LDAP

Failure communicating with local VMDIR LDAP

Failure contacting VcldentityProviders APl or Foreign Security Principals API

Can't contact ADFS discovery endpoint or JWKS URI to get JSON Web Key Set info
Failed to verify ADFS JWT token signature with JWKS info

Saved issuer data in VcldentityProviders AP| does not match issuer in ADFS JWT token
Validation failed for ADFS JWT token issue time, expiration time, or “not before™ time
Field names in ADFS JWT token don't match what's expected (i.e. “groups_claim” and
“upn_claim” in the VcldentityProviders API for example)
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This presentation may contain product features or functionality that are currently under development. 
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ADFS (Active Directory Federation Services) is a Microsoft service that enables secure authentication across organizational boundaries.

It allows users to access resources in different domains using a single set
of credentials. 

With ADFS, organizations can achieve greater security and flexibility in their authentication process.





What is Active Directory Federations Services (AD FS)?
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What does Active Directory Federation Services do?



Microsoft's traditional Active Directory technology 

stores usernames and passwords and uses them to manage 

and secure access to computers on a Windows domain. 



AD Federation Services builds upon this functionality to authenticate users on third-party systems, such as another company's extranet or a service hosted by a cloud service provider.
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Federation is a concept where users from “company A” can authenticate to an application on “company B” 

But using their “company A” credentials.

It uses one of three federation protocols to do this:

SAML 2.0

WS-Federation

OpenID Connect

AD FS Concepts

Elements in authentication flow





























T

Sign-in Protocol

OpenID Connect/OAuth 2.0

Authentication Protocol

WIA, FBA, Azure MFA,
Device Auth, Certificates

Token Type

JavaScript Web Token (JWT)
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The SAML token or a JWT (OpenID Connect) contains a set of attributes from an AD for that user. 

These list of attributes to provide are configured in AD FS via claims rules and the attributes in the token are referred to as claims.



vCenter Server uses the OpenID Connect (OIDC) protocol to receive an identity token that authenticates the user with vCenter Server.
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What are the Components of AD FS?

ACTIVE DIRECTORY: 

The Identity Information which is to be used by AD FS is stored on the Active Directory.







‹#›
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Active Directory: 

2 Federation Server: 

2 Federation Server Proxy / Web Server
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FEDERATION SERVER: 

It contains the tools needed to manage federated trusts between business partners. 



What are the Components of AD FS?





‹#›
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Federation Server:

It processes authentication requests coming in from external users and hosts a security token service that issues tokens for claims based on verification of credentials from AD.
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FEDERATION
SERVER PROXY: 

The Federation server is not exposed directly to the internet to prevent security risks.



What are the Components of AD FS?





‹#›
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Federation Server Proxy:

The Proxy is deployed on the extranet of the organization, to which external clients connect when requesting a security token. It forwards these requests to the Federation Server. 
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AD FS
WEB SERVER

It hosts the AD FS Web Agent.



What are the Components of AD FS?





‹#›



© 2023 VMware, Inc.

AD FS Web Server: 

which manages the security tokens and authentication cookies sent to it for authentication purposes.
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AD FS Benefits

Integrating vCenter with ADFS can provide organizations with several benefits, including:





© 2023 VMware, Inc.
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Improved security because VMware vCenter®  never handles the user’s credentials.





















Single Sign-On with existing federated infrastructure
and applications.















Support for multifactor authentication.
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Centralized authentication management.



Simplified user access management.



Let's say you have an application that require username and password, with AD FS you can make it use any other authentication method like certificates of MFA, 

still access the same application, AD FS decouple authentication mechanism from application as explained above.
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The user navigates to a service, for example,
a partner-company website (http://example.com)

 The website requests an authentication token.

 User requests token from the AD FS server.

 AD FS server issues token containing user’s set of claims.

 User forwards token to the partner-company website.

 The website grants authorization access to the user.

How Does AD FS Work?

The authentication process using the Active Directory Federation Service (AD FS) 



‹#›
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AD FS requirements







AD FS for Windows Server 2016 or later must already be deployed







AD FS must be connected to Active Directory







An Application Group for vCenter must be created in AD FS as part of the configuration process.





Configuration KB https://kb.vmware.com/s/article/78029



Prerequisites
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Certificates requirement







AD FS server CA (Sub/Root) certificate to be added
to the Trusted Root Certificates Store.







Configuring LDAPs need to get the LDAP root certificate, add it to the Trusted Root Certificates  within the configuration.





Run the following command in VC:

openssl s_client -connect AD_FQDN:636







How to get the AD certificate in case you will configure LDAPs.



Prerequisites



‹#›
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“AD FS integration it may fail if the certificate not added to the Trusted Root.”
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vCenter Server and
other requirements







VMware vSphere®  7.0 or later.







vCenter server must be able to connect to the AD FS discovery endpoint.







You need Administrator privilege or the “VcIdentityProviders.Manage” privilege.

Prerequisites



‹#›
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VMware vCenter 
Integration Details

and Workflow

















‹#›
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vCenter and AD FS Configuration Process Flow
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vCenter Server, AD FS, and Active Directory interact as follows.

The AD FS administrator configures an AD FS Application Group for vCenter Server.



The vCenter Server administrator logs in to the vCenter Server using the vSphere Client.



The vCenter Server administrator adds an AD FS identity provider to vCenter Server, and also enters information about the Active Directory domain. vCenter Server needs this information to make an LDAP connection to the Active Directory domain of the AD FS server. Using this connection, vCenter Server searches for users and groups, and adds them to vCenter Server local groups in the next step. See the section titled "Searching the Active Directory Domain" that follows for more information.



The vCenter Server administrator configures authorization permissions in vCenter Server for AD FS users.



The AD FS Provider queries the VcIdentityProviders API to get the LDAP connection information for the Active Directory source.



The AD FS Provider searches Active Directory for the queried users or groups to finish the Authorization configuration.
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Client Identifier 

The UUID string is generated by the AD FS Application Group Wizard, and it identifies the Application Group itself.

Required Information

The AD FS administrator must provide the following information to create the vCenter server identity provider configuration:







‹#›
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It is generated by the AD FS Application Group Wizard and
is used to authenticate vCenter server with AD FS.

“Please note that, it appears only on the first-time configuration so note it down!”

Required Information

Shared Secret



‹#›
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OpenID Address





The OpenID Provider Discovery endpoint URL of the AD FS server, specifying a well-known address
is typically the issuer endpoint concatenated with the path “/.well-known/openid-configuration”. 

	

For example: https://ADFS-webserver.example.com/AD FS/.well-known/openid-configuration.

Required Information



‹#›
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Setup Demo
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Confidential   │ © VMware, Inc.
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Troubleshooting
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Need to make sure you have the 3 required claims





Troubleshooting
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Troubleshooting

How to translate the token by using token ID on the website









https://jwt.io/





‹#›



© 2023 VMware, Inc.



What should a good token look like?







Troubleshooting
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- Issuer…

- Unique name That is the Sam account name (Logon name pre windows 2000)

- UPN.. User Principal Name

- Member of Groups..

- SCP …SIMPLIFIED CLAIMS PROCESS Openid
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We need to enable debug logging on

STS & VMware vSphere® ui logs; to show the Token and the related AD FS errors.



UI Logs under:

/usr/lib/vmware-vsphere-ui/server/conf/serviceability.xml

STS Logs under:

vSphere 7.0: /usr/lib/vmware-sso/vmware-sts/webapps/ROOT/WEB-INF/classes/log4j2.xml

vSphere 8.0: /var/lib/sso/webapps/ROOT/WEB-INF/classes/log4j2.xml

Troubleshooting
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To Enable vsphere-ui debug https://kb.vmware.com/s/article/2011485
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Will be time issue related, between VC / AD FS / ESXi

Need to check the time on the VC & make sure it is the same as the AD FS server

Troubleshooting



‹#›
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Troubleshooting



Receives error message do not have permissions, while AD over LDAP permissions are successful.

You can see in the vmware-identity-sts.log:

2023-09-23T18:12:53.880Z INFO sts[81:tomcat-http--42] [CorId=fe92fb2f-e0ac-4873-be1d-c088481a381d] [com.vmware.identity.saml.impl.AuthnOnlyTokenValidator] Token _3e9ede75-fe3a-40ca-8a3f-69e112ad8e24 for principal {Name: wael, Domain: gslabs.local} successfully validated
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idToken=eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NiIsIng1dCI6IlFWRzN0ZXlhZ1EtMUJWUnB2T1F6WGlYcE9KZyIsImtpZCI6IlFWRzN0ZXlhZ1EtMUJWUnB2T1F6WGlYcE9KZyJ9..Vznt1529c1U11EyJzG6yS7X_D0vkso_pBNesxicDgG0ddvvyRDGddBff5a8YceFs1B64MmyE7TSeLpueHgi2fPLPhJnDMwTtf-zvJKhZ2DQwWMf_R0RPCXXScb2g508BiBePY_VHynFW91h04_kjQ_opRvpQbHKhl1IDbmnB7Ir4BjTDFuhNV_M15kSh6j6bZ5CN3W8no5yarN1bOo7JrPu9hFPnJ78c14tIYCSLxfd3adF3iQStX8T64m4uaOtLqVee4NFMwESsPeKfF37GPalTeYfV_oCb30THOKPK97AuwvxeKM8-rFZBrkvQuImLxAvXdLD4RvZ0LRdc0ECVnw, tokenType=bearer, expiresIn=3600, scope=null, jti=null)

Paste on https://jwt.io/

Troubleshooting







Check the logs to see the token information
/var/log/vmware/vsphere-ui/logs/vsphere_client_virgo.log

Search for “idToken”, copy everything after “idToken=” until “, tokenType” 

(the part highlighted in yellow)
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Troubleshooting







Bad Token “missing Groups claim”







Good Token
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Cause:

The UPN and sAMAccount Name doesn’t match in the AD.

This occurs because the logic in vCenter that searches for AD identities in the "Add Members" UI widget uses the sAM Account Name attribute when it is constructing the membership entry in the VC group.

But during login, you get the UPN from the AD FS token and use that for comparison. 

Workaround:

Add the user to an AD group, then add that group to the required role.



Troubleshooting



‹#›



© 2023 VMware, Inc.

This occurs because the logic in vCenter that searches for AD identities in the "Add Members" UI widget uses the sAMAccount Name attribute when it is constructing the membership entry in the VC group, but during login, we get the UPN from the AD FS token and use that for comparison. 



So, if the user's UPN during login does not match the sAMAccount Name that was used to create the VC group membership, we won't make the connection and thus the permission won't be recognized.
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Troubleshooting
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Cause:

This issue can also occur if permissions are given to AD groups in the vCenter and the case of the domain name does not match the case of the configured domain in the Identity Source Base DN. 

By design, domain filtering logic for groups in vCenter is case-sensitive.

Solution:
For example, if Active Directory is gslabs.local, then the identity source should have dc=gslabs,dc=local for the  base distinguished name for users and groups.





Workaround:

Add the user direct permission on the VC, instead of Group

Troubleshooting
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Issue: Login to vCenter server fails with NoPermission error, if the permission was added using a group from AD FS

Cause: Under Configure Application Permissions, "allatclaims" scope was unchecked for the specific vCenter (Server Application).

Solution:

Issue was resolved after checking the allatclaims.









Troubleshooting
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Issue: Users can’t login while using sub-domains in the AD FS topology.



Environment: Main domain – vmware.com

Sub domain – sub.vmware.com

Workaround:

Create a group in main domain and add the sub domains users

Add that group to the vCenter

By design vCenter doesn’t support having multiple domains



www.domainname.com

Test.domainname.com

Domain name

Sub domain name

Troubleshooting
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Issue: Can’t add account or query from the AD FS Domain.





Cause: Password change for the service account, which was used for AD over LDAP/LDAPS broke the AD FS integration.

Troubleshooting
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Connecting to AD FS is not supported when the vCenter system has a proxy configuration enabled.





Troubleshooting
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Troubleshooting

Collecting Logs

		Component		Log File(s)*		Potential Issues
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Please take 
your survey.



‹#›
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Thank You



‹#›



© 2023 VMware, Inc.

image5.png

vmware’ EXPLORE







image29.png







image30.jpg







image31.png







image32.png







image33.svg

      




image34.jpeg

On-Premise IT

Active Directory

Y

Externe Systeme
CRM ﬁ
—

ca

Office365

iy

HelpDesk ﬁ

Provider






image35.png

WEmE External M |nternal

Firewall Firewall
ADFS Proxy 1/ WAP 1 ADFS Server 1
e
HA g
clustered HA clustered

> 7N

ADFS Proxy2 / WAP 2 Active ADFS Sener2
Directory






image36.png







image37.svg

  
.MsftOfcThm_Accent2_Fill_v2 {
 fill:#1D428A; 
}

                                                                                                                                                                                                                                                                                                                                                                                 




image38.png







image39.svg

  
.MsftOfcThm_Accent2_Fill_v2 {
 fill:#1D428A; 
}

                               




image40.png







image1.png







image2.svg

         




image7.png

e
V

VAL IWe







image8.svg

   




image41.png

vCenter Server Active Directory

| l Once authenticated, ;

user is redirected back

tovsphereClient ~ OAUTH2 & OIDC

Login redirected

from vSphere Client _
toldP u o

Active Directory
Federation Services







image42.png







image43.svg

  
.MsftOfcThm_Background1_Fill_v2 {
 fill:#FFFFFF; 
}
.MsftOfcThm_Background1_Stroke_v2 {
 stroke:#FFFFFF; 
}

                                                                                                                                                                                                                                                                                                                                                                                




image44.png







image45.svg

  
.MsftOfcThm_Background1_Fill_v2 {
 fill:#FFFFFF; 
}

                                                                                                                                                                                                                                                                                                                                                                               




image46.png

O—-<







image47.svg

  
.MsftOfcThm_Accent2_Fill_v2 {
 fill:#1D428A; 
}

                                                                                                                                                                                                                                                                                                                                                                                      




image48.png

nigure
Tdenty

")
“ors) vider

AD FS Administator

Identity Management
(1DM)
AdminServer

VCenter Server VSphere Clent






image49.png

S Add Application Group Wizerd

Server application
Steps

o Welcome

@ Server applcation

© Corfigurs Appication
Credertials

© Configurs Web API
© Apply Access Control Polcy.

© Corfigur Appication
Pemissions.

® Summary
© Complete.

Name:

[VCenter_MNew - Server application

Clent identfier:

[06a2011e-e76e-4dc2 B odk2e24523

[Example: hitps //Contoso com

<Previous.







image50.png

i Add Application Group Wizard

Configure Application Credentials

Sieps
o Wecome

o Sevropicaton

© G

@ Configure Web API

o fopl ocss Cntr oy

@ Configue Appication
Pemissions.

© Summary
© Complete

‘Select credentials used by the application to autherticate tseff wih AD FS when requesting access tokens.

[ Register a key used to sign JSON Web Tokens for authentication
Configure.
[ Windows Integrated Authentication

Selectthe AD Accourt
Example: CONTOSO \expensevc

‘Generate a shared secret
Secret:

Select.

[ AMNFhCABSVIFYhSAwS40YJaVIAKBY SZKgld

Copyto cipboard

@ 0o and savethe secret. You wilnotbe abieto view the secret afterthe applcaton g s
created. You can reset the secret later  required.

<Previous.







image51.png

Configure Main Identity
Provider

2 ADFS server

ADFS server

Application Group

Client identifier

Shared secret

OpeniD

OpeniD Address







media1.avi



image3.png







image4.svg

   




image52.png

here - Configuration x|+

¢ 5 C A Notseare

tgslabs ocal/a

Sphers Client

7
Configuration

e G

Clent Pluging Smart C Name SR — v | e v | ooma v | o v







image53.png

Center AFDFS - Web API Properties
Identiiers Notes  Access controlpolicy | 58Uancs Transiom FUIES | Cient Pemissions

The folowing transforn ules specy the claims that il be sent t the relying pary.

oK Cancel Aoy







image54.png







image55.png







image56.png

JUUT Debugger  Librarics  Introduction  Ask Cratedby tyauth®

3

JSON Web Tokens are an open, industry standard RFC 7519 method for representing
claims securely between two parties.

JWT.IO allows you to decode, verify and generate JWT.

_ SR T HeRAmES






image57.png







image58.svg

  
.MsftOfcThm_Accent2_Fill_v2 {
 fill:#1D428A; 
}

                                                                                                                                                                                                                                                                                                                                                                               




image59.png

Crafted by

Encoded

9KZyIsIntpZCI6ILFWRZNGZX1hZ 1EtMUJWUNB2T
1F6HGLYCED
KZyJ9.eyJhdWQi01Ji0TMyOThINCThNDALTQ1TM
JgtOTUSNCEBZTUyMmU3MzkxODTiLCIpc3Mi0ido
dHRwezovL2FKZnMuZ3Ns YWJzLmxvY2F sL2FkZnM
1LCJpYXQi0IE20TCyNTCxMZESINS1Z1iT6MTYSNZ
T1NZEZMSwiZXhwI joxNjk3MjYuNzMxLCIhdXRoX
3RpbWUL0JE20TCyNTexMZESINNTYT6INIrbGFR
ZGhFNKRIRy9meDRTAVY1THFRVEFVUThzel1MZ3Z
6¢3JYZWVIbWBY
TiwidW5pcXV1X25hblUi0iJncTxcd2F1bCISINN
PZCI6TIMtMSO1LTIXLTETOTKTMIUXNAtMIMSMT
A2NDCBLTHxM] Ywhj czMDY tMzEWNiTSInVwbiI6T
ndhZWxAZ3NsYWJzLmxvY2FsTiwiz3JvdXAi0lsi
Z3NsYWJzLmxvY2F sXFXEb2ThaW4gQWRtal5z T iw
173NsYWJzLmxvY2F sXFXEb2ThaW4gVXNLenMilC
Jnc2xhYnMubGj YWxcXFNjaGVtYSBBZG1pbnMil
CJnc2xhYnMubG

93 YWXCXEVUdGVycHJpc2UgQWRtal5zTiwiZ3NsyY
WJzLmxvY2FsXFxHem91cCBAb2xpY3kgQ3J1YXRY
CiBPd251cnMil CInc2xhYnMubGjYWXCXEVTHCB
BZG1pbnMiXSwiYXBwdHLWZSI6 KNvbnZpZGVudG
1hbCIsInFwcG1kIjoiYjkzMikaYjQryTa3YSeeN
TIALTK10TQENGUTM] JINZNSMTgyTiwiYXVBaG11
dGhvZCI6InVybjpvYXNpczpuYW1lezpeYzpTQU
MO TuMDphYzpj
bGFZC2VZ01Bhc3N3b3JKUHJIVAGYdGVKVHINbNN
wb3JBTiwidmVyIjoiMSawIiwic2NwIjoib3B1bm
1kIn@ . ML26GmhogeL XNyzUFSyBpLACCYvb5GiMt
3xg71fcwBa3c0aq8be0rx00hAIBT1LaGF1eNZW5
93 W_SKwoABJERLYGCbzZCy_coKs-
1tAF4AFETJ_k4pSBBLWFRan@801pL69ZQRGhXXD
Ls-

$35QKbJY2Qr rkMBWLjCidMB2CrY661fQRa1HSZ8
ZFKY_756L22pFutZ-u29Ud

QFZysnav-

1d4Xr xulivOYZHXnbapbTJFk17_RE16F4Lse3TLr
P71LUJI-
RMFJVYgIAgeYebhp8uH_72ZW6K_PONEF6uUKJis
HirwJH3SX81b3XAgxx@S8r3bjzYASVKVAhDhUIC
WPSPFQ

Decoded

HEADER:

“typ T,

"alg': 'RS26",

"X5t": "QVG3teyaga-18VRpVOQZXiXpOJG",
"kid 63teyaga-18VRpVOQZXLXPOJG

PAYLOAD:

VERIFY SIGNATURE

Public Key in SPKI, PKCS #
X.509 Certificate, or Jn

ng format

Private Key in PKCS 38, PKCS #
1, or

ing format. The k
ey never leaves your browser






image60.png

<root level="DEBUG">

¢— appender-ref ref="SIFTED_LOG_FILE" /—>
N <appender-ref ref="L0G_FILE" />
</root>






image61.png

A







image62.png

/A Unable to login because you do not have permission on any vCenter Server systems connected to this clent.






image63.png

[2023-67-10T23:56:51.4312] [DEBUG] http-nio-5090-exec-1 76000162 100016 ###### c.v.vsphere.client.security.oauth2.0auth2c Oauth is Oauth2c 1lity.0auth2AuthTokenResponse( cspAuthToken=eyJ0eXA101JKV1QiLCIhbGE 101ISUZI 1N iTsIng1dCI6ILFWRZNOZXLhZ1
E LMW 2T1FOMGLY B2y To TntpZCTOTT FURZNOXTha 1E cMUIWUNB2T1FGHG1YCEOKZY 9 0y dndHQ 10 L3Ny SNYZn QSR DAoL s 25337 TGN ¢ XY TE M <2 TNANCO0Y  UAL ThkY2E LHTNKZIRLOTg50DZAT i aNe T 101aHROCD VL 2Fk2MUZINS Yol mevya oL oFkonve2VydmtJZXHVch)Le 301L CIpYXQ103E20DK e HONTCS TS L7 TONTY4OTArMS 0Ny
2XhwIj oxN] gSMDMEMDULCIncm9 1cCT6TndzbGF icySsb2NhbFxcRGILYWLUIFVZZXJ2T iwic3Vil]o iYWRLE2VyMUBnC2xhYnMubGO; YWhiL CJ 1cG4101JhZHVZZXIxQGdzbGF Lcy5sb2NhbC s ImFucHRSCGU 10 1Db25maWRLbnRpYWhiL CIhcHBpZCT61 j Y3MWEXN2VLLWUZ YTQENGI 10C04ZGNhL TE2 Z6ZkZTaMz g2Z 1s InF 1dGh tZXRob2Q 101 1cm46b2FzaXM6bmF tZXM6d
GMGUOFNTDOYL ] AGYWM6Y2xhc 31 czpQYXNzd20yZFBYb3R1Y3RLZFRy YW52C GOy dC Ts InF 1dGhFdG1LZSI6T j Tw] MEMDC tMTBUM) MENTCOM2CUMDI X115 InZLc 11613 EUMCIS InN) cCI6INOWZWSpZCJ9 . LR- fuxH] QdVACBhVEL oP 18Hwp_aFZ0_DAGEU]n-c 1vQkwAvdY20Y-PKmjMq-b_jNNIhwl 10u1TkNnel -RuVenfyMdn-C3GGS5CFUQ6GLCUG-h iZcL xBLIBOBPKS2320
CYMpzVKSZimLccuYZtuS|_aIzeKb-XdaCAVP7TrSNRDOUNAw iecIGqFIXUgRopL-phy NG iuMEJs e0pdSD-VeHz e 102pSdyh_0zdsalexkISerXvkL6X1d8V) -X8IT_bQP6ys ] vP3tTgfGoeL -4 nQbEGY21aZ6K60cyo; Y] 1SUASTA09K72x 16AaNR FvydNVnB_RMWLAKA4DCGQ, cspRefreshToken=nN7XyJvks1e0vgstQqCndcP qurvbhiexqCnIwYCpTAAQAAHA K FHs
G01908y55Kk20G0CPRE7L TgVLS2 UBT34u nacS. 112 r 0)s0ZhnXO16nrPt SPA7EKP. DXk UZaSeLUCDTs 202 LA} IRy i3q7EDUS0GoFbIbYRA LLpDbURTDA L EUGHZTGGE3BHDONSSRHL gD OPV7HbO7QFESTWUADKr g7F2rOEUKS0Lt ) QuKORIKCaaAUGHPIKYUs | TZiniipOp iz 1P 28K VP - FYGThIgsCpeok Put2z3tkn-pLnbux4bsorisd
L-Meuole_NT_u2T7alwzdEall 7EWUZEXIGZ)_gRR10PT tz 1AGAACe tNVKIxuLudskz8NDpkv iR__kNawNAhBOY1aJK5ugre3bD2Usvoe6nQaFhzk DB pX AawcKa-e LFTKWkuXFIb8Gp -wO INMs -2htb fuVD 1z SmDyuNo tRxXsRd1PBR2wnBdulyeScqOnJTZT tky7odmd-FIgr 11cyC Q03N bTEuozP ibyhszvFgdhlaje0
LFathOHIPBAHASY  {agb5Gosk- 1y057Tp. Bo-TYoL L1 jCKoUuh2 ENxXHIWRIUONHANPYVTPSUCRI2S0V3 TBOXa. GyGZIGEGL 2XYaVKs ko, nToC t35M70PqazC0J ShHTPAG76AGb1 tenr HnJRIDS 1a8Ga08  t47L -okbOSJBLvRLWaFGGoNWWFb £ 3UnAD.Kutic aNbGT8OMIYGFV2XOBMyT2 XDr Z6X0zHOWVLCCL2 L {DImhL 19Y57P0-GYRADEZ 1DK00DICLRL3Ubg FWRBLESVY
SobleOtacrE0ZT2zex23L LLIhU_kopPTmb7SMFUST 1uzw- 1b6Y6LK -Y iwKs03SPdAZGKAT) 1JBMB 1UNRLYg-0YpHug_rsK3zVbPNByGeJenDaKBAGTbyQbCTaez f-y-YcX-7q63PdgQta tkMzAah0107aGXStLL NN7piL k LP6knN 1AsZ401dhE ] Za63155S03dYXETpyMqOPEHyQS tVQYGHn_xHshQN3ORWEdFYRDMK_LvSZqQr fuvRt
6FcakzdL h7YQNRRXel ( 7quZHT_AaPQawhF t7DMYXFP; ADysqmj cnXMnA] 8b1CQKQ Fomd_k1TrQx-rAchxB3MM3uQpoybuZ80ZST4q_aqidT7uVGvuNCrdEq075p igg9rz-pAj yZz7eli44gpqQcs BVTSOXBHMIO t-2UR0BKCGXZvHq6IZdZIh TNz LZIE 1FJaMUzgLDpDYS 1AzHyq72EBZ6g1h3Xo EyhgenCa-RTnmRwke2x1z 1r7QV-UcY
40wrYhYInY 1U26ZV69 -YNs qGgGTVUZs kRWGeChnbZFFDME 10_3eoPgL4Rpk jKV2VLRY fzYWFbieh86PV1 Iwua6Ql_cfoldEUY2poPVEBnzVeVckhSeEhZEPpXhtXL t6_TwqT 1jMHy_Pqz iRubSpx6TjnV1qacSAeXLn1y]f (WUNgIK-424Y_HhBUStkPQbFPSATyTwfhou2z78USThTR S rPM2x@ U 10 -ZVpdawmMy 0 tkNMNwy4YaG_PPas_UDNOp-h1X iSYenI0dZGavSmmuaHN
oSdUDpsHkNtVb89ZdnBdgDSnea3nTgtMRONAGTI284]PwicQkSY LSmppP3VR 521 TSEr 1x0kYSGIDLO_2CH! TGPCPELVODT. FWYALAN] 2Ts 2Nws TxX 14kBbmqF -EheKQKDYBODZEGNKEO 1L 71Dd0T L~ rIVa0obM79_UYQUWpES LTREpC igw_Hr_THIVINBRASP-Yc fuEdKB2Igko6dvINyNI isesSFswnFVionckViVeued
95Hk xLKZ6x03n0_B69gVLURS s 08pK6HC xb6Q0] M1 FHSTXGE iFcwl a0YQ8  tGeUDaDM2eB xDmeQtIOApzBaqn] eGrLoKydeNeD2n7I6R68k_owi1keEHNdN23qVs ZiaumRKXR -dFDU i g2 rUparCqgk3a2 1Adg-UCvuVzRBQ_k 16koYGPNWGSTZuDr 225 JEqHM] -sC_R1qTI7E1z0x4Mij 1DGnD70S VL [VrvY32zNNUwms 1DTezdcBOnNGU - Fxjs TpABSVC_z ful XnnOGiczhM2D
9tUniC Ld0zUADkuGUbOLO P Y2ehUchiECaTgfo-_eVTyvCphyr 21phk3bs PCOJPUbPVCY7GT L2 FL7yGt HIGHKKEFySASS) 207 UATAC YBRLYKERby0qc2A2k s 2 2ncheB 89300V uK CEQDOG-UpE2br pOTZc AvZUcCr3 ymQLTkaZrt854_coXGSA. dnsrYAkc dne S7ILOSPGEXPOFRfy. SKziaDpcd3 fdnf_COEVADONUHfFQUGegLizLabacbCson
aHtDy7d YLz tBAMIEXF3dE: 3onlpaTsL. EPTOQobs rASCth8I_g6om9SSYLbBr -gAelz2CmcCNUE7VEPTEDY 1 iahxxaecgneL hX-knnb_wn_nIiSuPaVapRyjz3RM q628mIYKNBVIV7THKENTW! \_FiinQzvF 12Cdkh-g TLUEQUSTATIC tyo fow, HERRIER-eyJooXA10IKY
1Q1LCJhbGe 105Uz INiTs Ing1dCI6T1FWRzNOZXLhZLE tMUJWUNB2T 1FEWGLYCEOKZyIs ImtpZCT6ILFWRZNOZX ThZ1E tMUIWUNB2T LFGWGLYCESKZyJ9 . eyIhdWQ 0 iT2Nz FhMTA1ZS 1H2EBL TR INTGLOGR] YiLcIpcami0 o 2FkZnMuZ3Ns YWIZLmxvY2FsL2FkZnMiL CIpYXQ10]E20DkwMzMONTCs InSZ iI6MTYA0TAZMzQ INywiZXhul
‘oxN] gSMDMIMDU3LC IhdXRoX3RpbiWU 10E20DkuMzMONTCs InN1Y 116 Tk 11V2FvbDNI ZESTTMISTFh2RE tyTj JMRmQXVWZyMy tRES taDNGYUFac3MOT iwidWSpeXVIX25hbU 10 iJnc Lx YWR 1c2VyMS 12YW1hY2NvdWSeT wic2 kI joily0xL TUEM]E tHTUSOTUYNTE 2MCOyMzk XMDYONZQEMZEYN] AyNzMaN10ZMTAYT iaridXBUT jo 1YWRLc2VyMUBnC2xhYnMubGO; Yvhe 1L CIncmol
CCI6TndzbGF icySsb2NhbFxcRGILYWLUIFVZZXJ2T wiYXBudHLWZST6TkNvbnZpZGVudGLhbCTs InFucGLKIj 01N] cXYTE 3ZWULZTNRNCOOY UL Thk Y2E tMTNKZnR10Tgz0DZNT i LYXV0aG11dGhvZCI6InVybipvYXNpczpuy1l czp6YzpTQU1HO TuMDphYzpbGF2c2Vz01Bhe3N3b3TkUHIVAGY] dGV VHIhbnNwb3I0T i idmVyT] o IMS4wT iwic2MIjoib38 bmlkInG. V2
nt1529¢1U11EyI2G6yS7X_Dovkso_pBNesxicDgGoddvvyRDGAdEf F5aBYceFs 1864MmyETTSeL pueHg 2 fPLPhINDMATE -2vIKhZ2DQuWMT_RORPCXXSch2g5088 18ePY_VHynFWO1h04_k jQ_opRvpQbHKh1IDbmnE71raB] TOFURNY_ML5kSh6 j6bZ5CN3WEno5yarN 160073 rPushFPnI78c 14 IYCSL xfd3adF3 105 tXaT64m4ua0 tLqVeedNFMIESSPeK FF37GPalTeY FV_oCh







image64.png

“671a17ee-e3a4-4b58-8dca-13dfde983861 ",
“https://adfs.gslabs.local/adfs",
“iat": 1695492358,

“nbf": 1695492358,

“exp”: 1695495958,

“auth_time": 1695492358,

“sub”:
“JIN7CMm1Jb41Gov5xZbSb11INFu7ry+MRLFZ1QYSWC4E=",
“unique_name”: "gs\\wael",

“sid": "§-1-5-21-1599525160-239186474-3126627306-
3196,

“upn”: “waelégslabs.local”,

apptype”: “Confidential’, <:|

“appid”: "671a17ee-e3ad-4b58-8dca-13d7de983B6T ",

“authmethod” :
“urn:oasis:names:te:SAHL :
edTransport”,

“ver®: “1.",

“sc”: “openid”

:classes :PasswordProtect
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"aud": "bS329804-a47a-4528-9594-4e522739182",
"iss": "https://adfs.gslabs.local/adfs",
sat': 1697257131,

of": 1697257131,

exp": 1697268731,

auth_tine": 1697257131,

sub

*r+1800NE6DHG/ Fx4SUVSLQUIAUSXSZ YL gvF r2Xeehmo=",
Unigue neme  ‘gs\\wael’
3071 "S-1-5-21-1599525160-239186474-3126027306 -

166",
“upn " "waelegslabs local’,
TroueT T T
“gslabs.local\\Donain Admins*,
gslabs.local\\Domain Users”
gslabs.local\\Schema Admins”,
gslabs.local\\Enterprise Admins”,
‘gsTabs. Local\\Group Policy Creator Owners’,
gslabs. Local\\ESX Admin:

1.
apptype’: "Confidentia:

appid”: "D93298b4-a47a-4526-9594-4e522e739182"
authmethod”
“urn:oasisinames:tciSANLI2.8:ac classes PasswordProtect
edTransport”,
ver': 1er,
"scp": "openid”
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Add Permission | vcsa0t.gsiabsiocal X

Domain gslabs local

User/Group Quadus

Role adu
aduser2
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Crttedy ¥p9auth®

Encoded

eyJBeXA101JKV1QiLCJIhbGC101JSUZIINITsIng
1dCTI6T1FWRZNOZXLhZ1EtHUJWUNB2TTF6WGLYCE
9KZyIsIntpZCI6TLFWRZNOZX1hZ1ELMUIWUNB2T
1F6NGLYCEOKZYJ9. ey hdWQi0iT2NZFhHTA1ZS 1
1M2EBLTRINTGLOGR ] YSOXM2RMZGUSODMANTYiLC
Jpc3Mi0iJodHRwcZoVL2FKZnMUZ3NS YWJzZLmxvY
2FSL2FKZnMiLCJpYXQi0jE20DkuNZMONTCSImS 1
Z1T6MTY40TAZMZQ1NywiZXhwIjoxNjgSMDM3MDU
3LCJhdXRoX3RpbWU10JE20DkwMZNENTCSINNTY4
T6Ik11V2FVbDNIZESITI3TFh2REtyT]JMRMQXV
WZvMy tnREStaDNGYUFac3M9TiwidN5pcXV1X25h
bWU101JncTxCYNR1C2VyMS1ZYWIhY2NvdW58Tiw
1c21KIjoiUy@xLTUtMEtHTUSOTUYNTE2MCRY Mz
KxMDYBNZQtMzEyNj AyNzMwNi0zMTAy TiwidXBul
JO1YWR1c2VyMUBnc2xhYnMubG9 YWwil CInem91
CCI6ImdzbGF icy5sb2NhbFxcRGItYWLUIFVZZXS
2TiwiYXBudH1wZSI6IkNvbmZpZGVudG1hbCIsIm
FwcG1KIjoiNjcxYTESZWUZTNANCBY jUAL ThkY
2EtNTNKZNR10TgZODZmIiwiYXV@zG11dGhvZCI6
InVybjpvYXNpczpuYW11czp@YzpTQUTMOITuMDp
hYzpjbGFzc2Vz01Bhc3N3b3JKUHIVAGYjdGVKVH
JhbnNwb3JOTiwidmVyIjoiMSawTiwic2NwIjoib
3B1bm1kInG.Vznt1529¢1U11EyJzG6yS7X_Devk
so_pBNesxicDgGaddvvyRDGAdBF f5a8YceFs186
4MmyE7TSeLpueHgi2fPLPhJnDMWTtf~
2vJKhZ2DQWHMT _RBRPCXXSch2g508BiBePY_VHy
¥91h84_k jQ_opRvpQbHKh11IDbmn
FuhNV_M15kSh6j6bZ5CN3W8noS5yarN1
9hFPnJ78c14tIYCSLxfd3adF3iQStX8T64m4ual
tLqVeedNFMwESsPeKfF37GPalTeYfV_oCb30THO
KPK97A xeKM8-
rFZBrkvQuImLxAvXdLD4RVZOLRACOECVN:

Decoded
e
¢
yp": "IN,
alg": "RS256

X5t": "QVG3teyagQd-1BVRpVOQZXiXpOJg
Kid": "QVG3teyagQ-1BVRpVOQzXiXpOJg
)

PALORD:

al/adfs

13edNHNB7LXVDKF N2

*7 g

-21-1599525160-239106474-3126027306-

S e gs1abs. 1ocal
ocaT\\Donain Users

ential
sad-58-

ca-130fe98386

ML:2.8:ac classes :PasswordProtect

VERIFY SIGNATURE
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aduser! Properties 7 X

Member OF Diin Envionment Sessions
Remote cortrol Remote Desktop Senvces Profie: com+
General | Address  Account  Profle  Telephones | Organization

User logon name re-Windows 20007
o

Logon Hours. Log On To.
[ Unlock account
‘Account options:

0] User must change password at next logon =

] User cannot change password
Password never expires:

1 Store password using reversile encryption v
Account expires

@ Never

OFEndof: Monday . November 13, 2023

oK Cancel Aoy Help
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DB=# select * from vpx_access;
| principal | roleid | entity_id | flag | surr_key

1| VSPHERE.LOCAL\Administrator | 1| 1] 1] 1
23 | VSPHERE.LOCAL\Administrators | -2077191420 | 2] 3] 2
24 | VSPHERE LOCAL \vCLSAdain | -2077191420 | 2] 3] 3
422 | VSPHERE LOCAL\Administrators | -2077191420 | w1 | 3] 10
423 | VSPICRC . LOCAL \vCLSAdmin | -2077191420 | w01 3] by
424 | VSPHERELOCAL\Administrators | -2077191420 | 102 | 3] 12
425 | VSPHERE LOCAL \vCLsAdatn | -2077191420 | w02 | 3] 1
426 | VSPHERELOCAL\Administrators | -2077191420 | 03| 3] 1
427 | VSPHERE |LOCAL \vCLSAdain | -2077191420 | 1003 | 3| is
1025 | GsLaBS.L0CAL\aduser1-samaccount | =] 11 19

10 rows)
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Base distinguished name for users

Base distinguished name for groups,

Username Administrator@gslabs local

Primary server URL Idaps://gslabs local
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Server application
VCenter_AFDFS - Server applcation

VCenter AFDFS

-Web AP

oK







image73.png

Center AFDFS| Web API Properti
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Corfigure applcation permissions to enable clnt applications to acess this Web AP
Gt applicaton (callr):

Request the emal clam fo the signed n User.
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Request use ofthe OpenlD Connect authorization protocol.
profie related claims forthe signed i user.
Request pemission for the applicaton to access the resour.

New scope.
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Configuration

Identity Provider Local Accounts Login Message
OpenlID Address https://adfs.gslabs.local/adfs/.well-known/openid-configuration

Primary server URL Idaps://gslabs local
v Redirect URIs
Authentication Redirect URI (vCenter Name) https://vcsa0l gslabs local/ui/login/oauth2/authcode

Log-out Redirect URI (vCenter Name) https://vcsa0l gslabs local/ui/login
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Configure Main Identity
Provider

1 Identity Provider
2 ADFS server

3 Users and Groups

Review

@ com.ymware.vcenter.trustmanagement impLinvalidArgumentException: java.io JOEXception: Server returned
HTTP response code: 503 for URL: hitp-/locainost:1080/external-vecs/httpl/acc sts.smals. be/443/aats/ well-
known/openid-configuration

X

Identity Provider Type

v Authentication Info

Identity Provider
Name

Client identifier
Shared secret

OpeniD Address

v Users and Groups

Base distinguished
name for users

Base distinguished
name for groups

Username
Primary server URL

Secondary server URL

Microsoft ADFS

Microsoft ADFS

27c1938a-d953-4a75-a3fc-2989d767551d

k6ch ZNKuw aEjBDDZ. 35Tvn Jp_okol_aPLSEkr

https://acc. s . 2/acts/ well-known/openid-configuration

OU=zusers OU=smals DC=g  ud,DC=dom

OU=groups OU=smals DC=_ * ud.DC=dom
smr 8¢ . iddom

iaap laservices.g abe nbe:389
iaap:// Dservicess Jdl  mbe389

CANCEL BACK
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Collecting logs

Compone

HSC Client Ul

ADFS Provider

Foreign Trust
Provider

VcldentityProviders
API

Foreign Security
Principals API

Token Exchange
Service

Log File(s) *

(In varfloglvmware/vsphere-
uillogs/): vsphere_client_virgo.log
and apigw.log

ssoAdminServerlog
vmware-identity-sts.log
tokenservice.log
vmware-identity-sts-defauit.log

(Same as ADFS Provider)

Ivarfloglvmware/trustmanagement
Itrustmanagement-svcs.log

Ivar/loglvmware/trustmanagement
Mtrustmanagement-svcs.log

tokenservice.log

Potential Issues

Can't connect to ADFS server due to no matching CA in JRE truststore

OAuth protocol error, such as incorrect client ID/secret or invalid state parameter
LDAP connection failure when searching users and groups in AuthZ config

Can't connect to AD server when searching users and groups in AuthZ config

Failure contacting VcldentityProviders APl or VMDIR for AD/ADFS metadata
Can't connect to ADFS server for OAuth username/password login via CLI/SDK

Failure contacting Foreign Security Principals AP to get JIT data

Failure communicating with ADFS discovery endpoint, possibly due to no matching CA in JRE
truststore, or ADFS discovery endpoint did not include all expected data

Validation failed for input LDAP info: invalid DN formats, invalid or expired certs, etc

Failure communicating with local VMDIR LDAP

Failure communicating with local VMDIR LDAP

Failure contacting VeldentityProviders API or Foreign Security Principals AP
Can't contact ADFS discovery endpoint or JWKS URI to get JSON Web Key Set info
Failed to verify ADFS JWT token signature with JWKS info

Saved issuer data in VldentityProviders API does not match issuer in ADFS JWT token

«+ Validation failed for ADFS JWT token issue time, expiration time, or “not before” time

Field names in ADFS JWT token don't match what's expected (i.e. “groups_claim” and
“upn_claim” in the VcidentityProviders API for example)
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