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provider "nsxt" { 
    username = "admin" 
    password = "password" 
    allow_unverified_ssl = true 
    host = "<YOUR_NSXMANAGER_FQDN_OR_IP_HERE>" 
} 
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providers.tf

main.tf

terraform { 
  required_providers { 
    nsxt = { 
      source = "vmware/nsxt" 
    } 
  } 

required_providers

resource "nsxt_policy_group" "windows" { 
  display_name = "Windows" 
  description = "Group created by Terraform" 
} 

nsxt_policy_group

display_name description

terraform init  

Initializing the backend... 
Initializing provider plugins... 
- Finding latest version of vmware/nsxt... 
- Installing vmware/nsxt v3.8.0... 
- Installed vmware/nsxt v3.8.0 (signed by a HashiCorp partner, key ID ED13BE650293896B) 
Partner and community providers are signed by their developers. 
If you'd like to know more about provider signing, you can read about it here: 
https://www.terraform.io/docs/cli/plugins/signing.html 
Terraform has created a lock file .terraform.lock.hcl to record the provider   
selections it made above. Include this file in your version control repository 
so that Terraform can guarantee to make the same selections by default when    

https://developer.hashicorp.com/terraform?product_intent=terraform
https://registry.terraform.io/providers/vmware/nsxt/latest/docs/resources/policy_group
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you run "terraform init" in the future. 
Terraform has been successfully initialized! 
 
You may now begin working with Terraform. Try running "terraform plan" to see  
any changes that are required for your infrastructure. All Terraform commands  
should now work. 
 
If you ever set or change modules or backend configuration for Terraform, 
rerun this command to reinitialize your working directory. If you forget, other 
commands will detect it and remind you to do so if necessary. 

plan

terraform plan 

Terraform used the selected providers to generate the following execution plan. Resource actions are 
indicated with the following symbols: 
  + create 
 
Terraform will perform the following actions: 
 
  # nsxt_policy_group.windows will be created 
  + resource "nsxt_policy_group" "windows" { 
      + description  = "Group created by Terraform" 
      + display_name = "Windows" 
      + domain       = "default" 
      + id           = (known after apply) 
      + nsx_id       = (known after apply) 
      + path         = (known after apply) 
      + revision     = (known after apply) 
    } 
 
Plan: 1 to add, 0 to change, 0 to destroy. 
 
───────────────────────────────────────────────────────────────────────────────────────────────────────────
─────────────────────────────────────────────────────────────────────────  
 
Note: You didn't use the -out option to save this plan, so Terraform can't guarantee to take exactly these 
actions if you run "terraform apply" now. 

apply

terraform apply 

<--output--> 
Terraform used the selected providers to generate the following execution plan. Resource actions are 
indicated with the following symbols: 
  + create 
 
Terraform will perform the following actions: 
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  # nsxt_policy_group.windows will be created 
  + resource "nsxt_policy_group" "windows" { 
      + description  = "Group created by Terraform" 
      + display_name = "Windows" 
      + domain       = "default" 
      + id           = (known after apply) 
      + nsx_id       = (known after apply) 
      + path         = (known after apply) 
      + revision     = (known after apply) 
    } 
 
Plan: 1 to add, 0 to change, 0 to destroy. 
 
Do you want to perform these actions? 
  Terraform will perform the actions described above. 
  Only 'yes' will be accepted to approve. 
 
  Enter a value: yes 
 
nsxt_policy_group.windows: Creating... 
nsxt_policy_group.windows: Creation complete after 1s [id=871962d3-a71a-4a6f-9b2d-b219391c730e] 
 
Apply complete! Resources: 1 added, 0 changed, 0 destroyed. 

terraform state list 

<--output--> 
nsxt_policy_group.windows 

terraform state show <object> 

terraform state show nsxt_policy_group.windows 

<--output--> 
# nsxt_policy_group.windows: 
resource "nsxt_policy_group" "windows" { 
    description  = "Group created by Terraform" 
    display_name = "Windows" 
    domain       = "default" 
    id           = "871962d3-a71a-4a6f-9b2d-b219391c730e" 
    nsx_id       = "871962d3-a71a-4a6f-9b2d-b219391c730e" 
    path         = "/infra/domains/default/groups/871962d3-a71a-4a6f-9b2d-b219391c730e" 
    revision     = 0 
} 

display_name

resource "nsxt_policy_group" "windows" { 
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  display_name = "Windows TF" 
  description = "Group created by Terraform" 
} 

plan

terraform plan 

<--output--> 
nsxt_policy_group.windows: Refreshing state... [id=871962d3-a71a-4a6f-9b2d-b219391c730e] 
 
Terraform used the selected providers to generate the following execution plan. Resource actions are 
indicated with the following symbols: 
  ~ update in-place 
 
Terraform will perform the following actions: 
 
  # nsxt_policy_group.windows will be updated in-place 
  ~ resource "nsxt_policy_group" "windows" { 
      ~ display_name = "Windows" -> "Windows TF" 
        id           = "871962d3-a71a-4a6f-9b2d-b219391c730e" 
        # (5 unchanged attributes hidden) 
    } 
 
Plan: 0 to add, 1 to change, 0 to destroy. 
 
terraform apply 

<--output--> 
nsxt_policy_group.windows: Refreshing state... [id=871962d3-a71a-4a6f-9b2d-b219391c730e] 
 
Terraform used the selected providers to generate the following execution plan. Resource actions are 
indicated with the following symbols: 
  ~ update in-place 
 
Terraform will perform the following actions: 
 
  # nsxt_policy_group.windows will be updated in-place 
  ~ resource "nsxt_policy_group" "windows" { 
      ~ display_name = "Windows" -> "Windows TF" 
        id           = "871962d3-a71a-4a6f-9b2d-b219391c730e" 
        # (5 unchanged attributes hidden) 
    } 
 
Plan: 0 to add, 1 to change, 0 to destroy. 
 
Do you want to perform these actions? 
  Terraform will perform the actions described above. 
  Only 'yes' will be accepted to approve. 
 
  Enter a value: yes 
 
nsxt_policy_group.windows: Modifying... [id=871962d3-a71a-4a6f-9b2d-b219391c730e] 
nsxt_policy_group.windows: Modifications complete after 0s [id=871962d3-a71a-4a6f-9b2d-b219391c730e] 
 
Apply complete! Resources: 0 added, 1 changed, 0 destroyed. 

display_name
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terraform destroy 

<--output--> 
nsxt_policy_group.windows: Refreshing state... [id=871962d3-a71a-4a6f-9b2d-b219391c730e] 
 
Terraform used the selected providers to generate the following execution plan. Resource actions are 
indicated with the following symbols: 
  - destroy 
 
Terraform will perform the following actions: 
 
  # nsxt_policy_group.windows will be destroyed 
  - resource "nsxt_policy_group" "windows" { 
      - description  = "Group created by Terraform" -> null 
      - display_name = "Windows TF" -> null 
      - domain       = "default" -> null 
      - id           = "871962d3-a71a-4a6f-9b2d-b219391c730e" -> null 
      - nsx_id       = "871962d3-a71a-4a6f-9b2d-b219391c730e" -> null 
      - path         = "/infra/domains/default/groups/871962d3-a71a-4a6f-9b2d-b219391c730e" -> null 
      - revision     = 1 -> null 
    } 
 
Plan: 0 to add, 0 to change, 1 to destroy. 
 
Do you really want to destroy all resources? 
  Terraform will destroy all your managed infrastructure, as shown above. 
  There is no undo. Only 'yes' will be accepted to confirm. 
 
  Enter a value: yes 
 
nsxt_policy_group.windows: Destroying... [id=871962d3-a71a-4a6f-9b2d-b219391c730e] 
nsxt_policy_group.windows: Destruction complete after 0s 
 
Destroy complete! Resources: 1 destroyed. 

terraform state list 

main.tf

resource "nsxt_policy_group" "windows" { 
  display_name = "Windows" 
  description = "Group created by Terraform" 
} 
 
resource "nsxt_policy_group" "active_directory" { 
  display_name = "AD Servers" 
  description = "All AD Servers" 
} 
 
resource "nsxt_policy_security_policy" "adpolicy" { 
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  display_name = "AD Policy" 
  description = "Rules for AD Servers" 
  category = "Application" 
 
  rule { 
    display_name = "Windows AD Rule" 
    action = "ALLOW" 
    source_groups = [ 
        nsxt_policy_group.windows.path 
    ] 
    destination_groups = [ 
        nsxt_policy_group.active_directory.path 
    ] 
    services = [  
        "/infra/services/SSH" 
    ] 
    logged = true 
    scope = [  
        nsxt_policy_group.windows.path, 
        nsxt_policy_group.active_directory.path 
     ] 
  } 
} 

nsxt_policy_group windows active_directory

path

  

plan apply

terraform plan 

<--output--> 
Terraform used the selected providers to generate the following execution plan. Resource actions are 
indicated with the following symbols: 
  + create 
 
Terraform will perform the following actions: 
 
  # nsxt_policy_group.active_directory will be created 
  + resource "nsxt_policy_group" "active_directory" { 
      + description  = "All AD Servers" 
      + display_name = "AD Servers" 
      + domain       = "default" 
      + id           = (known after apply) 
      + nsx_id       = (known after apply) 
      + path         = (known after apply) 
      + revision     = (known after apply) 
    } 
 
  # nsxt_policy_group.windows will be created 
  + resource "nsxt_policy_group" "windows" { 
      + description  = "Group created by Terraform" 



® ™

      + display_name = "Windows" 
      + domain       = "default" 
      + id           = (known after apply) 
      + nsx_id       = (known after apply) 
      + path         = (known after apply) 
      + revision     = (known after apply) 
    } 
  # nsxt_policy_security_policy.adpolicy will be created 
  + resource "nsxt_policy_security_policy" "adpolicy" { 
      + category        = "Application" 
      + description     = "Rules for AD Servers" 
      + display_name    = "AD Policy" 
      + domain          = "default" 
      + id              = (known after apply) 
      + locked          = false 
      + nsx_id          = (known after apply) 
      + path            = (known after apply) 
      + revision        = (known after apply) 
      + sequence_number = 0 
      + stateful        = true 
      + tcp_strict      = (known after apply) 
 
      + rule { 
          + action                = "ALLOW" 
          + destination_groups    = (known after apply) 
          + destinations_excluded = false 
          + direction             = "IN_OUT" 
          + disabled              = false 
          + display_name          = "Windows AD Rule" 
          + ip_version            = "IPV4_IPV6" 
          + logged                = true 
          + nsx_id                = (known after apply) 
          + path                  = (known after apply) 
          + revision              = (known after apply) 
          + rule_id               = (known after apply) 
          + scope                 = (known after apply) 
          + sequence_number       = (known after apply) 
          + services              = [ 
              + "/infra/services/SSH", 
            ] 
          + source_groups         = (known after apply) 
          + sources_excluded      = false 
        } 
    } 
 
Plan: 3 to add, 0 to change, 0 to destroy. 

terraform apply 

<--output--> 
Terraform used the selected providers to generate the following execution plan. Resource actions are 
indicated with the following symbols: 
  + create 
 
Terraform will perform the following actions: 
 
  # nsxt_policy_group.active_directory will be created 
  + resource "nsxt_policy_group" "active_directory" {  
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      + description  = "All AD Servers" 
      + display_name = "AD Servers" 
      + domain       = "default" 
      + id           = (known after apply) 
      + nsx_id       = (known after apply) 
      + path         = (known after apply) 
      + revision     = (known after apply) 
    } 
 
  # nsxt_policy_group.windows will be created 
  + resource "nsxt_policy_group" "windows" { 
      + description  = "Group created by Terraform" 
      + display_name = "Windows" 
      + domain       = "default" 
      + id           = (known after apply) 
      + nsx_id       = (known after apply) 
      + path         = (known after apply) 
      + revision     = (known after apply) 
    } 
 
  # nsxt_policy_security_policy.adpolicy will be created 
  + resource "nsxt_policy_security_policy" "adpolicy" { 
      + category        = "Application" 
      + description     = "Rules for AD Servers" 
      + display_name    = "AD Policy" 
      + domain          = "default" 
      + id              = (known after apply) 
      + locked          = false 
      + nsx_id          = (known after apply) 
      + path            = (known after apply) 
      + revision        = (known after apply) 
      + sequence_number = 0 
      + stateful        = true 
      + tcp_strict      = (known after apply) 
 
      + rule { 
          + action                = "ALLOW" 
          + destination_groups    = (known after apply) 
          + destinations_excluded = false 
          + direction             = "IN_OUT" 
          + disabled              = false 
          + display_name          = "Windows AD Rule" 
          + ip_version            = "IPV4_IPV6" 
          + logged                = true 
          + nsx_id                = (known after apply) 
          + path                  = (known after apply) 
          + revision              = (known after apply) 
          + rule_id               = (known after apply) 
          + scope                 = (known after apply) 
          + sequence_number       = (known after apply) 
          + services              = [ 
              + "/infra/services/SSH", 
            ] 
          + source_groups         = (known after apply) 
          + sources_excluded      = false 
        } 
    } 
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Plan: 3 to add, 0 to change, 0 to destroy. 
 
Do you want to perform these actions? 
  Terraform will perform the actions described above. 
  Only 'yes' will be accepted to approve. 
 
  Enter a value: yes 
nsxt_policy_group.active_directory: Creating... 
nsxt_policy_group.windows: Creating... 
nsxt_policy_group.windows: Creation complete after 0s [id=c9a0c4e1-4611-4ab6-8f0a-d7e0e40454b5] 
nsxt_policy_group.active_directory: Creation complete after 0s [id=0af10c63-8675-4ff2-8715-ae31bb1bee8d] 
nsxt_policy_security_policy.adpolicy: Creating... 
nsxt_policy_security_policy.adpolicy: Creation complete after 1s [id=476f42a8-2058-48b1-a748-323dabae916e] 
 
Apply complete! Resources: 3 added, 0 changed, 0 destroyed. 
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