At a glance

Simplify and accelerate adoption of a full-
stack VMware Cloud Foundation® (VCF)

for a sovereign cloud platform.

Key benefits
¢ Rapidly deploy a new sovereign cloud

platform based on the VCF full stack
e Enhance security through hardening

e Establish a security platform to protect

apps and private cloud infrastructure
e Establish an initial service catalog

e Adopt operating model based on plan

grounded in sovereign cloud principles
e Reduce risk and complexity

¢ Minimized disruption to existing

operations

e Free up IT staff to work on business-

critical tasks
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Build a Sovereign Cloud

VCF Professional Services

Embarking on the journey to build a sovereign cloud platform presents challenges.
Organizations building a sovereign cloud require the highest levels of data
protection, data independence, and jurisdiction control. A VMware Cloud
Foundation sovereign cloud infrastructure can help ensure seamless scalability

without compromising security.

A full-stack solution can be complex and include deployment and configuration of
compute, storage, and networking sovereign cloud infrastructure as well as
integration with your existing environment. A tightly integrated sovereign cloud
platform provides the flexibility to scale and supports current and future cloud

capabilities. Our VMware Pro Cloud Service™ to Build a Sovereign Cloud can help.

Service overview

VCF Professional Services can help you build a sovereign cloud platform based on the VCF full
stack. Delivered by VMware technology experts, with required security clearances who are
located in the customer’s country. We leverage VMware reference architectures to provide a
prescriptive approach to define and deliver an integrated solution for your technology

environment.

Stand up a new environment

To stand up your sovereign cloud environment, we start by understanding your specific use
cases for the platform. Based on your use cases, we will review architecture design choices
and provide a comprehensive list of pre-requisites that are required for the deploying the
solution while adhering to the sovereign key principles. We also deploy and integrate your

new virtual compute, network, storage, automation and operations platform.



Build a Sovereign Cloud

Secure the environment
Learn more

Our experts can help reduce your system’s vulnerability to attacks by implementing security
Visit vmware.com/services

standards such as ENISA and ISO 27001 for your sovereign cloud compute, storage, and
network components and for your automated installation and configuration tools. Our
experts establish a prescriptive security platform to protect apps and private cloud

infrastructure against Al-driven threats across regulated and non-regulated environments.

To help ensure robust defense, we secure the VCF management domain, apply zero-trust
microsegmentation across shared infrastructure services and activate automated virtual

patching policies.

Establish a service catalog
To enable immediate value, we design and configure a self-service catalog, enabling
automated provisioning. This allows you to shift from a manual ticket-based model to a true

cloud experience out of the gate.

Develop a sovereign cloud operating model plan

Once your sovereign cloud environment is in place, you need to be able to operate and
manage it at scale. To do that, we develop a tailored implementation and adoption plan for a
cloud operating model based on sovereign cloud principles. We help define new roles and
skills for your data center services team. We assess your current skills and recommend
learning paths to close gaps. We identify capabilities to increase visibility into your new
environment such as metrics and monitoring, dashboards, and centralized logging. We
recommend processes to help simplify and speed operations including capacity and
performance management. We advise on platform lifecycle management and upgrade

processes.

Benefits

VCF Professional Services has the experience, best practices, and proven methodologies to
make your sovereign cloud journey smooth and effective. Our broad expertise and deep
knowledge of VMware technology can help reduce risk and complexity. Our standardized,
repeatable, and prescriptive approach helps ensure consistency and reliability. From
deploying and securing your cloud environment to developing a plan for operations and
management, we can help you build a well-architected foundation to support your current

and future IT service delivery needs.
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