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VMware Tools and VM Compatibility Upgrade
Walkthrough: Updating Tools in a vSphere Environment

A VMware Tools is outdated on this virtual machine.

For keeping VMware Tools up to date, there are six different approaches that vSphere administrators can use to accommodate
nearly any workflow required for flexible datacenter operations. These different techniques allow optimizing either for automation
and standardization or for separation of responsibilities. A previous article provides an overview of the three types of VM Tools.

VMware Tools Status is Relative to Underlying Host

Each ESXi host has a storage location for VM Tools installers, which is a configurable option and visibly referenced by the
/productLocker symlink. The target can be either local to each host or point to a centralized repository of VM Tools on a shared
datastore. For more information about setting up a shared Tools repository, see this earlier post or KB 2004018.

productlLocker —

The VM Tools status for any given VM is always in the context of the underlying host. As demonstrated below, two different
versions of Tools are considered “Current” because the underlying hosts are not identical.

[2 TMDG | Actions ~

Summary Monitor Manage | Related Objects |

[4 Top Level Objects | Clusters | Hosts | Virtual Machines | VM Tem

) e | = 3 5 | &k Actions ~

Name 1 4| VMware Toots Varsio... | VM2 T%% | nug Mame
i prod-e-10 9541 (Current) Running prod-e-10
5'[3 prod-e-11 8541 (Current) Running prod-e-11
5'5 prod-e-12 8541 (Current) Running prod-e-12
5'[3 prod-e-13 9541 (Current) Running prod-e-13
ED prod-e-14 8541 (Current) Running prod-e-14
5'[3 prod-e-15 8541 (Current) Running prod-e-15
5'5 prod-e-16 10245 (Current) Running prod-e-16
5'[3 prod-e-17 9541 (Current) Running prod-e-17
ED prod-e-18 10245 {Current) Running prod-e-18
5'[3 prod-e-19 8541 (Current) Running prod-e-19
5'5 prod-e-20 10245 (Current) Running prod-e-20

In vSphere 6.5, the version of VM Tools running on each guest is compared to the version associated with the underlying ESXi host
on a periodic schedule. In vSphere 6.0 and prior this check is performed when certain virtual machine events occur, such as
power-on or vMotion,. If the host has a newer version, the VM is considered out of date.

Note that there is no mechanism for VMs running on vSphere to contact the mother ship and learn about new versions of VM Tools
- only the VM-to-host relationship is relevant. This explains why a VM may suddenly complain about having outdated VM Tools
after migrating from one host to another - it is because the destination host has a more recent version in the product locker.
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VM-01

Tools 9.10

/productLocker =2 VM Tools /productLocker = VM Tools
ISO 9.10 ISO 10.0

VM Tools Type Determines Update Choices

A previous article explains why there are three types of VM Tools: the familiar Tools ISOs for all supported operating systems, plus
two additional offerings in the form of binary packages for Linux. There are several ways to initiate VM Tools updates from vSphere
or from within a guest. The following applies only to Windows and Linux guests using VM Tools ISOs except where noted. The VM
Tools Linux packages - OVT and OSP - are not managed via vSphere, so they can only be installed and updated from within each
guest OS using native package management tools.

Six Ways to Keep VM Tools Updated
1. Automatic update on VM boot

The easiest way to keep VM Tools up to date is to check a box and forget about managing this element of infrastructure. Upon VM
reboot, such as after installing guest OS patches, the VM Tools status will be checked and updated when necessary. In many
cases, this will result in one additional reboot after the VM Tools installation completes.

Tools Upgrades [+] Check and upgrade WMware Tools before each power on

This approach may be viable for less-critical workloads, such as labs or test/dev environments. Imagine a scenario where VMs are
rebooting unexpectedly due to a widespread infrastructure outage. After scrambling to get applications back online, administrators
could find themselves facing unanticipated subsequent reboots if a VM Tools update happened to be available. This is an edge
case, but one to keep in mind.

2. Initiate update to one or more VMs through the vSphere Ul

In the vSphere Web Client, when a VM indicates that VM Tools are outdated, the adjacent button can be used to automatically
initiate an update. This can be done interactively or in a completely hands-off fashion. In the latter case, administrators also have
the option of suppressing any potential reboots on Windows VMs - this is a good option that enables coordination of reboots
required after routine guest OS patching.

Important note for guests other than Windows and Linux: Solaris, FreeBSD, and Mac OS - VM Tools can only be updated using the
manual interactive method. Currently, there is no automatic Tools update for these guests.

Going a step further, it is also possible to select multiple VMs in the Web Client Ul and initiate a VM Tools update on all of them at
once.
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&) Install/Upgrade VMware Tools

Wiiware Tools includes drivers to improve graphics, mouse, netwarking, and storage
for WMware virtual devices.

Upgrade VMware Tools on 11 of 11 virtual machines
() Interactive Upgrade

The disk image with WiMware Tools will be mounted onto the virtual CO/OVD drive.
The guest OS5 of the virtual machine must be running.

Then, go to the console to run the VMware Tools Upgrade wizard from the virtual
CovovD.

(=) Automatic Upgrade

Viware Tools will be upgraded without interacting with the guest OS. If required,
the guest O3S will be automatically rebooted. You can adjust the behavior using
Advanced Options.

Advanced Options: |13 A"fgn REEDOT=R"|

Click Cantinue to proceed with these changes, or Cancel to make no changes.

Caontinue Cancel

3. VMware Update Manager: immediate, scheduled, or on boot

VMware Update Manager (VUM) has two very different roles to play when it comes to updating VM Tools. The first one fetches
updated VM Tools ISOs in the form of the ‘tools-light’ VIB that is offered when needed in the normal ESXi patch stream. This patch
is then pushed out to all managed hosts, in accordance to the baselines established by administrators. Once this occurs, individual
VMs will begin to detect that a new version of VM Tools is available and ready for update.

[J] cluster3 - Stage Patches

+" 1 Baselines Patches and extensions

Select patches and extensions that you want to be staged.
+w 2 Hosts

Sad el J All | (3) Selected Objects

4 Ready to complete

Patch Mame #Hoste  Product
E] Updates tools-light & 5 embeddedE

The second role VUM has in managing VM Tools is to trigger updates for individual VMs in accordance to baselines. Keep in mind
that VUM does this work by leveraging the vSphere methods described in the two previous sections. In one mode, VUM can be
used to make various configuration changes to multiple VMs so that a Tools update is checked and performed as necessary on
each guest reboot, just like an administrator can do using the technique shown in #1 above. The advantage of using VUM is that
many VMs can be configured or un-configured for this option at once.

4 ToolTime - Edit VMware Tools upgrade settings 7)) »

(1] To enable automatic upgrades of VMware Tools on power cycle Tor a virtual machine, select the check box next to the machine's name. When the
setting is selected, Update Manager performs a check on each power cycle and, if necessary, upgrades VYMware Tools on the machine.

(@ Filter -
Mamea Type
¥ (G prod-e-10 Virtual Machine -
¥ (G prod-e-11 Virtual Machine
[ [5e prod-e-12 Virtual Machine
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The other mode VUM uses is to trigger a VM Tools update either immediately or at a scheduled time, just as an administrator can
do manually as described in #2 above. One added benefit of using VUM to initiate these updates in this way is the ability to also
remediate powered-off or suspended VMs, subsequently returning them to their initial state after update.

4. In-guest update - delegating control to app owners

Windows Server 2012 R2 Datacenter

VMware Tools canhepdated.
I
eI

For scenarios where application owners demand tight control over activities that occur in the guest OS, there is an option to allow
in-guest updates of VM Tools. A tray icon in Windows will indicate that an update is available, and the VM Tools configuration
dialog box will permit interactive initiation of an update at a convenient time.

For equivalent functionality from a command-line utility, vmware-toolbox-cmd is offered for Linux as well as Windows guests. Keep
in mind that for Linux this is only for the VM Tools I1SOs, since OVT and OSP use a different process, as described in #6 below.

5. Mass updates through PowerCLI automation

For very large environments or for those that have established more mature operational processes, PowerCLI provides a powerful
option for updating VM Tools. This approach can target particular groups of VMs in many convenient ways, such as by cluster, by
guest OS version, tags, VM state, or other vSphere attributes.

-1 VMware vSphere PowerCLI 6.0 Release 2 \;‘E

Get-VM prod-* | Where-Object {$ .ExtensionData.Guest.ToolsVersionStatus
.PowerState T | Get-VMGuest | Where-Object { .GuestFamily

Update-Tools

6. Native Linux package management processes

By nature of their design, Linux guests running OSPs or OVTs update VM Tools as part of a broader patching and updating
workflow used for other components. This allows administrators to leverage existing Linux package managers or broader patch
management and monitoring solutions without the need to coordinate with vSphere administrators.

# yum update open-vm-tools
7. BONUS: VM Tools Upgrade Method (pardon the pun)

For advanced use cases where vSphere APIs are being used for deeper integration with other processes, consider
the UpgradeTools_Task for programmatic upgrades of VM Tools.

Summary

With these flexible means of updating VM Tools, there is a suitable approach for any VMware datacenter, whether the requirement
is centralized control, automation, delegation to app owners, or integration with existing patch management processes.
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Walkthrough: Upgrading VM Tools using vSphere Update Manager

Q.
Upgrading VM Tools

Using vSphere Update Manager

This product walkthrough will cover the steps to upgrade VM Tools using vSphere Update Manager

re Client Menu s

ﬁ Home

shortedts

Inventories

Heets and Clusters

WMs and Templates D;Q E i S:j. @ D E-IG

] Storage
o . Hests and Wz and Storage Metweorking Centent Glokal Linked
& Metworking Clusters Templates Libraries Irventory Lists Demains
Cenitent Libraries
[Fh Global Invertory Lists
Monitoring

[2 Policies and Profiles

Aute Deploy @ @ ﬁi i Q_ /\

<|» Developer Center
. Task Console Event Conscle L WM Storage Hest Profiles Update
wRealize Cperations Custemization Pclicies Manager
Specifications

# Administration
Update Manager . .
Administration

@ Tasks

Og Events "

Licensing
Tags & Custom Attributes

>

Recent Tasks Alarms

Before we begin the upgrade of VM Tools, lets navigate to the Update Manager Settings for VMs.
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vm vSphere Client MERU () searen in all ervircrments v Administralor@VSPHERE LGCAL v
G} Heme
Shercuts Update Manager

Home Maonitor Baselines Updates ESXiimages Settings

Heets and Clusters

WMs and Templates
| storage - Administration Settings Default Settings for VM Rollback EDIT
& Metworking Patch Downloads
Content Libraries Patch setup Take snapshot of YMs e
[& Global Irvertory Lists Recall Motifications R EREREHE A

MNetwork Connectivity
[2 Policies and Profiles o .
+ Remediation Settings

Aute Deploy Hosts

<|> Developer Center
" VMs

wRealize Cperations

g Administration

Update Manager

ﬁ Tasks
Og Events

Tags & Custom Attributes

Recent Tasks Alarms A

On the current screen you can set the default settings for VM Rollback. This includes whether or not a snapshot should be taken of
the VM and the time to retain the snapshot. Let's navigate to VMs and Templates view to begin our VM Tools Upgrade

vm vSphere Client Menu s () searen in all ervircrments Administrator@ySPHERE LOCAL

g2 2 ) Servers | acrions~
v [ vesavmware.demo summary Monitor Configure Permissions VMs Updates
v Datacenter
e Virtual Machines: 4 D CPR USAGE
B o 43 MHz
& WMO2 II I m MEMCRY LUSAGE
E‘S W3 1.98 GB
[ vMO4 = STORAGE USAGE
9 a786GB
Custom Attributes ~ Tags ~
Attribute Value Assigned Tag Category Description
3 3
Mo items to display Mo items to display

Edit Assign

»

Recent Tasks Alarms

Select the VM Folder or VM Object you wish to update and select the Updates Tab.
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vm

vSphere Client

Menu s Search in all ervircnments

=] ) [ Servers | ACTions~
[ vesa vmware. deme summary Monitor Configure Permissions VMs Updates

v Datacenter

v [] Servers

G wmot
5 Moz Whware Toals
B wMO3 WM Hardware
[ wmo4

UPDATE MANAGER HOME

Recent Tasks Alarms

QO of 4 WMs are up to date

CHECK STATUS

UPGRADE TO MATCH HOST

] wm v Host v

[ wmo4 hest2 vrware.demeo

[ wmoz hestd wmware demo

[ wmos host2 vmware.demo

[ hest3vmware.demeo
EXPORT

If the status is unknown or not current, click on check status to get the latest versions of tools

vim

vSphere Client

Menu s earch in all envircnments

=2 Q9 01 Servers | acTions
[ vesavmware.demec summary Monitor Configure

v Datacenter

v [ servers

R o
WMoz Wiiware Tools
5 wMo3 WM Hardware
BB wod

UPDATE MANAGER HOME

Recent Tasks Alarms

Permissions VMs Updates

O of 4 WMs are up to date
CHECK STATUS

(checked just now)

UPGRADE TO MATCH HOST

] wm v Host T

[ wmo4 hest2 wmware demo

[ wmoz hestd vmware.demeo

[ wmos hest2 vrware.demeo

I:I MO hest3vmware demo
EXPORT

Administrator

Administrat FSPHERE.LOCAL »

(checked 44 seconds ago)

Tools Status T

Upgrade Availakle o

Guest Managed ot
Mot Installed off
Guest Managed off

fSPHERE.LGCAL v

Tools Status T Aute Update
Upgrade Available ot
Guest Managed Off
Mot Installed Cff
Guest Managed Cff

VMO04 currently has an upgrade available, so we will select it to perform our upgrade. If tools are not installed or are guest

managed they cannot be upgraded through Update Manager
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vm  vSphere Client Menu s () ~ Administrat

S| ) [ Servers | AcTions
[ vesa vmware. deme summary Monitor Configure Permissions VMs Updates

v Datacenter

v [] Servers

g::z; e O of 4 YMs are up to date
G vMO3 WM Hardware
B vMo4 CHECK STATUS (checked 10 seconds ago)
UPDATE MAMAGER HOME
UPGRADE TO MATCH HOST SET AUTO UPDATE ~

|:| VM T Hest T Tools Status T Auto Update v

WO hest2 vmware.demec Upgrade Availakle o

[ wmoz hostd vrware.demeo Guest Managed ot

|:I VMO3 hest2 vmware.demc Mot Installed off

|:| WA heost3 vmware.demc Guest Managed off

EXPORT 4 s
Recent Tasks Alarms A

To perform our upgrade we will chose "Upgrade to Match Host"

Upgrade VMware Tools to Match Host | Servers

Upgrading a virtual machine might reguire that it is powered on, powered off, or rebooted multiple
times. vSphere Update Manager will only upgrade 5 virtual machines per host at one time.

1M will upgrade

Whiware does not recommend using Update Manager to upgrade Vhiware Tools on virtual appliances
(WAs). Consider de-selecting any W.As in the following table

VM Hest Taools Status Aute Update

hest2 vmware.dema Upgrade Available G

hestd vmware.demc Guest Managed

hest2 vmware.demo Mot Installed

CANCEL

On the following screen will be a summary of changes being done. We see that 1 VM will be upgraded and that is VMO04.
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vm

vSphere Client

Menu s earch in all ervircnments

g8 2 ) Servers | acrions~
[ vesa vmware. deme summary Monitor Configure Permissions VMs Updates
v Datacenter
v [] Servers
G wmot
Tof 4 VMs are up to date
5 Moz Wiiware Tools P
B wMO3 WM Hardware
B wMo4d CHECK STATUS (checked 2 minutes ago)
UPDATE MAMAGER HOME
UPGRADE TO MATCH HOST SET AUTO UPDATE ~
] wm v Hest v Teols Status v
W04 hest2 vmware.demec Up to Date
| | wWMOZ hostd vmware.demec Guest Managed
[ wmos hostzvmware.deme MNet Installed
Recent Tasks Alarms
Task Name ~ Target 4 Status ~  Details ~  Initiater ~  Queued For ~  Start Time | ~  Completion Time
09/25/2019, 09252019, 1:05:09
Remediate entity [T vsan " Completed Adrministratog@iy's 21me
125649 PM FM
09/25/2019 11:34 09/25/2019, 11562
Scan entity @ VSAN v Completed comymwareveanh... 14 me

FM
Initlated Whkware

— 06/25/2019, 1:09:52
https:ffecsasmare. dermo/uid

During the upgrade process the VM Tools will be updated and the VM will be rebooted if required.

To learn more visit blogs.vmware.com/vsphere
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Walkthrough: Upgrading VM Compatibility using vSphere Update Manager

Q.
Upgrading VM Compatibility

Using vSphere Update Manager

This product walkthrough will cover the steps to upgrade VM Compatibility using vSphere Update Manager

re Client Menu s

ﬁ Home

shortedts

Inventories

Heets and Clusters

WMs and Templates D;Q E i S:j. @ D E-IG

] Storage
o . Hests and Wz and Storage Metweorking Centent Glokal Linked
& Metworking Clusters Templates Libraries Irventory Lists Demains
Cenitent Libraries
[Fh Global Invertory Lists
Monitoring

[2 Policies and Profiles

Aute Deploy @ @ ﬁi i Q_ /\

<|» Developer Center
. Task Console Event Conscle L WM Storage Hest Profiles Update
wRealize Cperations Custemization Pclicies Manager
Specifications

# Administration
Update Manager . .
Administration

@ Tasks

Og Events "

Licensing
Tags & Custom Attributes

>

Recent Tasks Alarms

Before we begin the upgrade of VM Compatibility, lets navigate to the Update Manager Settings for VMs
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Menu s Search in all ervircnments Administrat fSPHERE LOCAL w

vm  vSphere Client

a} Home
Shortouts

Update Manager

Home Maonitor Baselines Updates ESXiimages Settings

Heets and Clusters

WMs and Templates
Default Settings for VM Rollback

EDIT

< Administration Settings
Patch Downloads
Patch Setup
Recall Maotifications
MNetwork Connectivity

[l storage
Q Metwerking
Centent Libraries Take snapshot of VM35 Yes

E; Glokal Inveniory Lists Forever

Keep shapshots

[2 Policies and Profiles o .
+ Remediation Settings
Aute Deploy
Hosts
<|> Developer Center
" VMs

wRealize Cperations

g Administration

Update Manager

ﬁ Tasks
Og Events

Tags & Custom Attributes

~

Recent Tasks Alarms

On the current screen you can set the default settings for VM Rollback. This includes whether or not a snapshot should be taken of
the VM and the time to retain the snapshot. Let's navigate to VMs and Templates view to begin our VM Compatibility Update.

Menu s Search in all ervircnments Administrat fSPHERE LOCAL w

vm  vSphere Client

g2 2 ) Servers | acrions~
v [ vesavmware.demo summary Monitor Configure Permissions VMs Updates
v Datacenter
T Virtual Machines: 3 D CPR USAGE
B wmot 0 Hz
& WMO2 il MEMCRY LUSAGE
B2 g5p
o wmos3
= STORAGE USAGE
I 114.01MB
Custom Attributes ~ Tags ~
Attribute Value Assigned Tag Category Description
3 3
Mo items to display Mo items to display
Edit Aszsign

»

Recent Tasks Alarms

Select the VM Folder or VM Object you wish to update and select the Updates Tab.
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vm  vSphere Client

Menu s

earch in all ervircnments

v [ vesavmware.demo
v Datacenter
v [] Servers
G wmot
B wmoz
R wmos

https:f/vcm.vm;/vare‘demn.fulf g

O Servers | acrions~

summary Monitor Configure Permissions VMs Updates

10of 3VMs are up to date

Whware Toals
WM Hardware

CHECK STATUS (checked 14 minutes ago)

UPDATE MANAGER HOME

UPGRADE TO MATCH HOST

] wvm v Host v

[ wmoz hest3vmware.deme

[ wmo3 heostd vmware.demeo
[ hostlvmware.dema
EXPORT

Host Compatibility T
ES¥i 6.5 and later (Versicn 13)
ESXi 6.5 and later (Wersicn 13)

ESXi 8.5 and later (Versicn 13)

If the status is unknown or not current, click on check status to get the latest versions of compatibility.

vm vSphere Client

Menu s

Search in all ervircnments

Administrato

VM Compati

ESXi 5.0 ar

ESXi 5.0 ar

ESXiG6.5ar

»

B 2 8 9

il

[ vesavmware.demec
v Datacenter
v [ servers
R o
G WMoz
B wmos

Recent Tasks Alarms

0 Servers | ACTIONS v
Summary Maonitor Configure Permissions VMs Updates
Whiware Tools 10of 3WMs are up {o date

WM Hardware

CHECK STATUS (checked just now)

UPDATE MANAGER HOME

UPGRADE TO MATCH HOST

] wm v Hest v

] wmoz hest3vmware.demeo

O wmos hostd vmware.deme

[ hestl vmware.demeo
EXPORT

VMO?2 is currently out of date, so we will select it to perform our upgrade.
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Hest Compatibility T
ESXi 6.5 and later (Wersicn 13)
ES¥i 8.5 and later (Versicn 13)

ES¥i 6.5 and later (Versicn 13)

WM Compati

ESXi 5.0 ar

ESXi 5.0 ar

ESXi 6.5 ar

>
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vm  vSphere Client Manu s

Administrat

S| ) [ Servers | AcTions
[ vesa vmware. deme summary Monitor Configure Permissions VMs Updates

v Datacenter

v [] Servers

G wmot
5 wmoz VMware Tools 1of 3VYMSs are up to date
B wMo3 WM Hardware

CHECK STATUS (checked 12 seconds aga)
UPDATE MANAGER HOME

UPGRADE TO MATCH HOST

|:| VM T Host T Host Compatikility T VM Compati
WOZ hest3vmware.deme ESXi 6.5 and later (Versicn 13) ESXi 5.0 ar
I:I WMO3 hostd vmware.demeo ESXi 6.5 and later (Wersicn 13) ESXi 5.0 ar
|:I WO hostl »mware.demeo ESXi 8.5 and later (Wersicn 13) ESXi 6.5 ar
EXPORT
] 3

»

https:f/vcm.vm;/vare‘demn.fulf g

To perform our upgrade we will chose "Upgrade to Match Host"

Upgrade VM Hardware to Match Host | Servers

Upgrading a virtual machine might reguire that it is powered on, powered off, or rebooted multiple
times. vSphere Update Manager will only upgrade 5 virtual machines per host at one time.

1M will upgrade

Vhiware dees not recommend using Update Manager te upgrade hardware on virtual spplianees (VAS).

Consider de-selecting any WAs in the following takle

VM Host T Heost Conpatibility T VM Compatiblity

| WMO3 hestd vmware demeo ESXi 6.5 and later (Version 133 ES:i 5.0 and later (Wersi

WMO2 heost3 vmware demo ESXi 6.5 and later (Version 13) ESXi 5.0 and later (Versl

| WM hestlymware.deme ESXi 6.5 and later (Version 13) ESXi 6.5 and later (Wersi

CANCEL GRADE TO MA

On the following screen will be a summary of changes being done. We see that 1 VM will upgrade and that VMO02 is currently VM
Version 10 and is going to be upgraded to VM Version 13
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vm  vSphere Client MERU ch in all &

Il 8 2 01 Servers | acrions~
[ vesa vmware. deme summary Monitor Configure Permissions VMs Updates
v Datacenter
v [] Servers
w01
E;VMOQ ViMware Tools 1of 3 VMs are up to date
B wMo3 WM Hardware

CHECK STATUS (checked 28 minutes ago)
UPDATE MANAGER HOME

UPGRADE TO MATCH HOST

|_| VM T Host T Host Compatibility T VM Comp
WOZ hest3vmware.deme ESXi 6.5 and later (Versicn 13) ESXi 5.C
WMO3 hostd vmware.demeo ESXi 6.5 and later (Wersicn 13) ESXi5.C
|:I WO hostl »mware.demeo ESXi 8.5 and later (Versicn 13) ESXi 6.5 -
Recent Tasks Alarms v
Task Name ~ Target 4 Status ~  Details ~  Initiater ~  Queued For ~  Start Time | ~  Completion Time Server 4
Iniiate guest 05 - 097242019, 11315 09/24/2019 11315
1 vVMoz " Completed comurmyareveinte T VOSA VT ArE. dermo
shutown FPM FM
09/24/2019, 11310
Remediaie entity [ Servers [ | 56% Administraton@hs... 18 ms VCSANITIYAre. demo
FM
All v tore Tasks

During the upgrade process the VM will be shutdown, compatibility upgraded, and then powered back on.

ere Client Menu s ) arch In all ervirenments Administrato

=2 Q9 01 Servers | acTions
[ vesavmware.demec summary Monitor Configure Permissions VMs Updates

v Datacenter

v [ servers

R o
2 wmMoz YMware Tools 2 of 3VMs are up to date
B wmos W Hardware

CHECK STATUS (checked 28 minutes ago)
UPDATE MAMAGER HOME

UPGRADE TO MATCH HOST

|_| VM 4 Hest T Hest Compatibility T VM Comg
W02 host3vmware.demeo ESXi 6.5 and later (Wersicn 13) ESXi 6.5
W03 hestd vmware.demeo ES¥i 8.5 and later (Versicn 13) ESXiB.C
WO hostl wvrware.demec ES¥i 6.5 and later (Versicn 13) ESYi 6.5 -
Recent Tasks Alarms v
Task Name ~ Target ~ Status ~ Detsils ~ Initiator ~ Queved For ~ Start Time | ~ Completion Time ~ Server ~
Fower On virtual - Fowering on the 09/24/2019, 11346 09/24/2019,113:47
[ VMoz v Completed oMy arevcinte. . 3ms VOSANITIYArE. dermo
maching new Virtual Machine FM PM
Upgrade WM - 09/24/3019, 1:13:45 09/24/3019, 113:46
[H VMOZ2 " Completed comurmuarevcinte. . 2me WCSANTTIArE. dermo
compatibllity FM FM
Iniate guest 05 - 09/24/2019, 11315 09/24/2019, 11315
1 VMOozZ v/ Completed comurmyareveinte 1 VOSA VTV ArE. 080 -
Al v More Tasks

Once the Upgrade is complete, click on the Summary Tab to View the current version of VM Compatibility.
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vm  vSphere Client MENRU N reh in all ENE ?) v Administrat

=] ) & VMO2Z = H ACTIONS
[ vesa vmware. deme summary Monitor Configure Permissions Catastores Metworks Updates

v Datacenter

v [ Servers Guest 05 Cther 3. or later Linwe (32-bit) CPR USAGE
Compatibility:  ESXi 6.5 and later (WM versicn 13) E] 0 Hz
Et WA Whiware Tecls: Running, wersion: 2147483647 (Guest Managed)
£ wmoz More info MEMORY LUSAGE
52 wMOo3 DNS Mame:  box @ o
IP Addresses: STORAGE USAGE
Hest hest3vmware.deme =
Launch Web Censcle ‘J 286.21 MB
Launch Remcte Conscle @ & @
VM Hardware ~ MNotes ~
Related Objects ~ Custom Attributes ~
Tags v wSphere HA v
VM Storage Policies v
Recent Tasks Alarms A

VM Compatibility upgrade is now complete.

To learn more visit blogs.vmware.com/vsphere
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Blog: Six Methods for Keeping VM Tools Up to Date

When it comes to keeping VM Tools up to date, there are six different approaches that vSphere administrators can use. That may
sound like a lot, but after seeing each of the various options, it is clear that the intention is to accommodate nearly any workflow
customers require for flexible datacenter operations. These different techniques allow optimizing either for automation and
standardization or for separation of responsibilities. A previous article provides an overview of the three types of VM Tools.

VMware Tools Status is Relative to Underlying Host

Recall that each ESXi host has a storage location for VM Tools installers, which is a configurable option and visibly referenced by
the /productLocker symlink. The target can be either local to each host or point to a centralized repository of VM Tools on a shared
datastore. For more information about setting up a shared Tools repository, see this earlier post or KB 2004018.

productLocker —
VM Tools status for any given VM is always in the context of the underlying host. As demonstrated below, two different versions of
Tools are considered “Current” because the underlying hosts are not identical.

[2 TMDG | Actions ~

Summary Monitor  Manage | Related Objects |

[4 Top Level Objects | Clusters | Hosts | Virtual Machines | VM Tem

Wt | = 3 & | {ghActions ~

Name 1 4| VMware Toots Versio... | M2 T%% | nug Name
i prod-e-10 8541 (Current) Running prod-e-10
E'[} prod-e-11 8541 (Current) Running prod-e-11
ﬁb prod-e-12 8541 (Current) Running prod-e-12
5'5 prod-e-13 8541 (Current) Running prod-e-13
ED prod-e-14 8541 (Current) Running prod-e-14
E'[} prod-e-15 8541 (Current) Running prod-e-15
ﬁb prod-e-16 10245 (Current) Running prod-e-16
5'5 prod-e-17 8541 (Current) Running prod-e-17
ED prod-e-18 10245 {Current) Running prod-e-18
E'[} prod-e-19 8541 (Current) Running prod-e-19
ﬁb prod-e-20 10245 (Current) Running prod-e-20

When certain virtual machine events occur, such as power-on or vMotion, the version of VM Tools running on that guest is
compared to the version associated with the underlying ESXi host. If the host has a newer version, the VM is considered out of
date.

Note that there is no mechanism for VMs running on vSphere to contact the mother ship and learn about new versions of VM Tools
- only the VM to host relationship is relevant. This explains why a VM may suddenly complain about having out of date VM Tools
after migrating from one host to another - the destination host has a more recent version in the product locker.
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VM-01

Tools 9.10

/productLocker > [AMIREE /productLocker = [N
ISO 9.10 ISO 10.0

VM Tools Type Determines Update Choices

Recall from the previous post that there are three types of VM Tools - the familiar Tools ISOs for all supported operating systems,
plus two additional offerings in the form of binary packages for Linux. There are several ways to initiate VM Tools updates from
vSphere or from within a guest. The following applies only to Windows and Linux guests using VM Tools ISOs except where noted.
The VM Tools Linux packages - OVT and OSP - are not managed via vSphere, so they can only be installed and updated from
within each guest OS using native package management tools.

Six Ways to Keep VM Tools Updated
1. Automatic update on VM boot

The simplest way to keep VM Tools up to date is to check a box and forget about managing this element of infrastructure. Upon VM
reboot, such as after installing guest OS patches, VM Tools status will be checked and an update installed if needed. In many
cases, this will result in one additional reboot after VM Tools installation completes.

Teools Upgrades [+ Check and upgrade WMware Tools before each power on

This approach may be viable for less-critical workloads, perhaps labs or test/dev environments. Imagine a scenario where VMs are
rebooting unexpectedly due to a widespread infrastructure outage. After scrambling to get applications back online, administrators
could find themselves facing unanticipated subsequent reboots if a VM Tools update happened to be available. This is an edge
case, but one to keep in mind.

2. Initiate update to one or more VMs through the vSphere Ul

In the vSphere Web Client, when a VM indicates that VM Tools are outdated an adjacent button can be used to automatically
initiate an update. This can be done interactively or in a completely hands-off fashion. In the latter case, administrators also have
the option of suppressing any potential reboots on Windows VMs - this is a good option that enables coordination of reboots
required after routine guest OS patching.

Important note for guests other than Windows and Linux: Solaris, FreeBSD, and Mac OS VM Tools can only be updated using the
manual interactive method. There is currently no automatic Tools update for these guests.

Going a step further, it is also possible to select multiple VMs in the Web Client Ul and initiate a VM Tools update on all of them at
once.
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&) Install/Upgrade VMware Tools

Wiiware Tools includes drivers to improve graphics, mouse, netwarking, and storage
for WMware virtual devices.

Upgrade VMware Tools on 11 of 11 virtual machines
() Interactive Upgrade

The disk image with WiMware Tools will be mounted onto the virtual CO/OVD drive.
The guest OS5 of the virtual machine must be running.

Then, go to the console to run the VMware Tools Upgrade wizard from the virtual
CovovD.

(=) Automatic Upgrade

Viware Tools will be upgraded without interacting with the guest OS. If required,
the guest O3S will be automatically rebooted. You can adjust the behavior using
Advanced Options.

Advanced Options: |13 A"fgn REEDOT=R"|

Click Cantinue to proceed with these changes, or Cancel to make no changes.

Caontinue Cancel

3. VMware Update Manager: immediate, scheduled, or on boot

VMware Update Manager (VUM) has two very different roles to play when it comes to updating VM Tools. The first one has to do
with fetching updated VM Tools ISOs in the form of the ‘tools-light’ VIB that is offered when needed in the normal ESXi patch
stream. This patch is then pushed out to all managed hosts according to baselines established by administrators. Once this occurs,
individual VMs will begin to detect that a new version of VM Tools is available and will be eligible for update.

[J] cluster3 - Stage Patches

+" 1 Baselines Patches and extensions

Select patches and extensions that you want to be staged.
+w 2 Hosts

Sad el J All | (3) Selected Objects

4 Ready to complete

Patch Mame #Hoste  Product
E] Updates tools-light & 5 embeddedE

The second role VUM has in managing VM Tools is to trigger updates for individual VMs according to baselines. Keep in mind that
VUM does this work by leveraging the vSphere methods described in the two previous sections. In one mode, VUM can be used to
make a bulk configuration change to multiple VMs so that a Tools update is checked and performed as necessary on each guest
reboot, just like an administrator can do using the technique shown in #1 above. The advantage of using VUM is that many VMs
can be configured or un-configured for this option at once.

4 ToolTime - Edit VMware Tools upgrade settings 7)) »

(1] To enable automatic upgrades of VMware Tools on power cycle Tor a virtual machine, select the check box next to the machine's name. When the
setting is selected, Update Manager performs a check on each power cycle and, if necessary, upgrades VYMware Tools on the machine.

(@ Filter -
Mamea Type
¥ (G prod-e-10 Virtual Machine -
¥ (G prod-e-11 Virtual Machine
[ [5e prod-e-12 Virtual Machine

The other mode VUM uses is to trigger a VM Tools update either immediately or at a scheduled time, just as an administrator can
do manually as described in #2 above. One added benefit of using VUM to initiate these updates in this way is the ability to also
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remediate powered-off or suspended VMs, subsequently returning them to their initial state after update.

4. In-guest update - delegating control to app owners

Windows Server 2012 R2 Datacenter

VMware Tools can be updated.
wGE@ G |
For scenarios where application owners demand tight control over activities that occur in the guest OS, there is an option to allow

in-guest updates of VM Tools. A tray icon in Windows will indicate that an update is available, and the VM Tools configuration
dialog box will permit interactive initiation of an update at a convenient time.

For equivalent functionality from a command-line utility, vmware-toolbox-cmd is offered for Linux as well as Windows guests. Keep
in mind that for Linux this is only for the VM Tools ISOs, since OVT and OSP use a different process, as described in #6 below.

Enable guest-initiated updates by modifying the isolation.tools.guestinitiatedUpgrade.disable VM setting, which can be done
easily to one or more VMs with PowerCLI:

5. Mass updates through PowerCLI automation

In very large environments or for those that have established more mature operational processes, PowerCLI provides a powerful
option for updating VM Tools. This approach can target particular groups of VMs in many convenient ways, such as by cluster, by
guest OS version, tags, VM state, or other vSphere attributes.

-1 VMware vSphere PowerCLI 6.0 Release 2 \;‘E

Get-VM prod-* | Where-Object {$ .ExtensionData.Guest.ToolsVersionStatus
.PowerState T | Get-VMGuest | Where-Object { .GuestFamily

Update-Tools

6. Native Linux package management processes

By nature of their design, Linux guests running OSPs or OVTs update VM Tools as part of a broader patching and updating
workflow used for other components. This allows administrators to leverage existing Linux package managers or broader patch
management and monitoring solutions without need to coordinate with vSphere administrators.

7. BONUS: VM Tools Upgrade Method (pun intended)

For advanced use cases where vSphere APIs are being used for deeper integration with other processes, consider
the UpgradeTools_Task for programmatic upgrades of VM Tools.

Summary

With these flexible means of updating VM Tools, there is a suitable approach for any VMware datacenter, whether the requirement
is centralized control, automation, delegation to app owners, or integration with existing patch management processes.

Article: https://blogs.vmware.com/vsphere/2016/03/six-methods-for-keeping-vm-tools-up-to-date.html

Date: 2018-10-29
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Blog: Automating Upgrade of VMware Tools and VM Compatibility

Automating Upgrade of VMware Tools and VM Compatibility

Next up in our Automating your vSphere Upgrade blog series is your VMware Tools and VM Compatibility. Upgrading
these both have different requirements so we will cover when and how you should upgrade your VMware Tools and
VM compatibility in the below post.

vSphere Upgrade Process

X Platform Services Step 1: Platform Services Controller
vCenter Server
Controller Step 2: vCenter Server

i Step 4: VM Tools / Compatlblllty.

V V V V V V
=0 =0 [s8l=dl =0l =0l lsai =0l Step 6: Virtual Distributed Switch

Mo i Step 3: Hypervisor - ESXi
[l o _m [ o _m] [iir_o_m]

— Step 5: Storage - VMFS

Upgrading VMware Tools
When it comes to keeping your VMware Tools up to date we have a few options but | will focus on two of my favorite

methods. Keeping VMware tools up to date is very important as VMware includes drivers and tools to make sure
your VM'’s run optimally with the latest features.

Eric Gray of our CPBU Technical Marketing Team covers a few considerations and methods in depth in the following
blog post Six Methods for Keeping VM Tools Up to Date.

Checking VMware Tools Compliance

Before we can start to update our VMware Tools it might be a good idea to understand which VMs in our
environment are currently out of compliance, the easiest way to check if a VM if out of compliance is to view it via
the vSphere Client and it will show you details such as the version and compliance.
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B VMO ACTIONS ~

summary Monitor Configure Permissions Datastores Networks

Guest O5: Microsoft Windows Server 2016 (64-bit)
Compatibility: ESXi 6.7 and later (VMM version 14

WMware Tools: Running, version: 10287 (Uparade available)
More info

IP Addresses: 169.254.247.169
Wiew all 2 IP addresses

Launch Web Consocle

Host: upg-esx-05.cpbu.lab
Launch Remote Console
{“1

ﬁ, A newer version of WMware Tools is available for this virtual machine.

However, since we are talking about automation lets show this another way using PowerCLI.

Using this PowerCLI one-liner we are able to see more information at scale, we can see that within our folder we
actually have 3 VMs that are out of compliance. To remediate these to the latest version its actually quite simple
with PowerCLI as well.

ToolStatus is guestToolsNeedUpgrade. To do that we will use the following one-liner.

Upgrading VMware Tools via PowerCLI
Now that we know which VMs need tools update we can actually go forth and upgrade tools. That is quite simple we
can do this using the Update-Tools PowerCLI cmdlet. Using our existing one-liner from above we will just append
Update-Tools to update the VMs with tools currently out of compliance.
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27 /2018 B: 54 AN bols Fir it

You may have noticed that all the VMs had their updates kicked off at the same time and this may not be ideal, this
is one way that the Update-Tools cmdlet works, however we can get around this by storing the VMs within a variable
and then using a loop process them one at a time. This is definitely preferable as it will limit the impact to the
environment.

Now our tools are up to date!

For more information on upgrading your VMware Tools via PowerCLI you can find more information here.

Upgrading Tools Automatically on Reboot

Using VM options to keep VMware Tools up to date is also another method to automatically keep VMs up to date.
Enabling the “Check and upgrade VMware Tools before each power on” advanced setting use to not be used
because of the additional reboot it would cause for virtual machines. Keep in mind that with Windows Server

2016 VMware Tools no longer need a reboot on upgrade, it can be safe to enable this setting and have VMs stay up
to date on every reboot. However this may not be applicable to all situations, so another recommendation would be
to enable this for a lab environment or non-critical workloads.

The easy way to enable this option is to log into the vSphere Client, edit the VM settings and enable the setting.
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Edit Settings = vmor X

Virtual Hardware VM Options

General Options WM Name: WMO1

VMware Remote Console Options

Encryption Expand for encryption settings
Power management Expand for power management settings

VMware Tools

Power Operations [» Power On / Resume VM

=

o
Tools Upgrades td Check and upgrade VMware Tools before each power on
Time Synchronize guest time with host

Run VMware Tools Scripts

Virtualization Based Security Enable

After all this a post on automation, so lets see if we can find a way to use PowerCLI to modify the VM’s setting so
this gets easier when we have a large environment.

Here we can see which VMs have the automatic upgrade set and which ones are configured for manual. Utilizing a
filter we can look for objects that are set for manual and then configure them to be set for upgradeAtPowerCycle

If we do a final check we can see that all VMs are now set to upgradeAtPowerCycle.
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Upgrading VM Compatibility

When it comes to upgrading your VM Compatibility this is something that should be done with caution. Upgrading
VM Compatibility aka VM Hardware is like pulling out the motherboard and replacing it with a new one, so this
should only be done when features and functionality in a higher level are needed. Our current recommended level is
Hardware Version 11 as it handles remediation from current security threats.

Prior to upgrading your VM Compatibility you should always make sure VMware Tools are up to date first as new
drivers can be required for the new virtual hardware.

As | mentioned previously prior to upgrading your VM Compatibility | recommend taking a snapshot or a backup of
the virtual machine in case a rollback is needed.

Checking VM Compatibility Version

Its quite easy to see the current version of VM Compatibility via the vSphere Client, however when checking the
current levels across our entire vCenter Server we may want to automate this Below you will find a quick and easy
one-liner to identify the VMs and their current VM Compatibility version.

2Ct Name, Version

needed for us to take advantage of VBS and TPM security features.

Again, we should only upgrade VM Compatibility when additional functionality is needed.

Upgrading VM Compatibility Version
We have identified a need to upgrade VM08 also to v14 to take advantage of Per-VM EVC so we can handle the
automation of the VM compatibility upgrade. We can do this again quite easily with PowerCLI.

If you wish to do this via the vSphere Client my colleague Nigel Hickey covers this in his blog series here. However,
we are talking automation here so lets jump into the quick script to accomplish this.

e.Vim.ScheduledHardwareUpgradeInfc

This will not automatically upgrade the VM Compatibility, unlike VMware Tools this can not be done with the virtual
machine Powered On. The next time the VM is rebooted it will be shutdown, the compatibility will be upgraded and
then be powered back on.
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More information on upgrading VM Compatibility can be found here.

Conclusion

Automating your VMware Tools and VM Compatibility upgrades do not need to be hard, we have quite a few ways to
help you with this and help this blog has helped educate you on some additional methods. For more information on
Automating your vSphere Upgrade be sure to check out the full series here.

Article:
https://blogs.vmware.com/vsphere/2018/09/automating-upgrade-of-vmware-tools-and-vmware-compatibility.html

Date: 2018-10-29
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Blog: vSphere Upgrade Series Part 4: Upgrading VMware Tools and VM Compatibility

vSphere Upgrade Series Part 4: Upgrading VMware Tools and VM Compatibility

Welcome back to the vSphere Upgrade Blog for the next piece of our Upgrade Journey. We began in Part 1 of this
blog series by reviewing our prerequisites & compatibility, gathering our data. In Part 2 we upgraded vCenter
Server & migrated VUM from vSphere 6.0 Update3 to 6.7. Part 3 guided us through preparing vSphere Update
Manager (VUM) by creating an Upgrade Baseline and using that baseline to remediate our vSphere 6.0 Update 3
ESXi hosts to vSphere 6.7.

In part 4 of the vSphere Upgrade Series we will cover Upgrading VMware Tools and VM Compatibility.

vSphere Upgrade Process

Controller

vm [ vm vm I vm wl i Step 4: Virtual Machines -
VM Tools / Compatibility

N v Y N N

N
NiCente toivor é Platform Services
\

S

VMware Tools and Virtual Machine Compatibility comes in at Step 4 when upgrading a vSphere environment.
Although both of these components hold much value for virtual machines (VM) when upgraded, caution should
always be at the forefront of upgrading the VM Compatibility version. | mention caution because upgrading the VM
Compatibility version may not always be necessary to perform unless specific features are needed.

Upgrading VMware Tools

Let’s start with VMware Tools. VMware Tools is a set of services and modules that enable several features in
VMware products for better management of, and seamless user interactions with, guests operating systems.
Although a guest operating system can run without VMware Tools, we suggest to always run the latest version of
VMware Tools in your guest operating systems to access the latest features and updates.

VMware Tools can be upgraded manually, via vSphere Update Manager, PowerCLI, or by configuring virtual
machines to check and install newer versions of VMware Tools when they reboot. The guest OS checks the version
of VMware Tools when you power on a Virtual Machine (VM). The status bar of the VM displays a message when a
new version is available.

In my vSphere 6.7 lab environment | will be upgrading VMware Tools on a Windows 2012 server VM via the vSphere
Client (HTML5) which is considered a manual upgrade. | will begin by logging into the vSphere Client and check the
current version of VMware Tools running on my VM.

Step1l: Click on the VM to be upgraded and then from the Summary tab review the version of VMware Tools.

X\B/Edcg © VMware LLC. Document | 29


http://blogs.vmware.com/vsphere/2018/07/vsphere-upgrade-series-part-1-preparing-to-upgrade.html
http://blogs.vmware.com/vsphere/2018/07/vsphere-upgrade-series-part-1-preparing-to-upgrade.html
http://blogs.vmware.com/vsphere/2018/07/vsphere-upgrade-series-part-2-upgrading-vcenter-server.html
http://blogs.vmware.com/vsphere/2018/07/vsphere-upgrade-series-part-3-upgrading-vsphere-hosts.html

VMware Tools and VM Compatibility Upgrade

vm vSphere Client

g8 @9 & Windows 2012 | actions~

v [ vesa-whiplash-00.cpbu lab Summary Monitor Configure Permissions Datastores Networks
» [ Houston
N HOU

[ esx-crate-05.cpbu.lab

ft Windows Server 2012 (64-bit)
nd later (VM y 0 1) D

rersion:10287 (Upgrade available)

Guest OS Micro

[ esx-crate-06.cpbu.lab

03
[ esx-crate-07.cpbu.lab DNS Name
[ esx-crate-08.cpbu lab IP Addresses e

(3 (DO NOT USE)VCSA- Launc
(£ VCSAGT Launch Remo
£ Windows 2012

Host esx-crate-08.cpbu lab

| i
54

£\ A newer version of VMware Tools is available for this virtual machine. Upgrade VMware Tools

VM Hardware N Notes ~
Edit Notes
Related Objects A
Cluster HO Custom Attributes A
Host g crate-08.cpbu.lab Attribute Value
esx-crate-0O8.cpbu.lab
Networks % VM Network
Storage 3 vsanDatastore

»

Recent Tasks Alarms

Step 2: Click More info to reveal additional information (optional), then click Upgrade VMware Tools to begin
the process

vm vSphere Client

8 @9 & Windows 2012 | acrions~
v [5] vesa-whiplash-00.cpbu.lab summary Monitor Configure Permissions Datastores Networks
v [ Houston =
- e i Arunre WA LEA ity C
~ HOU . cPU =
S ' Windows 2012 » |0
[J esx-crate-05 cpbu lab v . n

[ esx-crate-06.cpbu lab VMware Tools:
m

[ esx-crate-07 cpbu lab DNS Name Running Status: Running
[ esx-crate-08.cpbu.lab IP Addresses 6/| Version 10287 (10.1.15) s
Version Status: Upgrade available =
(DO NOT USE)VCSA- aunc - ) 4 414 GB
& (0o " Caach Host VMware Tools is installed and supported, but there is a
Cp VCSAGT L py newer version available.
3 Windows 2012 A Installation Type: MSI

A\ A newer version of VMware Tools is available for this virtual machine

VM Hardware hd Notes ~
Edit Notes
Related Objects ~
T HOL Custom Attributes -~
Host [E esx-crate-08 cpbu lab e S
Networks ¥ VM Network
Storage 3l vsanDatastore

»

Recent Tasks Alarms
Step 3: Once you click Upgrade VMware Tools, you will be presented with 2 types of upgrades. Choose an
upgrade type, click Upgrade to continue. (In my scenario, | have selected an Automatic Upgrade)

e An Interactive Upgrade allows the disk image for VMware Tools to be mounted to the guest OS. This
allows the admin doing the work to console into the VM to run the install wizard.

e An Automatic Upgrade does what it implies by automatically upgrading VMware Tools without interacting
with the guest OS. It also allows the guest OS to reboot automatically if needed.

vmware

by Broadcom

© VMware LLC. Document | 30



VMware Tools and VM Compatibility Upgrade

Upgrade VMware Tools

aphics, mouse, networking, and

Ir pgrade
The disk image with VMware Tools will be mounted onto the virtual CO/DVD
drive. The guest OS of the virtual machine must be running. Then, go to the

conscle to run the VMware Tools Upgrade wizard from the virtual CD/DVD.

Automatic Upgrade
VMware h the guest OS. If
required, the guest OS will be automatic ooted. You can adjust the
behavior using Advanced

Advanced Options;

Step 4: Review the Recent Tasks pane to monitor the VMware Tools upgrade progress

vm vSphere Client

B B 8 @2

~ [ vesa-whiplash-00.cpbu.lab

v [ Houston
- HOU

[ esx-crate-05.cpbulab
[ esx-crate-06.cpbu.lab
[ esx-crate-07.cpbulab
[ esx-crate-08.cpbulab
ﬁ (DO NOT USE)VCSA-.
3 VCSAGT

3 Windows 2012

% Windows 2012 ACTIONS v

Summary Monitor Configure Permissions Datastores Networks

Guest OS'
Compatibility:
VMware Tools: Running, version:10287 (Upgrade available)

Microsoft Windows Server 2012 (64-bit)

ESXi 6.0 and later (VM version 11)

More info
DNS Name Win2012-NH
IP Addresses:  169.254.196.157
Launen web Console Host esx-crate-08.cpbu.lab
Launch Rem sole @
£y

& A newer version of VMware Tools is available for this virtual machine.

VM Hardware v Notes
Edit Notes
Recent Tasks Alarms
Task Name v Target ~  Status T ~  Initiator v Queued For ~ | Start Time
Iniated VMware Tools N 08/09/2018, 3:07:24
& Windows 2012 0% VSPHERE LOCAL\Ad undefined

Install or upgrade PM

08/09/2018, 3:04:29
Query v Completed comvmwarevsan.he. 8ms

PM

08/09/2018, 3:04.28
Pusme, Fl arv erasa A7enn W Fammniaead ~ammara e an ke A mar
All v

Step 5: Once the upgrade

& status.
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Completion Time

08/09/2018, 3:04:29
PM

08/09/2018, 3:04:29

CPU US
O onz
MEMORY USAGE
B g1MmB
. STORAGE USAGE
8 s1acGB

Upgrade VMware Tools

hd Server ~

vcsa-whiplas!

vcsa-whiplasl

is complete, we verify the upgrade by clicking More info to display VMware Tools’ version
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vm vSphere Client

2 8 9 & Windows 2012 | acrions~

i G vesa-whiplash-00 cpbu lab Summary Monitor Configure Permissions Datastores Networks
v [ Houston

Guest OS. Microsoft W — amne CPU USAGE

~ [ Hou - D
. Compatibility ESXi 6.0 an{ Windows 2012 X 109 MHz
[ esx-crate-05.cpbulab VMware Tools: Running, ve
[ esx-crate-06.cpbu.lab More infoc | VMware Tools: m MEMORY USAGE
[ esx-crate-07.cpbu.lab DNS Name: Win2012-NH | Running Status: Running 573 MB
[ esx-crate-08 cpbu lab IP Addresses:  169.254.196/ | Version 10304 (10.2.0) g STORAGE USAGE
View all 2 Version Status: Current
DO NOT USEJVCSA- - 414 GB
e ) Host esx-crate-0 VMware Tools is installed and the version is current
Ep VCSAG7 — Installation Type: MSI
£ Windows 2012 44
VM Hardware hd Notes ~
Related Objects ~
e (LS T Custom Attributes A =
Recent Tasks Alarms ¥
Task Name ~  Target Status ~ Initiator ~  Queued For ~  Start Time | ~  Completion Time ~  Server ~
Initiated VMware Tools 08/09/2018, 3:.07:24 08/09/2018, 3:09:04 -
@ Windows 2012 v Completed VSPHERE.LOCAL\Ad 6ms vesa-whiplash-00.cpb.
Install or upgrade PM PM
08/09/2018, 3:04:29 08/09/2018, 3.04:29
Query D esx-crate-05.cpb v Completed comvmwarevsan.he. ams vcsa-whiplash-00.cpb.
PM PM
08/09/2018, 3:04:28 08/09/2018, 3.04:29
Auans Bl nrw ~rara 07 enn s Creanintan FAmimmuara e an ha A ires ushinlash O
All v

Upgrading VMware Tools with PowerCLI

VMware Tools updates can also be performed via PowerCLI. The cmdlet “Update-Tools” can be used to upgrade
the VMware Tools on the specified virtual machine guest OS. VMware Tools must be installed prior to updating it.
After VMware Tools is updated, the virtual machine is restarted unless the NoReboot parameter is specified.

An example usage is shown below that can update VMware Tools on a virtual machine specified by its guest
operating system.

Example scripts for VMware Tools Management can also be found on our VMware GitHub pages.

Upgrading Virtual Machine Compatibility

Now we will review Virtual Machine Compatibility. Virtual machine compatibility determines the virtual hardware
available to the VM, which corresponds to the physical hardware available on the vSphere host. Upgrading the
compatibility level will allow the VM to take advantage of additional hardware features available to the virtual
machine.

In vSphere 6.7, Virtual Machine Compatibility (Virtual Hardware Version) 14 was introduced. VM Compatibility
version 14 includes support for features such as; Per-VM EVC, Virtual TPM 2.0, and Microsoft Virtualization Based
Security (VBS). Note that when upgrading VM Compatibility some applications or the OS to may have issues working
properly. | suggest only upgrading VM Compatibility if you require a feature that comes with the newer hardware
version.

In my lab example | will upgrade VM Compatibility from version 11 (ESXi 6.0 and later) to version 14 (ESXi 6.7 and
later) via vSphere Client (HTML5).

Step 1: Right click on the VM to be upgraded (or use the Actions menu once the VM is highlighted),
choose Compatibility and then click Schedule VM Compatibility Upgrade.
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vm vSphere Client

R 8¢

v [ vesa-whiplash-00
v [ Houston
~ HOU
[ esx-crate-g
B esx-crate-d

@ esx-crate-g

- ——

ns - Windows 2012

Guest OS
Snapshots

W Open Remote Console

ACTIO

ACTIONS ~
Configure Permissions Datastores Networks
Guest OS Microsoft Windows Server 2012 (64-bit)
Compatibility: ESXi 6.0 and later (VM version 11)
VMware Tools: Running, version:10304 (Current)

More info
DNS Name Win2012-NH

NP & Migrate. IP Addresses: 169 254 196157
@ esx-crate-g
View all 2 IP addresses
(@ (DO NOT Clone 3 X .
t esx-crate- t
& Host: esx-crate-08.cpbu lab
VCSAG7
" Fault Tolerance Py
£ Windows 2 &7
VM Policies
Template hd Notes
| Compatibility Edit Notes
~

Recent Tasks Alari

G Edit Settings
Move to folder.
Rename
Edit Notes
Tags & Custom Attributes

Add Permission

Schedule VM Compatibility Upgrade

Custom Attributes

= Attribute
[ esx-crate-08 cpbulab

§ VM Network

3 vsanDatastore

CPU USAGE

O own:
MEMORY USAGE
I 12MmB
- STORAGE USAGE
8 as1acGB

Value

Step 2: Read the next window to understand what a VM Compatibility Upgrade will do. When ready, click Yes to

continue.

Windows 2012

Schedule VM Compatibility
Upgrade

This operation changes the compatibility of your virtual machine on

the next reboot. The upgrade is an irreversible operation that
makes your virtual machine incompatible with earlier versions of
VMware software products. Make a backup copy of your virtual
machine files before proceeding. You can cancel scheduled

upgrades

Schedule your upgrade?

Step 3: Choose the VM Compatibility version desired (example: ESXi 6.5 and later or ESXi 6.7 and later). You may
also choose to only upgrade after a normal OS shutdown versus when an OS crashes then reboots.
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Schedule VM Compatibility Windows 2012
Upgrade

Select a compatibility to upgrade the virtual machin Help
Compatible with: [ESXi 6.7 and later v| @< Eachvirtual machine compatibility setting

includes a set of hardware features that are
This virtual machine uses hardware version 14, whic| . . .
N available to the virtual machine
performance and latest features available in ESXi 6

More information

Only upgrade after normal guest OS shutdown |

Step 4: Next we can review the status of the upgrade. When VM Compatibility is scheduled to be upgraded, you will
notice the status of the upgrade is viewable under the VM Hardware section of the virtual machine.

vm vSphere Client

2 B8 9 G Windows2012 | acrownse

v [5G vesa-whiplash-00.cpbu.lab Summary Monitor Configure Permissions Datastores Networks
w [ Houston -

v HOU
[{ esx-crate-05.cpbul

esx-crate-08.cpbu.lab ) - -

[J esx-crate-06.cpbul

[J esx-crate-07 cpbul VM Hardware A~ Notes A
[ esx-crate-08.cpbu.l.
ﬁ (DO NOT USE)VCS.
ﬁ VCSAB7 Memory D 4 GB, 0.12 GB memory active

CPU 1CPU(s) Edit Notes.

2 Windows 2012 Custom Attributes v
Hard disk 1 40 GB
Network adapter 1 VM Network (connected) vSphere HA ~
CD/DVD drive 1 Connected
Video card 4 MB
VMCI device Device on the virtual machine PCl bus

that provides support for the virtua

machine communication interface

Other Additional Hardware

Compatibility ESXi 6.0 and later (VM version 11)

(pending upgrade)

»

Recent Tasks Alarms
Step 5: Once a VM Compatibility upgrade has completed, it can be verified by checking the status under the VM
Hardware section of the virtual machine.
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vm vSphere Client , " {Ts

@ 8 € & Windows2012 | actonse
v 3 vesa-whiplash-00.cpbu.lab Summary Monitor Configure Permissions Datastores Networks
s e e
v [ Houston Caunch Web Console T A
v [ Hou Launch Remote Console @
AT
[ esx-crate-05.cpbu.l. J Ke
[ esx-crate-06.cpbu.l.
H esx-crate-07.cpbul. VM Hardware ~ Notes
[ esx-crate-08.cpbu.l
1 (DO NOT USE)VCS CPU 1CPU(s) Edit Notes.
VCSAG7
ﬁ » Memory [:l 4 GB, 0.04 GB memory active

% Windows 2012
Hard disk 1

Network adapter 1
CD/DVD drive 1
Video card

VMCI device

Other

Custom Attributes
40 GB

VM Network (connected) vSphere HA
Connected

4 MB

Device on the virtual machine PCl bus
that provides support for the virtual

machine communication interface

Additional Hardware

Compatibility

ESXi 6.7 and later (VM version 14)

(upgrade succeeded)

Recent Tasks Alarms

Conclusion

O AT

»

As you have witnessed updating VMware Tools or Virtual Machine Compatibility are not complex tasks, but
absolutely include steps that will require consideration prior to execution. It is always best to consult VMware
Documentation pages for further details on VMware Tools as well as Virtual Machine Compatibility prior to
upgrading. Also be sure to review the vSphere Upgrade Guide.

In the next vSphere Upgrade Series post, we will focus on upgrading Upgrading VMFS Storage in a vSphere
6.7 environment. Please do not hesitate to post questions in the comments section of this blog or reach out to me

directly via Twitter @vCenterNerd.

In part 1 of the vSphere Upgrade Series, Preparing to Upgrade, we covered getting started with our prerequisites,
compatibility, and also prepared the vSphere Update Manager (VUM) server to migrate its data to the VCSA 6.7

during the upgrade. In part 2 we will cover the vCenter Server Upgrade to 6.7. Let’s begin.

vCenter Server Upgrade

Now that VUM has passed its Migration Assistant pre-checks, we can move to the vCenter Server Upgrade. | am also

assuming here that you have a backup of

the vCenter Server prior to upgrading.

We begin by mounting the VCSA installation ISO to an Admin workstation that is on a routable network to the
vCenter Server we will be upgrading. Browse the ISO and open the “vcsa-ui-installer” folder then the
corresponding folder for your OS. | am running this from a Windows system so | will open the “win32" folder.
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i = Application Tools ~ Win32 - o X
Home Share View Manage o 0
- v e DVD Drive (E:) VMware VCSA » vesa-ui-installer » win32 v & Search win32 2

Name - Date modified Type Size
locales 47972018 439 PM File folder
TESOUrCes 47972018 439 PM File folder
D blink_image_resources_200_percent.pak 2/9/2018 3:32 PM PAK File 25KB
D content_resources_200_percent.pak 2/9/2018 3:32 PM PAK File 1KE
D content_shell.pak 2/9/2018 3:32 PM PAK File 9,882 KB
d3dcompiler_47.dll 2/9/2018 3:32 PM Application extens... 3,386 KB
ffmpeg.dll 2/9/2018 3:32 PM Application extens... 1,849 KB
D icudtl.dat 2/9/2018 3:32 PM DAT File 9,894 KB
a installer.exe 2/9/2018 3:32 PM Application 35,547 KB
libEGL.dIl 2/9/2018 3:32 PM Application extens... 94 KB
libGLESv2.dll 2/9/2018 3:32 PM Application extens... 1,893 KB
D LICENSE 2/9/2018 3:32 PM File 2KE
@ LICENSES.chromium.html 2/9/2018 3:32 PM Chrome HTML Do... 1,702 KB
D natives_blob.bin 2/9/2018 3:32 PM BIM File 335KB
node.dll 2/9/2018 3:32 PM Application extens... 14,693 KB
D snapshot_blob.bin 2/9/2018 3:32 PM BIM File TI5 KB
D ui_resources_200_percent.pak 2/9/2018 3:32 PM PAK File 85KB
D version 2/9/2018 3:32 PM File 1KE
D views_resources_200_percent.pak 2/9/2018 3:32 PM PAK File 59KB
xinput1_3.dll 2/9/2018 3:32 PM Application extens... 80 KB
20items 1 item selected 54.2 MB &=

Next run the application “installer.exe” with Administrator Rights. This will launch the vCenter Server Appliance
Installer to begin Stage 1.

NOTE: The upgrade of the vCenter Server is broken up into two stages, Stage 1 & Stage 2. Stage 1 is
the deployment of a new VCSA and Stage 2 is where all of the configuration data and inventory are
imported into the newly upgraded vCenter Server.

Begin by clicking Upgrade.
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(3 vCenter Server Appliance Installer - o X

Installer

vm - Stage 1: Deploy appliance

Install Upgrade Migrate Restore

Stage 1

Step 1: This is the introduction and an explanation of the two Stages of the Upgrade. Click Next to continue.

() vCenter Server Appliance Installer - o X

Installer

vm Upgrade - Stage 1: Deploy appliance

Introduction

Intreduction

N This installer allows you to upgrade vCenter Server Appliance (6.0 or 6.5), or Platform Services Controller 6.0 or 6.5 to version 6.7
2 End user license agreement

3 Connect to source appliance

4 Appliance deployment target , 7|
5 Set up target appliance VM

6 Select deployment size

Select datastore

Deploy appliance

8 Configure network settings

9 Ready to complete stage 1

CANCEL NEXT

Step 2: Review the EULA, check the box to accept the terms of the license agreement, and then click Next to
continue.
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(3 vCenter Server Appliance Installer

Installer

- o x

vm Upgrade - Stage 1: Deploy appliance

|

(8]

w

w

@

ntroduction

End user license agreement

) source appliance

ance deployment target

Set up target appliance VM

Ready to complete stage 1

IMPORTANT-READ CAREFULLY: BY DOWNL
ENTITY) UND BY TERMS

THE UNUS
OF THE LICE

EVALUATION LICENSE.

production

ation Licens

accept the terms of the license agre

End user license agreement

d accept the following license agreement

VMWARE END USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE INSTALLATION OF THE SOFTWARE.

ING, INSTALLI

CANCEL ‘ BACK ‘ NEXT

Step 3a: Enter the source vCenter Server that you will be Upgrading by its FQDN or IP address. Click Connect To
Source to reveal the additional fields.

\,_.] vCenter Server Appliance Installer

Installer

- a X

vm Upgrade - Stage 1: Deploy appliance

1

w

ntroduction

End user license agreement

Connect to source appliance

o

~

@

9 Ready to complete

ance deployment target

Connect to source appliance

Server or Pla

vecsa-whiplash-00.cpbu lab @

Appliance HTTPS port 443 @

t appliance VM

ent size

CONNECT TO SOURCE

CANCEL ‘ BACK ‘

Step 3b: Complete each required field for SSO as well as the information about the ESXi host that manages the
source vCenter Server. Then click Next to continue.
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(J vCenter Server Appliance Installer - u) X
Installer

vm Upgrade - Stage 1: Deploy appliance

Connect to source appliance

Provide the details for the source appliance that you want to upgrade: vCenter Server or Platform Services Controller -

1 Introduction

2 End user license agreement

Source appliance

w

Connect to source appliance

Appliance FGDN or IP address vecsa-whiplash-00.cpbu lab (D
4 Appliance deployment target Appliance HTTPS port 443 @
5 Set up target appliance VM

S50 User name administrator@vsphere.local (D
6 Select deployment size

S5O Password  ssssesss
7 Select da‘as‘ore Appliance (OS) root password = ssessses
8 Configure network settings ) -

ESXi host or vCenter Server that manages the source appliance

9 Ready to complete stage 1 ESXi host or vCenter Server name esx-crate-05.cpbu.lab @

HTTPS port 443

CANCEL BACK NEXT

Step 3c: You will prompted to verify the SSL Certificates. Review and click Yes to continue.

Certificate Warning

f an untrusted SSL certificate is installed on vcsa-whiplash-01.cpbu lab or esx-
crate-01.cpbu.lab, secure communication cannot be guaranteed. Depending
on your security policy, this issue might not represent a security concern

The SHA1 thumbprints of the certificates are

07:D1:35:39:76:83:42:68:0

m
=
h
=
8]
P
m]
|
L
Lad
Fud
=]
]
=J
=
n

~J
I
o]
L
[ 4}
L
2

and

2:62

en
]
i
P
m
|w
en
[
i

3 7F19:10:7D:45:0F:61:96:B4:A2:FOAEIC

(5]

To accept and continue, click Yes

NO YES

Step 4a: Specify the target host or vCenter Server to which the new VCSA will be deployed to. Click Next to
continue.
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(J vCenter Server Appliance Installer - u) X
Installer

vm Upgrade - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

Appliance deployment target
1 Introduction pp p y g
Specify the appliance deployment target settings. The target is the ESXi host or vCenter Server instance on which the appliance will be

2 End user license agreement d
PlOYyec

w

Connect to source appliance

ESXi host or vCenter Server name esx-crate-05 cpbu.lab @
4 Appliance deployment target

HTTPS port 443
5 Set up target appliance VM

User name root @
6 Select deployment size

Password

Select datastore T

~

@

Configure network settings

o

Ready to complete stage 1

CANCEL NEXT

Step 4b: When prompted, review the SSL Certificate and thumbprints then click Yes to continue.

Certificate Warning

If an untrusted SSL certificate is installed on esx-crate-01.cpbu.lab, secure
communication cannot be guaranteed. Depending on your security policy, this
issue might not represent a security concern.

The SHA1 thumbprint of the certificate is:

52:52:BD:5D:C2:62:33:7F:19:10:7D:45:0F:61:96:B4: A2 FO1ENC

To accept and continue, click Yes

NO YES

Step 5: Specify the Virtual Machine name (this is only the Inventory name) and set the password for the VCSA that
will be deployed during the upgrade. Click Next to continue.

NOTE: During an upgrade of the source VCSA, a new VCSA virtual machine is deployed and
configurations are imported to the new vCenter Server Appliance. The source VCSA will be powered
off and should be either removed from inventory, or have its network adapter DEACTIVATED after the
upgrade completes.
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(3 vCenter Server Appliance Installer

Installer

- o x

vm Upgrade - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

Set up target appliance VM

1 Introduction

2 End user license agreement

4 App

w

6 Select depl

@

Connect to source appliance

iance deployment target

Set up target appliance VM

Configure net

oyment size

Select datastore

settings

9 Ready to complete stage 1

VM name

Set root password

Confirm root password

y the VM settings for the appliance to be ¢

VCSA67

CANCEL ‘ BACK ‘ NEXT

Step 6: Select the deployment size for the vCenter Server. If more storage is needed than the default sizing,
choose the “Storage Size” dropdown for more choices. Storage size changes will be reflected in the table below

the selection dropdown in the Storage (GB) column.

It may be necessary to edit the storage size from Default to Large or X-Large if importing the optional Historical &

Performance Data (see image for more details).

NOTE: If you plan to use vCenter High Availability (VCHA) after you upgrade your vCenter Server, the
smallest deployment size supported for VCHA is Small.
Click Next to continue.

[ vCenter Server Appliance Installer

Installer

- a X

vm Upgrade - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

Select deployment size

4 Ar

o

]

~

9 Ready to complete stage 1

1 Introduction

3 Connect to source appliance

ppliance deployment target

Set up target appliance VM

8 Configure network settings

Select deployment size

Select datastore

Deployment size

Storage size

Deployment Size

Source machine
Tiny

Smal

Medium

Large

X-Large

2 End user license agreement For more information on deployment siz

vCPUs

24

refer to the vSphere 6.7 documen

24

o

Tiny

Default

Resources required for different deployment sizes

Memory (GB)

Storage (GB)

tation

Increase the storag

larger VMDK a
(stats, events, alarm

ze, if you want a
the SEAT
ks) partition

CANCEL ‘ BACK ‘ NEXT

Step 7: Select the datastore location for the vCenter Server Appliance. The option to also Enable Thin Disk Mode is
available, if you require it.

Click Next to continue.
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(3 vCenter Server Appliance Installer - o X

Installer

vm Upgrade - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

Select datastore

1 Introduction

- ge location for this appliance
2 End user license agreement

Connect to source appliance
Name v Type \ Capacity v Free \ Provisioned \ Thin Provisioning

nt target vsanDatastore vsan 766.24 GB 729.83GB 36.41GB Supported

Set up target appliance VM

w

6 Select deployment size

Enable Thin Disk Mode @

~

Select datastore

8 Configure network settings

9 Ready to complete

CANCEL ‘ BACK ‘ NEXT

Step 8: Configure the temporary network settings that are required to deploy the new VCSA. Be sure to add at least
1 DNS server. Once all required fields are completed, click Next to continue.

[ vCenter Server Appliance Installer - (=) X

Installer

vm Upgrade - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

Configure network settings

1 Introduction

2 End user license agreement Configure network settings for this appliance

3 Connect to source appliance Network VM Network @
4 Appliance deployment target Temporary network set

5 Set up target appliance VM 1P version Pva

6 Select deployment size P assignment Static

7 Select datastore Temporary IP address 10196.180.199

8 Configure network settings
9 9 Subnet mask or prefix length 255.255.255.0 @
9 Ready to complete stage 1
° - Default gateway 10.196.180.253
DNS servers 10172.2125,101722126

CANCEL ‘ BACK ‘ NEXT

Step 9: Review all settings of Stage 1 prior to Upgrade. Once verified, click Finish to continue and kick off Stage 1
of the vCenter Server Upgrade.
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(J vCenter Server Appliance Installer - u) X
Installer

vm Upgrade - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

Ready to complete stage 1

1 Introduction

Target ESXi host esx-crate-0

2 End user license agreement
VM name VCSAGT

w

Connect to source appliance Deployment type

4 Appliance deployment target Deployment size Tiny

Storage size Default

w

Set up target appliance VM
Datastore Details

6 Select deployment size
Datastore, Disk mode vsanDatastore, thin

Select datastore VSAN details

8 Configure network settings Datacenter Name

Cluster Name
9 Ready to complete stage 1
Deduplication and compression Disabled

Network Details

Network VM Network

e

Stage 1 of deploying the new vCenter Server Appliance is now underway.

(3 vCenter Server Appliance Installer - a X

Installer

Upgrade - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

___________________________________________________________|
Deploying the appliance

| CANCEL

Once the VCSA is deployed and all RPM installs are completed in Stage 1, you can click Continue to move on to
Stage 2.
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(3 vCenter Server Appliance Installer

Installer

Upgrade - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

® You have successfully deployed the vCenter Server with an Embedded Platform Services Controller.

To proceed with stage 2 of the deployment process, appliance setup, click Continue.

f y

Stage 2

exit, you can continue with the applianc up at an

y time by logging in to the vCenter Server Appliance Management Interface https:/10.196.180.199:5480/

Y
CLOSE CONTINUE

Stage 2 of the upgrade is when the data from the source vCenter Server as well as vSphere Update Manager (VUM)

is imported into the newly deployed VCSA.

Step 1: Review the details of the Stage 2 process and then Click Next to continue.

Q vCenter Server Appliance Installer

Installer

vm Upgrade - Stage 2: vCenter Server Appliance with an Embedded PSC

Introduction

Connect to source vCenter Se

Select upgrade data

Configure CEIP

Ready to complete

Introduction

This wizard allow

embedded Platform Services Controller

V]

Upgrade source vCenter Server
Appliance

Upgrading the appliance is a two stage process. The first stage has been completed

The second stage copies data from the source vCenter Server Appliance to the
deployed appliance. Make sure you have backed up all data on the source appliance
before progressing with the upgrade process. Click Next, to proceed with stage 2

CANCEL NEXT

This will kick off a series of pre-checks on the source vCenter Server.
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(J vCenter Server Appliance Installer - u) X

Installer

\

Pre-upgrade checks are in progress

Step 2: Once pre-checks have completed, results will be shown on screen. Review any warnings given, as well as
the resolutions to these warnings. In my upgrade scenario | had a few warnings, one reminding me to change DRS
which we did before we began, and others that | validated were ok to proceed in this situation.

Review and click Close to continue.

(3 vCenter Server Appliance Installer - a X

Installer

Pre-upgrade check result

Warning This ESXi host [esx-crate-05.cpbu.lab] is managed by
vCenter Server [10.196.180.210]

Resolution Make sure the cluster where this ESXi host resides is
not set to Fully Automated DRS for the duration of the
upgrade process

Warning User vdcs does not have the expected uid 1006

Resolution Please refer to the corresponding KB article.

Warning The source vCenter Server instance is configured with

more CPU cores than the target appliance.
CLOSE

Step 3: Select the data that you will require to be imported. The Inventory & Configuration data is moved by
default, any historical data (events, tasks, performance, etc) is optional to import. This is offered to shorten the
upgrade and migration of data into the new VCSA. Make the required choice, and then click Next to continue.
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(3 vCenter Server Appliance Installer

Installer

Upgrade - Stage 2: vCenter Server Appliance with an Embedded PSC

Select upgrade data

ntroduction
Select the data that you want to copy from the source vCenter Server.

Connect to source vCenter Se...

The data sizes shown below represent only the data that will be copied to the target

server. It does not correspond to the actual size of your data on the source server. The
dentity of the server will also be copied and the source server will remain unchanged

Select upgrade data
Configure CEIP
Ready to complete ® Configuration (2.78 GB) Estimated downtime: 37 minutes

Configuration and historical data (events and tasks) (2.88 GB)

Configuration and historical data (events, tasks and performance metrics) (2.88 GB)

Step 4: Join the VMware Customer Experience Improvement Program or CEIP. Joining this program is optional but
when you do join, it helps VMware to improve our products and services, fix problems and advise you on how best

to deploy and use our products. CEIP is also required to enable the vSAN health check services.
To understand this better, please review additional information regarding the CEIP and its purpose.

Once a choice has been made, click Next to continue.

(3 vCenter Server Appliance Installer

Installer

Upgrade - Stage 2: vCenter Server Appliance with an Embedded PSC

Configure CEIP

Join the VMware Customer Experience Improvement Program

ntroduction
Connect to source vCenter Se

Select upgrade data

VMware’s Customer Experience Improvement Program (“CEIP”) provides
Configure CEIP VMware with information that enables VMware to improve its products and
services, to fix problems, and to advise you on how best to deploy and use our
products. As part of the CEIP, VMware collects technical information about your
organization's use of VMware products and services on a regular basis in
association with your organization's VMware license key(s). This information
does not personally identify any individual

Ready to complete

Additional information regarding the data collected through CEIP and the
purposes for which it is used by VMware is set forth in the Trust & Assurance
Center at http//www.vmware com/trustvmware/ceip_html

f you prefer not to participate in VMware's CEIP for this product, you should
uncheck the box below. You may join or leave VMware's CEIP for this product at

any time

¥ Join the VMware's Customer Experience Improvement Program (CEIP)

Step 5: Review all setting choices here and once complete, click Finish to continue.
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(3 vCenter Server Appliance Installer
Installer

Upgrade - Stage 2: vCenter Server Appliance with an Embedded PSC

Ready to complete

Introduction

Review settings before completing the wizard
Connect to source vCenter Se...
Select upgrade data Source vCenter Server Appliance with embedded PSC
FQDN or IP address vesa-whiplash-00.cpbu.lab
Configure CEIP
Version 6.0

Ready to complete Target vCenter Server Appliance with embedded PSC

FQDN or IP address (temporary) 10.196.180.199

FQDN or IP address (post-upgrade) vesa-whiplash-00.cpbu.lab
Version 6.7.0.10000
Upgrade Data

Data to copy Configuration only

Size 278GB
Customer Experience Improvement Program

CEIP setting Opted in

¥/ | have backed up the source vCenter Server and all the required data from the

database.
CANCEL BACK m

The prompt here is a reminder that the source vCenter Server will be powered down once all network configuration
is enabled on the destination VCSA.

Click OK to continue.

(3 vCenter Server Appliance Installer
Installer

Shutdown Warning

The source vCenter will be shut down once the network

configuration is enabled on destination vCenter Server.

Click OK to continue, or Cancel to stop the upgrade.

CANCEL “

Stage 2 begins. Data is exported from the source vCenter Server and prepared for import.
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(J vCenter Server Appliance Installer - u) X
Installer

Upgrade - Stage 2: Data transfer and appliance setup is in progress

1. Copy data from source vCenter Server to target vCenter Server

Exporting VMware vCenter Authentication Framework data...

2. Set up target vCenter Server and start services

3. Import copied data to target vCenter Server

Next, vCenter Server services are started on the destination VCSA.

(3 vCenter Server Appliance Installer - a X

Installer

Upgrade - Stage 2: Data transfer and appliance setup is in progress

o 1. Copy data from source vCenter Server to target vCenter Server

C 2. Set up target vCenter Server and start services

Starting VMware vCenter-Services

3. Import copied data to target vCenter Server

Last, the copied data from the source vCenter Server is imported to the destination VCSA.
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(J vCenter Server Appliance Installer - u) X
Installer

Upgrade - Stage 2: Data transfer and appliance setup is in progress

o 1. Copy data from source vCenter Server to target vCenter Server

o 2. Set up target vCenter Server and start services

3. Import copied data to target vCenter Server

Importing Appliance management data...

When all data has been imported to the destination VCSA, the process is complete. Messages are presented at this
step as informational, such as a notice about TLS changes in vSphere 6.7.

Review these notices then click Close to continue.

(J vCenter Server Appliance Installer - u) X
Installer

Messages

Information If using Auto Deploy, update the DHCP settings and
update the TFTP settings with the new set of tramp
files from the new Auto Deploy server.

Information vSphere 6.7 disables the TLS 1.0 and TLS 1.1 protocols
for improved security. Note: Some applications might
support only the older protocols. To revert to the less
secure TLS 1.0 and TLS 1.1 protocols, run the TLS
Reconfigurator tool. Tool location: vCenter Server
Appliance: fusr/lib/vmware-

TisReconfigurator/VcTIsReconfigurator vCenter Server
on Windows

%BVMWARE_CIS_HOME%\TIsReconfigurator\VcTIsReconfigur
See httos:/kb.vmware.com/kb/2147469 for details. h

CLOSE

Stage 2 of the vCenter Server Upgrade is now completed.

Click Close to continue.
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(3 vCenter Server Appliance Installer

Installer

Upgrade - Stage 2: Complete

O 1. Copy data from source vCenter Server to target vCenter Server

0 2. Set up target vCenter Server and start services

o 3. Import copied data to target vCenter Server
|

Complete

Data transfer and appliance setup has been completed successfully. Click on the link below to get
started. Press close to exit.

Appliance Getting Started https://vesa-whiplash-00.cpbu.lab:443
Page

Closing the installer will launch the vCenter Server splash page allowing you to login via the vSphere Client on
HTMLS5.

Since the vSphere Web Client (Flex) is now deprecated, | will use the HTML5 vSphere Client because it is now our
default client and it contains 95% of all workflows as compared to vSphere 6.5 Update 1 that contained 90% of
workflows. The HTML5 vSphere Client will be fully featured by the Fall of 2018.

Click the button “Launch vSphere Client (HTML5)" to continue.

vmware

Getting Started For Administrators

Web-Based Datastore Browser
LAUNCH VSPHERE CLIENT (HTML5) h
— Use your web browser to find and download files (for

] example, virtual machine and virtual disk files)

l LAUNCH VSPHERE WEB CLIENT (FLEX)
Browse datastores in the vSphere inventory

Documentation For Developers

vSphere Web Services SDK
VMware vSphere Documentation Center

Functionality Updates for the vSphere Client (HTML5)

Learn about our latest SDKs, Toolkits, and APIs for
managing VMware ESXi and VMware vCenter. Get
sample code, reference documentation, participate in
our Forum Discussions, and view our latest Sessions
and Webinars.

Learn more about the Web Services SDK

Browse objects managed by vSphere

Browse vSphere REST APIs

Download trusted root CA certificates

Copyright € 1993-2018 VMware, Inc. All rights reserved This product is protected by U S. and international copyright and intellectual property |aw:
one or more patents listed at hitp:/‘www vmware com/go/patents. ViMware is a registered trademark or trademark of VMware Inc. in the United St

vare products are covered by

dior other jurisdictions. All other

nd names mentioned herein may be trademarks of their respective companies. VMware producls may contain individual open source software components, each of which has
its own copyright and applicable license conditions. Please visil httpi'www vmware com/info?id=1127 for more information

Enter the administrator credentials (S5O administrator or other administrator with access to vSphere) and login to
view the vCenter Server and hosts.
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e X VMware’vCenter” Single Sign-On

Now we will verify the vCenter Server is now running on version 6.7. We do this by clicking on the inventory name of
the vCenter Server and viewing the Version Information from the Summary tab.

vm vSphere Client

2 B8 9 37 vcsa-whiplash-Ol.cpbu.llab | acrionsw
v (7 vesa-whiplash-01.cpbu.lab summary Monitor Configure Permissions Datacenters Hosts & Clusters VMs Datastores Networks Linked

v [ Houston

Virtual Machines: 5 CPU
~ [ Hou
- r Hosts: 4 -
[{ esx-crate-01.cpbulab r Used: 634 MHz
[J esx-crate-02 cpbulab Memory
.
Used: 43.72 GB

[J esx-crate-03 cpbulab

[ esx-crate-04.cpbu.lab

3 Server2016
) VCSA-WHIPLASH-01
(3 VCSAGT _
Custom Attributes ~ Tags ~
1 vumeo
% Win1o
Version Information ~ Update Manager N
Version 6.7.0
Build 2170161
A

Recent Tasks Alarms

Enable DRS

Since we disabled DRS during our preparing to upgrade post, it should be enabled once again. We begin this task by
highlighting the cluster and then clicking on the Configure tab to view vSphere DRS settings. If you had set DRS
to Manual versus disabling, now is the time to change that also.

Next click Edit to continue.

vmware © VMware LLC. Document | 51

by Broadcom



VMware Tools and VM Compatibility Upgrade

vm vSphere Client A v ” \ t . =

B 2 8 @9

v G vesa-whiplash-01.cpbu lab
v [ Houston
v HOU

[ esx-crate-O1.cpbulab
[ esx-crate-02.cpbu.lab
[ esx-crate-03.cpbulab
[ esx-crate-04 cpbu lab
(5 Server2016
ﬁ VCSA-WHIPLASH-01
{® VCSABT
B VUMED
3 Win10

Recent Tasks Alarms

HOU ACTIONS v
Summary Monitor Configure Permissions Hosts VMs Datastores Networks Updates

w Services

vSphere DRS

EDIT

vSphere DRS is Turned OFF

vSphere Availability
w Configuration

Genera

Licensing

VMware EVC

VM/Host Groups

VM/Host Rules

VM

verrides
Host Options
Host Profile
I/O Filters
w More
Alarm Definitions
Scheduled Tasks
- VSAN
Services
Disk Management
Fault Domains

iISCSI Target Service

A

In the Edit Cluster Settings window, click the slider switch to enable vSphere DRS then click OK to save. DRS is
now enabled on the cluster.

vspnere DRS @D

Automation

Automation Level

Migration Threshold §

Predictive DRS [

Edit Cluster Settings

Additional Options

Virtual Machine Automation [

HOU X

Power Management Advanced Options

Fully Automated

DRS automatically places virtual machines onto hosts at VM power-on, and
virtual machines are automatically migrated from one host to another to

optimize resource utilization

Conservative i

1 Aggressive
DRS provides recommendations when workloads are moderately imbalanced

This threshold is suggested for environments with stable workloads. {(Default)

NOTE: You can also quickly perform these actions via PowerCLI with the ‘Set-Cluster’ cmdlet.

Enable DRS:

Set DRS automation level to Fully Automated:
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vmware

Final Steps
After the vCenter Server Upgrade is completed, it is important to call out that power off operations only happen
automatically for the vCenter Server, the VUM server must be powered off manually.

As a best practice, | suggest removing the Network Card from the old vCenter Server as well as renaming the VM to
differentiate it within inventory and mitigate any accidental power on operations. Notice the new VCSA (VCSA67)
virtual machine inventory name that was given. Note that renaming the VM does not change the FQDN of the VCSA,
this is just the inventory name of the VM.

Lastly, be sure to power off the VUM server since it is no longer required to be running.

vm vSphere Client F -

@ 8 @ (3 vcsa-whiplash-Ol.cpbulab | actions~
v [ vcsa-whiplash-01.cpbu.lab Summary Monitor Configure Permissions Datacenters Hosts & Clusters VMs Datastores Networks Linked
v [ Houston
nes: cP Free: 69.52 GHz
" HOU Virtual Machines: 5 U ree: 02.52 G
Hosts: - . - S—
[J esx-crate-01.cpbulab Used: 634 MHz Capaciy: 70.21 GHz
[ esx-crate-02 cpbulab Memory Free: 14328 GB
.
[ esx-crate-03.cpbulab T Capacity: 192 GB
D esx-crate-04.cpbu.lab Storage Free: 847.08 GB
rer201
ﬁ Server20i6 Used: 118.28 GB Capacity: 766.24 GB
ﬁ VCSA-WHIPLASH-01
( VCSAGT _
Custom Attributes v Tags v
1 VUME0D
% Win10
Version Information ~ Update Manager N
Version 6.7.0
Build 8170161
Recent Tasks Alarms A

Did your maintenance window close or maybe you encountered another issue during an Upgrade? Not to worry,
rollback is quite simple. In this vSphere environment that we just upgraded we have no external PSCs, only the
vCenter Server Appliance to worry about. If we did have an external PSC, we would first power off the newly
deployed PSC, restore the PSC instance from backup, and if it was joined to an Active Directory domain, re-join it to
the domain.

In our case without an external PSC we would, power off the newly deployed vCenter Server Appliance 6.7, bring the
old vCenter Server Appliance 6.0 instance online (If already powered off, simply power it on. If not powered off, a
restart is required), if it was joined to an Active Directory domain, it may need to be joined again (if your vCenter
Server was Windows, be sure to have a local account on the server and do not rely on any cached credentials).
Lastly we wait for all vCenter Server services to start and log in to the vSphere Web Client to verify the vSphere
inventory.

Please review KB2146453 for more guidance on rollbacks.

Conclusion
Remember; Focus, Plan, Execute!

We have successfully executed our vCenter Server Upgrade! We started by reviewing our prerequisites &
compatibility, gathering our data, and then upgrading our vCenter Server and vSphere Update Manager (VUM) from
vSphere 6.0 Update3 to 6.7. Our VUM was migrated to the 6.7 VCSA also during this upgrade scenario. In the

next vSphere Upgrade Series post, we will move to upgrading our vSphere 6.0 ESXi hosts to vSphere 6.7 by
utilizing vSphere Update Manager to remediate.
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Please do not hesitate to post questions in the comments section of this blog or reach out to me directly via
Twitter @vCenterNerd.

Article:
https://blogs.vmware.com/vsphere/2018/09/vsphere-upgrade-series-part-4-upgrading-vmware-tools-and-vm-compat
ibility.html

Date: 2018-10-29
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