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vRealize Log Insight
Evaluation Guide

Introduction

This document outlines the process to evaluate VMware vRealize Log
Insight. This document provides details on product installation and
configuration; then guides you through using Log Insight.

The evaluation includes two easy-to-follow sections:

e Installation and Setup
e How to Use Log Insight

For more details and information, please use the following references:

e The Appendix of this document contains sections that will help you during
the evaluation.

e YouTube Log Insight Playlist Contains videos that will help you better
understand vRealize Log Insight

o VRealize Log Insight Product page

Evaluation Installation and Setup

Follow standard deployment methods for an OVF/OVA in the vSphere client
of your choice. For specifics on deploying vRealize Log Insight, follow the
steps below and reference the following video:

Log Insight Installation and Configuration Video
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https://www.youtube.com/playlist?list=PLrFo2o1FG9n6V3c09ZnqB1GshKWhxeuZX
http://www.vmware.com/products/vrealize-log-insight
https://youtu.be/GKMEiLsTiBs

vRealize Log Insight

Evaluation Guide

Installing the OVA

Deploy OVF Template (2}

Select source

1 Source
Select the source location
M iz oo ]
1b Review details Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer,
such as alocal hard drive, a network share, or a CD/DVD drive.
2 Destination

O URL
| |

(=) Local file

2a Selectname and folder

2b Select storage

3 Ready to complete

Bro

@_

Back Next Finish Cancel

1. Browse to the vRealize Log Insight Appliance OVA.

2. Click Next.
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OVA REVIEW DETAILS

Deploy OVF Template N

Review details
Verify the OVF template details

1 Source

'  1a Selectsource

b 1b Reviewd

ils

Product Viware vRealize Log Insight

1 AcceptLicense .

¢ Agreements Version 300

2 Destination Wendor Mware Inc. o

2a Selectname and folder Publisher @ No cerificate present

2b Select configuration Download size  611.4 MB

5 - . Less than 1 MB (thin provisioned)

2c Selectstorage
SEREIEH: 132.4 GB (thick provisioned)

2d Setup networks - " -
Description WIware vRealize Log Insight *

2e Customize template

3 Ready to complete

Back Next Finish

1. Verify the OVF template details.

2. Click Next.
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OVA AccepT EULA

Deploy OVF Template

v 1a Selectsource

v 1b Review details

1c AcceptLicense
Agreements

2 Destination
2a Selectname and folder
2b Select configuration
2c Selectstorage
2d Setup networks
2e Customize template

3 Ready to complete

1. Click Accept.

2. Click Next.

You must read and accept the license agreements associated with this template before continuing

YMWARE EMD USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT SHALL GOVERN
YOUR USE OF THE SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY APFEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWMLOADING, INSTALLING, OR USING THE SOFTWARE,
YOU (THE INDIVIDUAL OR LEGAL ENTITY) AGREE TO BE BOUND BY THE TERMS OF THIS

END USER LICENSE AGREEMENT ("EULA"). IF YOU DO NOT AGREE TO THE TERMS OF THIS
EULA, YOU MUST NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND YOU MUST DELETE
OR RETURM THE UNUSED SOFTWARE TO THE VENDOR FROM WHICH YOU ACQUIRED IT WITHIN
THIRTY (30) DAYS AMND REQUEST A REFUMND OF THE LICENSE FEE, IF AMY, THAT YOU

PAID FOR THE SOFTWARE

EVALUATION LICEMSE. IfYou are licensing the Software for evaluation
purpeses, Your use of the Software is only permitted in a non-production
environment and for the period limited by the License Key. Notwithstanding
any other provision in this EULA, an Evaluation License of the Software is
provided "A3-153" without indemnification, support or warranty of any kind,
expressed or implied.

() [

Back Next Finish

Cancel
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Choose a Name

Deploy OVF Template

and Destination

2e Customize template

3 Ready to complete

(2w
1 Source Select name and folder
Specify a name and location for the deployed template
v  1a Selectsource
v 1D Review details Name: |Vrv1warevReaIize Log Insight o
« 4 Accept License —
Agreements Select a folder or datacenter
2 Destination |-' Q Search )
2a Selectname and folder
[ _2a Sclectname and older SRR
2b Select configuration » Datacenter
2c Select storage e The folder you select is where the entity will be located, and
2d Sefup networks 4 will be used to apply permissions to it

The name of the entity must be unigue within each vCenter
Server VW folder.

°

Back Next Finish Cancel

1. Name the Log Insight VM.

2. Select a datacenter or target folder.

3. Click Next.
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Sizing

Deploy OVF Template () »

1 Source Select configuration

Select a deployment configuration
'  1a Selectsource

+  1b Review details Configuration: [ Smal \0* B
v Accept License o - -
€ Agreements IMPORTANT: For Log Insight clusters medium or large sized nodes should be used.
2 Destination

This configuration supports up to 200 ESXi hosts (~2,000 events/second or ~30GB/day) and requires the following
~  2a Selectname and folder

= z *4 CPU (minimum 2.0GHz)
% 2b Select configurafion - 5GE RAN

2c Selectstorage * 132GB of storage (100GB for event storage) - thick provisioned, eager zeroed highly recommended
- * VM hardware version 7 or greater (vSphere 4.0 or greater)

2d Setup networks

2e Customize template

3 Ready to complete

\./E
Next

Back

Cancel

1. Pick a configuration size. Typically small is used for an evaluation. For
more information on sizing please consult the Log Insight documentation:
Sizing guidance.

2. Click Next.
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http://pubs.vmware.com/log-insight-30/index.jsp#com.vmware.log-insight.getting-started.doc/GUID-284FC5F4-B832-47A7-912E-D407A760CAE4.html?resultof=%2522%2573%2569%257a%2569%256e%2567%2522%2520%2522%2573%2569%257a%2565%2522%2520
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Choose the Target Storage

Deploy OVF Template 2 »

1 Source Select storage

Select location to store the files for the deployed template
v 1a Select source

Vv 1b Review details Selectvirtual disk format: ' Thick Provision Eager Zeroed |- ' o
v 1c Accept EULAs \-/

WM Storage Palicy: \ Mone | K]
2 Destinatio
stination The following datastores are accessible from the destination resource that you selected. Select the destination datastore for the
v 2a Select name and folder virtual machine configuration files and all of the virtual disks
+  2b Select configuration Name Capacity Frovisionad Free Type Storage DRS
H vsan, Se— 1455TB 3467 11.00TB vsan
2d Setup networks H ntp 1.00TB 750.05 GB 068.23 GB NFS
T EIETER ET R 3 ntp_all_sata_n1_1000_der..  1.00TB 104.61GB 919.39 GB NFS
3 Ready to complete B local_c2b2 924.00 GB 80.07 GB 914.47 GB VMFS
B local_c2b3 924.00 GB 30.07 GB 909.85 GB VMFS
B ntp 1.00TB 630.52 GB 909.18 GB NF35
B3 local_c2b4 924.00 GB 30.07 GB 906.78 GB VMFS
B local_c2b1 924.00 GB 185.40 GB 875.42 GB VMFS

“ i @ L

Back Next Finish Cancel

1. Choose target storage for the VM. Deploy the vRealize Log Insight
virtual appliance with thick provisioned eager zeroed disks whenever possible
for better performance and operation of the virtual appliance.

2. Click Next.
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Select Network

Deploy OVF Template (2) »
1 Source Setup networks
Configure the networks the deployed template should use
v  1a Selectsource
+  1b Review details Source e

v Accept License VI Metwork

Agreements
2 Destination
v 2a Selectname and folder
~  2b Select configuration
+  2c Selectstorage IP protocal: ﬁ] IP allocation:  Static - Manual @

B 2d Sefup networks

2e Customize template o
Source: Network 1 - Description

2 b IDEIEEE The “Network 1° network

Destination: VM Network - Protocol settings

Mo configuration needed for this network

o

Back Next

Cancel

1. Select a network which provides access to DNS and NTP services as well
as Active Directory and DHCP if required. Additionally the network should
allow access to endpoints that will be used for log ingestion

2. Click Next.
(Note: if a cluster installation is planned, all cluster nodes must be installed

on the same Layer 2 network.)
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Configure Network Settings

Deploy OVF Template 3 »

1 Source Customize template

Customize the deployment properties of this software solution
v 1a Selectsource

+  1b Review details © Al properties have valid values Show next... Collapse all...
v oy Accept License
Agreements ~ Metworking Properties m
2 Destination Hostname The hostname or the fully qualified domain name for this VM. Leave blank if DHCP is desired
~  2a Selectname and folder |
v 2b Select configuration Network 1 1P Address | The IP address for this interface. Leave blank if DHCP is desired.
+  2c Selectstorage |
w7 ol SEpTETELE Network 1 Netmask The netmask or prefix for this interface. Leave blank if DHCP is desired o
Y4 2e Cusiomize femplate | Mt
+~ 3 Ready to complete i . i .
Default Gateway The default gateway address for this VIVl Leave blank if DHCP is desired.
DNS The domain name servers for this VW (comma separated). Leave blank if DHCP is desired. WARNINC
not specify more than two DNS entries or no DNS entries will be configured!

» Other Properties 2 settings

2

Back Next Finish Cancel

1. Configure the appropriate network setting for the VM. Leave the fields
blank for DHCP assignment.

2. Click Next.

(Note: It is highly recommended to use an FQDN entry for the vRealize Log
Insight virtual machine.)
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Confirm the Installation Settings

Deploy OVF Template (2) »

Ready to complete
Review your settings selections before finishing the wizard.

1 Source

L 1a Selectsource

~  1b Review details OVF file ZWhiware Bits\Log InsightyMware-vRealize-Log-Insight-3 0.0-3021606.ova
v g Acceptlicense Download size 611.4 MB
Agreements . .
Size on disk Lessthan 1 MB
4 e Name VMware vRealize Log Insight 12
+  2a Selectname and folder Deployment configuration Small
+  2b Select configuration Datastore Ds-88D
«  2c Selectstorage Target NoStss testla
Folder Datacenter
"  2d Setup networks Disk storage Thin Provision
'  2e Customize template Netwark mapping Metwork 1 to VM Metwark
M 3 Reaoytocompiete  JEELEICEREY Static - Manual, IPv4
Properties Hostname =

Metwork 1 IP Address =
MNetwork 1 Metmask =
Default Gateway =

DNS =

S5H Public Key =

l [v/] Power on after deployment  J

2

Back Next Finish Cancel

1. Optionally choose Power on after deployment.

2. Click Finish.
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VM Deployment

v [Z] Recent Tasks m|

|' All | Running Failed
Deploy OVF template
(8 VMware vRealize Log Insight

; 1 27% €9
v Initialize OVF deployment

@ Management

Wait for the VM to deploy and start.

Once the vRealize Log Insight VM is running, you can point a browser at the
appliance IP address or FQDN, and move to the configuration wizard.
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Initial Log Insight Configuration Wizard

Setup

Welcome to vRealize Log Insight

We'll walk through a few settings first. Click ‘Next' to begin

After entering the Log Insight VM’s IP address or FQDN, the configuration
wizard will appear.

Click Next to continue.

(Note: These steps assume the Log Insight OVA has already been deployed
and the VM has started.)

Choose Deployment Type

Choose Deployment Type

Are you starting a new Log Insight deployment or joining an existing one?
(If this is your first time running Log Insight, choose "Start New Deployment".)

Join Existing Deployment Start New Deployment

Choose Start New Deployment.

(Note: Log Insight supports up to a 12 node cluster installation. For this
evaluation we are focusing on installing a single node. Installation of
additional cluster nodes is covered in the appendix of this evaluation guide.)
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Admin Credentials

Admin Credentials

Username admin

Email

New password o (2]
.

Confirm new password

1. Enter the email address and password for the admin account.

2. Click Save and Continue.

License Key

License
License Key: Add License Key @
Back \oj Continue

1. Add the evaluation license key that was obtained from
MyVMware.com. Click Add Licence Key.

2. Click Continue
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System Notifications

General Configuration

Enter a comma-separated list of email addresses where system notifications should be sent. These
notifications are generated when important system events occur (e.g., when Log Insight is about to
start rotating out data because the disk is full).

Email System Notifications To Comma-separated list of emails

Customer Experience Improvement Program

Once per week, Log Insight will send anonymized Trace Data to VMware via encrypted email. This
information allows us to create the best possible product for you. VMware will use collected information to
prioritize development resources towards features and fixes that are most valuable to our customers.

For details on Trace Data and how itis used, please see the Customer Experience Improvement section of
the Online Help.

W Send weekly Trace Data to VMware as part of the Customer Experience Improvement Program

L2

1. Enter an email address where system notifications will be sent.

2. Select Save and Continue.
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Configure NTP
Time Configuration

Specify a list of NTP servers to sync with or choose to sync time with the ESXi host.

Browser Time Nov 12, 2015 10:08:17 AM UTC-06:00

Nov 12, 2015 10:08:17 AM UTC-06:00

Note: server time is displayed in the browser’s time zone

Sync Server Time With NTP server (recommended) v § _
, | O

Server Time

NTP Servers (comma-separated) 0.vmware.pool.ntp.org, 1.vmware.pool.ntp.org,
2.vmware.pool.ntp.org, 3.vmware.pool.ntp.org

L)

Test Note: test may take up to 20 seconds per server

Back Skip Save and Continue

1. Using the default NTP server option to synchronize time within vRealize
Log Insight is highly recommended. If an external NTP server is not
accessible due to firewall settings, you can use an internal NTP server from
your organization or optionally an ESXi Host.

2. You may leave the default NTP servers or choose your own. Use commas
to separate multiple NTP servers. Click Test to verify the listed NTP
servers.

3. Click Save and Continue.
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Configure SMTP

SMTP Configuration

SMTP settings are used to enable outgoing email for alerts and important system notifications.

SMTP Server localhost

Port 25

SSL (SMTPS) @ )

©

STARTTLS Encryption (] \0/
Sender loginsight@example.com L7
Username Optional

Password

Email address {
D@ P
Back Skip Save and Continue

1. Enter SMTP server information to enable outgoing email for alerts and
system notifications.

2. Click Send Test Email to validate the SMTP server settings and
credentials.

3. Click Save and Continue.

VMWARE TECHNICAL MARKETING 2018 - PAGE | 18

VMware, Inc. 3401 Hillview Avenue Palo Alto CA 94304 USA Tel 877-486-9273 Fax 650-427-5001 www.vmware.com

Copyright © 2014 VMware, Inc. All rights reserved. This product is protected by U.S. and ir ional copyright and ir property laws. VMware products are
covered by one or more patents listed at http://www.vmware.com/go/patents. VMware is a registered trademark or trademark of VMware, Inc. in the United States
andlor other inrisdictions




vRealize Log Insight
Evaluation Guide

Complete Initial Configuration

Setup Complete

All donel!

You're now ready to start using Log Insight. Enjoy!

Back Finish

Click Finish.
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vSphere Integration

Ready to Ingest Data

Log Insight is configured and ready to collect logs. Here are some ways you
can get log data into Log Insight:

@ vSphere Integration
. Log Insight can integrate with vSphere to automatically ingest events
from vCenter server and logs from ESXi hosts

onfigure vSphere integration »

Agents
Log Insight has collection agents available to send files and event
logs from Linux or Windows to Log Insight.

Download and Install Agents »

Syslog

:!: Log Insight can ingest data from any source via syslog. Just set the
Log Insight server as your syslog destination.

You can also visit the Admin Page to enable Active Directory, Archiving,

vRealize Operations integration and more. For additional documentation, see
the Online Help.

To ingest data from vSphere, you must configure Log Insight to collect data
from vCenter Server(s) and configure ESXi Hosts to forward Syslog. When
using this integration, Log Insight collects structured data in the form of

events, tasks, and alarms from vCenter and unstructured log data from ESXi
Hosts.

For this step, you will need the FQDN or IP of all the vCenter Servers to be
used for the evaluation.

Click Configure vSphere Integration.
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Configure Integration

Management VSphere Integration
System Monitor
Cluster vCenter Servers @ e
Access Control !
Eloat Hostname | vCenter.domain.com ¥ Collect vCenter Server events, tasks, and alarms @
osts
Username |usernam o . .
Agents I el J ¥/ Configure ESXl hosts to send logs to Log Insight &
Advanced options..
. Password | sssessese
Event Forwarding
Test Connection A4
License e
N
Integ 4k Add vCenter Server

vRealize Operations m @

You can integrate additional vCenter Servers with associated ESXi Hosts by
clicking Add vCenter Server

1. Enter the Hostname of the vCenter server where Log Insight will collect
events, tasks, and alarms.

The user account must have at a minimum, System.View privileges in
vCenter and the ability to change syslog settings within ESXi.

2. Click Test Connection to validate new connection.

3. Verify the checkboxes for Collect vCenter Server events, tasks, and
alarms and Configure ESXi hosts to send logs to Log Insight are
checked.

4. (Optional) The typical process configures all associated ESXi Hosts to
forward logs to Log Insight. Alternatively you can configure (or unconfigure)
specific ESXi Hosts instead of every Host. To configure individual hosts, click
Advanced options and move to the next step before clicking Save on
#5.

5. Click Save
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Choose Specific ESXi Hosts

Filter by host

=] Host «  Info Version Build Configured

|#  h-vesxid1.mgmt.local ESXi5.5.0 2143827 Yes (UDF) -
L h-vesxi02 mgmt.lecal ESXi5.5.0 2143827 Yes (UDP)

I wZ2-sm-cZb1.mgmt.lecal ESXi5.5.0 2143827 Yes (UDP)

|« w2-sm-c?b2 mgmt local \o/ ESXi5.5.0 2143827 Yes (UDP)

I w2-sm-cZb3.mgmt.lecal ESXi 5.5.0 2143827 Yes (UDP)

I w2-sm-cZbd.mgmt.lecal ESXi5.5.0 2143827 Yes (UDP)

——

°
Syslog protocol: ® YDP O TCP © SSL e
A ° 4

Unconfigure Configure

Advanced options show the associated ESXi Hosts for the configured
vCenter.

1. Select the ESXi Hosts to configure for this evaluation
2. Choose a Syslog protocol option
3. Select Configure.

(Note: To reset the syslog configuration on a Host to the previous
configuration, select Unconfigure.)
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You will need to click Save on the vSphere Integration screen to
complete the integration. This was covered on #5 of the previous
step.

vSphere Integration Complete

VMWare Log Insight [ Dashboards

Count of events =+ - eset 5 - th Automatc -

- +
Lotest S minutes of data - Q &= a2 &=-

o Add Filter 2016-01-05 13.59.04.196 2016-01-05 14.04.04 771

Events Fieid Table  Evenl Event Trends 11080 1,610 Fields

[ appname

source  appname ber custer_guid eventtype flepath hostname node_ouid seston guid version java_thread node_sddress severty java_class  user_dgent user id

Tbac_capabiities b

node_sddress

_severity
_vmk_component
_esxi_vmk_world

verson  javo_thread  node_ddress severfy java_class  user_sgent  user i

ppname  buld_numbet
pablitles  1bac_group  page_status  page

fampath ssion_guid  version

¢ flepath

source 3 event_type  fispath

source

Indexer~1-Commit loginsight. indexir

e node_gud sesson_guid  version

custer_guid  event_type  faspath y java_cass

With vSphere integration complete, log events will be ingested from vCenter
and ESXi Hosts.

Click the Interactive Analytics button to verify log messages are
available.
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Navigate to Content Packs

Administration

Content Packs

Help —

About

1. On the upper right portion of the Log Insight interface, click the three
bars.

2. Click Content Packs

Add Windows Content Pack

Content Pack Marketplace

Microsoft - Exchange Microsoft - NET CLR Microsoft - Active Directory
Version: 3.2 Version: 3.0 Version: 3.0
Updates Author: ViMware, Inc. .N ET Author: Viviware, Inc. AD Author: Vivware, Inc.

Installed Content Packs

Microsoft - Active Directory

M Soh Microsoft - 1S Microsoft - SharePoint Microsoft - SQL Server
ware - vaphere Version: 3.0 Version: 3.0 Version: 3.0
General e Author. VMware, Inc. Author: VMware, Inc. SQL Author: VMware, Inc.

Custom Content
My Content

Shared Content Microsoft - Windows Nginx OpenStack
Version: 3.0 . Version: 1.0 Version: 1.0
WI N Author: Viware, Inc. e NGiMX Author: NIA Author: Viware, Inc.
4

The Content Pack Marketplace is where you can access content packs for
VMware and non-VMware products. Content Packs include domain specific
queries, alerts, dashboards, field extractions and agent group templates for
their associated products. A content pack is not required to ingest logs from
a specific product. Essentially the content pack makes it easier and faster to
find critical log data by highlighting and alerting you to common issues that
are present in the ingested log data. As a result, troubleshooting and root
cause analysis efforts take significantly less time.

1. Click Marketplace
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2. Previously installed Content Packs are listed below the Marketplace as
well any custom Content Packs that have been created by a Log Insight
user.

3. Click the Microsoft - Windows Content Pack.

Install the Windows Content Pack

Install Content Pack

Microsoft - Windows —

WIN Version: 3.0

Author: VMware, Inc.
Website: http/fwww vmware.com

The content pack for Microsoft® Windows® provides you with
information about key entities of any Windows® operating system
installation’s health using Log Insight's ability to monitor Windows®
Event Logs.

Log Insight offers very intuitive graphical representation, especially with
regards to log events. Spikes in the number and types of messages
received can be flagged as events with external notifications. System
administrators can drill into these events for looking at where and why
these are being generated.

There are eleven per-defined Windows OS5 specific dashboards, with
total of 55 widgets, 5 query widgets and & alarms for helping to
visualize, analyze and take meaningful action on Windows 05 log
information. It provides:

= Accurate monitoring of your Windows infrastructure: Focus on
known problems through monitoring events raised in the Windows Event =5
Log.

» Essential Windows categories are covered—Application, System,
and Security: Eleven dashboards containing a total of 60 widgets are -

| Install

Click Install then Click OK.
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Content Pack Post-Install

Content Pack Marketplace Microsoft - Windows -

Marketplace Version 3.0 Export
W' N Author: Vhlware, Inc. i
Updates Website: hitp:fwww.ymware t  Setup Instructions
Descripfion: The content pack fol ovides you with info_ Expand

Installed Content Packs Uninstall...

Microsoft - Active Directory ——————

Dashboards Queries Alerts Agent Groups Extracted Fields

VMware - vSphere

General

Microsoft - Windows: Dashboards
Custom Content General - Overview

My Content Widget Name Widget Type  Notes

Shared Content Total number of events over time Chart The total number of events received over time. An increase in events may point to a change in the environment wh

For common System events, see System Event Log Error IDs. For Security events, see Vista and Server 2008, W
Hostnames with the most events Chart The host names with the highest number of events. An increase in events may point to a change on a hostname wi

For common System events, see System Event Log Error IDs. For Security events, seeVista and Server 2008, Wit

Total number of critical and error events over Chart The total number of critical and error events received over time. An increase in events may point to a change in the
time
For common System events, see System Event Log Error IDs. For Security events, see Vista and Server 2008, W

Total number of events over fime grouped by Chart The total number of events received over time by level. Windows event levels can be Critical, Error, Warning, Inforr
svents may be an indication of an issue in the environment

For common System events, see System Event Log Error IDs. For Security events, see Vista and Server 2008, W
Total number of warning events over time Chart The fotal number of warning events received over time. An increase in events may point to a change in the enviren

For common System events, see System Event Log Error IDs. For Security events, see Vista and Server 2008, W

Provider names with the most events Chart The provider names with the highest number of events. An increase in events may point to a change in the environ

For common System events, see System Event Log Error IDs. For Security events, see Vista and Server 2008, W

Once a Content Pack is installed you can examine the available options.
1. Click the gear to Export, view Setup Instructions, or Uninstall

2. Click the tabs to view the Dashboards, Queries, Alerts, Agent Groups, and
Extracted Fields which are provided with the Content Pack

(Note: Extracted fields are keywords that are added to the index. These
fields make searching and finding specific log events faster and more
efficient. Each field is based on product specific naming within logs, product
configurations, and common errors or events.)
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Installing and Configuring the Log Insight Agent

Administration

Content Packs ™~

Help
About

1. On the upper right portion of the Log Insight interface, click the three
bars.

2. Select Administration.

Agents Installation

Management Agents
System Monitor All Agents - || € Refrash
Cluster
Access Control 4 Agents @
Hosts

IP Address Hostname Version (413 Last Active - Events Sent
Agents o
-E _ 3.0.0.2885111 g;’gsﬁq“&gg'ﬂ’lm Less than 1 minute ago 5,137,294

vent Forwarding

License 3.0.0 2985111 SUSE Linux Enterprise

Server 11 (x86.64) Less than 1 minute age: 1,099,359
Integration "
g 25.0.2347850 g"&’;’gﬁg“‘&smer Less than 1 minute ago 352,514
vSphere P
. ‘ SUSE Linux Enterprise .
vRealize Operations 3.0.0.2985111 Server 11 (x86.64) Less than 1 minute age 540,887

Configuration

General Agent Configuration @

Time See the Online Help for Default agent configuration and other examples.
[filelog|test]

directory=/var/log/test

include=*.log

parser=test_csv

"

Authentication
SMTP
Archiving
SSL

[parser|test_csv]
base_parser=csv
fields= , , http request, http status, http uri

delimiter="

S W s W

"

[ 4 Download Log Insight Agent Version 3.0.0 ]

1. Within the Administration interface, select Agents. The Agents section
shows configured agent information and status.
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2. Click Download Log Insight Agent Version...

Choose the Agent OS

Download Log Insight Agent Version 3.0.0

@ Windows MSI (32-bit/64-bit)

@ Linux DEB (32-bit/64-bit)
& Linux BIN (32-bit/64-bit)

Windows and Linux agents are available for use. For this evaluation guide,
we will choose the Windows agent MSI file.

Select Windows MSI (32-bit/64-bit)

Once selected, the agent binaries will download to your local Operating
System.
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Accept the EULA

ﬁ Viware vRealize Log Insight Agent Setup - X

Please read the VMware vRealize Log Insight
Agent License Agreement

VMWARE END USER LICENSE ~
AGREEMENT

PLEASE NOTE THAT THE TERMS
OF THIS END USER LICENSE
AGREEMENT SHALL GOVERN
YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS

THAT MAY APPEAR DURING THE

Log Insight INSTAI | ATION OF THF SOFTWARF
Agent Setup

VMware vRealize

I accept the terms in the License Agreement

Launch the agent installation on one or more client and server machines that
have been chosen for the evaluation.

The initial setup screen is the End User License Agreement. Check the box to
accept the EULA and click Next.

(Note: The agent files can be mass deployed using common enterprise
software distribution products.)
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Configure Log Event Destination

ﬁ Viware vRealize Log Insight Agent Setup -

Server Configuration

Please provide Log Insight server details...

Flease provide Log Insight server host name or IF address to send
collected events to.

Host: IF or FQDN

L

(2)

Back & nstall

Cancel

1. Enter the IP or FQDN of your Log Insight server.

2. Click Install.
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Finish Agent Installation

Management ﬁgems
System Monitor All Agents -
Cluster
Access Control 4 Agents @ \9./
Hosts

IP Address Hostname Ver

Once the install is complete, Click Finish.

1. Click Agents (if necessary). Your new agents should be visible a few
minutes after installation.

2. Click Refresh if you are not seeing new agents listed.

Create a New Group

Management Agents
Syslem Montor & C Refroch
Cluster \/

[ Muno tn fillar \
\ |..| e 0 mnc /

Microsoft - IS

Access Control

Hosts
Microsoft - Exchange 2010 (!

Microsoft - Exchange 2013 (!

Event Forwarding

Microsoft - Active Directory 2008

License
Microsoft - Active Directory 2012 (1
Integration
Microsoft - NET CLR !
vSphere

— (2) i G
vRealize Operations -

vSphere 5.x - vCenter (Linux)

Configuration vSphere 5.x - vCenter (Linux) SSO

General
vSphere 5.x - vCenter (Windows)

Time \e/

Groups allow you to configure one or many agents centrally from the Log
Insight server. The group configuration is added to the liagent-effective.ini
file on the client machine in the agent directory. Group agent configurations
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typically add a specific log file path and file extension or in the case of
Windows, the event log and associated event channel. Changes can be made
locally on the client. However, if a difference is encountered between server
and client-side settings, the server-side configurations settings will replace
the local client configuration settings.

1. Select the All Agents dropdown.
2. Scroll down and select Microsoft - Windows.

3. Click New Group

Copy the Group Template

Agents

Microsoft - Windows r C' Refresh

Agent Configuration @

See the Online Help for Default agent configuration and other examples.
[winlog|Application]

channel=Application

[winlog|Security]
channel=Security

[winlog|System]
channel=System

e s B I R O R WO ]

18 [winlog|WindowsFirewall]
11 channel=Microsoft-Windows-Windows Firewall With

13 [winlog|uac]
14 channel=Microsoft-Windows-UAC/Operational

Copy Template

Click Copy Template.
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Name the Group

Copy Agent Group

Name: ([lcrsser-Windowd ) (@), |

Notess B I U &

This iz the agent group configuration for Microsoft - Windows content pack.
You can find this under Administration -> Management -> Agents -> All
Agents drop down.

To apply,copy this template to active groups | add fiters and save.

(2)
Cancel m

4

1. Name the Group

2. Click Copy

VMWARE TECHNICAL MARKETING 2018 - PAGE | 33

VMware, Inc. 3401 Hillview Avenue Palo Alto CA 94304 USA Tel 877-486-9273 Fax 650-427-5001 www.vmware.com
Copyright © 2014 VMware, Inc. All rights reserved. This product is protected by U.S. and ir ional copyright and ir property laws. VMware products are

covered by one or more patents listed at http://www.vmware.com/go/patents. VMware is a registered trademark or trademark of VMware, Inc. in the United States
and/ar other inrisdictions




vRealize Log Insight

Evaluation Guide

Create the Group Filter

Agents

Microsoft - Windows (Mot Saved) = & Refresh

Use filters to selec\‘o‘f&lgents receive the Agent Configuration below. ‘0"

X | os ~ || matches = ||| Microsoft Windows*
A ™y
+J'!'\| )
11g P Address
Hostname |
P Version 05
Version |
Mic
10, « 05 al 3.0.0.2985111 Sel
: Da

1. Click the filter field drop down and select OS.
2. Type Microsoft Windows*

This will result in a filter rule which matches any agent running on a client OS
starting with Microsoft Windows.
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Save the Group

Agent Configuration @

See the Online Help for Default agent configuration and other examples.
[winlog|Application]

channel=~Application

[winlog|Security]
channel=Security

[winlog|System]
channel=System

DD 00 = T W R

12 [winlog|WindowsFirewall]
11| channel=Microsoft-Windows-Windows Firewall With Advanced Security/Firewall

s

13 [winlog|UAC]
14| channel=Microsoft-Windows-UAC/Operational

Save New Group

Click Save New Group.

The agent will now collect events from the Application, Security, System,
Windows Firewall, and UAC channels on the Windows operating system.
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How to Use Log Insight

Log Insight User Interface

There are two primary interfaces for log monitoring and analysis in
Log Insight.

e Dashboards: Dashboards are visual representations of the log data
ingested by Log Insight. Dashboards are included with Content Packs or
can be created and shared. Each dashboard has one or more
widgets. Widgets are based upon pre-built or user created queries and
include charts to visualize the log data. Query list widgets can also be
created to quickly run a list of queries to determine if there are results in
the log data.

e Interactive Analytics: This view allows you to examine log messages,
identify problem areas, and perform root cause analysis.
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Dashboards

vm Log Insight

Custom Dashboards

* My Dashboards

? Shared Dashboards
Content Pack Dashboards
? General

? VMware - VSAN

? VMware - vRops 6.7

? \VMware - vSphere

The view in the example shows the vSphere, General Content, vSAN, vVROPs
Content Packs, all of which are pre-installed within Log Insight. Each
dashboard included in a Content Pack shows a different set of charts
highlighting information and problem areas within the log data ingested from
the source.

1. Click My Dashboards.

2. The Select Dashboard 1.
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My Dashboards

vm Log Insight Dashboards

CazomBashboas Latest 5 minutes of data v

My Dashboards Display legend on all widgets @ (_JJ
Dashboard 1

+ ADD FILTER

7 Shared Dashboards Total Events

Content Pack Dashboards 400
? General

7 VMware - VSAN

200 ‘
2 VM -vR 6.7
Eo s : .|.|II||.||‘|I.I‘|l.||||I.i| I||||||.‘|||I.u|l..“‘l.||||

? \VMware - vSphere 14144 14'46

+ NEW DASHBOARD

My Dashboards includes dashboards that have been created by cloning
existing dashboards or created from within Interactive Analytics. In this
example, the dashboard includes widgets created from queries in Interactive
Analytics and cloned from the vSphere Content Pack.

Click New Dashboard.
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New Dashboard

New Dashboard

Mame My vSphere Dashboard

(] Share this dashboard among all users

1. Name the dashboard.
2. Click Save

(Note: You can also share this dashboard, if you are a Log Insight
administrator, by selecting the Share this dashboard among all users
checkbox.

View the New Dashboard

vim Log Insight Dashboards Interactive Analytics

Custom Dashboards

Latest 5 minutes of data v oo

* My Dashboards Display legend on all widgets @  (_Ji)

Dashboard 1

My vSphere Dashboard
? Shared Dashboards No widgets in this dashboard
Content Pack Dashboards To add a widget, either clone one from another dashboard or

create a new one in Interactive Analytics by using the Add to

? General Dashboard button.

? VMware - VSAN
7 VMware - vRops 6.7

> \\Mware - vSphere

The new dashboard is blank. Widgets will be added as we move through the
evaluation.
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Select the vSphere Content Pack
vm Log Insight

Custom Dashboards

* My Dashboards
Dashboard 1
My vSphere Dashboard

? Shared Dashboards

Content Pack Dashboards
7 General
7 VMware - VSAN

> \Mware - vRops 6.7

7 WMware - vSphere

1. Select the VMware - vSphere Content Pack Dashboard.
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The vSphere Content Pack

~VMware - vSphere
General - Overview
General - Problems
General - Performance
General - Licensing
General - Inventory
Security - Auditing
Security - Authentication
vCenter Server - Overview
vCenter Server - Events
vCenter Server - Tasks
vCenter Server - Alarms
vCenter Server - Reconfigurations
vCenter Server - Performance
vSphere - Overview
vSphere - DRS
vSphere - HA
vSphere - vMotion
vSphere - Network
vSphere - Replication
Storage - Overview
Storage - SCSI Latency [/ Errors
Storage - SCSI Sense Codes
Storage - VSAN /VWWOL
Storage - NFS
Virtual Machine - Overview

Virtual Machine - Snapshots
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The vSphere Content Pack includes different dashboards that provide details
on log data pertaining to different types of events. The dashboards focus on
high level overview information through specific events such as DRS/HA,
vMotion, Security, and Performance. The Content Pack aggregates and
displays correlated log data from across a vSphere environment. This
capability allows you to quickly view where trouble areas are in the
environment then view the logs to find possible correlations, establish root
cause, and resolve the problem.

vSphere Content Pack dashboard summary:

General - Overview - All vSphere events. vSphere warning and error
events.

General - Problems - ESXi events, vSphere events by type, hardware
events, alarms, DRS and HA events

General - Performance - vCenter performance issues SOAP and Database,
VMotion performance, vSphere performance events SCSI latency, VMFS
reservations, VM tasks.

General - Security - Failed login attempts to vCenter and ESX, vCenter and
ESX authentication events, service enabled events, ESX shell commands

General - Auditing - Audit events by type, ESX firewall changes, Snapshot
events, VM events

General - Licensing - vCenter and ESX power on events, vMotion events,
Hosts, datacenters, clusters

General - Inventory - Number of vCenter servers, datacenters, clusters,
Hosts, datastores, portgroups, VMs, VMs created and deleted

vCenter Server - Events - vCenter events and error events over time, VM
events by user, and vCenter system events.

vCenter Server - Tasks - vCenter tasks over time, by type, by user, by
VM. ESX tasks.

vCenter Server - Alarms - vCenter server alarms over time, by type, by
alarm source.

VMWARE TECHNICAL MARKETING 2018 - PAGE | 42

VMware, Inc. 3401 Hillview Avenue Palo Alto CA 94304 USA Tel 877-486-9273 Fax 650-427-5001 www.vmware.com

Copyright © 2014 VMware, Inc. All rights reserved. This product is protected by U.S. and international copyright and intellectual property laws. VMware products are
covered by one or more patents listed at http://www.vmware.com/go/patents. VMware is a registered trademark or trademark of VMware, Inc. in the United States
andlor other inrisdictions



vRealize Log Insight
Evaluation Guide

vCenter Server - Application - VPXD events. SSO events, vSphere client
events, CPU utilization by vCenter Server, number of session by username
and IP.

vSphere - Overview - VMKwarning events, DRS events, VMkernel events,
VMWare HA events, vFlash Read Cache events.

vSphere - ESXi - VOB events, VMkernel events, esxupdate events, ESX
events by appname and severity, VMODL events.

vSphere - DRS/HA - DRS executed VMotion events, DRS imbalance by
cluster and vCenter, HA failovers, HA heartbeat problems.

vSphere - vMotion - VMotion events, VMotion bandwidth average.

vSphere - Network/Firewall - ESX network events, DVS events, NSX
events.

Storage - Overview - VMFS reservation times, storage queries, VMFS
heartbeat events.

Storage - SCSI Latency/Errors - Average SCSI latency, SCSI errors by
device, hostname, path.

Storage - SCSI Sense Codes - Host-side, device-side, and plugin-side error
codes, errors by device and sense data.

Storage - VSAN/VVOL - VSAN events over time, VVOL events over time.

Storage - NFS - NFS events over time, problem events by NFS server, by
status, by datastore.

Virtual Machine - Overview - VM events by name, by VM, by type. VM
state events.

Virtual Machine - Snapshots - Snapshot errors by event type, by VM and
operation.
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vSphere Content Pack Dashboards

vm Log Insight

Custom Dashboards

Latest 5 minutes of data v @ =
? My Dashboards Display legend on all widgets @ ()
> Shared Dashboards source ‘contains v
hostname contains v
Content Pack Dashboards
+ ADD FILTER
> General
> ViMware - VSAN All vSphere events All vSphere events by hostname
800 4.8 | gy Countofevents 2%
> Mware - vRops 67 Unlque eount of hos.

A A /
Mw PAY) AW, W )

General - Overview

General - Problems. N

o 0 hs2-b161 sc2-hs2-B1E1S, hs2-b1617.eng.vmw. 5€2-hs2-b1619.eng.vmw...
14:53 14:54 14:55 1456 1457

General - Performance
General - Licensing
General - Inventory

vSphere error events vSphere error events by cluster
Security - Auditing

12 2.4 g Count of events
Security - Authentication Unique count of hos.
vCenter Server - Overview

3 12 No results

vCenter Server - Events
vCenter Server - Tasks
vCenter Server - Alarms o
1453 1454 s 1456 1457 1453 1454 1455 1456 1457
wCenter Server - Reconfigurations
vCenter Server - Performance

vSphere - Overview vSphere warning events vSphere warning events by cluster
8

24 m Count of evemts
vSphere - DRS Unique count of nes.

vSphere - HA

vSphere - vMotion

vSphere - Netwark h
]

. 12 No results

AL,

vSphere - Replication .
1455 1456 1457 1453 1454 1455 1456 1457

Storage - Overview

Storage - SCS! Latency / Errors
Storage - SCS| Sense Codes Relevant vSphere queries
Typeta fter

Storage - VSAN / WWOL
Storage - NFS

v8phere waming events by hesiname
VSphere error events by hostname
Virtual Machine - Overview

Virtual Machine - Snapshots

Select the General - Overview Dashboard.
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Dashboard Time Range

vim Log Insight Dashboards Interactive Anal

Customn Dashboards

Latest 5 minutes of data v
> My Dashboards -
Y | Letest5minutes ofdata »
? Shared Dashboards Latest hour of data contains ™
contains ~
Content Pack Dashboards I Latest 24 hours of data I e e —

Latest 48 hours of data
? General

Custom time range
? VMware - VSAN
200

Dashboard data is partly displayed based on the selected time range. You
can select a predefined time range or a Custom time range. To use a
Custom time range, specify a time and date or use normal language such
as last 48 hours, last week, or last month. Only log data with time
stamps that are within the time range will be displayed on the dashboards.

1. Click the dropdown menu then choose Latest 24 hours of data.
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Dashboard Filter

Latest 24 hours of data w oo

Display legend on all widgets @ .J

SOUNCe contains "4

hostname contains 4 host

+ ADD FILTER X CLEAR ALL FIlI contains

does not contain

All vSphere events

B0k

starts with
does not start with

matches regex

)k exists

does not exist

13:00 Apr 18 0500 12:00

Log Insight allows you to filter the presented view with Dashboard

Filters. The default fields are source and hostname. You can create a filter
based on any field that has been added by a content pack or manually
extracted. In the example, we have listed the name of an ESXi Host within
the hostname field. Once the filter is added, the dashboard only shows data
from that Host and any related information.

1. To create a filter for a specific Host, enter the name of an ESXi Host
that is forwarding logs to Log Insight, from the evaluation
environment, within the hostname field. Log Insight will autocomplete
the field based on matches from the log data.

2. Select the dropdown to choose from a number of operators and change
how the filter matches data. The default operator is contains.

3. Click Update after you have created the desired filter.
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Filtered Dashboard Data

Latest 24 hours of data v ‘—. =

‘source contains N Use TAB or ENTER 10 separate multiple terms
hostname contains v host
All vSphere events All vSphere events by hostname
2,000k 40 gmCountof events oM
Unique count of hos...
a
1000k 2
™
o °
) IIIII|||||...
vSphere error events vSphere error events by cluster
200k 40 gy Countof events M0k W east-comp
Unique count of hos... east-mgmt
W viestmgmt
lab-auto
1000 20 o0k  demo-ops
| lab-ops.
west-comp
 mgrmgmt
1 mgntcore
o o o
®oo Aot 0600 oo 00 At o800 1200
vSphere warning events vSphere warning events by cluster
400k 40 gm Count of events 300k W east-comp
Unique count of hos... west-mgmt
M viest-comp
200 ssstmgm
: 20 W mgmt-core
i mgntmgmt
o0k demo-ops
W lab-auto
1 lab-ops.
o 0
1800 nria 0800 1200

The widget data now only shows visualized log data which contains the word
Host in the hostname field.

1. Notice that related parent cluster information is also presented. Log
Insight presents log data for related objects where relevant in Dashboards or
Interactive Analytics. The ability to show related objects can also be
controlled via filters and aggregation functions within Dashboards and
Interactive Analytics.

2. Click Clear All Filters.

3. Click Update.
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Widget Options

i ) west-comp
2018-04-17 20:00:00.000 to 2018-04-17 20:559:55.999 W mgmt-mgrmt

wimw_cluster mgmt-core
“ ) east-comp 157,880 —
iy west-mgmt  B058
west-comp 7,575
east-mgmt 7,558
. magmt-mgmt 428 . .
vSphere warnir cemoces 370 o
. mgmt-core Je0
A lab-aute 280 M east-comp
lab-ops 72 west-mgmt
W west-comp
200K ST east-mgmt
I mgmt-core
Add Value as Filter mgmt-mgrmt
100k | demo-ops
Interactive Analytics m lab-aute
lab-ops
o This Dashboard T T
18:00 12200

Other Dashboard 3

Choose a widget you would like to add to the newly created My vSphere
Dashboard. For this example we have chosen the vSphere error events by
cluster widget. This widget groups error events by cluster objects.

1. Hovering over the chart you can see a window appears with further
information about the data in the chart. In this case a color-coded reference
to the number of error events over a week period for each cluster. The
legend on the right shows the cluster and associated color.

2. Click anywhere within the chart data to open the Add Value as Filter
menu. You can add a filter based on where you have clicked on the

chart. For example, if we click on the green portion of the chart in this
example, and select This Dashboard, the filter vmw__cluster contains
east-comp will be added to the dashboard filter above. Additionally you can
click Interactive Analytics to open into that interface with query and filter
information added for you. Finally, widgets can link to other

widgets. Clicking Other Dashboard, also known as dashboard linking,
brings up a list of dashboards to further refine how a set of logs are viewed.
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A good example of dashboard linking is the All vSphere events by
hostname widget in the vSphere Content Pack General - Overview
dashboard. Selecting Other Dashboard on that widget will bring up a list of
dashboards containing specific info or problem areas in the Content Pack for
a selected Host.

3. Hover over the magnifying glass with your mouse. Selecting this icon
transitions to Interactive Analytics with widget query and filters added for
you. This option differs from the Add Value as Filter menu by using the
overall widget query.

4. Click the i to learn about a widget, including important configuration
information and how to interpret the widget data.

5. Click the Gear and select Clone.

Clone a Widget

Clone to Dashboard

Name: wvSphere warning events by cluster

Dashboard: Status -~

Notes: My Dashboards

| status ons
vCenter Activity
. me. An increase
Operations A laroe

Snapshots

vCenter Activity 2 CANCEL CLONE

My vSphere Dashboards

Shared Dashboards

Weathervane

VSAN

New Dashboard...
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1. Name your widget or use the default name.

2. Choose the dashboard you previously created - in this example My
vSphere Dashboards.

The widget's original notes will be added to the cloned widget. You can also
add your own notes, including links to external websites. Adding notes helps
other Log Insight users understand the context or intended purpose of the
widget data.

3. Click Clone.

4. Choose two additional widgets and clone them to your My vSphere
Dashboard

To clone an entire dashboard, hover your mouse cursor over the
dashboard name on the left side of the interface, a gear will appear. Click
the gear and select Clone. The entire dashboard will be cloned to My
Dashboards as a new dashboard.

(Note: You cannot modify Content Pack Dashboards or widgets unless they
are cloned to a user created dashboard in My Dashboards.)
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Navigate to My Dashboards

vim Log Insight

Custom Dashboards

¥ My Dashboards
Status
vCenter Activity
Operations
Snapshots
vCenter Activity 2

My vSphere Dashboards

1. Select the Custom Dashboards

2. Click My Dashboards
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View and Modify a Dashboard

vm Log Insight Dashboards Interactive Analytics
Customibashbaards Latest 24 hours of data v
“ My Dashboards
+ ADD FILTER
Status
MEEnS R ctvity vSphere warning events by cluster
Operations 300k M east-comp
west-mgmt
Snapshots I westcomp
vCenter Activity 2 o = :f;;‘?j";ﬁm
o -
My vSphere Dashboards 200k mz::::l
M lab-auto
lab-
? Shared Dashboards a s
18:00 Apri1a 06:00 1200
Content Pack Dashboards

Notice your dashboard now contains a widget.

1. We have the option to Clone, rename and delete the
dashboard.

My vSphere Dashboards - I 300K /
? Shared Dashboards Clone... =4
Rename... !
Content Pack Dashboards
Delete...
» Apache - CLF
a. I

2. To rename a widget, click the name and begin typing a new name.

vSphere warning events by cluster

a.

3. Move the widget by hovering the mouse cursor over the widget
top bar, to the right of the name, click and hold the mouse button
on the bar and drag the widget to the desired location. Release
the mouse button when the widget move is complete.
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4. To expand a widget, and use the entire space, hover the mouse
cursor over the right-side of the widget and click the
arrow. The widget will expand to fill the empty space.

. A i -
i
vSphere warning events by cluster '
00K W east-comp
west-mgmt

W west-comp

200k east-migmt
W mgrmt-mgmt
demo-ops »
100%

\ mgmt-core

M lab-auto
lab-ops
a —
Problems Dashboard
¥ VMware - vSphere Select the vSphere Content
Pack General - Problems

General - Overview

dashboard.
General - Problems E+ 2
General - Performance
General - Licensing

General - Inventory

Security - Auditing
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vSphere Problem Dashboard

)MongoDS-Detabase | +ADDFITER

N Date OIS ESXi events by hostname

vSphere problem events by type vSphere connectivity lost by component Physical hardware event detected

> Ngix
Palo Ao Networks - PAN-OS

VMware - NSXvSphere

VMware - SRM

VMware - VSAN

Security - Auditing Configuration problems by hostname Average ESXi SCS! latency >1s over time by device ESXi NFS problem events by status
Securty - Authentication
Center Server - Overview
VCenter Server - Events
VContar Servar - Tasks

\Center Server - Alsrms
\Center Server - Reconfigurations
\Center Server - Performance
Vaphere - Overview
VSphere - DRS

VSphere - HA

ESXi storage alarm queries ESXi other alarm queries

VSphere - vMotion

Vsphare - Network
Sphere - Replication

Storage - Overview

Storage - SCSi Latency / Errors

1. Hover your mouse over any of the charts in the dashboard to view the
different types of data that are highlighted.

2. Click one of the colors on the legend. Notice that color is now removed
from the chart. Each color indicates a different problem event.

3. The run all queries button provides the ability to run a series of queries
against the log data. This is known as a query list widget. Typically these
queries are used to find problems within the log data. Choose a widget and
click the green run button.

(Note: You may need to scroll down and try other widgets or increase your
time range to find problems.)
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Problem Queries

Relevant vSphere problem queries @ i 'ﬁ'

Type to filter

[ESX/ESXI] Network: Duplicate IP addresses by hostname and IP No Resulls
[ESX/ESXi] Network: vmnic events by name and problem Has Resulis
[ESXJESX]] Storage: Datastore events by name and problem \o/ Has Results
[ESX/ESXI]] Storage: iSCSI events by server and problem No Resulis
[ESX/ESX]] Storage: NFS events by server and problem Has Results
[ESX/ESXI] Configuration limit reached No Results
[ESX/ESX]] Invalid/Unsupported events by hostname No Results

The query list may run for several minutes depending on the size of your
environment and time range. If issues are found in the log data, Has
Results will be listed.

1. Hover over Has Results an i will appear. Click the i to view notes and a
description of the issue the query has found. Once you are done, click Has
Results.

(Note: if you were unable to find any results, click Interactive Analytics on
the top bar. In the next step, you will not see the query filter information in
the example. Skip #2.)
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Datastore Events in Interactive Analytics

= | custom time range - qQ
Maich al~ of ihe following filers
2 vmw_esxi_problem = || exists -
XK | wmw_esxi_problem_datasto.. * || exists \9/ -
o Add Fitter 3¢ Clear All Filtars. 20151207 00.00:00.000 20160107 10:02:1
Events  FieldTable  EventTypes  Event Trends 11022 7] Vit Hewest First »

wiin_esxi_path_id  vemw_essi_problemn_dalasiores

apprame i _vol_component vy

1. We are transitioned to Interactive Analytics with the query filter
information and time range already configured.

2. Click the Interactive Analytics button at the top of the interface. This
will reset the overview chart and query to default.
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Interactive Analytics

{21 Snapshot =] Add to Dashboard

Count of events - 4  over fime - 5 seconds - ih Automatic ~

o ~ | Latest 5 minutes of data - Q I T (.2
N

4 Add Filter 2016-01-05 13:59:04.196 2016-01-05 14:04:04771

View~  Sort: Newast First - | Fields

Events Field Table Event Types Event Trends

/192168146 INFO] [com_ vamare loginsi - a3db-48bb- [ appname
Mozilla/5.a (Windows NI 18.9; WinGé; b [ build_number
-2afas8sbaded] [RBAC Capabilities: EDIT_ADMIN, 3| @ cluster_guid

event_type

[+ filepath
[+] hostname
e [+] java_class
4 va_thread
de_address
source appname buid_number custer_guid event type fiepath hostname node_guid session_guid version java_thread node_address severity java_class user_agent user_id _guid
rbac_capabilties  rbac_group age \
age_status N
2016-21-25120:33:07. 8262 host5e.test.lab Hostd: [357C287¢ verbose 'Cimsve'] Tickel issued for CIMOM version 1.8, user reol capabilities
source eveni_type hostname appname vmw_esii_sever -_group
ession_guid
[2616-21-85 20:04:03.769+6000] [Indexer-2-Commit-Timer/192.168.1.46 INFO] [com.vimare loginsight . indexing. Indexer] [Added 13 messages to index.] everity
source appname buid_number cluster_guid event fype fiepath hostname node_guid session_guid version java_thread node_address severity java_class ‘;::ngem
-a3db-48bb- SE["d
ersion
ie 1N, 18] V_esxi_severity
[ e b R 1 _esxi_vmk_compenent
source appname buid_number custer_guid event type fiepath hostname node_guid session_guid version java_thread node_address severity java_class user_agent user_id mw_esxi_vmk_world

rbac_capabilties rbac_group page_status page

1. The top of the interactive analytics page displays a visual representation
of log data called the overview chart. The overview chart visualizations are
based on the chart type, query, and chosen aggregation functions.

2. The search box and query builder help users quickly filter and locate
relevant log information. In the previous step we saw that if a user
transitions from a widget in the dashboard view, query criteria is
automatically entered.

3. The bottom view shows individual log events.

4. Shows fields that are present in the log messages for the specified time
range. Fields are regular expressions that are applied to the text of a
message. Log Insight extracts a subset of the log data so we can treat that
data like a column in a database. This allows unstructured log data to be
queried in a similar way to how a database would be queried. The fields
pane shows fields which are currently displayed in Events. Fields can be
static that are added to the index or manually extracted. These fields could
be data extracted or added via agent parsers, Content Pack fields, syslog
fields, or manually extracted fields. When you click a field, a mini-chart is
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displayed in the field pane. Clicking anywhere within the mini-chart loads it
into the overview chart at the top and adds a filter specific to that field.

Events

Events Field Table Event Types Event Trends 11050 out of 5,695 events  View~  Sort: Newest First~

2015-11-10T715:49:46.669Z esx-03a.corp.local Hostd: [2DAC2B70 error 'SoapAdapter.HTTPService.HttpConnection'] Failed to r header on stream
<io_obj p:0@xffecdfds, h:47, <TCP '0.0.0.0:0'>, <TCP '0.0.0.0:0'>>: N7Vmacorel5SystemExceptionE(Connection reset by peer}
source event_type vmw_cluster vmw_datacenter vmw_object_id vmw_vcenter vmw_vcenter_id vmw_vr_ops_icesx4_severity'

2015-11-10T15:44:46.660Z esx-03a.corp.local Hostd: [FFBF7B7@ error 'SoapAdapter.HTTPService.HttpConnection'] Failed to read header on stream
<io_obj p:0x2dd5df38, h:50, <Il i :0'> < ' 20 >> Vmacore15SystemExceptionE(Connection reset by peer)
source event_type vmw_cluster ff vmw_datacenter vmw_object_id vmw_vcenter] vmw_vcenter_id vmw_vr_ops_id hostname appname vmw_esxi_severity

2015-11-10T15:39:46.653Z esx-03a.corp.local Hostd: [FFBF7B70 error 'Qapter.HTTPService.HttpConnection'] Failed to read header on stream
<io_obj p:0x2dcc89e8, h:47, <TCP '0.0.0.0:0'> <TCP '0.0.0.0:0'>>: N7VMacorel5SystemExceptionE(Connection reset by peer)
source event_type vmw_cluster vmw_datacenter vmw_object_id vmw_vcenter vmw_vcenter_id vmw_vr_ops_id hostname appname vmw_esxi_severity

Ingested log events are displayed within Interactive Analytics. By default all
log events are presented when no filters are added.

1. Each log message is timestamped on arrival to the Log Insight server.

2. Log messages have associated fields to make queries faster and more
efficient. Hostname and appname are examples of Syslog RFC compliant
fields.

3. Fields are also added by Content Packs and product
integrations. vmw_datacenter, vmw_object_id, and vmw_vcenter are all
examples of fields added by VMware integrations. You can create queries
based on these fields to help find specific log messages.

(Note: Hover your mouse cursor over the fields shown in blue to learn more
information about that field. For example, hovering over certain fields will
provide further details such as parent or child relationships for a

hostname.
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Build a Query

Countofevenis ~ +  over fime ~

T 1 w1432 10 20160107 105514531
efrors
error_file_not_found [0348events  View- Sort: NewestFist~ | Fielt
erro’ hanged [1 Bar
erro? Hev
e S i
[#sc

7 2016-21-97116:55:14. 7812 w2-memien-14.ment. Jocal Voxa: verbose voxal 749268787 Orieinalor@6876 sub=voxaHalCnxHostagent colD=WFU-161791dal MVoxaHalCnxHostagent: :ProcessUodate] Acolving uodates from 1660858 Lo 1660851 (at

Log Insight allows you to use plain English words when searching for log
messages. You can also build queries using regular expression.

Type error in the search box. Notice Log Insight will present an
autocomplete list based on what you have typed.

Choose a Time Range

¥ | Latest 24 hours of data '0" n
N4

2016-0 Latest 5 mmutes Of data |-07 11:05:34.794

-i2.4¢ Latesthourofdata west Fist+ | Fiel

Latest 6 hours of data
g

/ Latest 24 hours of data ( 2 ) :

h
Latest 7 days of data
> [

All time S
Vv
v

FHv
+Flu

Custom time range

1. Click the time range drop down menu

2. Select the Latest 24 hours of data.
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(Note: The time range menu in Interactive Analytics serves the same
function as what was shown in the dashboards portion of this guide. Only log
events with time stamps that are within the time range will be

displayed. The timezone of the client web browser determines the log
messages that are visible.)

Number of Events

* | Latest 24 hours of data - Q ¥ .ﬁ*‘
2016-01-06 11:10:58.861 2016-01-07 11:10:58.860
o out of 2,410,126 events View = ort: Newest First = Fields
-

The event list will update showing the last 24 hours of log messages. The
word error will be highlighted in each event message to indicate a match.
Only log messages including the word error will be displayed.

1. The number of pages and events is shown. The word error occurs in
many log messages, which is the primary reason we chose the word. Log
Insight has found over 2.4 million log events with the word error over the
past 24 hours. Log Insight uses numerous methods to help you decrease the
number of log events that are displayed. We will cover those methods in
the following steps.
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Add Filters

Match all ¥ of the following filters:

X | text ~ || does notcontain  ~ || 127.0.0.1
X hostname ~ || contains v
& Add Filter 3 CTear All Filters v contains
e does not contain _ !
Evetwe~  Field Table Event Type! : ]
yp starts with ‘ W,
115-11-1C 2015-11-10T15:49; does not start with .local Hostd:
g <io_obj p:0xffecc matches regex 10.0:0'>, <TC
source event_type exists jcenter vmw_

Filters function in the same way as filters with dashboards. Log message
results are based on matched values and operators in the filter.

1. Operators control filtering behavior in the same manner as with
dashboards. Fields with numeric values, for example latency numbers,
include additional operators such as <, >, or =.

2. When two or more filters are created, you are presented with the option
to match all or match any values in the filters.

3. Click Add Filter.
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Choosing a Field

Match all= of the *~lowing filters:

o) | text :\,.__f ~ || does not contain E
¥ | hostname \ ~ || contains E
o) | text * || does not contain =
— -
+1_ @ )
- —
| + text
Even
appname
2 : fror
16;  build_number vrmw_veenter
channel
2 fror
15 Cclass
1 v _vecenter
cluster_guid
2 event_type jan
16 v _veenter
eventid
A ___evantrecacdid e O

"Hostsve VFlashHai

WIS _WCEN

"Hostsve VFlashMan

W _VCEN

"Hostsve VFlashMan

WIS _WCEN

"Hostsve VFlashMai

1. New filters default to the text field. You can choose a new field by
selecting the down arrow and scrolling to the desired field.

2. Alternatively you can type the filter into the search box. Log Insight will
match results against what you have typed.
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Globbing

-
Match all ~ of the following filters: ‘e

X [text ~ | doesnotcontain  ~ || 127.0.0.1 4
X | text ~ || contains ~ || esx-03a - esx-01 ‘
esx-01a
< Add Filter 38 Clear Al Filters bt e 1
A\
Events Field Table Event Types Event Trends 11050 0ut 072,008 events  View~ Sort: NewestFirst~ | Fjel
2015-11-10T15:39:46.653Z esx-03a.corp.local Hostd: [FFBF7B70 error 'SoapAdapter.HTTPService.HttpConnection'] Failed to read header on stream Ba
<io_obj p:0x2dcc89e8, h:47, <TCP '0.0.0.0:0'>, <TCP '0.0.0.0:0'>>: N7Vmacore15SystemExceptionE(Connection reset by peer) e
source event_type vmw_cluster vmw_datacenter vmw_object_id vmw_vcenter vmw_vcenter_id vmw_wr_ops_id hostname appname vmw_esxi_severity ®Eh
s
2015-11-10T15:34:46.644Z esx-03a.corp.local Hostd: [2DA81B70 error 'SoapAdapter.HTTPService.HttpConnection'] Failed to read header on stream Ew
<io_obj p:0x2dd9af6@, h:50, <TCP '0.0.0.0:0'>, <TCP '0.0.0.0:0'>>: N7Vmacore15SystemExceptionE(Connection reset by peer) B
source event type vmw_cluster vmw_datacenter vmw_object id vmw_vcenter vmw_vcenter_id vmw_wr_ops_id hostname appname vmw_esxi_severity B

Log Insight supports using globs in queries.

1. The * supports matching multiple characters. The ? only matches one
character. In the example, using fail* could return Failed, failure, or
failing. Erro? will probably always return the word error.

2. When entering a value, Log Insight will perform a match against what you
have typed. Also multiple values for a single filter line will automatically
have an OR constraint. The filter above will translate to text contains esx-
03a OR esx-01a when complete.

3. Try creating a filter for an ESXi Host in your environment then click
the search button.

(Note: Search queries will not work properly if globs are the first character in
a word, i.e. *rror. Multiple globs can be used such as e*r*.)
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Aggregation Functions

©

Countofevents ~ +  over time ~

efrror

& Add Filter

We can also control the data which drives the Overview Chart in Log Insight
via aggregation functions. Above the search box, the default aggregation
function Count of events over time is presented. Selecting the down arrow
will open a drop down menu with additional functions.

1. Click the + plus sign.
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Adding a Second Function

® Count of events
O Unigue count of hostname -

appname
event_type
v hosiname
source
vmw_clusier
vmw_datacenter
vmw_esxi_device_id (ViMware - vSphere)
vmw_esxi_severity (VMware - vSphere)
vmw_object _id
vmw_vcenier
vmw_vcenter_id
vmw_vr_ops_id

2816-81-87T17:18: 58
source event_type h

RTR-RT1-ATT17-18- "R R4RT w?-memtrm-17 memt Toeal storaceRM- Skin

Multiple functions can be added to a chart. This allows you to show a single
event in two different ways.

1. Click the down arrow to open the drop down menu.
2. Click the radio button for Unique count of and select hosthname.
3. Click Apply.

Multi-function Overview Chart

2016-01-111

Count of events ~  Unique count of hostname -~ x  owver fime ~

The Overview Chart will update and include the Unique count of hostname in
the view as a line.

1. Hover over the column and line. Notice that each will present
information. The column will present the count of events for that time
frame. The line shows the number of hostnames that had matching error
logs during that time frame.

2. Click over time.
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Overview Chart with Hosthame Grouping

over fime grouped by hosiname ~ Apply
O Time series @
@ Non-time series

B appname

B buid_number

B cluster_guid

R 1)
| B flepath

hostname

W java_ciass

B java_thread

B node_address

B node_guid

Next we will group the results by hostname.
1. Select the hostname checkbox.

2. Click Apply.

Overview Chart With Grouped Hosthame

[ Add to Dashboard

Coun oun
@ 2016-01-11 23:00-00.000 {0 2016-01-11 23:59:59 999
2

w2-m lt_u]r mgmt local

ih Automatic ~

1. Now that events are grouped by hostname, hover the mouse cursor
over the different colors in the columns on the chart. Information will
appear showing the time range and count events for that hostname.

2. The legend on the right shows the color and associated hostname.

3. Click Chart Type.
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Chart Options

1 hour ~ ih Automatic ~

X B Logarithmic axis
ih Column Show legend

~ Line Stacking: o) Normal b Percent @ None

ol Area

Different charts are also available. By default, Log Insight will automatically
select the best chart for the data set. You can manually choose charts to
visualize the data in different ways.

1. Choose the Area chart.

(Note: Some charts like the Bar or Pie chart will be grayed out unless non-
time series data is selected. You can change to non-time series data in the
group by drop down menu. Hint this is where we selected the over time
grouped by hostname setting.)
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Snapshot the Query

@ %1 Snapshot I._;T Add to Dashboard

1 hour -

th Automatic B Logarithmic axis

ih Column Show legend

Stacking: O normal ® percent @ None

~f Line
ad Area

Notice the view changes to an area chart. Experiment with the different
charts possibilities before moving forward.

1. Click Snapshot once you have finished looking at chart options.
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Snapshot Options

2016-21-12118:49:53.404Z w2-mgmlpm-1 storageRM: Skipping device naa.5226016¢b6e2223450060162b6e02034 eitl
source event_type vmw_cluster vmw_datacenter vmw_object_id vmw_vcenter wvmw_vcenter_id wvmw_wvr_ops id ho:

A Windows Filtering Platform filter has been changed.

Subject:
Security 1D: §-1-5-19

Save All to Dashboard ﬁ;}
ol

Delete All &
L 12-10 16:51 to 12-11 16:51 01-11 12:49 to 01-12 12:49

As a user is working with a query, they may want to add a field or tweak the
query a bit, which could change the visualization. Snapshots allow a user to
go back and compare these visualizations side by side. You can take a
snapshot of your current query and time range in vRealize Log Insight for
quick viewing or to save to a dashboard. Think of snapshots as a visual
favorite query. The goal of snapshots is to assist with Root cause analysis
and troubleshooting, they are saved between logons, but they are unique to
each user account.

Snapshots appear on the bar at the bottom of Interactive Analytics.
1. Locate your snapshot.

2. Click the date and time text along the bottom of your

snapshot. Rename the snapshot to something which conveys meaning for
the content. For example, you could name the snapshot Count of Error
events grouped by hostname.

3. Click the gear on the left and select Save All to Dashboard.
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Add to Dashboard

Add Charts to Dashboard

Dashboard: My vSphere Dashboard ~ o
’ A (3}

My Dashboards

Dashboard 1

/ My vSphere Dashboard \e,

Shared Dashboards

New Dashboard...

For this step we will add the snapshot to the existing dashboard created
earlier.

1. Click the Dashboard drop down.

2. Select My vSphere Dashboard (or the name of the dashboard you
created.)

3. Click Add.
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Additional Add to Dashboard Option

&) Snapshot [=5] Add to Dashboard

Your snapshot has now been added to the dashboard. This functionality
allows you to add all current snapshots to an existing or new dashboard.

You can also add the current overview chart to an existing or new dashboard
by clicking Add to Dashboard on the upper right of Interactive
Analytics. This can be accomplished without creating a snapshot.
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Events Types

error * | Latest 24 hours of data - Q

=k Add Filter o 2016-01-11 12:14:34.179 2016-01-12 12143

lew~  Sort: Mast Comman First~

Events Field Table | Event Types | Event Trends

-12T18:13:46. 0422~ w2-mgmipa-16.mgnt.local~ Hostd: warning hostd[35C@787¢~1 [Originalor@6876 sub=vMkernelStatsProvider (915468448 ~).VSIStatsImpl] Failed Lo get vsi stat set: Sysinfo error on operation returned status :
ound. Please see the VMkernel log for detailed error information

(Expand)

81-12T18:14:21.480Z~ w2-mgmipa-13.mgnt.local~ sdrsinjector-: Skipping device naa.5e¢6¢160b6ed00345606216 4- either due Lo VSI read error or abnermal state

2016-21-12118:12:50. 0462~ wz-mgmipm-12.mgat.local~ Vpxa: error vpxa[56AC687¢~1 [Originalor@6876 sub=hostdstats oplD=37594335-36-1 [VpxaHalStatsostagent::GetDvsStats] Did not get any entity metrics from the host.
(Expand)

2016-01-12118:13: 262~ w2-mgmtpn-4.mgnt. local » sfeb-CIMKML-Processor »[2917839+]: [module:pam_lsasslpam_sm_authenticate~: failed [errer~ vcode:40017+]

(Expand)
The computler attempled Lo validate the credentials for an account.
Authentication Package: FT_AUTHE ATION_PACKAGE_V1_@
Log: Heal thi b3e16240939bFF4cc2364397abdmgnt . 1ocal v
Sol - o
Er
(Expand;

1. Click the Event Types tab.

Aggregation Functions and Grouping help to change how much log data we
can visualize. As we have seen though, queries will often return thousands
to millions of log events in the events list. In these cases, even with filters in
place, searching through every log message could present a challenge. Log
Insight addresses this issue by intelligently grouping or clustering events into
manageable groups. Event Clustering is a machine learning technology
that groups the related data together. Log Insight detects the types of
events, discovers the schema, and automatically understands the structure
of each event. We then create Smart Fields and pattern match the same
event types.

Event clustering allows potentially thousands of events to be grouped and

summarized into a smaller set of results within the Event types tab. Event
clustering happens at ingestion time to reduce query times and changes to
Log Insight data visualizations.

2. In our example, Log Insight has grouped all of the error messages into
115 different event types.

3. The most common event types are shown first. The top event type group
includes 2.3 million log messages.

4. Click Expand to view the log messages included in any group.
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Smart Fields

Events Field Table Event Types Event Trends

o 2816-81-12118:25:45.6952 @ w. error vpxal56A24878+1 [Originator@6876 sub=hostdstats oplD=4894286e-cf~]1 [VpxaHalStatsHostagent: :GetD

(Callapse)

2816-21-12118:25:45. 6682 w2-mgmLpm-14.mgnL.local Vpxa: error vpxa[7448987¢] [Originalor@6876 sub=hosldstals oplD=4834286e-c8] [VpxaHalStalsHoslagenL::i
source event_type hostname appname vmw_esxi_severity vmw_opid

2016-21-12T118:25:45. 6682 w2-mgmtpm-14 . mgmt. local Vpxa: errer vpxal74A@9878] [Originator@6876 sub=hostdstats oplD=4894286e-c8] [VpxaHalStatsHostagent::{
source eveni_type hostname appname vmw_esxi_severity vmw_opid

2816-81-12T18:25:45_6952 w2-mgmtpm-12 mgmt_local Vpxa: error vpxa[56A2487871 [Originator@6876 sub-hostdstats oplD-4894286e-cf] [VpxaHalStatsHostagent: -l
source event type hostname appname vmw_esxi_severity vmw_opid

2016-81-12T18:25:45. 6562 w2-mgmtpm-13.mgmt . local \'pxa:lurror vpxa[FFDF7A68] [Originator@6876 sub=hostdstats oplD=4894286e-a9] :\'pr.a\‘a]Elalsl-uslagunl:‘]
source event_type hostname appname vmw_esxi_severity

2016-21-12T18:25:45. 6622 w2-mgmtpm-16._mgmt. local Vpxa: errer vpxal5F2168781 [Originator@6876 sub=hostdstats oplD=4894286e-f4] [VpxaHalStatsHostagent::{
source eveni_type hostname appname vmw_esxi_severity vmw_opid

The group is now expanded. There will be differences in the messages within
each log. Although there are differences, intelligent grouping identifies
various patterns to differentiate between a constant and a variable within
each log message.

1. The variable text, also known as Smart Fields, are shown in blue. In this
screenshot, the indicated smart field displays a host, one or more different
hosts might be included in this log information and may be different for each
log message in the grouping.

2. The text in black represents similar static components of a log
message. That portion of a message includes pattern matched log
messages, which helps determine how messages will be grouped.
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Filter Event Types

@-0/ 2016-21-12718:13: 4¢

Not found. Please s

A AR e
AQQ rler

Events Like This 121
Events Not Like This @

Highlight Events Like This :5¢

View Time Series Chart

S ———————— ] .

1. Hover the mouse cursor over a group and click the gear that appears
next to a group of event types.

2. Select Event Not Like This.

3. Choose another group of event types and select Events Not Like This
again.

Using this process a Log Insight user can rapidly work through a large
number of irrelevant logs to find the important information. This process is
also particularly helpful when the user is not sure what to search for in the
log data.
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Event Types Filtered

efror

—
X | evenl_type - [l s not - || v4_eldSfde | v4_6bb677dl , o

< Add Filter 3§ Clear Al Filters

Field Table Event Types Event Trends

o 2016-01-12118:25:45.695Z~ w2-mgmtpm-12.mgmt.local~ Vpxa: error vpxa[56A24878+] [Originator@6876 subshostdstals oplD=4894286e-cf~] [VpxaHalStatshostagent::GelDvsStats]
4 Expand)
2016-81-12118:25: 272~ w2-mgmipm-§.mgntL, local~ sfcb-CIMAML-Processor»[2944246+]: [module:pam_lsasslpam_sm_authenticate~: failed [error~ wcode:38017~]
Expand)

1. Selecting Events Not Like This creates the new filter event_type is not
"event type". Had we selected Events Like This instead, the filter would
have constrained the results only to that event type group

2. Click Events.

Events Filtered

ermor ~ | Latest 24 hours of data -

X | event_type - || s not ~ || v4_eldSide | v4_6bb677dl ]e
S

ilter ear All Filters 2016-01-11 12:26:15.192 to 2016-01-12

Events | Field Table  EventTypes  EventTrends

-, 6 2016-01-12 10:26:03,275 ERROR [PopulationSymptoalSiCacheRefresher 1 com.vimare.statsplatform. persistence. cache.ResourceCache. getResourceKeyFroabocld - getResourceKeyfromdock is null
k oulce event_type fiepath hostname  vmw/_ uuster vmw_datacenter vmw_host vmw_object id vmw_vcenter vmw_vcenter_id vmw_vI_ops_appname  Vmw/_Vr_ops._( dusteman‘e vmw_vr_ops_clusterrole  vmw_vr_ops_hostname  vmw/_vr_ops_id

pvi ve_ops logtype~ vmw_vr_ops_nodename

1. Moving back to the Events tab, we quickly see that, with a few simple
clicks, most of the log messages are now filtered.

2. The filters have remained in place as we transitioned between tabs.

3. Hover the mouse cursor over a log message and click the gear next to a
log message. This menu presents further methods to organize log messages.
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Highlight and Colorize Events

&~ 2016-01-12 2016-21-12 190:26:23,275 ERROR [Pog

Events Like This
Events Not Like This

Highlight Events Like This e
Colorize Event Types N4

Set Time Range From This Event ]

©

View EventIn Context

Open Analysis in vRealize Operations Manager

1. Note that you can also add event type filters from the Events Tab as
well.

2. In addition to filters we can Highlight and Colorize each event
type. Highlight Events Like This colorizes a single event type in the
list. All events with the same event type will have the same color.

To colorize all messages in the list, click Colorize Event Types.
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Colorized Events

2016-01-12 10:26:03,275 ERROR [PopulationSymptomTSICacheRefresher 1 com.vmare.statsplatform.persi ache. ResourceCache_getResourceXeyfroabocld - getResourceKeyfrombocld: docld is null
source event_type fiepath hostname vmv_cluster vmw_datacenter vmw_host vmw_object id vmw_vcenler vmw_voenterid vmw_vr_ops_appname vmw_vr_ops_clustername vmw_vr_ops_clusterrole vmw_vr_ops_hostname vmw/_vr_ops_id
vmv/_vr_ops_logtype  vmw_vr_ops_nodename

#- 20160112 2016-01-12 10:26:03,274 ERROR [PopulationSymptoaTSICacheRefresher 1 com.vimare. statsplatform. per: -ache.ResourceCache. getResourceKeyFrombocld - getResourceKeyFrombocld: docld is null
2603475 source event_type fiepath hostname vmw_cluster vmw_datacenter vmw_host vmw_objectid vmw_vcenler vmv_voenterid vmw_vr_ops_appname vmw_vi_ops_clustername vmw_vr_ops_clusterrole vmu_vr_ops_hostname vmw_vi_ops_id
vmw/_vr_ops_logtype  vmw_vr_ops_nodename

112 2016-01-12 10:26:03,274 ERROR [PopulationSymptoalSICacheRefresher 1 com.vmware.statsplatform.persistence. cache ResourceCache. getResourceKeyfrombocld - getResourceKeyFrombocld: docld is null
source event_type fiepath hostname vmw_cluster vmw_datacenter vmw_host vmw_objectid vmw_vcenfer vmw_vcenter id vmw._\r_ops_appname vmw_vr_ops_cluslername vmv/_wr_ops_clusterrole vmw_vi_ops_hostname  vmv/_vr_ops_id
vmwi_vr_ops_logtype  vmw_vr_ops_nodename

1-12118:25:49.1512 w2-sm-c1b3 Hostd: error hostd[4BE81870] [Originator@6876 sub-SoapAdapter HITPService HttpConnection] Failed to read header on stream <io_obj p:@x4c441f74, h:33, <ICP '0.0.0.0:¢'>, <ICP
.0:0'>>: N7Vmacore15SystesExceptiont(Connection reset by peer)
source event_type hostname appname  vmw_esd severty

201
‘0.6

2016-01-12118:25:45.6682 w2-ngntpa-14.mgnt. local Vpxa: error vpxal74A09870] [Originator@6876 sub-hostdstat: 1 [VpralialStatsHostagent: :GetDvsStats] Did not get any entity metrics from the host
source event_type hostname appname  vmw_esd_severity vmw_opid

2016-01-12118:25:45.6682 w2-mgmtpm-14.mgmt . local Vpxa: error vpxa[74A09876] [Origi b=hosLds 10 1 [VpxahalStatshiostagent: :GetDvsStats] Did not get any entity metrics from the host
source event_type hostname appname vmw_esxi_severity vmwi_opid

All events in the list will be colorized according to their event type. This
capability allows you to quickly see different event types in context within the
message list. You are quickly able to correlate logs in the same time frame
to determine if an issue is impacting multiple objects in the environment and
where numerous issues might be contributing to a larger problem. Once that
information is clear, filters can be added to further refine which log data is
relevant to your search and analysis efforts.

Hover the mouse cursor over a log message and click the Gear next to any
log message.
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View Event in Context

B8~ 2016-01-12 2876-871-12 18:26:83,275 ERROR [Fop

Add Filter: L
Events Like This

Events Not Like This f

1]

Highlight Events Like This F

Colorize Event Types b

1]

Set Time Range From This Event £

View Event In Context
i

Open Analysis in vRealize Operations Manager

Log Insight allows you to view log events in real time and in context with
other log events. This view can be very helpful if you are attempting to
troubleshoot an issue as logs are being ingested.

Click View Event in Context
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View Event in Context - Continued

2016-02-02 08:29:05.533 Q

2016-02-827114:29:26.2043882 localhost. localdom - - - [1iagent@6876 filepath="/data/vcops/log/collector.log”
viw_vr_ops_appname="vROps" vam_vr_ops_clustername="VROPS-EMDEMO" vmw_vr_ops_clusterrole="Master” vmm_vr_ops_hos'zoonead PS
emdemo . mgmt . 1local” vaw_vr_ops_loglype="COLLECTOR™ vaw_vr_ops_nodename="vRealize Cluster Nede"] 2016-82-02 @6:/ INFO [Aute
discovery worker thread 21 com.integrien.alive_ collector.CommunicatorThread.sendlask - -> Sending 'Auto \/r' task to
Alive (id: 1487520, cid: 1)

2016-22-22114:29:06.0044742 localhost.localdom - - - [liagent@6876 filepath="/data/vcops/log/collector.log”

v_vr_ops_appname="vROps” vaw_vr_ops_clustername="VROPS-EMDEMO" wvmw_vr_ops_clusterrole="Master” vmmw_yr_ops_hostname="vrops-
emdemo.mgmt . 1ocal” vaw_vr_ops_logtype="COLLECTOR" vamw_vr_ops_ncdename="vRealize Cluster Node”] 2016-02-02 ©6:25:05,832 INFO \./
[Communicator] com.integrien.alive.collector.CommunicaterThread.receivedlask - <- Received 'Auto Discover' response from

Alive (id: 148752@, cid: 1)

2216-22-02114:29:06.20844882 localhost.localdom - - - [liagent@6876 filepath="/data/vcops/log/collector.log”

vinw_vr_ops_appname="vROps” vaw_vr_ops_clustername="VROPS-EMDEMO" vam_vr_ops_clusterrole="Master” vaw_vr_ops_hostname="vrops-
emdemo.mgmt . local” vaw_vr_ops_logtype="COLLECTOR" vmm_vr_ops_nodename="vRealize Cluster Node”] 2016-92-02 ©6:29:95,832 INFO
[Communicator] com.integrien.alive.collector.CommunicatorThread.receivediask - Task 'Aute Discover’ succeeded (id: 1487520, cid:

1))

2016-02-0

2016-92-22114:29:986.2044862 localhost.localdom - - - [liagent@6876 filepath="/data/vcops/leg/cellector.log”
vimw_vr_ops_appname="vROps" vmw_vr_ops_clustername="VROPS-EMDEMO" vmw_vr_ops_clusterrole="Master” vam_vr_ops_hostname="vrops-
emdemo. mgmt local” vam_vr_ops_logtype="COLLECTOR” vim_vr_ops_nodename="vRealize Cluster Node™] 2016-22-62 26:29:85,832 INFO
[Response Processor worker thread 31 com. integrien.alive.common.communication.CommunicatorWorkItem.run - Starting to process
‘Auto Discover’ response... (id: 1487520, cid: 1)

Feb 2 26:29:25 w2-sm-c2bl.mgmt.local kernel: Kernel log daemon terminating.

2216-22-22114:29:26.204491Z localhost.localdom - - - [1iagent@6876 filepath="/data/vcops/log/collector.leg”
vinW_vr_ops_appname="vROps” vaw_vr_ops_clustername="VROPS-EMDEMO" vmmw_vr_ops_clusterrole="Master” vmw_vr_ops_hostname="vrops-
emdemo.mgmt - 1ocal” vaw_vr_ops_logtype="COLLECTOR" vamw_vr_ops_ncdename="vRealize Cluster Node”] 2016-22-02 86:29:25,831 INFO
[Response Processor worker thread 3] com.integrien.alive.common.communication.CommunicatorWorkltem.run - Finished processing
'Auto Discover' response (id: 148752¢, cid: 1)

This view provides infinite scroll, simply scroll up or down to view additional
log messages. If Highlight or Colorize Event Types was selected, the
colorization will persist in this view as well.

1. Filters can be added to constrain visible log messages
2. Searches the log message for filter matches.

3. Scroll through the list of logs and add a filter to get the feel of the
interface. Click X when you are finished.
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Event Trends

T | Latest & hours of data w7 Q

o Add Filter ZDMZZBZDE.SSB to  2016-02-02 08:29:0

Events Field Table Event Types 1 g‘

314 increasing and 313 decreasing event types compal

+of 777 event types Sort: Increasing First =

©

Previous § hours ~ e

2816-82-82118:25:83.5126952 lecalhest.localdom - - - [liagent@6876 filepath="/data/vceps/log/analytics-alb58c3a-a732-4dle-ab7e-
54ceB551b@19 . log" vaw_vr_ops_appname="vROps" vam_vr_ops_clustername="VROPS-EMDEMD" wam_vr_ops_clusterrole="Master"”
wirm_vr_ops_hos Lname="vrops-emdeme . mgmt . local” vaw_vr_cps_loglype="ANALYTICS" wvaw_vr_cps_ncdename="vRealize Cluster Node"] 2816-
82-82 82:25:83,372 INFORMATION [DTwWrapper 1 com.viware.voops.dit.DTWrapper waitForwWorkIltemsToProcess - DT Queue Size:689 Used
Hemory (MB) - 6279 Free Hem(M8):5678 Total Mem(MB): 11949 Hax mem(MB): 12744

+
@ [Expand)
=+

2816-22-22113:89:82_2227 w2-sm-c1b2 Hostd: --» message = <unsels,

(Expand)

2816-82-82118:25:83_512666Z lecalhest.localdem - - - [liagent®26876 filepath="/data/vceps/log/analytics-alb58c3a-@732-4dle-abte-
S4ceds51be19. log” vaw_vr_ops_appname="vROps" vaw_vr_ops_clustername="vROPS-EMDEMO" wvaw_vr_ops_clusterrole="Master”

+ wilt_w I _Gps_hos tname="vrops -emdems mgmt . Local™ vim_vr _ops_logtype="ANALYTICS" vimw_vr_ops_nodename="vRealize Cluster Node"] 2816-
B2-82 82:25:83,312 INFORMATION [DTWrapper ] com.wvmware.veops.di.DTWrapper _constructDTWorkItemsForPortiensMode - Used
Hemory(MB):6253 Free Mem(MB):5696 Total Mem(MB):11949 Max mem(MB):12744

(Expand)

1. Click the Event Trends Tab.

With Event Trends, you are able to determine if event volumes are changing
over time, in other words whether Log Insight is detecting anomalous
behavior in the log messages.

2. Log Insight provides a second time range in Event trends. The time
range drop down menu controls the previous time frame where event types
will be compared. Log Insight then initiates a query to compare events
between the two time ranges that have been configured. We determine
which events are changing between those time ranges. Log messages are
examined to understand the similarity or difference among event types. For
example, are we seeing new events types or are there reoccurring event
types? Are event types unchanged between the two time ranges?

The second time drop down helps correlate events over different time
windows. This is a great way to look at specific time windows, for instance
looking at the same backup times across different days to view and
understand problems or changes which may have occurred during each
backup run.

3. Green, grey, or red badges indicate how event types are

changing. Green indicates an increase in the number of event types, grey
means they have remained the same, red tells us they are happening less
frequently. An increase in the number of event types might indicate a
problem and depending on the issue, might warrant further investigation.
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Quick Links

1. Add Current Query to Favorites
2. Add Current Query to Dashboard
3. Create or Manage Alerts

4. Export or Share Current Query

Create Favorite Query

Add Query to Favorites

Name:

MNotes:

CH

Cancel

1. Name your query.
2. Add notes for additional information, troubleshooting steps, or Web URLs

3. Click Save when finished.
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Favorite Query Location

Latest 5 minutes of data - Q

{ [Type to filter

16:38:11.130 to

Favorite Queries
Errors
IP Conflict

Logon Failure

It of 20

=]
m
n

gent ty Sort: Increasing First =

e compared to | Previous 50 minutes = a

ware wlenter Orchestrator
d47cides_ vawp

f1.11

Click the favorites button to view and use favorite queries.
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Add Current Query to Dashboard

Add Query to Dashboard

Mame: |Count of Error events over time grouped by Hostname o
N

Dashboard: My vSphere Dashboard ~

Widget Type: | Query List ¥ o
4
Query List:  Error Query v_o_
4

Notes: | B | U &
Optional

©

o

Cancel ﬁ

k. 4

You may also add the current query to a dashboard. The main difference
between this option and other options is you can choose the widget type to
use with a query. Widget types include, chart, query list, or field table.

Click the Quick Link Add Current Query to Dashboard

1. Name your widget.

2. Choose the dashboard you created previously.

3. Click the Widget Type drop down and select query list.
4. Name your query - Error Query.

5. Notes and Web URL can be added to the widget.

6. Click Add.
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Create an Alert

Name: |Error Aler o, |

Motes | g J U &

Optienal. These notes are included in the nofification message when the alert is fired

©

Enable: ¥ Email: | Email address(es) separated by commas
o ¥ Send to vRealize Operations Manager
S Default Object: Select.. | @ Criticality: | none v

Raise an alert:

' On any match
' When| morethan ¥ 1 matches are found in the last| 5 Minutes v o

'® When| morethan ¥ |1 events occur in a single group in the last| 5 Minutes A

The query wil run every 1 minute and will only alert ence for the defined threshold above.

¥
n

L
=]
=]

L

Count of events and Unigue count of hestname grouped by hostname

o

Users create alerts from queries or leverage alerts often included with
content packs. Notes are useful additions to alerts and allow, for example,
context on the alert a knowledge base article or resolution steps for a given
issue. Once integration between Log Insight and vRealize Operations
Manager is enabled, alerts can be forwarded to vRealize Operations
Manager. Alerts are sent to matching objects in the vRealize Operations
inventory or the default object, if a match is not found in the log message.

It is important to note that user alerts are separate from system alerts and
that admins can only disable all alerts at once not individual user created
alerts.

Click the Create or Manager alerts quick link and choose Create Alerts
from Query.
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1. Name the alert.

2. Add notes that provide additional detail. The notes will be included in the
notification message. Often troubleshooting or resolution steps are included
in the notes field.

3. Enable email notifications and/or notifications in vRealize Operations
Manager. The vRealize Operations Manager integration must be enabled
first. Integration steps are covered in the appendix of this evaluation guide.

4. Choose to Raise an alert at an interval that is appropriate for the issue
and your environment. The default settings with the word Error will typically
result in a large number of notification messages.

5. Click Save to complete creation of the alert

(Note: When you click the Create or Manage alerts quick link, you also have
the option to manage existing alerts. Alerts that are installed with content
packs or previously created user alerts can be modified to suit your needs.)
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Share a Query

Share Query X

Copy the link below:

| https://10.140.50.80/s/pvwi6 |

r
k.

Queries can be shared with other Log Insight users. This is particularly
useful when a complicated query is created. Click Export or Share a Query.
Select Share Query and the a link will be presented that can be shared with
other users.

Windows Content Pack

General - Events by Hostaame
System - Overview

System - Startup & Uptime
Apphcation - Overview
‘Application - Emors

mber of events over time Q § £ Hostna
Application - Installer A
Security - Overview
Security - Logens
Securlty - Logon Failures
5 over &

o+ AdE Filler

umes wath the mast events.

Security - Object Auditing

Total number of critical and error events over ime . Q @ 8- Tolslnumber of svents over tine grouped by level Qi o
=

-IIIIIIIIIII.IIIIIIIIIII-

Total number of waming events over time Q § #8-  Prowdernames win tne most events

These steps assume the Windows Content Pack and Windows agent was
installed after the install and configuration of Log Insight and is not covered
in this evaluation guide.

We will navigate back to the Dashboard view and look at the Windows
Content Pack Dashboards.

1. Click Dashboards.
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2. Click the Dashboards drop down menu and select the Microsoft -
Windows Content Pack Dashboard.

Notice the dashboard contains several sections focused on common Windows
troubleshooting scenarios. Verify the General - Overview dashboard is
selected.

3. Examine the widgets in this dashboard. Log events are visualized using
different chart options. Click the magnifying glass on the Total number of
critical and error events over time widget.
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Examine Windows Events in Interactive Analytics

VMWare Log Insight  [I5 Dashboards  Q Interactive Analytics

O)

Countof events + +  over fime ~

| Latest 24 hours of data - Q

Match all+ of the following fiters:
X | tevel - || contains - || critical [ error

©

X | channel - || contains - || system | appication  security

2016.01-12 10:30:20982 1o 2016-01-13 10:30:20

& AddFilter 3¢ Clear Al Filters
1050 outof 92 events  View~  Sort Newest First~

Events | FieldTable  EventTypes  EventTrends
E1-9834-£39721900201 \gpt . ini from a domain controller and was not successful
the folloming:

Group

source chamnel eventiype eventid evenirecordid hostname keywords level opcode providername fask  userid

Cluster network name resource '%1° cannot be brought online. The computer object asscciated with the resource could not be updated in domain ‘%2’ for the following reasen

he text for the assec is: %4
may lack permissiens required Lo update the ebject. Please work with your domain administraler e ensure thal the cluster identily can update computer cbjects in the domain.

he cluster identity
level opcode  providername  task  userid

source channel event type eventid eventrecordid hostname  keywords

1. Similarly to the vSphere content pack example, we are transitioned to
Interactive Analytics with the widget's filter information already

added. Each field filter pertains to elements of Windows event log channels
and issue severity. Browse through the list of log messages to get a feel for

the information Log Insight has collected.

2. Click bashboards.
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Windows Logon Failures Example

VMWare Log Insight (B Dashboards  Q Interactive Analytics

BB wicrosot - windows -

General - Overview
Ganeral - Evants by Hostname

nosame  conwns

+ Ade Fillr
System - Overview
A T Wumer f logan talres by fasre rEason, StaTuS, SUb-Status Q § 8+ Numberof logon faiures overtim by fare rEason, St ang sub-status Qi &

Application - Overview -
Application - Emors -

Application - Installer
Securty - Overview :
Security - Logons
 secute: g bena = S |

‘Security - Object Auditing

Number of lagan failures by agan accaunt name and domsin Q § 8- Numberof logon failes by logon type Qi
u:
m:

Wumber f logan failures by network workstation name and source address Q i B
e *

Once you have transitioned back to the Microsoft - Windows content pack,
click Security - Logon Failures.

This dashboard is particularly useful for viewing logon failures within your
Windows environment. An Active Directory Content Pack is available that
offers similar dashboards for logon events.

(Note: If you are not finding sufficient log data, in this or other dashboards
and queries, remember you can always increase your time range to include
additional log messages in the search.)
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Appendix

VvRealize Operations Integration

vmware vRealize Operations Manager

-l @ © 6 & | & soutons

= Solufions

] Licensing & & . [show. | All Solutions [~]
[5] Credentials Name Description Version
[ Palicies B operating Systems / Remote Service Monitoring The End Point... | 1.0.3030318
@ Inventory Explorer ﬂManagemem Pack for Storage Devices VMware vCent_ 6.0.2.2977005
f\. Obiect Relationships (7 yhware vSphere Manages vSp... | 6.0.3038034
% Maintenance Schedules

W VMware vRealize Op Pack for Log Insight VMware vReal .. 6.0.3171088

@& Access Control
%z Authentication Sources

24 Cluster Management
W Cettificates

Ll Outbound Settings N ) . ) .
VMware vRealize Operations Management Pack for Log Insight Solution Details

@ Auat cowr
Recent Tasks Adapter Type Adapter Instance Name Credential name Collector

o@ Collector Groups vRealize Log Insight Adapter Configuration not needed MNiA MNIA

&; Global Settings
13 Support >

Log Insight Integration with vRealize Operations Manager Overview video

This portion of the evaluation guide assumes a functioning installation of
vRealize Operations Manager 6.X is available for the evaluation.
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Navigate to Administration

© | Administration

Content Packs

Help
About

Login to Log Insight if required.

1. On the upper right portion of the Log Insight interface, click the three
bars.

2. Select Administration.

Enable Integration

Management vRealize Operations Integration
System Monitor
Cluster vRealize Operations Manager @
Access Control Hostname | vrops.mgmtlocal |#| Enable alerts integration @
Hosts . ©
.\ Username | admin o ¥/ Enable launch in context @
nts
= Password [ N

Event Forwarding

Test Connection

License

Integration

oy =4O

1. Click vRealize Operations.

2. Enter your admin user credentials for vRealize Operations Manager. Click
Test Connection.

3. Verify that Enable alerts integration and enable launch in context
are selected.

4. Click Save.
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Registration Successful

vRealize Operations Manager Launch in Context

Registration successful. A link to Log Insight is now available
in the vRealize Operations Manager actions menu.

Once registration is successful click OK.

Test Launching from Log Insight

Events Field Table Event Types Event Trends

&~ @ 11-10 2015-11-10T720:20:02Z esx-02a.corp.local I‘vslo

vmw_dat¢ vmw_object_id

vmw_vcenter vmw_vcenter_id

Add Filter

Events Like This 12a.corp.local hostd-probe: [FFE@@7E® info 'ThreadPool’]

Events Not Like This vmw_datacenter vmw_object id vmw_vcenter vmw_vcenter_id

Highlight Events Like This I2a.corp.local hostd-probe: [FFEES5B7@ info 'ThreadPool']

Colorize Event Types vmw_datacenter vmw_object_id vmw_vcenter vmw_vcenter_id

t2a.corp.local hostd-probe: [FFE63B7@ info 'ThreadPool’]

Set Time Range From This Event
vmw_datacenter vmw_object_id vmw_vcenter vmw_vcenter_id

View Event In Context
N4
torp.local syslog[4296411]: hostd probing is done.

Open Analysis in vRealize Operations Manager vmw_datacenter vmw_object_id vmw_vcenter vmw_vcenter_id

Navigate to Interactive Analytics.

1. Notice new fields have been added for many vSphere related log
messages. These fields contain parent object information and often the
vRealize Operations ID. This is an example of the integration at work. You
now have access to the vRealize Operations inventory data in Log

Insight. Logs will be matched to objects in the vRealize Operations
inventory.

2. Choose a log message for a Host or VM in your environment, hover
the mouse cursor over the message. Click the gear icon on the left side of
the message.

VMWARE TECHNICAL MARKETING 2018 - PAGE | 92

VMware, Inc. 3401 Hillview Avenue Palo Alto CA 94304 USA Tel 877-486-9273 Fax 650-427-5001 www.vmware.com

Copyright © 2014 VMware, Inc. All rights reserved. This product is protected by U.S. and ir ional copyright and ir property laws. VMware products are
covered by one or more patents listed at http://www.vmware.com/go/patents. VMware is a registered trademark or trademark of VMware, Inc. in the United States
andlor other inrisdictions




vRealize Log Insight
Evaluation Guide

3. Click Open Analysis in vRealize Operations Manager. You will be
launched into vRealize Operations Manager to the object matched with the
log message.

Test Launching from vRealize Operations

[ esx-01a.corplocal | Actions v o
Summary Alerts / X Deleten®ered Off VM

. I ] Delete Unused Snapshots for Datastore
| Symptoms | Timeline | | e 2

Wﬁg 77777777777 ~ 5& Delete Unused Snapshots for VM
Badge: -m‘ in
T B PowerOffvM

D Poweronvm

#% Set CPU Count and Memory for VM

[ setCPU Countfor v

Qo:, Set CPU Resources for VM

@ Set Memory Resources for VI

M8 Set Memory for VM

B Sshut Down Guest OS for VM

195 o
(90 o Open Hostin vSphere Web Client...

o Search for logs in vRealize Log Insight...

You are also able to launch into Log Insight from vRealize Operations
Manager.

1. From vRealize Operations Manager, select a vSphere object, for example
a vCenter Server or Host, then click the Actions menu.

2. Select Search for logs in vRealize Log Insight.

Log Insight will open with a filter added for the object that was selected in
vRealize Operations Manager.
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Configure an Alert

Mame: [Em:-r Alert| ]

Motes | g J U &

Optional. These notes are included in the notification message when the alert is fired.

Enable: ¥ Email: | Email address(es) separated by commas

o ¥ Send to vRealize Operations Manager
S Default Object: Select.. | @ Criticality: | none

Raise an alert:
' On any match
"~ When| morethan ¥ |1 matches are found in the last| 5 Minutes v
'® When| morethan ¥ |1 events occur in a single group in the last| 5 Minutes A

The query wil run every 1 minute and will only alert ence for the defined threshold above.

L
g
=
n

S0H 0.5
200 I 0.3

Count of events and Unigue count of hestname grouped by hostname

Alerts are covered in the User Interface portion of this evaluation

guide. Once vRealize Operations integration is enabled you can send alerts
to vRealize Operations Manager. Log Insight will automatically match
hostnames in the log message to vRealize Operations Manager objects. This
means that alerts will appear in vRealize Operations Manager as notification
events with the matched object. If a match is not made, the notification
event will be assigned to the default object. Using the default object is
required so alerts are sent for objects that do not have a match in the
vRealize Operations Manager inventory database.

1. Click Send to vRealize Operations Manager.
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2. Enter a Default Object, a vCenter server or vSphere World object can be
used. In a non-match situation, the notification events will appear with the
default object in vRealize Operations Manager.

Install Cluster Nodes

Setup

Welcome to vRealize Log Insight

We'll walk through a few setiings first. Click "Next’ to begin.

MNext

The following steps assume at least one Log Insight cluster node is already
installed and running on the same Layer 2 network. Log Insight supports
1, 3 or more nodes up to 12 in a cluster instance.

The linked video walks through the cluster installation process: Log Insight
Cluster Node Installation and Configuration video

1. Go through the Log Insight OVA installation steps then navigate in a

supported web browser to the newly installed node FQDN or IP address to
begin

2. Click Next

Choose Deployment Type
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Choose Deployment Type

Are you starting a new Log Insight deployment or joining an existing one?
(If this is your first time running Log Insight, choose "Start New Deployment™.)

Join Existing Deployment Start Mew Deployment

Select Join Existing Deployment.
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Connect to Log Insight Master

Join Existing Deployment

Enter the fully qualified domain name (FQDN) of the Log Insight master @

|I.';';e'.-—:.r FQDN Go

Back

Enter the FQDN or IP address of the Log Insight Master. This is
typically the initial node in the cluster. You can confirm the Master by
navigating to Administration on an existing Log Insight node and selecting
Cluster. The Master information will be listed alongside the Node
hostname.

Click Go.

Access the Cluster Management Page

Join Existing Deployment

Request to join was received successiully.

To complete the process, you will need to access the Cluster Management
page on the master and authorize this worker to join.

Worker IP:

Click here to access the Cluster Management page

Confirm the Work IP information.

Confirm the Worker IP address. Click the Click here to access the Cluster
Management page link.
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Worker Node Join Request

vmware Log Insight (== Dashboards Q Interactive Analytics

Management Cluster

System Monitor

Cluster has requested to be added as a worker Deny m
Access Control

Hosts
Nodes

Host - Uptime Version Monitor

Agents
Event Forwarding

. 12 days 20 hours 3.00 Monitor
License

Int ti . . L -
niegration Log Insight is currently operating in standalone mode. You can create a cluster by adding one or

vSphere more additional nodes. To add a node, deploy a new Log Insight instance and choose "Join

e B Deployment” in the startup wizard.

Configurati
onfiguration Upgrade From PAK... Download Support Bundle

General

Time
Authentication
SMTP
Archiving

S5L

Click Allow.
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Confirm the New Cluster Node and Enable ILB

VMWAare Log Insight  [28] Dashboards Q Interactive Analytics

Management Cluster
System Monitor
Cluster Nodes [ Filter by host
Access Control Host - Uptime Version Monitor Status Actions
Hosts Master) 12 days 20 hours 300 Monitor Connected
Agents \—/ 8 minutes 3.00 Menitor Connected ]
Event Forwarding 25 minutes 300 Monitor Connected ]
Loz To add a node, deploy a new Log Insight instance and choose "Join Deployment” in the startup wizard

Integration
vSphere Upgrade From PAK... Download Support Bundle
vRealize Operations o

Configuration ¥ Enable Integrated Load Balancer

General

IP Address ||

Time

Authentication FQDN (optional) |

SMTP o
Archiving m
SS5L

1. Your worker node is now added to the Cluster instance. A minimum of
three cluster nodes is required in a multi-node
installation. Information about each node is presented.

2. The Integrated Load Balancer (ILB) automatically balances ingestion
across all nodes in the cluster. To enable the Integrated Load Balancer,
enter a unique IP address and optional Full Qualified Domain Name
(FQDN) in their respective fields. Click the Enable Integrated Load
Balancer checkbox.

3. Click Save.

(Note: vSphere integration and any log endpoints will need to be
reconfigured to use the integrated load balancer virtual IP.)
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Enable ILB
Cluster
Nodes Filter by host
Host - Uptime Version Monitor Status Actions
aster] (ILE} o 12 days 21 hours 3.0.0 Monitor Connected
A 12 minutes 3.0.0 Menitor Connected Il
30 minutes 3.0.0 Monitor Connected 1]

To add a node, deploy a new Log Insight instance and choose "Join Deployment” in the startup wizard.

Upgrade From PAK... Download Support Bundle
Configuration
[#| Enable Integrated Load Balancer e
IP Address | |

FQDN (optional) | |

Status Available

1. Once the ILB is enabled, the node hosting the load balancer will be listed
in the cluster management interface.

(Note: ILB placement is determined during an election process. The ILB can
run on any node in the cluster.)
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Log Insight System Monitor

| Administration

Content Packs

Help
About

If required:

1. On the upper right portion of the Log Insight interface, click the three
bars.

2. Select Administration.
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System Monitor

vmware Log Insight  [E5] Dashboards Q Interactive Analytics

Management System Monitor
System Monitor

Cluster Resources Active Queries Stafistics e
Access Control

Hosts

Agents Show resources for (Master) - @
Event Forwarding
License CPU (2 Cores)
Integration Last 5 minutes: Last 24 hours:
100% 100%
vSphere
vRealize Operations
Configuration 0% 0%
General
Time
Authentication
emory and Swap
SHE Memory Swap Last 24 hours:
Archiving ’ , PR Mt 100%
SSL
3.4 GB of 3.9 GB 228.8 MB of 4.0 GB E - I 0%
Total Read and VWrite Operations
Last 5 minutes: Last 24 hours:
| 29 oy 3
f
[ ] |
‘ FI | | | )
| ‘I ,' ;’-,ll N a] LYY L YL RN S PR Ao
TR T
LI | L Lo

Il Reads'sec [l Writesisec

Click System Monitor.

1. System monitor will display information on the selected node. Resource
utilization and capacity data helps determine if resources are sufficient.
Incoming event rates and advanced statistics such as query metrics and
ingestion queue are also available. Active queries show currently running
queries including the ability to cancel queries that are too expensive. Admins
can configure system notifications or suspend all user alerts when the need
arises.
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