
VMware Case Study

INDUSTRY
Healthcare / Education

LOCATION
New York

KEY CHALLENGES 
• No real-time visibility into 

virtual infrastructure and no 
ability to view changes that 
create compliance or  
security risks

• Inability to safeguard virtual 
infrastructure on a daily basis

• Time-consuming, complex, 
manual reporting that made it 
difficult to share information 
with nontechnical staff who 
are tasked with identifying 
action items

SOLUTION
Weill Cornell Medical College 
deployed VMware vRealize Air 
Compliance, a powerful, easy-
to-use service that enables 
the institution to secure the 
configurations of its virtual 
infrastructure while maintaining 
continuous compliance.

BUSINESS BENEFITS
• Real-time monitoring
• Reduces the time that the 

virtual infrastructure is out of 
compliance

• Improves reporting capabilities 
that can be easily shared with 
auditors and security staff

Weill Cornell Medical College Deploys VMware 
vRealize Air Compliance for Real-Time Visibility 
into Virtual Infrastructure

Weill Cornell Medical College moved its workloads to the cloud 
to gain the agility, cost benefits, and resource reductions that 
the cloud brings. But Weill Cornell must adhere to compliance 
requirements and secure the configurations of its virtual 
infrastructure, which necessitates real-time visibility into 
systems. VMware vRealize® Air™ Compliance enables the 
college to secure the configurations of mission-critical virtual 
infrastructure while maintaining continuous compliance.

Founded in 1898 and affiliated with New York-Presbyterian Hospital since 1927, Weill Cornell 
Medical College is among the top-ranked clinical and medical research centers in the United 
States. Weill Cornell Medical College and Weill Cornell Graduate School of Medical Sciences 
maintain strong affiliations with Memorial Sloan Kettering Cancer Center, Rockefeller 
University, Hospital for Special Surgery, and the metropolitan-area institutions that 
constitute NewYork-Presbyterian Healthcare System.

The Challenge
For many organizations, a secure virtual infrastructure is a priority. For a healthcare 
institution like Weill Cornell Medical College, it’s a requirement. The Federal Government 
enforces regulations that carry stiff penalties for lax information security. And hacking of 
healthcare data is a constant threat, as emphasized by the massive breach at health 
insurance company Anthem in early 2015, where millions of customers had account 
information stolen.

So when it moved to the cloud, Weill Cornell needed a solution that would deliver real-time 
visibility into its virtual infrastructure to enable continuous compliance and ensure security. 
“We have to comply with HIPAA and other regulations and our move to the cloud 
brought with it a new host of security needs that we had to address,” says Tom McMahon, 
Weill Cornell’s Cloud and Infrastructure Security Manager. “We have to understand the 
compliance requirements we need to adhere to, figure out how systems are scoped to be 
compliant, and take our compliance framework and map it to a system and its controls.”

The Weill Cornell environment is almost entirely virtualized on VMware solutions, which 
means that its mission-critical operations—from enterprise applications to systems that 
perform medical tests for patients—need to be secured in the cloud. This security 
imperative is twofold. First, the college must demonstrate that it is compliant with the 
regulations that govern healthcare organizations. Second, it must be able to prove that its 
compliance management tool is helping the organization to be more secure. Scan-based 
and point-in-time solutions don’t provide the real-time insight needed to identify the 
changes that pose potential risks or create exposure for the college.
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The Solution
VMware vRealize Air Compliance provides Weill Cornell Medical College with a powerful, 
easy-to-use service that secures the configurations of the college’s virtual infrastructure 
while enabling real-time visibility to assure continuous regulatory compliance.

It’s the ideal solution for the college, although it required patience and research. Weill 
Cornell had been considering software as a service (SaaS) for some time but had adopted 
a wait-and-see position due to concerns about putting security-related information in the 
cloud. Then, as SaaS adoption increased and the benefits of cloud-based services became 
clear, the college gained the confidence and trust it needed to begin actively pushing 
workloads into the cloud. Its choice for cloud services was the VMware solution and that 
made the adoption of vRealize Air Compliance easy and natural.

“Because we were installing a VMware service into a VMware environment, the process was 
simple—just a few configurations and we were up and running,” McMahon says. “Before, we 
had to bring in consultants with specific skill sets to review our systems, which was both 
costly and time consuming. Now we have a continuously running service in the cloud that 
analyzes our infrastructure.”

Business Benefits
Weill Cornell Medical College now enjoys real-time analysis of its infrastructure in the cloud, 
which enables it to identify risks before they become security issues. “With vRealize Air 
Compliance, if someone changes a setting that creates a potential security risk, we know it 
immediately and can act accordingly,” McMahon says. “Whereas we used to conduct checks 
on a quarterly or annual basis, today the infrastructure is checked all day every day.”

And vRealize Air Compliance not only provides real-time awareness of virtual infrastructure, 
it delivers reporting capabilities that can be shared with auditors and with the college’s 
security staff. Nontechnical staff such as compliance analysts get the information they need 
in easy-to-read, easy-to-understand reports, which enhances their ability to identify 
actions. They can share, interpret and act on the information provided in reports, and this 
improves security.

“vRealize Air Compliance provides results that can be acted on quickly and that means we 
can fix the issue faster, with fewer resources and in a way that adheres to our compliance 
framework,” McMahon says. “We can ensure that our virtual infrastructure is compliant 
and make sure that the security controls that maintain compliance are set. And because 
the solution is from VMware, we know it’s backed by security experts who understand our 
systems and how to best secure them to meet the stringent requirements of our industry.”

With a system that runs checks in real-time, the college’s exposure is minimal. Within 
minutes of any change, security staff can see it. This reduces the chance of incidents by 
reducing the window of time during which the virtual infrastructure is out of compliance. 
With vRealize Air Compliance, Weill Cornell reaps the benefits of the cloud with confidence.

Looking Ahead
Weill Cornell Medical College is a long-standing VMware customer. It will continue to partner 
with VMware and invest in best-of-breed solutions that drive the organization forward. 

“vRealize Air Compliance 
provides results that can be 
acted on quickly and that means 
we can fix the issue faster, with 
fewer resources, and in a way 
that adheres to our compliance 
framework.”

- Tom McMahon,  
 Security Engineering Manager,  
 Weill Cornell Medical College

VMWARE FOOTPRINT
• VMware vRealize Air 

Compliance
• VMware vCloud Suite® 

Enterprise edition across 70 
hosts with more than 500 
virtual machines

APPLICATIONS VIRTUALIZED
• Wintel servers
• Epic health records software
• SQL

PLATFORM
• HP Gen9 server blades with a 

BladeSystem c7000 enclosure
• HP 3PAR storage and  

Pure Storage
• Cisco and Arista Networks


