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Getting Started

About VMware vCenter Site Recovery Manager

VMware vCenter™ Site Recovery Manager 4.1is an extension to VMware vCenter—providing disaster recovery
capabilities to VMware customers. It enables integration with array-based replication, discovery and
management of replicated datastores, and automated migration of inventory from one VMware vCenter to
another. Site Recovery Manager Servers coordinate the operations of the replicated storage arrays and VMware
vCenter Servers at the two sites so that, as virtual machines at one site (the protected site) are shut down,
virtual machines at the other site (the recovery site) start up and, using the data replicated from the protected
site, assume responsibility for providing the same services. Migration of protected inventory and services from
one site to the other is controlled by a recovery plan that specifies the order in which virtual machines are
shut down and started up, the resource pools that they are allocated, and the networks they can access. Site
Recovery Manager enables you to test a recovery plan, using a temporary copy of the replicated data, in a way
that does not disrupt ongoing operations at either site.

Site Recovery Manager runs on the VMware vSphere™ platform extending the feature set to include
support for NFS storage replicationl, protection for multiple sites by one shared recovery site, and other
automation improvements.

About This Guide

The purpose of this guide is to support a self-guided, hands-on evaluation of VMware vCenter Site Recovery
Manager by IT professionals who are looking to automate their disaster recovery plans by Site Recovery
Manager in their VMware vSphere environment.

Intended Audience

The Site Recovery Manager 4.1 Evaluator’s Guide is intended to provide Site Recovery Manager customers and
evaluators a guide that walks them through the Site Recovery Manager workflow that has to be completed to allow
for the successful and automated service failover from the designated Site Recovery Manager protected site to the
designated Site Recovery Manager recovery site. It also provides an overview that includes the considerations and
guidance to execute a failback of services from the recovery site back to the site that was originally designated as
the Site Recovery Manager protected site. In addition, this guide covers the new Site Recovery Manager features—
VMware vSphere support, NFS support, and shared recovery site. Evaluators can work through the exercises
provided in this guide to gain a first-hand experience on operating the core and new features.

Assumptions

To successfully use this guide it is assumed that:
« VMware® ESX™/ESXi™ Server has been installed on the physical servers designated for this evaluation.

* VMware vCenter Server 4.1 and VMware vSphere™ Client 4.1 have been installed in each of the Site Recovery
Manager protected and recovery sites to manage the ESX Server hosts.

« A multisite SAN/NFS infrastructure is in place, and setup to replicate designated VMFS/NFS datastores
between the Site Recovery Manager protected and recovery sites.

» The virtual machines that have been selected to be protected virtual machines for the Site Recovery Manager
evaluation have been moved onto the designated replicated datastores. Virtual machines that have not been
selected to be protected virtual machines for the evaluation should be moved to non-replicated datastores.
You can use VMware Storage vMotion™ to complete the move with zero downtime.

* The basic installation of Site Recovery Manager server in the Site Recovery Manager protected and recovery
sites has been completed.

« Storage Replication Adaptors (SRAs) have been installed at protected and recovery sites.

1 Site Recovery Manager 1.0 supports iSCSI and FC storage. Starting SRM 4.1, NFS is also supported.
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« VMware vCenter Site Recovery Manager Plug-In has been installed and enabled on the vSphere Client
instances that will be used to access the Site Recovery Manager protected and recovery sites.

For detailed information regarding installation, configuration, administration, and usage of VMware vSphere
and vCenter Site Recovery Manager, please refer to the online documentation:

« VMware vSphere: http:/www.ymware.com/support/pubs/vs_pubs.html.

» VMware vCenter Site Recovery Manager: http://www.ymware.com/products/srm/resource.html.

Disaster Recovery (DR), vSphere, vCenter, and Site Recovery Manager Abbreviations

The following DR, vSphere, and vCenter abbreviations are used throughout this evaluator guide:

ABBREVIATION DESCRIPTION

BC/DR Business Continuity and Disaster Recovery

VM Virtual machines on a managed host

RP vCenter Resource Pool

VMFS Virtual Machine File System

SAN Storage area network type datastore shared between managed hosts
NFS Network File System

Disaster Recovery (DR) and Site Recovery Manager Terminology

The following DR and Site Recovery Manager terminology is used throughout this guide:

DR AND SRM

TERMINOLOGY DESCRIPTION

Array-based replication Replication of virtual machines that is managed and executed by the storage
subsystem itself rather than from inside the virtual machines, the vmkernel or
the Service Console.

Logical unit number Refers to a single SCSI storage device on the SAN that can be mapped to one
(LUN) or more ESX Servers.
Failover Event that occurs when the recovery site takes over operation in place of the

protected site after the declaration of a disaster.

Failback Reversal of failover, returning IT operations to the primary site.
Datastore Storage for the managed host.
Host vCenter managed hosts.
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DR AND SRM

TERMINOLOGY DESCRIPTION

SRM Server Short form for VMware vCenter Site Recovery Manager Server. SRM Server
extends VMware vCenter to provide disaster recovery capabilities for VMware
customers. It enables integration with array-based replication, discovery and
management of replicated datastores, and automated migration of VMware
inventory from one vCenter to another.

Protected VM A VM that is protected by SRM and it is located on a replicated datastore.?

Un-protected VM A VM that is not protected by SRM and it is located on a non replicated
datastore.?

Protected site The site that contains the protected VMs.

Recovery site The site that contains the replicated protected VMs from the protected site.

Datastore group Replicated datastores containing complete sets of protected VM.

Protection group A group of VMs that will be failed over together to the recovery site during

test or recovery.

Storage Replication Enables SRM to interact with a storage array.
Adapter (SRA)
Placeholder VM An artifact in the recovery site vCenter inventory that represents a protected

VM from the protected site vCenter.

Inventory mappings Associations between resource pools, VM folders, networks at the protected
site and their destination counterparts at the recovery site.

Recovery plan Contains the complete set of steps needed to recover (or test recovery of)
the protected VMs in one or more protection groups.

What Will Be Covered

This guide provides you with an overview of the Site Recovery Manager features and capabilities:
Site Recovery Manager Recovery Workflow

Site Recovery Manager Alarms and Site Status Monitoring

Site Recovery Manager Roles and Privileges

Site Recovery Manager Advanced Settings

Failover from Protected Site to Recovery Site

Failback from Recovery Site to Protected Site

N oo o A W

Shared Recovery Site

2 Note that virtual machines that are added or moved to a replicated datastore after the protection group has been added will need to be configured for protection explicitly.
3 Note that migrating a previously protected virtual machine to a non-replicated datastore does not automatically remove protection. Explicit configuration is needed.
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It is highly recommended that you work through the exercises in the section to experience the Site Recovery
Manager features and capabilities first-hand. For changing advanced setting, failover, failback, and shared
recovery site, you can simply read through the details provided in the corresponding sections listed above if
you decide not to go through the real operations. The exercises include:

TIME
CATEGORY FEATURES WHAT WILL BE COVERED T
SRM Recovery Recovery Set up Recovery Workflow 60 minutes
Workflow Workflow 1. Set up site-pairing
Automation
utomatio 2. Set up Array Managers for the
replicated datastore
3. Set up inventory mappings
4. Set up protection group
5. Set up recovery plan
6. Configure IP customization
7. Trigger a test recovery
SRM Alarms Configure action Configure action for alarm ‘Remote 10 minutes
for a SRM Alarm Site Down’
1. Configure alarm action to send out
notification email.
SRM Roles Custom Role Create a SRM Custom Role 10 minutes
Creation 1. Create a SRM custom role with
SRM specific privileges.
SRM Advanced Change Advanced Change Advanced Settings (Exercise is 20 minutes
Settings Settings optional)
(Optional) 1. Change one of the advanced
settings, e.g. SanProvider.
CommandTimeout.
SRM failover Failover Details of failover operations 30 minutes
from Protected (Exercise is optional)
Site to Recovery
Site (Optional)
SRM failover Failover Details of failback operations 90 minutes
from Recovery (Exercise is optional)
Site to Protected
Site (Optional)

“ Note that the real time spent on each exercise is dependent on the specifics of your environment. These are time estimates that were
gathered from working in this test environment that has a small number of virtual machines
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TIME
CATEGORY FEATURES WHAT WILL BE COVERED ESTIMATES *
Shared Recovery Configure Shared Protect 2 sites by a shared recovery site 30 minutes
Site (Optional) Recovery Site (Exercise is optional)

Pre-requisite: Two protected sites with
separate vCenter servers, one recovery
site with another vCenter server.
1. Install a SRM instance using
a custom switch on both the
protected and recovery sites with
custom SRM plug-in ID and same
authentication method.

2. Pair sites.

3. Install a SRM instance on another
protected site and another SRM
instance on the recovery site.
Repeat the procedures in step 1
and step 2.

VMware vCenter Site Recovery Manager Evaluation Worksheet

You can use the worksheet below to organize your evaluation process.

HARDWARE CHECKLIST

Physical Servers

SOFTWARE CHECKLIST

VMware vSphere ESX/ESXi Server

VMware vCenter Server
(and associated database)

VMware vSphere Client

VMware vCenter Site Recovery
Manager Server (and associated
database)

VMware vCenter Site Recovery
Manager Plug-In

Storage Replication Adaptor (SRA) -
Storage vendor specific
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After you have successfully installed the VMware vSphere and vCenter Site Recovery Manager software
components on your hardware, you can proceed to perform the evaluation of VMware vCenter Site Recovery
Manager. For each scenario, you can use the corresponding checklist below to ensure that you are following
the proper sequence.

EVALUATION EXERCISES

SRM Recovery Workflow

SRM Roles and Privileges

SRM Alarms and Site Status Monitoring

SRM Advanced Settings (Optional)

Failover from Protected Site to Recovery Site
(Optional)

Failback from Recovery Site to Protected Site
(Optional)

Shared Recovery Site (Optional)

Help and Support During Evaluation

This guide is intended to provide an overview of the steps required to ensure a successful evaluation of VMware
vCenter Site Recovery Manager. It is not meant to substitute product documentation. Please refer to the online
product documentation for Site Recovery Manager for more detailed information (See below for links). You
may also consult the online Knowledge Base if you have any additional questions. Should you require further
assistance, please contact a VMware sales representative or channel partner.

VMware vCenter Site Recovery Manager Resources

Product Resources: http:/www.vmware.com/products/srm/resource.html

Product Community: http://www.ymware.com/products/srm/community.html

VMware vCenter Site Recovery Manager Administrator’s Guide: http:/www.ymware.com/pdf/srm_admin_4_1.pdf
Adding a DNS Update Step to a Recovery Plan: http:/www.vmware.com/pdf/srm_dns_updater.pdf

Installing, Configuring and Using Shared Recovery Site Support:
http://www.vmware.com/pdf/srm_shared_recovery.pdf

VVMware vCenter Site Recovery Manager Compatibility Matrixes:
http://www.ymware.com/pdf/srm_compat_matrix_4_x.pdf

VMware vSphere and vCenter Resources
Product Documentation: http:/www.vmware.com/support/pubs/

vSphere Basic System Administration Guide:
http://www.vmware.com/pdf/vsphere4/r40/vsp_40_admin_guide.pdf

Online Support: http:/www.vmware.com/support/

Support Offerings: http://www.vmware.com/support/services
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Education Services: http://mylearnl.vmware.com/mgrreg/index.cfm

Support Knowledge Base: http://kb.vmware.com

VMware Contact Information

For additional information, or to purchase VMware vSphere and VMware vCenter Site Recovery Manager,
VMware's global network of solution providers are ready to assist you. If you would like to contact VMware
directly, you can reach a sales representative at 1-877-4VMWARE (650-475-5000 outside North America) or
email sales@vmware.com. When emailing, please include the state, country, and company name from which
you are inquiring. You can also visit: http:/www.vmware.com/vmwarestore/.

Providing Feedback

Your feedback is appreciated on the material included in this guide. In particular, any guidance on the following
topics would be extremely helpful:

» How useful was the information in this guide?
* What other specific topics would you like to see covered?
* Overall, how would you rate this guide?

Please send your feedback to the following address: tmdocfeedback@vmware.com, with “VMware vCenter Site
Recovery Manager 4.1 Evaluator’s Guide” in the subject line. Thank you for your help in making these guides a
valuable resource.

Overview of VMware vCenter Site
Recovery Manager

VMware vCenter Site Recovery Manager provides business continuity and disaster recovery protection for
virtual environments. Protection can extend from individual replicated datastores to an entire virtual site.
VMware’s virtualization of the data center offers advantages that can be applied to business continuity and
disaster recovery, including:

» The entire state of a virtual machine (memory, disk images, /0O, and device state) is encapsulated.
Encapsulation enables the state of a virtual machine to be saved to a file. Saving the state of a virtual machine
to a file allows the transfer of an entire virtual machine to another host.

Hardware independence eliminates the need for a complete replication of hardware at the recovery site.
Hardware running ESX at one site can provide business continuity and disaster recovery protection for
hardware running ESX at another site. This eliminates the cost of purchasing and maintaining a system that
sits idle until disaster strikes.

Hardware independence allows an image of the system at the protected site to boot from disk at the recovery
site in minutes or hours instead of days.

Site Recovery Manager leverages array-based replication between a protected site and a recovery site. The
workflow that is built into Site Recovery Manager automatically discovers which datastores are setup for
replication between the protected and recovery sites. Site Recovery Manager can be configured to support
bi-directional protection between two sites.
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Site Recovery Manager provides protection for the operating systems and applications encapsulated by the
virtual machines running on ESX. A Site Recovery Manager server must be installed at the protected site and
at the recovery site. The protected and recovery sites must each be managed by their own vCenter Server. The
Site Recovery Manager server uses the extensibility of the vCenter Server to provide:

* Access control

+ Authorization

» Custom events

» Event-triggered alarms

Site Recovery Manager Prerequisites

Site Recovery Manager has the following prerequisites:

* A vCenter server installed at the protected site.

* A vCenter server installed at the recovery site.

* Pre-configured array-based replication between the protected site and the recovery site.

* Network configuration that allows TCP connectivity between Site Recovery Manager servers
and vCenter servers.

* An Oracle or SQL Server database that uses ODBC for connectivity in the protected site and in
the recovery site.

« A Site Recovery Manager license installed at the protected site and the recovery site.
Site Recovery Manager Configuration and Protection

The following workflows for the protected and recovery sites accomplish setup and configuration. Site Recovery
Manager is installed as a plugin into a VMware vSphere Client. Site Recovery Manager uses the VMware
vSphere Client as the User Interface (Ul). The Site Recovery Manager Ul is accessed by clicking on the Site
Recovery icon on the vSphere Client Home page and is used for the setup of the Site Recovery Manager
workflows, recovery plan testing as well as services failover from the protected site to the recovery site.

It is important to complete the workflows in the order they are presented in this guide.
The recovery site configuration workflow involves the following activities:

* The user installs the Site Recovery Manager server.

» The user installs the SRA and restarts Site Recovery Manager service.

* The user installs the Site Recovery Manager plugin into the vSphere Client.

The protection site configuration workflow involves the following activities:

* The user installs the Site Recovery Manager server.

* The user installs the SRA and restarts Site Recovery Manager service.

« If a different VMware vSphere Client is used to access the protected and recovery sites, the user installs the
Site Recovery Manager plugin into the VMware vSphere Client. Otherwise this activity can be skipped.

» Security certificates are established between the Site Recovery Manager servers and the VMware
vCenter servers.

* The user pairs the Site Recovery Manager servers at the protected and recovery sites.

* Site Recovery Manager identifies available arrays and replicated datastores and determines the
datastore groups.
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The protection site protection workflow involves the following activities:

» Using the Inventory Mapping interface, the user maps the networks, resource pools, and virtual machine
folders in the protected site to their counterparts in the recovery site.

» The user creates protection groups from the datastore groups discovered by Site Recovery Manager.
» For each protected virtual machine, the user can override default values.

The recovery site protection workflow involves the following activities:

» The user creates the recovery plan.

« Site Recovery Manager creates the recovery plan steps.

» Optionally the user has the ability to customize the recovery plan.

Failover and Testing

Site Recovery Manager automates many of the tasks required at failover. With the push of one button, Site
Recovery Manager:

« Shuts down the protected virtual machines if there is connectivity between sites and they are online.
+ Suspends data replication and Read/Write enable the replica devices.

* Re-scans the ESX servers® at the recovery site to find iSCSI and FC devices and mounts replicas of
NFS volumes.

* Registers the replicated virtual machines.

» Suspends non-essential virtual machines at the recovery site if specified to free up resources for the
protected virtual machines being failed over.

« Completes power-up of replicated protected virtual machines in accordance with the recovery plan.
» Provides a report of failover results.

Site Recovery Manager does not require production system downtime to run tests. This means you can test
often to ensure that you are protected in case of a disaster. For testing, Site Recovery Manager:

+ Creates a test environment that includes network and storage infrastructure that is isolated from the
production environment.

* Re-scans the ESX servers® at the recovery site to find iISCSI and FC devices and mounts replicas of NFS
volumes.

* Registers the replicated virtual machines.

» Suspends non-essential virtual machines at the recovery site if specified to free up resources for the
protected virtual machines being failed over.

« Completes power-up of replicated protected virtual machines in accordance with the recovery plan.
» Resets everything in preparation for a failover or next scheduled Site Recovery Manager Test.

* Provides a report of test results.

5 SRM does not perform the rescan if the replicated store is NFS based.
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1. Site Recovery Manager Recovery Workflow

1.1. vSphere Linked Mode

Site Recovery Manager 4.1 is fully compatible with VMware vSphere. Multiple VMware vCenter Servers can

be joined together using Linked Mode to allow them to be managed using a single VMware vSphere Client
connection. Taking advantage of VMware vSphere Linked Mode, you can view the virtual inventories of both
the protected and the recovery site in a single pane of glass. See Figure 1. Refer to the VMware vSphere Basic
System Administration Guide (http:/www.vmware.com/pdf/vsphere4/r40/vsp_40_admin_guide.pdf) for
more information about vSphere Linked Mode.

Inventory View in Linked Mode

[ (5 stetve.vblocal
=2 sitel
[=] ﬁ sitelcluster
B 19z.168.92.11
B 1921659216
B @ Stellnfrastructure s—————— RP for non_replir_‘aled

[ siteimgmt 'infrastructure VMs'

&) sitelsrml
Protected B Corms
)

S i t e sitelve
B @& StelProduction = RP for replicated 'protected VMs'
[ sitel-vml
[ sitel-wmz
o

sitel-vm3

[T sitel-wmnd

= E ez;;zv e Protected VMs replicated from

dl sitezcluster [~ protected site to recovery site
@ 1921689212

B 1921689217

= @ StelRecovery et RP for racovery VMs

site1-vml
Recovery B e |
S 't 1 sitel-vm3
I e G sitel-vmd
= e Ske2Infrastructurg  =————— QP for non-replicated

site2stml 'infrastructure VMs'
site2srm2

@
@
(s site2srma
@

site2ve

Figure 1. Inventory View in vSphere Linked Mode

Figure Tillustrates the inventory view of both the protected site and the recovery site in the lab environment
in a single pane of glass. Both the protected site and the recovery site have divided their resources into

two resource pools—one for infrastructure virtual machines, and another for production or recovery. The
infrastructure virtual machines are generally bound to the data center and thus are not replicated. The
protected virtual machines host application type services, and these are the services that need to be made
available to the business at time of disaster.
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1.2. Switch Between Protected Site and Recovery Site in vSphere Client

With Site Recovery Manager 4.1, you no longer have to use two separate vSphere Clients to connect to each site
separately. Site Recovery Manager 4.1 allows you to easily switch between the protected site and recovery site
within the same Site Recovery Manager Ul via a drop-down menu. See Figure 2.

= site1 vc.vbe.local - vSphere Client

File Edit Yiew Inventory Administration Plug-ins Help

r I

|@ Home  [» Q Solutions and Applications [+ Eg Site Recovegy (i @ sitelve.vbe.local |
ﬁ‘? site2ve, vbe,local Switch
o between
ﬁ‘; sitelve.vbe.local Site 1 and
=] ?\Q Site Recovery sitelsrml Site 2

@ Praotection Groups

..... % Recovery Plans

Alarms | Permissions

Figure 2. Switch between protected site and recovery site

1.3. Replicated Storage Support (iSCSI/FC/NFS)

Site Recovery Manager 4.1 expands storage support from iSCSI and Fiber Channel arrays to also include
replicated NFS arrays. Configuration of NFS arrays works the same way as the configurations of FC and iSCSI
storage arrays®. You can use your replicated NFS datastores in conjunction with Site Recovery Manager 4.1 to
provide disaster recovery protection for your virtual environment. Refer to http://www.ymware.com/pdf/srm_
compat_matrix_4_ 0.pdf for a list of Site Recovery Manager compatible storage providers.

1.4. Planning for BC/DR when using Site Recovery Manager

Site planning and preparation at the protected site involves the following:

Identify which virtual machines will be designated as protected virtual machines.

- sitel-vm1 through site1l-vm4 in this lab (See Figure 1).

Identify which virtual machines will be designated as un-protected virtual machines

- Site Recovery Manager servers and vCenter servers’ (See Figure 1).

Determine which datastores to hold the protected virtual machines. If existing datastores will be used for
the protected virtual machines, identify which datastores need to be configured for replication, otherwise
provision the required number of new datastores to host the protected virtual machines. Working with
your storage team to ensure all the datastores that will host protected virtual machines are configured for
replication. Refer to the SRA configuration guide for details on replication configuration.

Move all the designated protected virtual machines onto the replicated datastores. Storage vMotion can be
used to complete the relocation of the protected virtual machines with zero service downtime. If possible
ensure there are only protected virtual machines on the datastores that are being replicated from the
protected site to the recovery site.

Site planning and preparation at the recovery site involves the following:

» Ensure that you have sufficient resources (i.e. CPU, memory and network) at the recovery site for the
recovered virtual machines to utilize.

6 In case of NFS, SRM does not perform host rescan during recovery.

7 Other infrastructure virtual machines may include Active Directory server, DNS Server, and Print server.
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1.5. Exercise: Setup Recovery Workflow

SRM Recovery Recovery Workflow Set up Recovery Workflow 60 minutes
Workflow Automation 1. Set up site-pairing

2. Set up Array Managers for
the replicated datastore

Set up inventory mappings
Set up protection group
Set up recovery plan

Configure IP customization

N o oo~ W

Trigger a test recovery

Step 1: Set up connection pairing
To set up connection pairing:
1. Open a vSphere Client and connect to the vCenter server at the protected site.

2. Login as a vSphere administrator.
NOTE: The recovery site must be the replication target of arrays managed by the SRA at
the protected site.

3. Click the Site Recovery icon on the vSphere Client Home page.

¥ site1wc.ybclocal - vSphere Client

File Edit ‘iew Inwentory Administration Plug-ins Help

Ga g

Inventory
QR B & 8 €
Seatch Hosts and Clusters WMs and Datastores Metworking

Templates

Administration

) 4 F 2 @

Roles Sessions Licensing System Logs wCenter Server wienter Service
Settings Status
Management
= DI -
Scheduled Tasks Events Maps Hast Profiles Customization

Specifications
Manager

Solutions and Applications

K

Site: Recovery

Figure 3. vSphere Client Home page—Site Recovery icon
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4. In the Protection Setup area of the Summary window, navigate to the Connection line and click Configure.

5] site1vc.vbe.local - vSphere Client

Fie Edt View Inventory Administration Plug-ns Help

a E ‘E} Home [ H Solutions and Applications [ &? Site Recovery E‘j sitelve,vbe.local ‘ ﬁ'i Searc|
El+i¢ Site Rerovery Site Recovery for 192.168.92.10
i/ Protection Groups
-39 Recovery Plans Summary
Local Site Paired Site
wCenter Server:  sitelvcvbc.local:443 wCenter Server:
SRM Server: 192.168.92.38:8095 SRM Server:
Site Mame: Site Recovery for 192.168.92.10 Site Mame:
SRM ID: env3.srm.ymware SRM ID:
Organization:  Environment3 Organization:

Protection Setup

Use the steps below to configure protection For this site.

Connection: Not Configured Configure | [Break | Logout

Array Managers: Not Configured Configure
Inventory Mappings: Not Configured Configure
Protection Groups: No Groups Created Create

Recovery Setup

Create recovery plans for protection groups on the paired site.

Recovery Plans: No Plans Created Create

Figure 4. Configure connection pairing of protected and recovery sites

5. On the Remote Site Information page, type the IP address or hostname of the vCenter server at the
recovery site and click Next.

NOTE: If you are using credential-based authentication, you must supply exactly the same information
here that you entered when installing the Site Recovery Manager server. If you entered an IP address in
that step, enter it again here. If you entered a hostname in that step, enter it here in exactly the same way.

Port 80 is provided as the default to use for the initial connection to the remote site. After the initial

HTTP connection is made, the two sites establish an SSL connection over port 80 to use for subsequent
connections.

|J--_-T,J Connect to Remote Site !E

Remote Site Information

Connect ko a remote wCenter Server that will recover virtual machines from this sibe in the case of &
disaster,

Remote Site Information
Authentication
Complete Connections

Enter the address and port: for a remote vCenter Server.

addrass: Isite2vc.vbc.|0cal|

Example: vcserver, company.com

Fart: IBU

Help | = Back | Mext = I Cancel

4

Figure 5. Enter remote site information

EVALUATOR'S GUIDE / 15



VMware vCenter Site Recovery Manager 4.1
Evaluator’s Guide

6. On the vCenter Server Authentication page, provide the appropriate vCenter administrator credentials
(username and password) for the remote site and click Next.

Geomecttoremoteste ———————_ EE=R|

¥LCenter Server Authentication
Login to remote wCenker Server,

Remote Site Information
Authentication =
Complete Connections wiZenker Jerver:  siteZve,vbe local

Provide administrator credentials for the remote vCenter Server,

|Jsername: Iadministrator

Password: |********|

Help | < Back | Mext = I Cancel

4

Figure 6. Enter vCenter server authentication information

If you are using credential-based authentication, you must supply exactly the same information here that you
entered when installing the Site Recovery Manager server.
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7. Onthe Complete Connections page, click Finish after all of the site paring steps have completed successfully.

= Connect ko Remote Site =] E3

Complete Connections
Establish reciprocity with the remote wCenter Server.

Remote Site Information
Authentication — Connecting, please wait,

Complete Connections
B %" Comnected to remote vCenker Server: site2ve,vbe.local,

Certificate validation,
Connected to remote Sike Recovery Manager.

Certificate validation,

- S S

Establishing reciprocity,

Help | = Back Firish | Cancel I

4

Figure 7. Complete connection pairing

The Site Recovery Manager and vCenter servers at the protected and recovery sites are connected. Connection
information is saved in the Site Recovery Manager databases, and persists across logins and host restarts.

Step 2: Set up array managers®

After you have connected the protected and recovery sites, you must configure their respective array managers
so that Site Recovery Manager can discover replicated devices, compute datastore groups, and initiate
storage operations.

The array manager configuration wizard leads you through a number of steps:

* You provide Site Recovery Manager with connection information and credentials (if needed) for array
management systems at the protected and recovery sites.

« Site Recovery Manager verifies that it can connect to arrays at both sites.

« Site Recovery Manager verifies that it can discover replicated storage devices on these arrays and identify the
datastores that they support.

« Site Recovery Manager computes datastore groups based on virtual machine storage layout and any
consistency groups defined by the storage array.

When the configuration process is complete, the wizard presents a list of datastore groups. You typically
configure array managers only once, after you have connected the protected and recovery sites. You do not
need to reconfigure them unless array manager connection information or credentials have changed, or you
want to use a different set of arrays.

8 The example here uses a replicated NFS store. You may have a different storage device type (e.g. iSCSI or FC). In this case, you may see a slight variation of
input parameters depending on the storage device type. Yet the general workflow should still be similar.
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Procedure

1. Open a vSphere Client and connect to the vCenter server at the protected site. Log in as a vSphere
administrator.

2. Click the Site Recovery icon on the vSphere Client Home page.

3. Inthe Protection Setup area of the Summary window, navigate to the Array Managers line and
click Configure.

Protection Setup

Use the steps below to configure protection for this site,

Conneckion: Connected Configure | Break | Logout
Array Managers: Not Configured

Inventary Mappings: Mot Configured Configure

Pratection Groups: No Groups Created Create

Figure 8. Configure array mangers

4. On the Protected Site Array Managers page of the Configure Array Managers wizard, click Add.

= Configure Artay Managers M=l B3
Protected Site Array Managers
Enter the location and credentials For array managers on the protected site.
Protected Site Array Managers Protected Site Array Managers:
Recavery Site Array Managers Display Name | Manager Type | Address
Review Replicated Datastores
Add... Remoye | Edit.,, |
Replicated Array Pairs: ~ 4
Array ID Peer Array Device Count | Model |
Help < Back Mext = Close
A

Figure 9. Add array manager for protected site

5. Make sure that the SRA that you want Site Recovery Manager to use appears in the Manager Type field.

If more than one SRA has been installed on the Site Recovery Manager server host, click the drop-down
arrow and select the manager type you want to use. If no manager type is displayed, no SRA has been
installed on the Site Recovery Manager host. For more information, see “Install the Storage Replication
Adapters” in chapter 2 of Site Recovery Manager 4.1 Administration Guide.

For this example, “EMC Celerra Replicator” was used.

6. Type a name for the array in the Display Name field of the Add Array Manager window. Use any
descriptive name that makes it easy for you to identify the storage associated with this array manager

For this example "NFS_SRA_Site 1” was used.
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7. Fillin the remaining fields of the Add Array Manager window.

These fields are defined by the SRA. For more information about how to fill them in, see the
documentation provided by your SRA vendor.

8. Click Connect to validate the information you supplied and get the list of arrays that the selected array
manager has discovered. All discovered arrays are selected. Clear the selection of any array that you do
not want Site Recovery Manager to use.

9. Click OK.

The array manager queries the selected arrays to discover which of their devices are replicated. Detailed
information about the selected arrays and the number of replicated devices they support appears in the
Replicated Array Pairs area of the Configure Array Managers window.

v add Array Manager M=

— Array Manager Information

Display Mame INFS_SRF\_Sitel

Manager Type IEMC Celerra Replicator j

Caonkral Station IP |1?2.16.102.IDD

Username Inasadmin

I********

Conneck |

Array ID | Maodel |

Passward

NSZ0FC

Help | OF I Cancel

Figure 10. Enter array manager information for protected site

10. Click Next to configure array managers at the recovery site.
11. On the Recovery Site Array Managers page of the Configure Array Managers wizard, click Add.

The procedure for configuring these arrays is identical to the procedure for configuring the arrays at the
protected site, described in steps Step 5 through Step 8.
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«x Add Array Manager

— Array Manager Information

Display Name:
Manager Type:

Contral Skation IP:

S E3

JFs_sRe_sitez

IEMC Celerra Replicator

J17z.16.102.110

Username: Inasadmin
Password: I********
Conneck |
Array ID |Model
CK2000519003460000 M520FC

Help |

Cancel

Figure 11. Enter array manager information for recovery site

12. Click OK.

The array manager at the recovery site queries the selected arrays to discover which of their devices are
replicated, and displays detailed information about the selected arrays and the number of replicated
devices they support in the Replicated Array Pairs area of the Configure Array Managers window. A green
checkmark icon distinguishes arrays that have peers at the protected site.

w3 Configure Array Managers

Recovery Site Array Managers

Enter the location and credentials For array managers on the recowery site.

=] 3

Pratected Site Array Managers

Recovery Site Array Managers:

Recovery Site Array Managers
Review Replicated Datastores

Display Mame

| Manager Type

| Address |

MNFS_SRA_Site2

EMC Celerra Replicat. .,

172.16.102.110 |

| Remove | Edit... I

Replicated Array Pairs:

Array [0

| Peer Array

| Device Count | Mode!

CK2000823007950000

CK2000319003460000 4 MNS20F

Help

| Next > I Close

I o
|
4

Figure 12. Replicated array pairs shown in Configure Array Managers window
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13. Click Next to display the list of replicated datastore groups.
On the Review Replicated Datastores page, you can expand each datastore group to see which
datastores it contains and the devices that it uses. If the list of datastore groups is not what you
expected, you need to correct it before continuing.

NOTE: Only those datastores used by at least one virtual machine are displayed. You can add the virtual
machine after configuring the array manager. When you add the first virtual machine, Site Recovery
Manager will re-compute the datastore groups. For this example, VM sitel-vm5 was added to the NFS
store.

“¥ Configure Array Managers !E

Review Replicated Datastores
Review the list of replicated datastores and RDMs,

Protected Site Array Managers = Storage Array CK2000823007350000
Recovery Site Arrsy Managers [E1-/5 Warnings
Review Replicated Datastores i /By Unable to display datastore group For 'sikel-nfs3'. The datastore does not contain any virtual machines.

- 1J) Datastore Grodp: [ske1-ns2]
[ [J) Dataskore Group: [sitel-nfs]

Figure 13. Warning shown for datastores that do not contain any virtual machines

14. Click Finish to complete the configuration of the array managers.
Step 3: Set up inventory mapping

Inventory mappings establish recovery site defaults for the virtual machine folders, networks, and resource
pools to which recovered virtual machines are assigned. You create these mappings at the protected site, and
they apply to all virtual machines in all protection groups at that site.

Inventory mappings are optional, but recommended. They provide a convenient way to specify how resources
at the protected site are mapped to resources at the recovery site. These mappings are applied to all members
of a protection group when the group is created, and can be reapplied as needed (for example, when new
members are added). If you do not create them, you must specify mappings individually for each virtual
machine that you add to a protection group. A virtual machine cannot be protected unless it has valid inventory
mappings for networks, folders, and resource pools. You do not need to specify inventory mappings for
resources that are not used by protected virtual machines.

Procedure

1. Open a vSphere Client and connect to the VMware vCenter server at the protected site. Log in as a
vSphere administrator.

2. Click the Site Recovery icon on the vSphere Client Home page.

3. In the Protection Setup area of the Summary window, navigate to the Inventory Mappings line and click
Configure.

Protection Setup

Use the steps below to configure protection for this site.

Connection: Connected Configure | Break | Logout
Array Managers: Configured Configure

Inventory Mappings: Not Configured Configure

Protection Groups: No Groups Created Create

Figure 14. Configure inventory mappings
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The Inventory Mappings page displays a tree of resources at the protected site and a corresponding tree of
resources at the recovery site. For any protected site resource that does not have an inventory mapping, the
corresponding item in the recovery site tree is listed as None Selected.

29 Inventory Mappings

Canfigure mappings between resources on the protected and recavery sites. Resources used by Y on the protected site will be replaced by mapped resaurces an the
recovery site when the ¥ is recovered,

Refresh  Corfigure... Remove
Protected Site Resources | Recovery Site Resources Recovery Site Path
Networks
2] sitel
@ WM Network.
Compute Resources
=l sitel
B gl sitelcluster
@ sitelInfrastructure
@ sitetProduction
@  SitezRecovery
virtual Machine Folders
B sitel
[ sitellnfrastructurs
[ sitelProduction
[ sitezrecovery

None Selected

2]

Mone Selected
Mone Selected
None Selected
None Selected

Mone Selected
None Selected
Mone Selected
None Selected

EFEEE PEREE

Figure 15. Inventory Mapping interface before any mapping

4. To configure mapping for a resource, right-click it in the Protected Site Resources column and
click Configure.

5. Expand the top-level folder in the Configure Inventory Mapping window and navigate to the recovery site
resource (network, resource pool, or folder) to which you want to map the protected site resource you
selected in Step 4. Select the resource and click OK.

The selected resource is displayed in the Recovery Site Resources column, and its path relative to the root
of the recovery site vCenter is displayed in the Recovery Site Path column.

The following table summarizes the mapping that was created in this environment:

PROTECTED SITE
RESOURCE TYPE e b RECOVERY SITE RESOURCE
Network VM Network VM Network
Resource Pool SitelProduction SitelRecovery
Folder SitelProduction SitelRecovery
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Inventary Mappings

Configure mappings between resources on the protected and recovery sites. Resources used by a YM on the protected site will be replaced by mapped resources on the
recovery site when the WM is recovered.

Refresh  Configure... Remave

Protected Site Resources | Recovery Site Resources Recowvery Site Path
Networks
=] sitel
g WM Metwark. g WM Metwark, site2ve.wbe localisitez)
Compute Resources
=] sitel
Bl fl stelchster M None Selected
@ sitellnfrastructure /&, Hone Selected
é Site1Production @ SitelRecavery site2ve.wbe localfsite2fsitezeluster)
e SiteZRecavery M None Selected
Virtual Machine Folders
=] sitel /& Mone Selected
W Site1Infrastructure Ay None Selected
[ | StetProduction [ sitelRecovery site2vc.whe localfsibezy
@ SiteZRecavery /& Mone Selected

Figure 16. Inventory Mapping interface after mappings

6. To undo an inventory mapping, right-click it and click Remove.
Step 4: Set up protection group

Site Recovery Manager organizes virtual machines into protection groups based on the datastore group that
they use. All virtual machines in a protection group store their files within the same datastore group, and all
failover together.

To create a protection group, you select a datastore group, and then specify a non-replicated datastore at the
recovery site where Site Recovery Manager can create placeholders for members of the protection group. The
placeholder datastore should be accessible to all hosts in the recovery cluster. It should not be replicated and

can be relatively small.

Procedure

1. Open a VMware vSphere Client and connect to the VMware vCenter server at the protected site. Log in as
a VMware vSphere administrator.

2. Click the Site Recovery icon on the VMware vSphere Client Home page.

3. In the Protection Setup area of the Summary window, navigate to the Protection Groups line and click
Create.

Protection Setup

Use the steps below to configure protection For this site,

Connection: Connected Configure | Break | Logout
Array Managers: Configured Configure

Inventory Mappings: Configured Configure

Pratection Groups: No Groups Created Create

Figure 17. Create protection group
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4. On the Name and Description page of the Create Protection Group wizard, type a name and optional
description for the protection group, then click Next.

»H Create Protection Group !E[ E
MName and Description
Enter the name and description for this protection group,
Name |
Protection G . |
Datastare Group tobection Group MNare
Plarehaldzr Wis INFS—PG
Descripkion:
Prokection group for replicated NFS store in Environment: 3|
KV —
Help | = Back | Mext = I Cancel
A4

Figure 18. Enter protection group name and description

5. On the Select a Datastore Group page of the Create Protection Group wizard, select a datastore group
from the list, then click Next.

»} Create Protection Group

[H[=] E3

Select a Datastore Group
Select a datastore group for this protection group.

Mame Dratastore graups:
Datastore Group
Placehalder ¥Ms

Datastore Group

5]

Protection Group

WMs on the selected datastore group:

@ sitel-vms

Cancel

Help < Back. I MNext = I

4

Figure 19. Select a datastore group for the protection group being created
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The datastore groups listed on this page are the ones that were discovered when you configured the array
managers. Each datastore in the list is replicated to the recovery site, and supports at least one virtual machine
at the protected site. When you select a datastore group, the virtual machines that it supports are listed in the
VMs on the selected datastore group field, and are automatically included in the protection group.

6. On the Datastore for Placeholder VMs page of the Create Protection Group wizard, select a datastore
group from the list.

The datastores listed on this page exist only at the recovery site. The datastore that you select is used to
hold the files that constitute the placeholder virtual machines. These files are not large, so any datastore
that is accessible to the recovery site host and cluster can be an appropriate choice here.?

=y Create Protection Group S [=1

Datastore for Placeholder ¥Ms
Select a recovery site datastore For the placeholder WM configuration Files,

Mame

Diatastore Group
Placeholder ¥Ms

T "storage
a Sikez_WMFS1
a Sikez_WMFS2
a8

SitezYC_VMFS1

Help | « Back | Finish I Cancel

4

Figure 20. Select datastore for placeholder virtual machines

7. Click Finish to create the protection group.

Site Recovery Manager creates a protection group that includes all of the virtual machines on the datastore you
selected in Step 5. Placeholders are created and inventory mappings are applied for each member of the group.
If any group member cannot be mapped to a folder, network, and resource pool on the recovery site, it is listed
with a status of Mapping Missing, and no placeholder can be created for it.

9 The example here uses a replicated NFS store. You may have a different storage device type (e.g. iSCSI or FC). In this case, you may see all datastores are displayed including

replicated datastores and temporary datastores used for test. Users must note not to use the replicated datastores and temporary datastores for holding the placeholder virtual
machines.

EVALUATOR'S GUIDE / 25



VMware vCenter Site Recovery Manager 4.1
Evaluator’s Guide

Step 5: Set up recovery plan

A recovery plan controls how virtual machines in a protection group are recovered. It is stored in the Site
Recovery Manager database at the recovery site, and executed by the Site Recovery Manager server at the
recovery site.

A simple recovery plan assigns all virtual machines in a protection group to two networks on the recovery site:
a recovery network, and a test network. The recovery network is used in an actual recovery. The test network
is a special network that is used only for testing the recovery plan, and does not typically allow the recovered
virtual machines to communicate on your corporate network or the Internet. Site Recovery Manager can
create a test network that exists only on one ESX Server for you, or you can create one yourself. Site Recovery
Manager supports a recovery network that spans across the ESX Servers at the recovery site (i.e. vNetwork
Distributed Switch (vDS)). In case your recovery plan calls for the need of vDS, you can create a vDS switch
yourself for testing and failover recovery purposes.

A simple recovery plan includes a number of prescribed steps that use default values to control how protection
group members are migrated to the protected site. You can customize a recovery plan to change default values,
add steps to the plan itself and to the recovery of individual virtual machines, suspend non-critical virtual
machines at the recovery site to make resources available for recovered machines, and so on.

Procedure

1. Open a vSphere Client and connect to the VMware vCenter server at the recovery site (e.qg. site2vc.vbc.
local). Log in as a vSphere administrator.

2. Click the Site Recovery icon on the vSphere Client Home page.
3. In the Recovery Setup area of the Summary window, navigate to the Recovery Plans line and click Create.?

v# site2vc.vbelocal - ¥Sphere Client

File Edit Wiew Inventory Administration Plug-ins Help
ﬁsaarchln

7
|@) Home I &) Solutions and Applications DE§ Sibe Recovery Dg] sibe2ve.vbe local

= /|

[ Site Recovery Site Recovery for 192.168.92.20
@ Protection Groups
.5 Recovery Plans Summary
Local Site Paired Site

wCenker Server:  siteZvc.vbclocal443 vCenker Server:  192.168.92.10:443
SRM Server: 192.168.92.39:8095 SRM Server: 192.168.92.38:8095
Sike Name: site Recovery for 192.168.92.20 Site Marne: Site Recovery for 192.168.92.10
SRM ID: envi.srm.ymware SRM ID: env3.srm.ymware
Organization: Envrionment3 Crganization: Environment3

Protection Setup

Use the steps below to configure pratection for this site,

Connection: Connected Configure | Break | Logout
Array Managers: Not Configured Configure

Invenkory Mappings: Not Configured Canfigure

Protection Groups: No Groups Created Create

Recovery Setup

Create recovery plans For pratection groups on the paired site,

Recavery Plans: No Plans Created Create

Figure 21. Create recovery plan on recovery site

4. On the Recovery Plan Information page of the Create Recovery Plan wizard, type a name for the plan in
the Name field and an optional description, then click Next.

10 On Figure 21 you can see that Array Managers and Inventory Mappings are not configured on the recovery site since they have been configured on the protected site.
Yet you still need to ensure that the SRAs are installed on the recovery site.
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|J--_-T,J Create Recovery Plan

Recovery Plan Information

[ E3

Enter the name and description For this recovery plan,

Recovery Plan Information
Protection Groups

Response Times

Metworks

Suspend Local Yis

Mame:

NFS_RP

Description:

Recovery Plan For replicated MFS store sitel-nfs3

Figure 22. Enter recovery plan information

5. On the Protection Groups page of the Create Recovery Plan wizard, select one or more protection groups
for the plan to recover, then click Next.

M[=1E3

|Jv_-T,J Create Recovery Plan

Protection Groups
Select the protection groups to recover with this plan.

Recovery Plan Information Probection Groups at Site Recovery for 192,168,92,10:

Protection Groups
Response Times
Metworks

Suspend Local WMs

| Mame | Description

@l NFS_PG

Protection group for replicated NFS store in Environment 3

Figure 23. Select protection group for the recovery plan

6. On the Response Times page of the Create Recovery Plan wizard, specify how long you want the
recovery plan to wait for a response from a virtual machine after various recovery plan events, and then
click Next.

There are two values that you can specify:

* Change Network Settings If the virtual machine does not acquire the expected IP address within the specified
interval after a recovery step that changes network settings, an error is reported and the
recovery plan proceeds to the next virtual machine.

* Wait for OS Heartbeat If the virtual machine does not report an OS heartbeat within the specified interval
after being powered on, an error is reported and the recovery plan proceeds to the next virtual machine.

NOTE: Responses cannot be detected on virtual machines that do not have VMware Tools installed.

|Jv_-T.J Create Recovery Plan M=l B3

Response Times
Set the response times for virtual machines in this plan,

Recovery Plan Information
Protection Groups
Response Times
Mebworks

Suspend Local YMs

WM Response Times

Additional time ko wait for a response after the recovery step executes,

Change Metwork Settings:  |600 seconds

Wait For OS5 Heartbeat: 00 seconds

Figure 24. Configure virtual machine response times for the recovery
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7. On the Configure Test Networks page of the Create Recovery Plan wizard, select a recovery site
network to which recovered virtual machines connect to during recovery plan tests, and then click Next.

By default, the test network is specified as Auto, which creates an isolated test network on one ESX Server
for you. If you would prefer to specify an existing recovery site network as the test network (e.g. a vDS
portgroup that spans across your recovery ESX Servers), click Auto and select the network from the drop-
down control.

¥ Create Recovery Plan 9=l E3

Configure Test Networks
Set the netwarks to use while running tests of this plan.

Recovery Plan Information Far each network used by wirtual machines in this plan, select a netwark to use while running kests.
Protection Groups
Respanse Times

Select "Auto” if you wank the system to automatically create a new isolated netwark environment during each test
Networks
{Recommended).
Suspend Local YMs
Dratacenter | Recovery Hetwork | Test Network |
site2 WM Mekwork Inuto i

site2 dvPorbGroup (dvSwitchForSRMTest)
W Metwork,
dvPorkGroup (dvSwitchFor SRMTest)

Figure 25. Configure test network for recovery plan

8. On the Suspend Local Virtual Machines page of the Create Recovery Plan wizard, select any virtual
machines at the recovery site that the recovery plan should suspend.

Suspending local virtual machines frees resources for use by recovered virtual machines. The virtual
machines that you specify here are suspended during a test recovery as well as during an actual
recovery.

You can choose to suspend no virtual machines if doing so fits your requirements.

After a test recovery, the suspended virtual machines are powered on again.

¢ Create Recovery Plan H[=l

Suspend Local ¥irtual Machines
To make additional resources available at the recovery site, you may suspend non-critical virkual machines,

Recovery Plan Information Selected local ¥Ms will be suspended as part of the recovery plan.
Protection Groups -
) =l [y stezvevbelocal

Besponse Times a2

Metworks B o eS't -

suspend Local ¥Ms @ ' elRecovery

= Ea’ Site2Infraskructure
O sitezsrmi
O sitezsrmz
O sitezsrm3
O sitezve

[ sitezProduction

Figure 26. Select non-critical local virtual machines to be suspended during recovery

9. Click Finish to create the recovery plan.
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Step 6: Customize IP properties

To customize the network properties of a virtual machine, customers can invoke the Customization
Specification Manager on the recovery site to create a new customization specification and associate it with
the corresponding virtual machine. Note that Site Recovery Manager only allows IP adapter properties to be
updated through this mechanism. Other virtual machine properties such as registration information, time zone
and administrator password are inherited from vCenter regardless of the input in the wizard.

Site Recovery Manager also provides a batch IP customization tool dr-ip-customizer.exe. Refer to the
whitepaper titled “Automating Network Setting Changes and DNS Updates on Recovery Site Using VMware
vCenter Site Recovery Manager” at http://viops.vmware.com/home/docs/DOC-1491 for more information.

To create a customization specification on recovery site:

1. Open a vSphere Client and connect to the vCenter server at the protected site. Log in as a vSphere
administrator.

2. Click the Customization Specification icon on the vSphere Client Home page.

vy site?wc.vbe.local - vSphere Client

File Edit View Inventory Administration Plug-ins Help
[ rere
Inventorp

Search Hosts and Clusters WMz and Datastores Metworking
Templates

Administration

S &

2z @

Roles Sessions Licensing System Logs vCenter Server wienker Service
Settings Status
Management
73 ] b | &
Scheduled Tasks Ewenks Maps Host Profiles Cuskamization
Specifications
Manager
Solutions and Applications

K

Sitke Recovery

Figure 27. Customization Specification

3. Select New.

v site?vc.vbc local - vSphere Client

File Edit “iew Inventory Administration Plug-ins Help

ﬁ |@ Home [ l_'iJ Management [ ﬂ;ﬁu Customization Specifications Manager b @ siteZve,vbe local

ﬁ i

Marne | Guest o3 | Description | Date saved

Figure 28. Create new customization specification
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4. Enter name for Customization Specification (e.qg. sitel-vm5_custom_network).

v ¥Sphere Client Windows Guest Customization

New Customization Specification
Enter a name for the new customization specification and select the OS of the target.

Properties ; ' Target Yirtual Machine 05 |
Reagistration Information -
=

Computer Name IWIndDWS J
Windows License [ Use Custom Sysprep Answer File
Administrator Password
Time Zone — Custamization Specification Information
Run Onlte e
Mebword

[site 1-vmS_rustom_network
‘Workgroup or Domain I - =
Operating Syskem Options Description;
Ready to Complete NMetwark customization spec For WM sitel-wms)|

Help = Back | Hext = I Cancel

Figure 29. Enter customization specification information

5. Click Next.

6. Follow Customization Specification Wizard through the steps until the Network page. Note the values
entered before the Network page are ignored.

vyl vSphere Client Windows Guest Customization

Registration Information
Specify registration information For this copy of the guest operating system,

Properties
Registration Information Type in the owner's name and organization,
Computer Name
Windows License Name: I
Administrator Password Organization: I
Time Zone
Fun Cnce
IERIER = Only Network Properties
JreraLp erbenan information is refained by
perating System Options
Ready to Complete SRM when the protected
VM is restarted at the
recavery site

Help | < Back | Text = I Cancel

Figure 30. Enter network properties
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7. Select Custom settings and click Next.

8. Select a network interface to customize and click the button to the right of the selection.

v wSphere Client Windows Guest Customization

Network Interface Customizations
Customize the settings for each network interface.

Properties
Redistration Information Select a network inkerface to customize:

omputer fame Description | 1P Address j
‘windows License
Adrninistrator Passward s Use DHCP |
Time Zone
Fun Once
& Metwork

Custom Settings
workgroup or Domain
Operating System Options
Ready to Complete

Figure 31. Enter network custom settings
9. Configure the IP Address and the DNS Server according to your network environment.

Network Propetties [ x|

General |DNS | WINS |
—IP Address

Use DHCP to obtain an IP address aukomatically

Use an application configured on Ehe wEenter Server bo generate the

?-..
£~ Prompt: the user For an address when the specification is used
¢ 1P address

Argument

1+ Use the following IP settings:

1P Address: I . . .
Subnet Mask: I . . .

Defaul: Gateway: I . . .
Alternate Gateway: I . . .

[ DNS Server

=
™| Use DHCR to obtain DS address automatically

{+ Use the following DMS server addresses:

Preferred DNS Server: I . . .
Albernate DMS Server: I . . .

Ok Cancel |

Figure 32. Enter IP address and DNS server configurations

10. Follow the Customization Wizard until Finish.
To associate a virtual machine with the newly created customization specification:
1. In Site Recovery, select the recovery plan that contains the virtual machine to be configured.

2. Go to Virtual Machines Tab and select the virtual machine.
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3. Right Click on the virtual machine in the list and select Configure.

5] site2ve.vbelocal - vsphere Client M= B3
File Edit Yien Inventory Administration Plug-ins Help
[« ‘E} Home D 43 Solutions and applications b B3R Site Recovery b [5G stezvevbelorsl ‘Wsearch Irventory ‘Q‘

Brest [Mrawse [Dresume Elsor DR
¢ Ste Recovery
) Protection Groups
-5 Recovery Plans

Wirkual Machines W,

o] [NFS_RP @ Edi... G repair all ) Refresh

THame ['state <|:| | Folder | Compute Resource | Network |
(G sitel-vms configre | [ SitelRecovers © SitetRecovery WM Hetwork |

of
Feepair Al |

Figure 33: Configure selected virtual machine

4. Click Browse to select the Customization Specification that you want to associate with this virtual machine.

(&) Edit Yirtual Machine Propetties

specify a Customization Specification for this ¥M
Specify a customization specification for this virtual machine at the recovery site,

Customization Specifical
Pre-Power On
Post Pawer On Customization Specification

(Mone selected) Browse I Clear

Select a Customization Specification ko use for this virtual machine,

Figure 34. Specify a customization specification for selected virtual machine

5. Select the Customization Specification desired.

Customization Specification

Cuztomization Specifications at the Recoveny Site:

Marme | Guest 05 | Descripkion |

sitel-vmS_custom_network,  Sindows Mebwork, customization spec For WM sitel-wmS

Figure 35. Select customization specification

6. Follow the wizard until Finish.
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Step 7: Run test recovery

Site Recovery Manager enables you to ‘Test’ a recovery plan by simulating a failover of virtual machines from
the protected site to the recovery site. The benefit of using Site Recovery Manager to run a failover simulation
against a recovery plan is that it allows you to confirm that the recovery plan has been setup correctly for

the protected virtual machines. You will be able to confirm that the protected virtual machines startup in

the correct order, taking into account the various application service dependencies for the protected virtual
machines in your environment.

When you select the option to ‘Test’ a recovery plan via Site Recovery Manager, the simulated failover is
executed in an isolated environment that includes network and storage infrastructure at the recovery site that is
isolated from the protected site (production environment) which ensures the protected virtual machines at the
protected site are not subject to any kind of service interruption during the testing of the recovery plan. Site
Recovery Manager will also create a test report that can be used to demonstrate your level of preparedness to
the business or individual business units whose services are being protected by Site Recovery Manager as well
as to the auditors and compliance officers if required.

The simulated failover completes by resetting the environment to be ready for the next event that could be
another simulated failover, or an actual failover for a scheduled BC/DR test or in response to an event that
resulted in the business declaring a disaster.

Procedure

1. Open a vSphere Client and connect to the vCenter server at the recovery site. Log in as a user who has
permission to test a recovery plan.

2. Click the Site Recovery icon on the vSphere Client Home page.

3. In the Site Recovery tree view, expand the Recovery Plans icon and click the recovery plan that you want
to test.

4. In the Commands area of the Summary window, click Test Recovery Plan.

o site2vc.vbc.local - ¥Sphere Client

File Edit ‘iew Inventory Administration Plug-ins Help

|@ Home b &I Solutions and Applications E? Site Recowvery I ﬁ] siteZve,vbe. local

. Test i m Pause m Resumes ﬂ Skop u Run

El%E Site Recavery
i@ Protection Groups

E|'$ Recavery Plans Surnmaty Wirtual Machines | Reco 2ps | History | Permiss
£y
General

MName: MF5_RP
Description: Recovery Plan for replicated NF5...
Status: 1.4

Uset tl]-:‘llher of e —

ese
commands to o Edit Recovery Plan
tri gger IEII'S[Ih ;" Remove Recovery Plan
recggggtgd = I. Test Recovery Plan |
recovery plan 3 run Recovery Plan

Figure 36. Trigger test recovery
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When you see the confirmation prompt, click Yes to proceed with the test.

Test Recovery Plan - NFS_RP

? Testing this recovery plan may kake several minukes, Do you wank ko conkinue?

Yes | | Mo I

Figure 37. Confirmation prompt for test recovery

5. Click the Recovery Steps tab to monitor the progress of the test and respond to messages.

e2vc.vbc.local - vSphere Client [_[Of]

File Edit Yiew Inventory Administration Plugins Help

‘&3 Home b (33 Solutions and Applications b K Site Recovery b (31 site2vc.vbc local |w5eer:h Inventery ]

BErest @rase [Dresome @ stop CJron

Site Recavery
T Protection Groups
159 Recovery Plans Recowery Step
b [NFS_RP (Ruming Test) | [ (B @ @ T B E @
Recovery Step | Status | Task Started | Task Completed | Mode
1. Shutdown Protected Vitual Machines at Frat..,  Inactive Recovery arly
B 1. Shutdown Low Priotity Protected Virtual...  Inactive Recovery only
2. Shutdown Normal Priority Protected Yirt...  Inactive Recovery only
3, Shutdown High Priority Protected Yirtual...  Inactive Recovery only
3 2. Prepare Storage Rurmning 16/09/2009 13:53:13 50% )
[ 1. Attach Disks for Protection Group "NFS_PG" Running 16/09/2009 13:53:13 S0% ) |
[ 3. suspend Mon-critical virkual Machines
4 | |
Recent Tasks x
Name: | Target | Status | Details | nitisted by | wCenter Server | Requested Start Ti... = | Start Time | Compl
unregister virtusl machine B site1-vms @ _In Progress [ ciezvenheloc.  16/09/2009 13:53:52 16i03/2009 13;
Create NAS datastore @ 1sziessz1z @ Completed administrator () sitezvc.vbeloc.. 16f09/2009 13:53:43 16/09/2009 13:53:43 16/09f
Create NAS datastore 0 192635207 @ completed Adrinistrator site2vevbeon., 16/09/2000 13653:40 16/09/2009 13:53:40 | 16/09f 4
4« | 3
[ Tasks @ Alams | [To telease cursor, press CTRLYALT  [Administator 2
Figure 38. Create NAS Datastore During Test Recovery
e2vc.vbe.local - vsphere Client [ [=] B3
File Edit Yiew Inventory Administration Plugins Help
5 ‘E} Home b gf] Inventory b Datastores | w Search Inwentary ‘Q ‘

B [ sitetvevbelocal
a sitel
[ delblade3istoragel
g delbladeS:storagel Identification, Status, Device, Capacity, Free or Type contains: |— Clear
{3 Sitel_Replicated_YMFS_MYS1
[ Sitel_Replicated_YMFS_MyS2 Identification | Status | Device | capacty | Free | Ty
B Stel WMFs1 @ delbladetistorsa.,. @ Mormal na3,60050820000000009565h595238f8506 3 64.75GE  64.20GB vm
3 Sitel_¥MFs2 H delblades:storag... @ Mormal niaa,60050820000000000F350¢90c9721309:3 662568 65.70GB wm
B stelnfs B Stez_ MRSz & Mormal naa, 6006016022532 1000adec 3568565 de 1 111 49,75 GB 17.24GB wm
B stelrfsz B sitez_yMFs1 @ Normal naa,600601602253210072641 16b8565de11:1 49.75GB  33.24GB wm
g sternfsa B Steave WSt & Nomal  naa.60060160225321006a65C3B0bA 720 L 11 497568 27.24GE vm
& Sitel¥C_VMFS1
B () ste2ve vhelocal |
B [ stez
3 dellbladed:storaget \
dellbladles storagel
g rg— & NAS store not created/mounted yet
& sitez_wiFsz before test recovery.
& Site2vC_VMFS1

Figure 39. View of Datastores before Test Recovery—No NAS Store Yet
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& 2vc.vhe local - vSphere Client [_]

File Edit View Inventory Administration Plug-ins Help

B ‘@ Home b gf] Inwentory b [ Dakastores |Wsaavch]nventnw ‘Q‘

Datastares

"~ @l dellblademstoragel

) delbladsS:staragel Identification, Status, Device, Capacity, Free or Type contains: = Clear
il Sitel_Replcated_YMES_Mvst
B Site1_Replicated_yMFS_imis2 Id=ntification | status | Device | Capacity | Free | Ty
@l site_ymrst H  delbladesistorag... & Mormal naa.A00508e00000000095690595236fG506:3 475G 642068 wm
il ste1 vmFs2 B delbladedistorag,. & Mormal nas.600508e0000000000F950c90c3721309:3 66.25GE  ES.TOGB wm
Hl stelnfs B Site2_vFs2 & Normal naa. 6006016022532 10005de c3568565de 11:1 4975GB  17.24GB wm
d 5““'";52 H Stez_yMFs1 & Mormal naa.BO0EN1B02253210072641 16b8565det 1:1 49.75GB 33246 wm
g ;‘EE;;‘CS:MFSI Site2yC_UMESL @ Nomal __ nas.60060160225321006865:35dk472de11:1 497568 27.2468 vm
B Ste1vc B ste1nfs3 & wormal 172.16.102.113:/Site1_SRM_NFS_Replica3_SRM_TEST_FAILOVER_WRITEA. .. 28.85GB  20.70GB NF
= ) [site2ve. vbe focal
B [y stez —_—
il dellbladss:storaget
g df”':'af;:‘m’agal NAS store site1-nfs3 is created and
sitelnfs:
mounted during the test of recovery
il Sitez_wmFst lan'NFS RP'
3l Stez_vmFs2 plan -
fl Ste2ve st

Figure 40. View of Datastores During Test Recovery—NAS store created and mounted

For replicated NFS stores, Site Recovery Manager mounts a NAS datastore on recovery site during test recovery.
See Figure 39 and Figure 40.

Unlike with FC and iSCSI stores, there is no rescan HBA’s when working with NFS stores during test recovery.

While the simulated failover test is running, the status of each step that makes up the recovery plan can be
monitored by going to Recovery Steps tab in the vSphere Client which will inform you what steps are currently
running as well as what steps were completed. There are some steps in a recovery plan that will only be
executed during a simulated test. ‘Test Only’ identifies these steps under the Mode column. There are also some
steps that will only be executed during an actual failover. These steps are identified by ‘Recovery only’ under
the Mode column.

Recovery Steps

iy @@ FESEQ
Recovery Step | Status | Task Started | Task Completed | Made
D—E". 1, Shukdown Protected Virtual Machines at Prot...  Inactive Recavery onl
1, Shutdown Low Priarity Protected Yirtual,., Inactive Failaver Recwery Onl!,' Recorvery onl
2, Shutdown Normal Priority Protected Yirt.,,  Inactive Steps Recovery orl
3, Shutdown High Pricrity Protected virtual,.,  Inactive Recovery onl
- 2 Prepare Storage Success 16/08/2009 16:33:28 16[09/2009 16:34: 10
[0 1. Attach Disks for Protection Group "NFS_PG" Success 160912009 16:33:28 16/09/2000 16:34:10
I 3. suspend Non-critical Wirtual Machines Success 16/09(2009 16:34:10 16/09/2009 16:34:10
% 4, Recover High Priority Virtual Machines Success 16/09/2009 16:34:10 16/09/2009 16:34:10
B 5, Recover Normal Fricrity Virtus| Machines Success 16/03/2003 16:34:10 16/09/2003 16:38:10 Status of
El»@ 1, Recover WM "sitel -wmS" Success: Host '192.168.92,12' 16{09/2009 16:34:13 16{09)2009 16:38:10 | Executed
@ 1. Changs Network Settings Success 16/09(2009 16:54:13 16092009 16:537:01 Steps
g{) 2. Pre-Power On Success 16/09)200% 16:37:01 16/09)2003 16:37:01
[ 2 Power On Success: Host '192.168.92,12° 16/09§2009 16:37:01 16/09/2000 16:37:09
8 4. Wait For 05 Heartbeat Success 16/09i2009 16:37:09 16{09j2009 16:38:10
i_i)l 5. Post Power On Success 16{09i2009 16:38:10 16{09i2009 16:38:10
~ v &, Recover Low Priority Wirtual Machines Success 16/09/2009 16:38:10 16/09/2009 16:38:10
[~ ‘{‘3 7. Recover Mo Power On Yirtual Machines Success 16{09/2009 16:38:10 16{09)2009 16:38:10
- 8. Message: Test recovery complets, Please ver..,  Waiting for Inpuk 16/09/2009 16:38: 10 0% ) Test anly
[]—EB 9, Cleanup Yirtual Machines Post Test Test only
(& 1. Remave Test UM "sitel-vmS" Test only
'3 1.IJ. Resume Mon-critical Yirtual Machines Test Recovery Only Test only
=+ (@ 11.Reset Storage Past Test Steps Test anly
[0 1. Reset Disks For Protection Group "MFS_PG" Test only
4 | |
Message
atuntinue Message: :'
Test recovery complete. Please verify the success of the test. When done, click Continue to clean up the test and return to a ready state. ﬂ

Figure 41: Test recovery step run-down
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6. When the test recovery has finished powering on all of the protected virtual machines, it displays a
message and requires confirmation before it can continue. Click Continue when you are ready for Site
Recovery Manager to clean up and finish the test.

Site Recovery Manager powers down and unregisters the test virtual machines, and then registers the
placeholders back.

Site Recovery Manager provides an audit trail via a report that is generated automatically at the end of
each Site Recovery Manager Test or Site Recovery Manager Recovery. The reports are accessible via the
History tab and can be viewed by clicking on the View link under the Actions column, which will result in a
browser window opening that contains a log of the steps executed during the test, with the total time to
execute the recovery plan and the time it took to execute each step in the recovery plan.

%) site2vc.vbc local - vSphere Client [_[O[x]
File Edit View Inventory Administration Plugdns Help

ﬁ |é} Home b ) Solutions and Applications b B2 Site Recovery b (5] site2ve vbelocal ‘WSearch Inventary ‘Q‘
Brest [@ravse [Qresume  @ston Drun

=% Site Recovery NFS_RP
g Pratection Groups
E1-& Recovery Plans 20
1 [MFS_RP Date & Time | Plan | Mode | Result | Execution Time | Actions
16/00/2009 16:33:28 MNFS_RP Test Success 00:23:37 Wiew | Export
16/08/2009 13:53:13 NFS_RP Test Success 00:04:00 Wiew | Export

Summary  Wirtual Machines

Figure 42. Site Recovery Manager history tab—audit trail

2. Site Recovery Manager Alarms and Site
Status Monitoring

Awareness of the Site Recovery Manager alarms is an important part of understanding how Site Recovery
Manager works across the protected and recovery sites. During the Site Recovery Manager product evaluation
it is recommended that, where possible and without impact to your production environment, failures or
conditions be created in the protected and recovery site that will result in the generation of Site Recovery

Manager alarms. The generation of these Site Recovery Manager alarms will serve as validation that Site
Recovery Manager is monitoring both the protected and recovery site correctly.

Each Site Recovery Manager server monitors the CPU utilization, disk space, and memory consumption of the
guest on which it is running, and also maintains a heartbeat with its peer Site Recovery Manager server. vCenter
events are sent if any of these measures falls outside of configured bounds.

Site Recovery Manager supports the configuration of event-triggered alarms so that you can associate a
notification action with any given Site Recovery Manager Alarm Event. These alarms are configured via the Site
Recovery Manager Ul.

Site Recovery Manager supports the following alarm notification actions:
» Send a notification e-mail to a specific email address.

» Send a notification trap to vCenter trap receivers.

* Run a script on vCenter Server.

Please refer to Chapter 5—Customizing Site Recovery Manager in the Administrators Guide for Site Recovery
Manager that details how to setup the alarm actions listed above.
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Failure of either site generates events that can be associated with VMware vCenter alarms.
* Problems with the local site (e.g. resource constraints)
Problems with remote site (e.g. unable to ping remote site which may indicate a disaster)

* Remote site failure is reflected in the Site Recovery Manager Alarm Events and will not automatically trigger a
recovery. This must be initiated manually.

Site Recovery Manager raises VMware vCenter events for the following conditions:
» Disk space low.

* CPU use exceeded limit.

* Memory low.

* Remote Site not responding.

* Remote Site heartbeat failed.

* Recovery Plan Test started, ended, succeeded, failed, or cancelled.

 Virtual Machine Recovery started, ended, succeeded, failed, or reports a warning.

As a starting point during the Site Recovery Manager Evaluation it is recommended that you complete the
Action setup for the Site Recovery Manager Alarm Events listed below for the protected and recovery sites. You
should be able to trigger these events in your environment without impacting your production environment,
with the goal being that you see first-hand how Site Recovery Manager responds and notifies you when
subjected to one of the failure events listed on the next page.

* Remote Site Down.

* Remote Site Ping Failed.

* Replication Group Removed.
* Recovery Plan Destroyed.

* License Server Unreachable.

As you become more familiar with Site Recovery Manager, its associated workflows that allow you to Test your
recovery plans as well as Run your recovery plan which results in the failover of services from your protected
site to your recovery site, it is recommended that you work through the list of Site Recovery Manager Alarm
Events. These can be accessed via the Alarms tab, as depicted in Figure 43 and enable the appropriate
notification Actions for any additional Site Recovery Manager Alarm Events that you deem to be important for
your environment.

2.1. Exercise: Configure Site Recovery Manager Alarms

SRM Alarms Configure action for Configure action for alarm 10 minutes

a SRM Alarm ‘Remote Site Down’

1. Configure alarm action to
send out notification email.

Step 1: Configure alarm action to send out notification email
Procedure

1. Open a vSphere Client and connect to the vCenter server at the recovery site. Log in as
a vSphere administrator.

2. Click the Site Recovery icon on the vSphere Client Home page.
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3. In the main window, click the Alarms tab to display the list of Site Recovery Manager alarms.

[#site1vc.vbelocal - vSphere Client

File Edit Yiew Inventory Administration Plug-ins Help

ﬁ a |E} Home: Dll_-H Solutions and Applications I>E§ Sike Recovery [ EQJ sike 1w, vbe local

= Site Recovery Site Recovery for 192.168.92.10
@ Protection Groups — [ T——
______ = Recavery Plans ':.urnrnar";.-m-'errmssu:uns

Event | Description Actions

m Lo Disk. Space Low disk space MNone

m CPU Ower-utilized CPU over-utilized Mone

ﬁ Low Memary Lo memary Mone
Unknown Status Unknown status Mone
Remoke Site Down Remote Site Recovery Manager sike is down Mone
Remoke Site Up Remote Site Recovery Manager sike is up Mone

m Remate Site Ping Failed Remate Site Recovery Manager site is not responding Mone

Figure 43. Site Recovery Manager alarms tab

4. Right-click on Remote Site Down and click Edit Settings.

E Urknown Status Unknown status Mone
@ Remaoke Sike Down Remate Sike Recovery Manager IS Tz Himm | p[elgl=]
@4 Remote Site Up Remote Sike Recovery Manager j\i‘te is1  Edit Settings | one
Remate Site Ping Failed Remoke Site Recovery Manager stes Tt Tespordimg Jore

Figure 44. Edit settings for alarm ‘Remote Site Down’

5. In the Edit Settings dialog box, click the Actions tab. In the Actions window, click Add to add an action.

Edit Alarm

General  Actions I

#Action | walue

Send a notification e-mail WA e@vmware, com

Add | Remave |

Help | [8]4 I Cancel |

Figure 45. Add action for alarm ‘Remote Site Down’

A

Use the default action Send a notification e-mail and type in an email address in the Value column. (To change
this action, click it and select a different action from the drop-down box.)

= Edit Alarm E3

General  Ackions I

Action | alue [
Send a notification e-mail j I |

5end a notification trap
Run a scripk

Figure 46. Select action for alarm ‘Remote Site Down’
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3. Site Recovery Manager Roles and Privileges

This section provides an overview of the Site Recovery Manager roles and the types of Site Recovery Manager
privileges that can be set. Authorization in Site Recovery Manager uses the same authorization model as
vCenter Server.

Figure 47 show the default Site Recovery Manager roles that become available for use after the Site Recovery
Manager plug-in has been installed and enabled for use. To access these roles click on the Administration
icon in the toolbar and click on the Roles tab to see a list of all the roles that are available. These default Site
Recovery Manager roles provide the ability to delegate control to a very granular level.

[ site2vc.vbe.local - vSphere Client

File Edit “iew Inventory Administration  Plug-ins  Help

£y Home b Gl Administration b && Roles |b g5 siteZve.vbelocal

@"’ Add Role @ Clone Rale

Roles

Mame
Mo access
Read-only
Adrinistrakor
Wirtual machine power user (sample)
Wirkual machine user (sample)
Resource pool administrator (sample)
WMware Consolidated Backup user (sample)
Datastore consumer (sample)
Metwiork consumer (sample)
Prokection Groups Adminiskrakor
Protection SRM Administrakar

Protection Yirkual Machine Administratar Defa u It S R M

Recovery Datacenter Administrator
Recovery Host Administrator R I

Recowvery Inventory Adminiskrakor 0 es
Recovery Plans Administrator

Recovery SRR Administrator
Recowvery Virtual Machine Administrakor

Figure 47. Default Site Recovery Manager Roles

There are two sets of roles. The first set contains the roles required for the primary site user to administer
protection and the Site Recovery Manager roles are prefixed by Protection. The second set contains the
roles required for the secondary site user to administer recovery and the Site Recovery Manager roles are
prefixed by Recovery.

Protection Side Site Recovery Manager Roles

Protection Virtual Machine Administrator: This role should be assigned on the protected Virtual Machine
object in the VC inventory. It grants the associated user the ability to setup and modify the protection
characteristics of the protected virtual machine.

Protection Site Recovery Manager Administrator: This role should be assigned on the Service Instance object
in the primary Site Recovery Manager inventory. It grants the associated user the ability to pair two sites,
configure inventory mappings, and SAN arrays.
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Protection Groups Administrator: This role should be assigned on the Primary Configuration/Protection
Service object in the Site Recovery Manager inventory. It grants the associated user the ability to create and
modify protection profiles/groups.

Recovery Side Site Recovery Manager Roles

Recovery Inventory Administrator: This role should be assigned on the root of the VC inventory. It grants the
associated user the ability to view customization specifications existing on the secondary site.

Recovery Datacenter Administrator: This role should be assigned on the Datacenter object in the VC inventory
where the virtual machines will be recovered. It grants the associated user the ability to view available
datastores and perform recovery (shadow) virtual machine customizations.

Recovery Host Administrator: This role should be assigned on the Host or DRS cluster object in the VC
inventory where the virtual machine will be recovered. It grants the associated user the ability to configure
virtual machine components during recovery.

Recovery Virtual Machine Administrator: This role should be assigned on the Folder and Resource Pool
objects in the VC inventory where the recovery (shadow) virtual machines are to be placed. It grants the
associated user the ability to create and add shadow virtual machines to the resource pool and the folder as
well as the ability to reconfigure and customize the shadow virtual machines at runtime and during the process
of recovery.

Recovery Site Recovery Manager Administrator: This role should be assigned on the Service Instance object
in the secondary Site Recovery Manager inventory. It grants the associated user the ability to configure SAN
arrays and create protection profiles.

Recovery Plans Administrator: This role should be assigned on the Secondary Configuration/Recovery Service
object in the Site Recovery Manager inventory. It grants the associated user the ability to reconfigure protection
and shadow virtual machines and setup and run recovery.

NOTE: VMware vCenter already defines a Read-Only system role, which can be used to grant users the ability
to view the Site Recovery Manager service. In addition, the Administrator role can be used to grant user
complete control over both the protection and recovery Site Recovery Manager components.

Site Recovery Manager also allows for the creation of custom Site Recovery Manager roles by allowing you to
either add a role or to clone one of the default Site Recovery Manager roles, and then by editing the cloned
Site Recovery Manager role, you can select which privileges should be associated to the custom Site Recovery
Manager role that you are creating. Figure 50 shows a Custom Site Recovery Manager Role and all the
privileges that can be selected to complete the creation of the Site Recovery Manager Custom Role.
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3.1. Exercise: Create a Site Recovery Manager Custom Role

SRM Roles Custom Role Create a SRM Custom Role 10 minutes
Creation 1. Create a SRM custom role
with SRM specific privileges.

Stepl: Create a Site Recovery Manager custom role with Site Recovery Manager specific privileges.
Procedure

1. Open a vSphere Client and connect to the vCenter server at the protected site.
Log in as a vSphere administrator.

2. Click the Roles icon on the vSphere Client Home page.

vi sitelvc.vbelocal - vSphere Client

File Edit Wiew Inventory Administration Plug-ins Help

‘E} Hame

Inventory
Search Hosts and Clusters WMs and Datastores Metworking

Templates

Administration

S -

2z @

Roles Sessions Licensing System Logs wCenker Server viCenter Service
Settings Status
Management
B 2 % )
Scheduled Tasks Events Maps Hast Profiles Custarnization
Specifications
Manager

Solutions and Applications

s

Site Recovery

Figure 48. Administration of roles

3. Click on Add Role.

vi siteZvc.vbe.local - ¥Sphere Client

File Edit Miew Inventory Administration Plug-ins  Help

ﬁ ¢y Home [ Ol Administration b && Roles | (5 site2ve.vbe.local

@"' Add Rale @ Clone Role

Figure 49. Add role
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4. Input the name of the new role (e.g. Site Recovery Manager Custom Role) and select the privileges for

the new role.

NOTE: In Site Recovery Manager 1.0 U1, a new privilege for running test recovery has been added and in Site
Recovery Manager 4.1, a new privilege group Advanced Settings has been added. See Figure 50. You can find
more details about Advanced Settings in Section 4.

1 Add New Role

Edit the role name or select check boxes to change privileges for this role,

Mame: ISRM Custom Role

Privileges

=- w-| Site Fecovery Manager |

= [#] Advanced Settings
i L[ Modify

E| ¥ Array Marager
o[£ Canfigure

L:_| Inventory Preferences
Create Mapping
. |#] Remove Mapping
- [¥] Protection Group

=) [#] Recavery Plan

: Create
ModiFy

i A Modify
= [# Remate Site

Added since
SREM 4.0

Added since
SREM v1 U1

[
Description:  Site Recovery Manager
Help | [o]8 I Cancel

Figure 50. Add Site Recovery Manager Custom Role
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4. Site Recovery Manager Advanced Settings

In Site Recovery Manager 4.1, you can use the Advanced Settings dialog to view or change many custom
settings for the Site Recovery Manager service.

The Advanced Settings dialog box provides an easy way for a user with adequate privileges to change a
number of default values that affect the operation of various Site Recovery Manager features.

NOTE: Changes that you make in the Advanced Settings dialog boxes overwrite the contents of the Site
Recovery Manager configuration file (vmware-dr.xml) on the Site Recovery Manager server host.

4.1. Optional Exercise: Change Advanced Settings

SRM Advanced Change Advanced Change Advanced Settings 20 minutes
Settings Settings 1. Change one of the advanced
settings, e.g. SanProvider.
CommandTimeout

Step 1: Change one of the advanced settings

Procedure

1. Open a vSphere Client and connect to the vCenter server at the recovery site. Log in as a
vSphere administrator.

2. Click the Site Recovery icon on the vSphere Client Home page.

3. Right-click Site Recovery in the vSphere Client navigation pane and click Advanced Settings.

w7 siteZ2vc.vbc.local - ¥vSphere Client

File Edit Wiew Inventory Administration Plug-ins Help

ﬁ £y Home [ B Solutions and Applications

- | Site Recovery| -
----- Protectior  Pair with Remote Site. ..

-5} Recovery  Break with Remaoke Site

Advanced Settings. ..

Add Permission. .. _kr|+P

Figure 51. Configure Advanced Settings
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In the navigation pane of the Advanced Settings window, click a setting category.
vy Advanced Settings
Gluest.Customlzatlon SanProvider . Command Timeouk 300 =
- Licensing
- Recovery Timeaut in seconds For execution of a single command using array vendor adaper,
[SorProvcer]
- localSiteStatus
----- rematesSitestatus
SanProvider fixRecoveredDatastoreMames r
Select checkbox to remove the snap-xoc- prefix from recovered datastore names,
SanProvider hostReconnect TimeoutSec I &0
Timeout in seconds to wait for & disconnected host ko reconnect during rescan,
=
oK I Cancel Help |
4

Figure 52. Change Advanced Settings

5.

© o N o

In the category window, make your changes.

For example, you may want to change the SRA timeout that is represented by SanProvider.
CommandTimeout in Figure 52.

a. Change SanProvider.CommandTimeout to 2 seconds

Click OK to save your changes and close the Advanced Settings window.
Now when you run Test Recovery, you will experience a failure.
Repeat steps 1-6 and change SanProvider.CommandTimeout back to 300 seconds.

Now when you run Test Recovery, you will experience a success.
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5. Failover from Protected Site to Recovery Site

Site Recovery Manager enables you to ‘Run’ a recovery plan that will result in the actual failover of virtual
machines from the protected site. Similar to test recovery, failover operations are triggered via a button in
the Site Recovery Manager Ul on the recovery site. The failover process via Site Recovery Manager is rapid,
repeatable, reliable, manageable and auditable.

o site2vc.vbe.local - vSphere Client !Elﬁ
File Edit ‘iew Inventory Administration Plug-ins Help

ﬁ |E} Home D&] Solutions and Applications §§ Site Recovery [ @ site2ve.vbe.local

.Test m Pauss m Resumes ﬂ Skop | | u Run |

E?\% Site Recovery
@ Protection Groups

H‘-H Search Inventory Q,

El-&p Recovery Plans Summary Sl S ETE = Histary | Permissions
i [NFSRP
General
Mame: NFS_RP
Description: Recovery Plan for replicated NFS...
Status: oK
Commands

e Edit Recovery Flan

. ;" Remaove Recovery Plan
Use either of these commands to

trigger failover recovery of the

. Tesk Recovery Plan

selected recovery plan

Iu Fun Recovery Plan |

F Tasks @ Alams |

|Administrator /I

4

Figure 53. Trigger failover

This example will show you how to work through an actual failover leveraging the Site Recovery Manager ‘Run’
a recovery plan option.

In Figure 53, the Site Recovery Manager Ul lists the recovery plan NFS_RP that was created in Section 1 There
are two ways to initiate the actual failover, you can either click on the ‘Run’ button or click on the ‘Execute
Recovery Plan’ link under the Commands section, and both are highlighted in Figure 53.

The Run Recovery Plan dialog box represented by Figure 54 warns you that you are about to run the a
recovery plan which will result in changes to the protected virtual machines and the infrastructure of both the
protected and recovery site datacenters. Click the radio button to confirm you understand the implications of
running your recovery plan and then click on the Run Recovery Plan button that is highlighted in Figure 54 to
start the failover of protected virtual machines from the protected site to the recovery site.

The Run Recovery Plan dialog box also provides a summary of the Recovery Plan Information. This includes
the Recovery Plan that is going to be run, the names of the protected and recovery sites, the number of

protected virtual machines that will be failed over, as well as a connectivity status from the recovery site back
to the protected site.
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Run Recovery Plan - NFS_RP M=l E3
L Carefully review this information and confirmation before running this
( recovery plan.
@ — Recovery Plan Infarmation
Recovery Plan: MFS_RP
Protected Site: Site Recovery For 192,168.92,10
Protected Site Status: Connected
Recovery Site: Site Recovery For 192,168.92,20

Mumnber of Yirtual Machines: 1

— Confirmation

" Do nak run this recovery plan.

&' [ understand that this process cannot be undone, and that
running this recovery plan will permanently alter the wirtual
machines and infrastructure of both the protected and recovery
datacenters,

Run Recovery Plan Cancel

Figure 54. Confirmation Dialog for Run Recovery Plan

While the failover is being executed, the status of each step that makes up the recovery plan can be monitored
by going to Recovery Steps tab (highlighted in Figure 53) of the Site Recovery Manager Ul on the recovery site.
The Ul informs you what steps are currently Running as well as what steps were completed. There are some
steps in a recovery plan that will only be executed during a simulated test. ‘Test Only’ identifies these steps
under the Mode column. There are also some steps that will only be executed during an actual failover. These
steps are identified by Recovery only under the Mode column.

Once all the protected virtual machines have been failed over and reported to be powered on, you are ready

to start validating that all application services restarted cleanly at the recovery site. In this case, the protected
virtual machine site1-vmb5 from the NFS_PG is referred to. Once you have completed the validation of the
failed over application services at the recovery site you are now in a position to report the successful failover to
the business and allow the respective business users to access the application services, which are now being
hosted on the recovery site.

NOTE: Site Recovery Manager will automatically perform a re-signature of the replicated iSCSI and FC
datastores in the recovery site, which means LVM.EnableResignature will be set to 1 on the ESX hosts that
have access to the replicated datastores in the recovery site. The re-signature that is initiated by Site Recovery
Manager will result in the replicated datastores being presented with a prefix of snap-xxx-.

Site Recovery Manager automatically generates a report for each recovery plan execution. In this instance the
report is for a Site Recovery Manager ‘Run’ operation against the recovery plan that was selected. The report
is accessible via the History tab and can be viewed by clicking on the View link under the Actions column. See
Figure 42.

The steps to failback services from the recovery site back to the protected site once the disaster event is over
are outlined in section 6.
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The following is a recap of the high level tasks executed by Site Recovery Manager when performing a failover
of virtual machines from the protected site to the recovery site via the ‘Run’ a recovery plan option. Site
Recovery Manager automates many of the tasks required at time of failover. With the push of one button,

Site Recovery Manager:

» Powers down the protected virtual machines if there is connectivity between sites and they are online.
+ Suspends data replication and Read/Write enable the replica datastores.

» Re-scans the ESX servers at the recovery site.

* Registers the replicated protected virtual machines.

» Suspends non-essential virtual machines at the recovery site if specified to free up resources for the protected
virtual machines being failed over.

« Completes power-up of replicated protected virtual machines in accordance with the recovery plan.

6. Failback from Recovery Site
to Protected Site

Failback in Site Recovery Manager 4.1 is the same process used in previous releases. As before the key to
understanding failback is that very simply it is the same steps as failover but in the opposite direction.

In the previous section, a recovery plan was executed plan in ‘Run’ mode that essentially performed a live
failover of the virtual machines. Once your virtual machines have been successfully recovered by Site Recovery
Manager the next step will at some point in time be a failback.

The failback scenario covered as part of this evaluation will involve failing back to a site that is still in a good
state after the DR event (i.e. the same equipment and configuration that was failed over from has remained.)
If you suffer a total site loss of the site you failed over from then additional steps will obviously need to be
followed before you can failback as you will need to recreate the environment at the lost site before
commencing any failback.

To summarize the workflow:
1. Failover recovery plan from Site 1 (protected site) to Site 2 (recovery site).

2. Virtual machine named “sitel-vm5” and its associated NFS export “sitel-nfs3” successfully failed over
to Site 2.

3. Virtual machine “sitel-vm5” now powered on and running successfully at Site 2.

The goal is now to failback the NFS export containing Virtual machine “sitel-vm5” to its original home at Site
1. In this example, you can see that NFS is used, but the same process applies for FC/iSCSI although at certain
points storage rescans would be needed for those protocol types. These will be pointed out where appropriate.

The high-level steps for this failback will be:
1. Verify virtual machine failed over correctly.
2. Review state of storage at recovery site (Site 2) and failback site (Site 1).

3. Reverse storage replication so that replication now flows from Site 2 to Site 1 for the NFS export that this
virtual machine resides in.

4. Configure Site Recovery Manager SRAs within Site 2 Site Recovery Manager server.

EVALUATOR'S GUIDE / 47



VMware vCenter Site Recovery Manager 4.1
Evaluator’s Guide

5. Configure Site Recovery Manager Inventory mapping within Site 2 Site Recovery Manager server.

6. Remove original protection group at Site 1 and recovery plan at Site 2 used for original virtual
machine protection.

7. Remove from vCenter inventory virtual machine objects left behind at Site 1 for virtual machines that were
failed over to Site 2.

8. Create protection group at Site 2 for datastore group containing this NFS export.

9. Create Recovery plan at Site 1 for this protection group created in step 8.

10. Test Recovery plan using Site Recovery Manager “Test” mode recovery plan functionality.
11. Failback using Site Recovery Manager “Run” mode recovery plan functionality.

Most of the steps for failback are essentially checks but it is worth running through this process thoroughly
during this evaluation as not only will this process make any real failover / failback scenarios straightforward it
also helps to increase understanding of the architecture and workflow of Site Recovery Manager.

You can now go through the steps in more detail.

1. Verify virtual machine failed over correctly. Before performing any failback, review the vCenter inventory
at your recovery site to check everything is at it should be. In this example, the site 1 VMware vCenter
instance is obviously still online at this time so it can be compared to the recovery site against the
protected site in a single view if using Linked Mode vCenter.

= g sielve.vbelocal
B [ siet
B ﬁ sitelcluster
B 192.168.92.11
B 192.168.92.16
= @ Sitellnfrastructure
(B sitelmgmt
(p sitelsrml
(D sitelsrmz
(D stelsrm3
(D sitelve
= @ SitelProduction
(s sitel-vml
M sitel-vm2
@B

sikel-vm3

sitel-vm5 powered off and
%t unavailable atsitel
ELRECOVErY |

B [ sitezvc.vbe.local
B [ ste2
= [l ste2cluster

192.168.92.12
B 192.168.92.17

= @ SitelRecovery

@ sitel-vm!

G sitel-vm2
@ sitel-vm3 =

sitel-vmb5 powered on and
failed over to site2

@ stezsrmt
 sitezsrmz
& ste2srm3
(D site2ve

@ sitezProduction

Figure 55. Review vCenter Inventories
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2. Review state of storage at recovery site (Site 2) and failback site (Site 1). Before moving on, it is
important to review the state of the storage at both sites to determine the storage point of view, and
how it relates to the datastores or exports you are working with during the failback process. This example
works from a single NFS export.

Data Mover lerra Network
Local Dbject Local Data Mover| Interconnect rver Status

& Celerr01_Celerralz_iSCSI_REP_1 & Celerra02_iSCSI_Targetl:10 B server_2 Fj DM_replication E} Celerradl W OK
£ Sitel_SRM_NFS_Replical I Sitel_SRM_NFS_Replical # server_2 < DM_replication | ] Celerrani W OK
3 < DM_replication | [ celerran1 =

) atio & 01

L serve

storage array atsitel
reports datastore (export)
failed over to site2

Figure 56. Review Site 1 storage

Figure 56 shows that the export/datastore that used to be presented at Site 1 has now been failed over
successfully to the array at Site 2.

Storage
Capacity

Storage
Used(®%) Data Movers Replications
| —

[T1Celerradl_Celerra02_iSCSI_1 97.7 GB [ server_2(RAW)

IT]Lee_Guided_POC_Replica_LUN_1 97.7 GB L2 server_2(RAW)

[CIsite1_SRM_NFS_Replical 29.3 Gp . [ server_2(R/0) @ Sitel_SRM_NFS_Replical
[C1sitel_SRM_NFS_Replicaz 29.3 G . ey & Sitel_SRM_NFS_Replicaz
[“1vSphere_Test_Bed_iSCSI_LUN1 102.5 GB| i -

[[lvSphere_Test_Bed_iSCSI_LUNZ 102.5 GBI A |1 corver 2(R/W)

[]vSphere_Test_Bed WFS_LUN1 102.5 GB| 3 [ server_ 2(R/W)

[FlvSphere_Test_Bed_NFS_LUNZv2 102.5 GB/ [? server_2(R/W)

storagearray atsite2
reports datastore (export)
failed over as statusis now
read write (R/W)

Figure 57. Review Site 2 storage

Figure 57 confirms that the export/datastore is now in read/write mode (R/W) on the Site 2 array. The export/
datastore was placed into this mode during the Site Recovery Manager recovery plan being executed in ‘Run’
mode to perform the failover.

3. Reverse storage replication so that replication now flows from Site 2 to Site 1 for the NFS export
the virtual machine resides in. Before failback can be discussed from Site 2 to Site 1, the storage array
replication needs to be reconfigured to replicate in that direction. Depending on the storage array
replication technology being used your array may do this automatically if the Site 1 array is still available
and responding (known as a dynamic swap). In most cases you will need to work with your storage teams
to reverse the storage replication.

4. Configure Site Recovery Manager SRAs within Site 2 Site Recovery Manager server. A typical Site
Recovery Manager configuration will be an active / passive configuration which basically means in the
original state Site 1 will be the protected site and Site 2 will be the recovery site. This was the case for
this example. In this kind of deployment there is no need -during the initial setup to configure the array
managers or the inventory mappings within the Site Recovery Manager server at Site 2 until a failback
operation is to be performed. This will typically look like Figure 58.
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= [ Gike Recavery! Site Recovery for 192.168.92.20
Protection Groups

=% Recovery Plans Summary
Local Site Paired Site

wCenter Server:  site2vc.ybclocal:443 wCenter Server:  192.168.92.10:443

SRM Server: 192.168.92.39:8095 SRM Server: 192.168.92.38:8095

Site: Mame: Site Recovery for 192.168.92.20 Sike Marne:! Site Recovery for 192.168.92.10
SRM ID: envyi.srm.ymware SRMID: Eeny¥3.srm.vmware

. . Organization: Envrionment3 Organization: Environment3
In active / passive

Configuration Protection Setup
. Use the steps belaw ta configure pratection Far this site,
recovery site array

5 Conneckion: Connected Configure | Break | Logout
and inventory array Managers: “Not Configured Configure
mapp i ng Inventary Mappings: Not Configured Configure
Pratection Groups: ﬁi'ﬁrnups'ﬂreata Create

configurations will
still be unconfigured Gy

Creats recovery plans for protection groups on the paired site.

Recovery Plans: No Plans Created Create

Figure 58. Site 2 configuration for failback

NOTE: If your deployment is active/active which commonly means that from the outset both sites were
defined as protected with each acting as the others recovery site then to have built that configuration your
array managers and inventory mappings will already be configured at Site 2. If this applies to you skip to
the next step.

Configuring the Array Managers (SRA’s) at Site 2 is the same process used to configure the SRA’s originally the
only difference being that the array objects are now entered in a different order.

Figure 59 illustrates configuring the protected site array at Site 2. The array credentials entered here relate to
the storage array that resides in Site 2.

onfigure Array Managers

Protected Site Array Managers
Enter the location and credentials for array managers on the protected site.

Protected Site Array Managers P'roter_J:edﬁ Sike Array Managers:

Recovery Site Array Managers
Review Replicated Datastores

Protected array is
now defined as

array at site2 Add... | Remove: | Edit... |
Replicated Array Pairs:
Array ID Peer Array | Device Count | Madel |
a CK2000581900346,,, CK20003230073530000 1 MNS20FC |

Help | = Back: | Mext = I Cloze |

Figure 59. Site 2 protected site array configuration
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Figure 60 illustrates configuring the recovery site array. The array credentials entered here relate to the storage
array that resides in Site 1.

Configure Array Managers

Recovery Site Array Managers
Enter the location and credentials For arvay managers on the recovery site,

Protected Site Array Managers Recovery Site Array Managers:
Recovery Site Array Managers it
Review Replicated Datastores

Recovery site

array manager is
now configured, add.. | memove | Edr. |
corresponds to : ' '
array atsitel

Replicated Array Pairs:

Array ID | Peer Array | Device Count | Model |
| & CK2000819003460... CKZOOOAZ3007980000 1 MS2O0FC |

. Help | = Back | Mext = I Cloze |

Figure 60. Site 2 recovery site array configuration
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Figure 61 shows the datastore group that relates to the export/datastore that was used to create a new
protection group against and ultimately failback to Site 1. The fact that one can see this object is proof that this
storage replication reversal was successful. If you do not see any objects at this point the first set of checks to
be made in your troubleshooting should verify the storage replication is working as expected in the Site 2 to

Site 1 direction.

= Configure Array Managers

Review Replicated Datastores
Review the list of replicated datastores and RDMs,

Protected Site Array Managers E-i-:-EHStEr'éae '.ﬁr'r'éif' CKZ000519003460000
Recovery Site Array Managers EG Diabaskore Group:
Review Replicated Datastores E-k4d Datastores

B £d Device 'fs171-151" replicated to remate device '151_CK200082300795)

Rescan Arrays |
‘Help = Back | Firiish I

4

Array configuration complete.
Datastore group visible.

Figure 61. Site 2 review replicated datastores
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5. Configure Site Recovery Manager Inventory mapping within Site 2 Site Recovery Manager server. Other
than the array manager configuration, Site Recovery Manager also requires inventory mappings be defined
before any protection group can be successfully created. It is highly likely, and shown in this example, that
in most configurations the inventory mappings will still be undefined at Site 2. Figure 62 illustrates what
most inventory mapping screens will look like at a recovery site Site Recovery Manager server. At this
point simply configure the inventory mappings using the same process used to create the mappings at the
original protected site.

'Euu'rnrnat"':.:' \ F;r'izutect'i-:-n 'EEt"l:.IIJ.Dé 4 Inventory Mappings ™%

Configure mappings between resources on the protectked and recovery sites, Resources used by a

recovered,
Prutgctedﬁﬂ:e Resaurces iRecqyerv Site Rgsnl._l_fcg,s E_
Metworks
2 By siez
%’ dvPortGroup (dvSmitchForsRMTest) /by None Selected
g WM Mebwark, M Mone Selecked
Compute Resources
= [y stez
= EE sike2cluster /2 None Selected
@ SitelRecavery Ay Mone Selecked
& site2Infrastructure /B Mone Selected
& sSike2Production /M Mome Selected
¥irtual Machine Folders
=l Enl sitez My None Selected
@ SikelRecovery /M None Selected
E?’ SitezInfrastructure Ay Mone Selecked
E;_.'? SikezProduction M Mone Selected

Inventory mapping now needs to be completed
in the site2 > sitel direction in readiness for
failback

Figure 62. Site 2 inventory mapping
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6. Remove original protection group at Site 1 and recovery plan at Site 2 used for original virtual machine
protection. After a successful failover the original protection group(s) (Site 1) and recovery plans (Site
2) will still exist. At this time it is good practice to remove these objects to prevent them being re-used
accidentally at some later point. First remove the recovery plan at Site 2 used to perform the original
failover. Finally remove the protection group from Site 1 as shown in Figure 63.

E\% Site Recovery
: Prokection Groups

z d Permissions
@ Eit Pratection Grouj L . y - i i
e i Configure Protection [Ey Remave Protection @" Repair Al
Re eckion Group il i
| Skatus | Folder

| 3
Chrl+F 1 oK. @ SitelRecovery

Add Permission. ..

Before creating new protection group for failback,
remove original protection group at sitel to prevent
itbeing reused in future (also remove original
recovery plan used during the failoverfrom the site2
SRM server (not illustrated)).

Figure 63. Site 1 protection group removal

7. Remove from vCenter inventory virtual machine objects left behind at Site 1 for virtual machines that
were failed over to Site 2. It is almost time to create the new protection group(s) and recovery plan(s).
But before that step, the vCenter inventory at Site 1 is reviewed, and you will notice that a virtual machine
object still exists for the original virtual machine that was failed over. If you now rescan all ESX hosts at
Site 1 (rescan for devices and VMFS volumes) you will see that the virtual machine object grays out, and
the word “inaccessible” appears next to it.

The reason that the virtual machine object grays out is because the storage that object resides on is no
longer available in read/write mode as is has been failed over to Site 2—which means that the copy at Site
2 became read/write. It was then reversed so that the storage replication device at Site 1 is now read/only
and hence the virtual machine object is “Inaccessible” at Site 1.

NOTE: If you are using NFS exports as was done in this example, a rescan will not change the Site 1
virtual machine object state. You can test the device state by simply trying to power the Site 1 virtual
machine object on. You will see it will fail. At this point you can un-mount the NFS export(s) from your
Site 1 ESX hosts.
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Figure 64. Site 1 vCenter inventory cleanup

8.

Create protection group at Site 2 for datastore group containing the NFS export. Follow the usual steps

to create a protection group at Site 2 that maps to the datastore/export you are going to failback.

Create Recovery plan at Site 1 for the protection group created in step 8. Follow the usual steps to

create a recovery plan at Site 1 that maps to the protection group you are going to failback.
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10. Review configuration then test recovery plan using Site Recovery Manager “Test” mode recovery plan
functionality. One of the biggest advantages of using Site Recovery Manager for failback that is often
overlooked is the ability to test your failback in the same way as you can test recovery before failing
over. The ability to test and re-test failback should be used for every failback operation you perform. Best
practice: do not attempt any failback unless a successful test has been performed.

NOTE: If you wish to test failback prior to actually running the failback check with your storage team that
the appropriate functionality is in place on the target storage array to allow the test to take place, this
might mean licensing and/or array based snapshot devices.

Before failback review the configuration of the Site 2—now the protected site—Site Recovery Manager
server and also the Site 1—now the recovery site—Site Recovery Manager server. At Site 2 you should
find that you have a protection group object, configured array manager and inventory mappings as
illustrated in Figure 65.

SUMmary %
Local Site Paired Site
wCenter Server:  site2vc.wbclocal443 wCenter Server:  192.168.92.10:443
SRM Server: 192.168.92.39:8095 SRM Server: 192.168.92.38:8095
2 Site Mame: Site Recovery for 192,168.92.20 Site Name: Site Recovery for 192.168.92.10
S |te2 now SRMIC: env3i.srm.ymware SRMID: envi.srm.ymware
Qrganization: Envrionment3 Drganization: Environment3
ready for

Protection Setup

failback.array
andinventory

Use the steps below to configure protection for this site.

. . Connection: Connected Configure | Break | Logout
con fl g ura t on F\rray M;‘an‘égéfé: uEr:unﬁgu;‘er:I. C‘o‘nflgure
com plete_ | Inventory Mappings: Configured Configure
Pratection Groups: 1 Create

protection
grO u p Created | Recovery Setup

Create recovery plans For protection groups on the paired site.

Recovery Plans: Mo Plans Created Create

Figure 65. Site 2 configuration complete

At Site 1, you should find a recovery plan object as illustrated in Figure 66.

E‘i\ Sike Recovery Site Recovery for 192.168.92.10
Protection Groups < :
o K Umimary
Local Site Paired Site
vienter Server;  192.168.92.10:443 wiZenter Server;  site2vc.vbclocak443
SRM Server: 192.168.92.36:8095 SRIM Server: 192.168.92.39:8095
= Site Mame: Site Recovery for 192.168.92.10 Site Mame: Site Recovery for 192.168.92.20

sitel now SRM I env3.srm.vmware SRM ID: env3.srm.vmware
Organization: Environment3 Organization:

ready for

. Protection Setup

failback.

2 Use the steps below o configure prokection Far this site,

inventory
Connection: Connected Configure | Break | Logout

Clea ned u p L] Array Managers: Configured Zonfigure

recovery p | an Inventory Mappings: Configured Configure
Protection Groups: No Groups Created Create

created.

Recovery Setup

Create recovery plans For protection groups on the paired site.
Recovery Plans: 1 Create

Figure 66. Site 1 configuration complete

11. Failback using Site Recovery Manager “Run” mode recovery plan functionality. Once a successful test
has been performed, failback can be carried out by simply running the recovery plan in “Run” mode.
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7. Shared Recovery Site

Site Recovery Manager 4.1 includes shared recovery site support that enables you to protect virtual machines
from multiple vCenter Servers at protected sites to a single vCenter Server at a shared recovery site. In a
shared recovery site configuration, you need one instance of vCenter Server on the recovery site and a separate
instance of vCenter Server at each of the protected sites. The vCenter Server instance on the recovery site
works with the multiple instances of Site Recovery Manager Servers to provide protection to multiple protected
sites. Each protected site has its own instance of Site Recovery Manager Server. In this section the use cases of
the shared recovery site feature is discussed and details are provided on how to evaluate the feature.

See Figure 67.

Protected Site 1 Shared Recovery Site
vCenter AR—
Server O O
[S=S SIS SIS Ss =
= vCenter
Server
[F=-=cy-=-=-yr=-=- === =)
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Bl B e End s
. ==
Protected Site 2 ELd ELd ELD ELE B
3 [S=S= s =SS ==
.
vCenter *, EEd E5g Eod Eod Eog
Server O Ead Ead Ead Ead Laz
[S === === S el el ESed EEE B
=== .
===
EEr EEd EEd EEd EED

Figure 67. Shared Recovery Site

NOTE: Pairing a protected site with the shared recovery site requires two important installation configurations.
* Both sites must be installed with the exact same custom Site Recovery Manager extension.

* Both sites must use the same authentication method. If certificate-based authentication is used, both sites
must use matching certificates. If credential-based authentication is used, both sites must specify the same
values for organization and organization unit.

Overview of Shared Recovery Site Workflow

When configured for shared recovery site support, Site Recovery Manager supports the same procedures and
workflows that it does in the normal configuration.

« Site Recovery Manager server installation must be initiated from the Windows command shell using a special
command-line option. The installation process includes an extra step that specifies a custom Site Recovery
Manager extension name, which is used by a protected site to pair with the matching Site Recovery Manager
Server at the shared recovery site.
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* Whenever a user connects to the vCenter server at the recovery site and clicks the Site Recovery icon on the
vSphere Client Home page, Site Recovery Manager displays a dialog box that requires the user to select a
specific Site Recovery Manager extension to connect to.

wo Site Recovery Manager E

SRMID | Crganization | Description | Wersion |
E? envl.srm.vmma, . Environmentl Environmentl SRM 4.0.0
E§ Enve.srm.vmwa, . Environment2 Environments SRM 4.0.0
E{%’ ENY3. 5. Ymna, . Envrionments Environments SRM 4.0.0 |

Figure 68. Select a Site Recovery Manager extension to connect to

Installation

For each shared recovery site customer, you must install Site Recovery Manager once at the customer site and
again at the recovery site. Both installations must specify the same custom Site Recovery Manager extension.
Each Site Recovery Manager server installation at the shared recovery site must have a dedicated host”. You
cannot install multiple instances of the Site Recovery Manager server on a single host.

To enable shared recovery site support, run the Site Recovery Manager installer from the Windows command
line, as shown in Example 1.

Example 1. Installer Command Line

<SRM Installer.exe> /V”CUSTOM_ SETUP=1"

When run from the command line using this option, the Site Recovery Manager installer presents two additional
screens (See Figure 71 and Figure 72) on which you specify a unigue Site Recovery Manager extension to be
used by a pair of sites.

Click Custom Site Recovery Manager Plugin identifier. Any other choice does not support the shared recovery
site configuration.

Specify a Custom Site Recovery Manager Extension
The Custom Site Recovery Manager Extension screen presented by the installer has three fields:

« Site Recovery Manager ID—a string of up to 20 ASCII characters (80 bytes). The following characters are not
allowed: Comma (, ascii Ox2c¢), Forward slash (/ ascii Ox2f), Backward slash (\ ascii Ox5c), Hash/Pound (#
ascii 0x23), Plus (+ ascii 0x2b), Greater (> ascii 0x3e), Lesser (< ascii 0x3c), Equals (= ascii Ox3d), Semi-colon
(; ascii Ox3b) and Double quote (“ ascii 0x22), and all control characters.

» Organization—a string of up to 20 ASCII characters (80 bytes) that specifies the organization owning
the extension.

* Description—a string of up to 20 ASCII characters (80 bytes) that provides a description of the extension.

12 The host in reference is a physical machine or a virtual machine, not an ESX Server host.
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7.1. Use Cases of Shared Recovery Site

With the shared recovery site feature, organizations can use Site Recovery Manager to accommodate
use cases in which multiple protected sites are configured to failover to a single recovery site. These
organizations include:

1. ROBO: Enterprise companies that have many remote field offices can protect their remote offices by a
centralized recovery site. See Figure 69.

2. Disaster Recovery Hosting: DR Service Providers that have a data center that can be used to protect the
virtual environments of multiple customers. See Figure 70.

Shared Recovery Site — ROBO Protection

SRM
Site B

Common DR Site

vCenter

Primary Site A

SRM
Site B

vCenter

Primary Site B

« Single vCenter Server and SRM
instance deployed at primary site

« Single vCenter Server with multiple
instances of SRM at common DR site

Primary Site C

Figure 69. Shared Recovery Site—ROBO Protection
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Shared Recovery Site — DR Hosting Provider User Scenario

SRM
Customer B @ Customer C

i

Service Provider DR Site

vCenter

i

Customer A Primary

« Service provider DR site protects multiple
customer sites

« Partitioned and protected SRM instances for
each customer at the shared DR site

« Single vCenter Servers and SRM instance
deployed at primary site

. « Single vCenter Server with multiple instances
Customer C Primary of SRM at common DR site

Figure 70. Shared Recovery Site—DR Hosting Provider Use Scenario

7.2. Optional Exercise: Configuring Shared Recovery Site

Shared Recovery Configure Protect 2 sites by a shared recovery site 20
Site Shared Pre-requisite: Two protected sites with separate minutes
Recovery Site vCenter servers, one recovery site with another

vCenter server.

1. Install a SRM instance using a custom switch
on both the protected and recovery sites
with custom SRM plug-in ID and same
authentication method.

2. Pair sites.

3. Install a SRM instance on another protected
site and another SRM instance on the
recovery site. Repeat the procedures in step
1 and step 2.
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Step 1: Install a Site Recovery Manager instance using a custom switch on both the protected and recovery sites
with custom Site Recovery Manager plug-in ID and same authentication method.

Procedure:
On protected site
1. Install Site Recovery Manager using the switch /V'CUSTOM_SETUP=1"

2. During the installation, you will be prompted to enter a Default Site Recovery Manager Plug-in ID or a
Custom Site Recovery Manager Plug-in ID. Choose Custom Site Recovery Manager Plug-in ID.

i‘-_% ¥Mware Site Recovery Manager

¥Mware Site Recovery Manager Plug-in Identifier

Enter information to register the WMware Site Recovery Manager extension.

— SRM Flug-in Identifier

f*  Default SRM Plug-in ID
Recommended For most setups.,

~  Cuskom SRM Plug-in ID
se For multiple site setups such as hosting environments.

IrnstallShield

< Back I Mext = I Cancel

Figure 71. Select Custom Site Recovery Manager Plug-in ID

3. Enter the Custom Site Recovery Manager Plug-in ID:

envl.srmymware
SRM ID

Environment]
ORGANIZATION

Protected Site for Environment 1in a shared recovery site configuration
ORGANIZATION
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i-‘a ¥Mware Site Recovery Manager

¥Mware Site Recovery Manager Plug-in Identifier

Enter infarmation ko register the MMware Site Recovery Manager extension,

— Custam SRM Plug-in Identifier

The SRM ID entered here must be the same For bath paired sites,

SRM ID: |

Must be dotted ASCII and is case sensitive.
Example: SRM.ForVMware

Organization: |

Description: |

InskallShield

< Back I Mexk = I Cancel

Figure 72. Enter custom Site Recovery Manager Plug-in ID
On recovery site

1. Install Site Recovery Manager using the switch /V”"CUSTOM_SETUP=1"

2. During the installation, you will be prompted to enter a Default Site Recovery Manager Plug-in ID or a
Custom Site Recovery Manager Plug-in ID. Choose Custom Site Recovery Manager Plug-in ID.

3. Enter the Custom Site Recovery Manager Plug-in ID:

envlsrmvmware
SRM ID

Environment1
ORGANIZATION

Recovery Site for Environment 1in a shared recovery site configuration
ORGANIZATION

NOTE: Both sites must use the same authentication method. If certificate-based authentication is used, both
sites must use matching certificates. If credential-based authentication is used, both sites must specify the
same values for organization and organization unit.

Step 2: Pair sites
Follow the procedure to pair sites specified in section 1.

Step 3: Install a Site Recovery Manager instance on another protected site and another Site Recovery Manager
instance on the recovery site.
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Repeat the procedures in step 1and step 2 and use a different Site Recovery Manager Custom ID
for this installation:

1. Enter the Custom Site Recovery Manager Plug-in ID for the Site Recovery Manager Server instance on the
protected site:

env2.srmymware
SRM ID

Environment2
ORGANIZATION

Protected Site for Environment 2 in a shared recovery site configuration
DESCRIPTION

2. Enter the Custom Site Recovery Manager Plug-in ID for the Site Recovery Manager Server instance on the
recovery site:

env2.srmymware
SRM ID

Environment2
ORGANIZATION

Recovery Site for Environment 2 in a shared recovery site configuration
DESCRIPTION

After these 3 steps, you will have an environment with two sites being protected by one recovery site. The
recovery site has 2 Site Recovery Manager Server instances and 1 vCenter Server instance and the protected
sites have 1 Site Recovery Manager Server instance and 1vCenter Server instance each.
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8. Conclusion
VMware vCenter Site Recovery Manager (SRM) leverages your VMware vCenter and vSphere platform to make
disaster recovery:

» Rapid - by automating the disaster recovery process for your virtual machines by eliminating the
complexities of traditional physical disaster recovery.

» Reliable - by ensuring proper execution of the recovery plan as well as the ability to enable easier, more
frequent tests in an isolated environment without impacting services in the protected site.

* Manageable - centrally manage recovery plans and make plans dynamic to match a dynamic
virtualized environment.

« Affordable - utilize recovery site infrastructure and reduce management costs.
Site Recovery Manager enables you to:

» Expand disaster recovery protection - now any workload in a virtual machine can be protected with minimal
incremental effort and cost.

* Reduce time to recovery - as soon as a disaster is declared, Site Recovery Manager allows for the recovery of
protected virtual machines with a few mouse clicks to the designated recovery site.

Increase reliability of recovery - replication of system state ensures your protected virtual machines have
all they need to startup in the protected site. Hardware independence that is realized through your VMware
Infrastructure eliminates failures due to different hardware.

Easier and more frequent testing—Site Recovery Manager enables you to test your recovery planin an
isolated environment without impacting services in the protected site while using the actual failover sequence
that will be executed during a real disaster.

Site Recovery Manager 4.1 provides additional features—vSphere support, NFS support and support for
multiple-to-one shared recovery site, which you can leverage to extend your disaster recovery plan to cover
even more of your disaster recovery needs.

This guide provides you with step-by-step instructions on how to setup automated disaster recovery
workflows using Site Recovery Manager as well as other cutting-edge DR features in Site Recovery Manager.
With Site Recovery Manager you can design and implement a comprehensive disaster recovery plan for your
virtual environment. After going through the evaluation exercises in this guide, you should be able to make the
right choice to implement your disaster recovery solutions in your virtual datacenter.
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