
What is VMware ACE? 

VMware ACE™ is based on industry-proven VMware® technology. 
It is an enterprise solution for IT desktop managers who want to 
improve the manageability, security, and cost-effectiveness of  
enterprise PCs.  

VMware ACE is composed of two parts:

· VMware ACE Manager 
Used by desktop managers to create isolated virtual machine envi-
ronments that can be packaged and provisioned to any PC.

· VMware ACE for end-user PCs 
An application installed by end users to run a pre-configured, iso-
lated assured computing environment on their PC.

How Does VMware ACE work? 

Using VMware ACE Manager, IT desktop managers create projects 
that include: 

· A virtual machine with an operating system, applications, and data 

· An application to run the virtual machines 

· A set of policies to control the expiration, authentication, copy pro-
tection and network access for the virtual machine 

From this project, desktop managers create a VMware ACE package 
that is distributed to end users via download, DVD, or CD media. 
VMware ACE enables end users to each run an isolated virtual envi-
ronment, also known as an “assured computing environment,” on 
their desktop or laptop PC. The VMware virtualization layer maps 
the physical hardware resources to the VMware ACE virtual machine 
resources, providing the full equivalent of a standard x86 machine 
within the assured computing environment.

How is VMware ACE used? 

VMware ACE is used across the enterprise to: 

· Provision enterprise-standard PC environments on unmanaged 
remote PCs and guest PCs. 

· Encrypt and protect sensitive enterprise and personally identifiable 
information on mobile PCs. 

· Provision standardized, hardware-independent PC environments 
on any enterprise PC and ensure compliance with IT policies.

PRODUC T FAQ

VMware ACE

What is “Virtual Rights Management” (VRM) 
technology?

Virtual Rights Management (VRM) is new VMware technology that 
enables policies to be applied to virtual machines that govern:

· Who can access the virtual machine

· When the virtual machine can be used

· What network resources can accessed 

· What hardware on the host computer can be accessed 

· What copy protection and encryption will be enforced 

Through VRM, IT desktop managers can control PC environment 
expiration dates, secure enterprise data through authentication, 
encryption, and copy protection controls, and ensure compliance 
with IT policies through rules-based network access.

Does VMware ACE run on Linux?

The initial release of VMware ACE (both ACE Manager and VMware 
ACE for end-user PCs) runs on Microsoft® Windows® 2000 or later 
operating systems. Linux host support is being evaluated and is 
a high priority. In addition, ACE supports a wide variety of guest 
operating systems, including most versions of Windows, Linux, and 
NetWare.

How does VMware ACE compare to VMware 
Workstation?

While both products are built on the same core virtualization 
technology, are hosted products (install on top of a host operating 
system), and are installed on a single user’s PC, they are targeted 
at different audiences and applications, and offer different features 
and capabilities.

VMware ACE is sold to desktop managers. Desktop managers use 
ACE Manager to create, package and provision ACE onto end-user 
PCs. VMware ACE is centrally configured and deployed and the end-
user has very limited control over the virtual machine. ACE is used 
primarily to ensure more secure guest worker, partner, and remote 
PC access.

Workstation is sold to, and used by, software developers and IT 
professional for software testing and development, IT support, 
computer-based training and software demos. Workstation users 
have essentially unlimited control on how they use Workstation and 
how they create and modify the virtual machines within it.
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 P R O D U C T  FA Q

How does VMware ACE enforce patch compliance? 

The Virtual Rights Management interface in VMware ACE provides a 
Network Quarantine Wizard. Through this wizard, desktop managers 
can set different network quarantine policies for virtual machines 
based on their build version. For example, desktop managers can 
give out-of-date virtual machines access to the server that provides 
a required patch or software update but not to other parts of the 
network.

How does VMware ACE prevent malicious software 
on the host from compromising the network? 
Doesn’t the host need network access for the ACE 
virtual machine to connect?

Host Quarantine can prevent the host PC from accessing the 
network while still allowing the ACE to connect to the network. This 
configuration does require the desktop manager to use bridged 
networking for the virtual machine. 

How does VMware ACE prevent a contractor from 
stealing information by connecting a USB disk-on-
key to the host PC?

Through Virtual Rights Management, a desktop manager can 
deny access to the host USB ports (as well as floppy drives and CD 
burners) from within the ACE environment. Therefore, an end user 
would not be able to copy information from within the ACE envi-
ronment onto a USB memory device, floppy disk, or CD.

How are OS patches and application updates 
delivered to VMware ACE on end-users’ PCs?

Desktop managers can use existing system management tools such 
as those offered by Microsoft (SMS), Altiris, and LANDesk to push out 
operating system and application updates. If desktop managers use 
the VMware ACE version-based network quarantine function, they 
should also patch the ACE project in ACE Manager and update the 
version number.

What type of encryption does VMware ACE use? Is 
VMware ACE restricted from export?

VMware ACE files are encrypted with the AES-128-bit algorithm. 
VMware has received approval from the US Department of 
Commerce to export VMware ACE internationally.

V M WA R E  A C E   

Does the ACE virtual machine share the IP address 
of the host (NAT), or does it have its own IP 
address?

The ACE virtual machine can use bridged networking to receive its 
own IP address (when available from a DHCP server), or it can use 
NAT and share the host’s IP address.

What kind of technical support is available from 
VMware? 

Our support team is available to answer your questions and provide 
consulting services. For more information, go to the support section 
of our Web site. 

Where can I get an evaluation copy of VMware ACE? 

You can evaluate the full working version of VMware ACE for free, for 
up to 30 days. For details, visit the download section of the VMware 
Web site.

How can I get more information about VMware 
products? 

Please visit the products section of the VMware Web site. You can 
get more information about VMware products by contacting our 
sales representatives at sales@vmware.com or by calling them at 
1-877-4VMWARE (1-877-486-9273) in the U.S. and Canada, 1-650-
475-5000 elsewhere. 

How do I buy VMware ACE? 

You can buy VMware ACE directly from the VMware online store, or 
send an email to sales@VMware.com, or call 1-877-4VMWARE (486-
9273) in the U.S. and Canada, 1-650-475-5000 elsewhere. You can 
also buy from VMware resellers and distributors listed here .


