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Overview 

This document provides information about configuring SAML-based single sign-on from the VMware Identity 

Manager service to Google Apps.  

Google Apps is a suite of Google applications for businesses, such as email, Google Docs, and Google 

Calendar. 

You add Google Apps to the VMware Identity Manager catalog and enable SAML authentication in Google 

Apps to allow users logged in to the service to have single sign-on access to Google Apps. 

You must have an administrator account for the VMware Identity Manager service, as well as an 

administrator account for Google Apps. 

Adding Google Apps to the VMware Identity Manager 

Catalog 

To enable single sign-on to Google Apps from the service, you must configure Google Apps in the catalog 

and copy the SAML signing certificate of the service to Google Apps. 

Add Google Apps to the Catalog 

1. Log in to the VMware Identity Manager administration console. 

2. In the Catalog page, click Add Application > ...from the cloud application catalog. 

3. Click the Google Apps icon. 

The Modify application page appears. 

Google Apps is added to the catalog but is not configured. You complete the application configuration 

after you enable single sign-on in Google Apps. 

Download the Service’s SAML-Signing Certificate 

You must have the SAML-signing certificate from the VMware Identity Manager service for the Google Apps 

configuration. 

1. In the Catalog > Settings tab, click SAML Metadata. 

2. Copy and save the Signing Certificate text to a .txt file on your computer. Make sure that you include 

text from -----BEGIN CERTIFICATE----- through -----END CERTIFICATE-----. 
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Configuring Google Apps to Enable SAML for 

Authentication 

To configure Google Apps for single sign-on from the service, you set up single sign-on in the Google Admin 

console and upload the VMware Identity Manager certificate.  

Configure Google Apps 

1. Log in to the Google Admin console at https://admin.google.com as administrator. 

2. Click Security. 

3. Click Set up single sign-on (SSO). 

4. Enter the appropriate VMware Identity Manager information in the form. 

O PT I O N D E S C RI P T I O N 

Sign-in page URL Enter your VMware Identity Manager login URL in the 
format 
https://myco.vmwareidentity.com/SAAS/API/1.0/POST/sso. 
Replace myco.vmwareidentity.com with your company’s 

VMware Identity Manager service domain name. 
Sign-out page URL Enter your VMware Identity Manager logout URL. 

If you want the logout URL to return users to the VMware 
Identity Manager service, enter your logout URL in the 
format 
https://myco.vmwareidentity.com/SAAS/API/1.0/GET/logout.  

Change password URL Enter your VMware Identity Manager change password 
URL.  
This can be the same as the sign-in page URL if the sign-in 
page has a change password function. 

Verification certificate Upload the SAML certificate .txt file you saved to your 
computer. 

For example: 
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5. Click SAVE CHANGES. 

Complete the Setup in the Service 

1. Log in to the VMware Identity Manager administration console. 

2. In the Catalog page, select the Google Apps icon. 

3. In the Modify application page, click Configuration. 

4. In the Application Parameters section, update the value of the domainName parameter with the 

domain name used in your Google account. For example, example.com. 

This updates {domainName} wherever it appears. 

 

5. Click Save. 

(Optional) Provisioning Users in Google from the 

Service 

You can use the Google Apps provisioning adapter to automatically provision users in Google from the 

VMware Identity Manager service. If provisioning is enabled, whenever you entitle a user to Google Apps in 

the service, the user is also created in Google. You can also use the adapter to provision groups in Google. 

Configure a Google Service Account 

Before you enable the Google Apps provisioning adapter in VMware Identity Manager, you must create a 

Google service account. 

1. Create a Google service account and its credentials. 

You will need your service account’s client ID, email address, and private key file to enable provisioning. 

2. After you create the Google service account, enable Google Apps domain-wide delegation. 
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a. In the API Manager Credentials - Create credentials page, click Manage service 

accounts. 

b. Click the  icon next to your service account and select Edit. 

c. Select the Enable Google Apps Domain-wide Delegation checkbox, and click Save. 

 

3. Delegate Google Apps domain-wide authority to the service account from the Security > Advanced 

Settings > Authentication > Manage API client access page in the Google Admin console. See the 

Google documentation for more information. 

When you delegate domain-wide authority to the service account, enter the following values for the One 
or More API Scopes field: 
https://www.googleapis.com/auth/admin.directory.user.readonly,https://www.goo

gleapis.com/auth/admin.directory.user.alias.readonly,https://www.googleapis.c

om/auth/admin.directory.user.alias,https://www.googleapis.com/auth/admin.dire

ctory.user,https://www.googleapis.com/auth/admin.directory.group.readonly,htt

ps://www.googleapis.com/auth/admin.directory.group.member.readonly,https://ww

w.googleapis.com/auth/admin.directory.group.member,https://www.googleapis.com

/auth/admin.directory.group 

 

Configure the Google Apps Provisioning Adapter 

Configure the Google Apps provisioning adapter to provision users and groups in Google from the VMware 

Identity Manager service. 

If provisioning is enabled, whenever you entitle a user to Google Apps in the service, the user is also 

created in Google. You can also provision groups in Google. 

1. Log in to the VMware Identity Manager administration console. 

2. Click the Catalog tab. 

3. Click Google Apps. 

4. In the Modify application page, click Provisioning. 

5. In the Configuration tab, configure the provisioning adapter. 

O PT I O N D E S C RI P T I O N 

Enable Provisioning Select this option. 

https://developers.google.com/admin-sdk/directory/v1/guides/delegation#create_the_service_account_and_its_credentials
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Admin User Name Your Google Apps administrator user name. Do not 

include the domain name.  
For example: admin 

Service Account The client email of the service account.  
You can get the client email from the key file. 

Private Key Copy and paste the service account’s private key. 

Domain Name Your company’s domain name. 
For example: example.com 

Suspend On Deprovisioning Select this option if you want users to be suspended 
in Google when you remove their entitlement to 

Google Apps. 
 
For example: 

 

6. Click Test Connection. 

If the connection is successful, a “Made a connection to Google service” message appears at the top of 
the page. 

7. Click Save. 

Provisioning is now enabled. To complete the user provisioning setup, specify the attributes with which to 

provision users in Google.  

Provision Users in Google 

To provision users in Google, you configure the Google Apps provisioning adapter, enable provisioning, and 

specify the attributes with which to provision users in Google.  

After you configure the provisioning adapter and enable provisioning, specify the attributes. 

A list of Google attributes is available. For the attributes that you want to use, specify the attribute mapping. 

You can either map the attributes to VMware Identity Manager user attributes or enter other values. 

The following attributes are required for users provisioned to Google. These attributes have default values. 

 User Name 

 First Name 

 Last Name 
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1. In the Google Apps Provisioning page, click the User Provisioning tab. 

2. Select the attributes with which to provision users in Google by setting values for them. 

a. Click the edit icon next to the attribute. 

b. Select or type a value. 

The expressions in the drop-down list are the ones listed in the Identity & Access Management > 

Setup > User Attributes page. If you want to add any expressions to the list, add them to the User 

Attributes page. You can also type in a value directly. 

For some attributes, you can specify multiple values. Click the + icon at the top-right to add another 

value. For example, you can specify multiple phone numbers for the Phones attribute. 

 

c. Click Save. 

3. To delete an attribute mapping, click the delete icon next to the attribute. 

Attributes without values are not used when users are provisioned in Google. 

User provisioning is now configured. When you entitle a user to Google Apps in VMware Identity Manager, 

the user will also be created in Google, unless the user already exists in Google. 

NOTE: When you entitle a user to Google Apps, if you set the deployment type to Automatic, the user is 

provisioned immediately. If you set the deployment type to User-Activated, the user is provisioned when the 

user adds Google Apps to the Launcher page in the Workspace ONE portal. 

Provision Groups in Google 

You can provision groups in Google from the VMware Identity Manager service using the Google Apps 

provisioning adapter. You can select any of your VMware Identity Manager groups to provision, regardless 

of whether they are created locally or synced from your enterprise directory. The group is created in Google 

and the email addresses of the group members are added to it. 

Groups in Google can be used as mailing lists. They can also be used to manage access to documents, 

sites, calendars, and so on. 

After you provision a group in Google, you can manage it like any other Google group. For example, you can 

add or delete users. 

Before provisioning groups in Google, ensure that you have configured the Google Apps provisioning 

adapter and enabled provisioning. 

1. In the VMware Identity Manager administration console, click the Catalog tab. 
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2. Click Google Apps. 

3. In the Modify application page, click Provisioning. 

4. In the Provisioning page, click the Group Provisioning tab. 

5. Click Add Group to Provision. 

6. In the Add Group to Provision page that appears, enter the following information. 

O PT I O N  D E S C RI P T I O N 

Group Name Enter the name of the VMware Identity Manager 

group you want to provision in Google. You can 

start typing to search for a group. 

Group Owner Email Enter the email address of the owner of the group. 

Group Email Enter an email address for the group in Google. 

The group will be created in Google with this email 

address. The email address must either be new or 

belong to an existing Google group. It must not 

belong to a user. 

If a group with this email address already exists in 

Google, members of the VMware Identity Manager 

group you selected are added to that group. 

NOTE: Ensure that the domain of the email 

address matches the domain you specified in the 

Domain Name text box in the Configuration tab. 

 

For example: 

 

7. Click Provision. 

The group is provisioned in Google with the same name as the VMware Identity Manager group and with the 

email address you specified. The provisioning status is displayed in the Group Provisioning tab. 

To verify that the group is provisioned in Google: 

1. Log in to the Google Admin console. 

2. Click the Groups icon. 

You may need to click MORE CONTROLS at the bottom of the page to see the Groups icon. 

3. Select the new group to view details. 
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Deprovision Groups in Google 

You can deprovision groups that you provisioned in Google from the VMware Identity Manager service. 

Deprovisioning a group deletes the group in Google. 

Before you deprovision a group, verify that the Google Apps provisioning adapter is enabled. 

1. In the VMware Identity Manager administration console, click the Catalog tab. 

2. Click Google Apps. 

3. In the Modify application page, click Provisioning, then click the Group Provisioning tab. 

4. In the table, select the check box next to the group you want to deprovision and click Deprovision. 

The group is deleted in Google. It is also removed from the Group Provisioning page. 

Enable or Disable the Google Apps Provisioning Adapter 

If the Google Apps provisioning adapter is enabled, whenever you entitle a user to Google Apps, the user is 

also created in Google. You can disable the provisioning adapter if you do not want to provision users to 

Google. 

1. In the administration console, click the Catalog tab. 

2. Click Google Apps. 

3. In the Modify application page, click Provisioning. 

4. In the Provisioning page, click the Configuration tab, if it is not selected. 

5. Select the Enable Provisioning check box to enable the adapter or deselect the check box to disable 

the adapter. 

6. Click Save. 

Testing Single Sign-on Configuration 

Test your single sign-on configuration with a small number of users before deploying the application across 

your organization.  You can test in two ways, with provisioning enabled in the VMware Identity Manger 

service and without provisioning.  

Test Single Sign-on with Provisioning Enabled 

To test your single sign-on configuration with provisioning enabled in the VMware Identity Manager service, 

you use the Google Apps provisioning adapter. 

Ensure that you have a user ID and email address for testing. 

1. Log in to the VMware Identity Manager administration console. 

2. In the Users & Groups page, click Users and verify that the user you are testing is in the list of users.  

3. Enable provisioning if you have not yet done so. See the Provisioning Users in Google from the Service 

section for information. 

4. Click the Catalog tab, then click Google Apps.  

5. In the Modify application page, click Entitlements. 

6. Click +Add user entitlement. 
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7. Select the test user and change the DEPLOYMENT field value for the user to Automatic. For example: 

 

8. Click Save, then click Done. 

9. In the top-right corner of the page, click your user name and select Logout. 

10. Log in to the Workspace ONE portal as the test user.  

11. Click the Google Apps icon in the Launcher page.  

You should now have single sign-on access to Google Apps. 

Test Single Sign-on without Provisioning 

To test your single sign-on configuration without provisioning enabled in the VMware Identity Manager 

service, you configure user entitlement in the service and add the user to Google Apps. 

Ensure that you have a user ID and email address for testing. 

 Set up User in VMware Identity Manager for Testing 

1. Log in to the VMware Identity Manager administration console. 

2. In the Users & Groups page, click Users and verify that the user you are testing is in the list of users.  

3. In the Catalog page, click the Google Apps application. 

4. In the Modify application page, click Entitlements. 

5. Click +Add user entitlement. 

6. Select the test user and change the DEPLOYMENT value for the user to Automatic. For example: 

 

7. Click Save, then click Done. 

8. In the top-right corner of the page, click your user name and select Logout. 

Set up User in Google Apps for Testing 

1. Log in to the Google Admin console at https://admin.google.com as administrator. 

2. Click Users. 

3. Point to the green + sign at the bottom-right of the page and click Add user. 
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4. In the Create a new user dialog box, enter the first name, last name, and email address of the test user. 

Ensure that the information matches the test user information in the VMware Identity Manager service. 

5. Click CREATE to create the new user. 

Verify Test User Can Sign in to Google Apps from VMware Identity Manager 
1. Log in to the Workspace ONE portal as the test user.  

2. Click the Google Apps icon on the Launcher page.  

You should now have single sign-on access to Google Apps. 

Entitling Users to Google Apps 

You can activate single sign-on for all users. Before you do so, either ensure that all the users are added to 

Google Apps or enable provisioning. 

1. Log in to the VMware Identity Manager administration console. 

2. In the Catalog page, click Google Apps. 

3. In the Modify application page, click Entitlements. 

4. Click +Add group entitlement. 

5. Select ALL USERS and change the DEPLOYMENT TYPE field value to Automatic. 

 

6. Click Save, then click Done. 
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