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What's New

Changes made in the last 7 days include:

None

I ntroduction

This document lists Key Management Servers, also referred to as KM S, developed and released by Security and Cloud vendors for encryption in virtualized environments.

The KMS listed below passed VMware's KM S Certification tests, which allows these certified KM S to provide a measure of reliability and stability of the end solution in customer
deployments. All the tests contained in KM S Certification plugin are meant to verify that the vendor's KMIP compliant KM S works with vSphere VM Encryption feature. Testing
consists of verifying correct behavior of aKMS and it does not introduce undesirabl e effects on the operation of the system as awhole. This document lists certified KM S starting
with vSphere 6.5.

Any technical issues found with the vendor KM S are handled by the corresponding vendor as described in the 3rd party support documentation . See also the links to vendor
support websites.

Partner Name KMS Name KMS KMIP Supported vSphere Releases Download &
Version Version Details Link
Dell EMC CloudLink 6.00 build 1.1 vSphere 6.5,vSphere 6.5 U1 Link
23945.6
Dell EMC CloudLink 6.5 11 vSphere 6.5,vSphere 6.5 U1 Link
Dell EMC CloudLink 6.6 11t01.3  vSphere6.5U2 Link
Dell EMC CloudLink 6.6 1.1,1.2,1.3 vSphere6.7 Ul,vSphere 6.7 Link
Dell EMC CloudLink 6.7 1.1,1.2,1.3 vSphere6.7 Ul,vSphere 6.7 Link
Dell EMC CloudLink 6.8 1.1,1.2,1.3 vSphere6.7 Ul,vSphere 6.7 Link
Dell EMC CloudLink 6.8 11,1213 vSphere6.5U2 Link
EntIT Software LLC ESKM 5.0.6 11-14 vSphere 6.7 U1,vSphere Link
6.7,vSphere 6.5,vSphere 6.5 U1
Fornetix LLC Fornetix Key Orchestration 21 11-14 vSphere 6.7 U1,vSphere Link
6.7,vSphere 6.5,vSphere 6.5 U1
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http://www.vmware.com
http://www.vmware.com/support/policies/ThirdParty.html
http://www.emc.com/collateral/guide/h15988-cloudlink-vcenter-server-cg.pdf
http://www.emc.com/collateral/guide/h15988-cloudlink-vcenter-server-cg.pdf
http://www.emc.com/collateral/guide/h15988-cloudlink-vcenter-server-cg.pdf
http://www.emc.com/collateral/guide/h15988-cloudlink-vcenter-server-cg.pdf
https://www.emc.com/collateral/guide/h15988-cloudlink-vcenter-server-cg.pdf
https://www.emc.com/collateral/guide/h15988-cloudlink-vcenter-server-cg.pdf
https://www.emc.com/collateral/guide/h15988-cloudlink-vcenter-server-cg.pdf
https://software.microfocus.com/en-us/products/eskm-enterprise-secure-key-management/overview
https://www.fornetix.com/
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Partner Name KMS Name KMS KMIP Supported vSphere Releases Download &
Version Version Details Link
Fortanix, Inc. Self Defending Key Management Service 2.7 13 vSphere 6.7 U1,vSphere 6.7 Link
(SDKMYS)

Fujitsu ETERNUS SF KM V3.0 11,12 vSphere 6.5,vSphere 6.5 U1 Link

Fujitsu ETERNUS SF KM V3.0 1.1,1.2,1.3,1.4/5phere 6.7 U1,vSphere Link
6.7,vSphere 6.5 U2

Gemalto Inc. SafeNet KeySecure 8.7.0 11 vSphere 6.5,vSphere 6.5 U1 Link

Gemalto Inc. SafeNet KeySecure 8.6.0 11 vSphere 6.5,vSphere 6.5 U1 Link

Gemalto Inc. SafeNet KeySecure 8.7.0 11,12 vSphere 6.7 U1,vSphere Link
6.7,vSphere 6.5 U2

Gemalto Inc. SafeNet KeySecure 8.9.0 11,12 vSphere 6.7 U1,vSphere 6.7 Link

Gemalto Inc. SafeNet KeySecure 8.10.0p01 11,12 vSphere 6.7 U1,vSphere Link
6.7,vSphere 6.5 U2

Gemalto Inc. SafeNet KeySecure k170v 15.0 11t013 vSphere 6.5,vSphere 6.5 U1 Link

HyTrust, Inc HyTrust KeyControl 34 11 vSphere 6.5,vSphere 6.5 U1 Link

HyTrust, Inc HyTrust KeyControl 4.0 11 vSphere 6.5,vSphere 6.5 U1 Link

HyTrust, Inc HyTrust KeyControl 41 11to14  vSphere6.7 Ul,vSphere Link
6.7,vSphere 6.5,vSphere 6.5 Ul

HyTrust, Inc HyTrust KeyControl 4.2 11to14  vSphere6.7 Ul,vSphere Link
6.7,vSphere 6.5 U2

HyTrust, Inc HyTrust KeyControl 421 11to14  vSphere6.7 Ul,vSphere Link
6.7,vSphere 6.5 U2

HyTrust, Inc HyTrust KeyControl 43 11to14  vSphere6.7 Ul,vSphere Link
6.7,vSphere 6.5 U2

IBM IBM Security Key Lifecycle Manager v2.7 1112 vSphere 6.5,vSphere 6.5 U1 Link

IBM IBM Security Key Lifecycle Manager v3.0 1112 vSphere 6.5,vSphere 6.5 U1 Link

IBM IBM Security Key Lifecycle Manager v3.0 1.1,1.2,1.3,1.4/5phere 6.7 U1,vSphere Link
6.7,vSphere 6.5 U2

IBM KMIP for VMware on IBM Cloud 1.0 11,12 vSphere 6.5,vSphere 6.5 U1 Link

Quintessencelabs qCrypt 200V 1.6.3 1.1,1.2,1.3 vSphere6.7 Ul,vSphere Link
6.7,vSphere 6.5,vSphere 6.5
U1,vSphere 6.5 U2

Thales eSecurity Vormetric Data Security Manager 6.0.14034 11tol4  vSphere6.5vSphere6.5 Ul Link

Thales eSecurity Vormetric Data Security Manager 6.0.2 11to14  vSphere6.5U2 Link

Thales eSecurity Vormetric Data Security Manager 6.0.25078 11tol1l4  vSphere6.7 UlvSphere6.7 Link

Townsend Security, Inc  Alliance Key Manager 4.6 10,11 vSphere 6.7 U1,vSphere 6.7 Link

Townsend Security, Inc  Alliance Key Manager 5.0 11 vSphere 6.5,vSphere 6.5 U1 Link

Zettaset Zettaset Key Manager 84 11 vSphere 6.5,vSphere 6.5 U1 Link

Zettaset XCrypt Virtual Key Manager and Data 84 11 vSphere 6.7 U1,vSphere Link

Encryption Solutions 6.7,vSphere 6.5,vSphere 6.5 U1
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https://www.fortanix.com/solutions/use-case/virtualization/
http://www.fujitsu.com/global/products/computing/storage/software/sf-km/
http://www.fujitsu.com/global/products/computing/storage/software/sf-km/
https://safenet.gemalto.com/data-encryption/enterprise-key-management/virtual-key-secure/
https://safenet.gemalto.com/data-encryption/enterprise-key-management/virtual-key-secure/
https://safenet.gemalto.com/data-encryption/enterprise-key-management/virtual-key-secure/
https://safenet.gemalto.com/data-encryption/enterprise-key-management/virtual-key-secure/
https://safenet.gemalto.com/data-encryption/enterprise-key-management/virtual-key-secure/
https://safenet.gemalto.com/data-encryption/enterprisekey- management/virtual-key-secure/
http://www.hytrust.com/keycontrol_quickstart
http://www.hytrust.com/keycontrol_quickstart
https://www.hytrust.com/products/keycontrol/
https://www.hytrust.com/products/keycontrol/
https://www.hytrust.com/products/keycontrol/
https://www.hytrust.com/products/keycontrol/
https://urldefense.proofpoint.com/v2/url?u=http-3A__www-2D03.ibm.com_software_products_en_key-2Dlifecycle-2Dmanager&#38;amp;d=DwIFAw&#38;amp;c=uilaK90D4TOVoH58JNXRgQ&#38;amp;r=j_pEIlAElPXu_RSdExT8f2TSvbBhIQH9juHxIWG-XZQ&#38;amp;m=rn_5VbnZaKqFYFCr-x_OVD3FO1sCBOdJbdchcZstrEI&#38;amp;s=aVoFgHGF9zh1wG2IomW7i9d818UcUXrRFzewdlV-Vcg&#38;amp;e=
https://www.ibm.com/us-en/marketplace/ibm-security-key-lifecycle-manager
https://www.ibm.com/us-en/marketplace/ibm-security-key-lifecycle-manager
https://console.bluemix.net/infrastructure/vmware-solutions/console/gettingstarted/kmip
https://www.quintessencelabs.com/wp-content/uploads/2018/03/Application-Note-qCrypt-for-VMWare.pdf
https://www.thalesesecurity.com/products/key-management/integrated-key-management
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.thalesesecurity.com_resources_integration-2Dguides_vmware-2Dencryption-2Dand-2Dkmip-2Dintegration-2Dvormetric-2Ddata-2Dsecurity-2Dmanager&#38;amp;d=DwIGaQ&#38;amp;c=uilaK90D4TOVoH58JNXRgQ&#38;amp;r=j_pEIlAElPXu_RSdExT8f2TSvbBhIQH9juHxIWG-XZQ&#38;amp;m=FCH4zGeluMWXPJ62CZSGUR_rlKp5KogkIHOguMyac34&#38;amp;s=Hk7cvviDsYa79kcWSUbbHuL8WOXyOtOlxP4Cgrj07uw&#38;amp;e=
https://www.thalesesecurity.com/resources/integration-guides/vmware-encryption-and-kmip-integration-vormetric-data-security-manager
https://downloads.townsendsecurity.com/products/AKM_VM.zip
http://www.townsendsecurity.com/downloads/products/AKM_VM.zip
https://www.zettaset.com/index.php/products/encryption-key-management/
https://www.zettaset.com/index.php/products/encryption-key-management/
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Footnotes:

None

Disclaimer

THIS CONTENT ISPROVIDED ASIS, AND TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, VMWARE DISCLAIMSALL OTHER
REPRESENTATIONS AND WARRANTIES, EXPRESS OR IMPLIED, REGARDING THIS CONTENT, INCLUDING THEIR FITNESS FOR A PARTICULAR PURPOSE,
THEIR MERCHANTABILITY, OR THEIR NONINFRINGEMENT. VMWARE SHALL NOT BE LIABLE FOR ANY DAMAGES ARISING OUT OF OR IN CONNECTION

WITH THE USE OF THIS CONTENT, INCLUDING DIRECT, INDIRECT, CONSEQUENTIAL DAMAGES, LOSS OF BUSINESS PROFITS OR SPECIAL DAMAGES,
EVEN IF VMWARE HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

THE VMWARE COMPATIBILITY GUIDE ISUPDATED FROM TIME TO TIME WITHOUT NOTICE. FOR THE LATEST VMWARE COMPATIBILITY GUIDE,
PLEASE GO TO THE FOLLOWING LINK: http://www.vmware.com/resources/compatibility
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