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The vCloud System Administration Guide tells you how to customize, configure, and manage vCloud Automation Center. It includes information about customizing the vCloud Automation Center Appliance and VMware Infrastructure as a Service servers as well as information about managing tenants, and performing backup and restore procedures.
Intended Audience
This information is intended for anyone who wants to configure and manage vCloud Automation Center. The information is written for experienced Windows or Linux system administrators who are familiar with virtual machine technology and datacenter operations.
Not all features and capabilities of vCloud Automation Center are available in all editions. For a comparison of feature sets in each edition, see https://www.vmware.com/products/vcloud-automation-center/.
VMware Technical Publications Glossary
VMware Technical Publications provides a glossary of terms that might be unfamiliar to you. For definitions of terms as they are used in VMware technical documentation, go to http://www.vmware.com/support/pubs.
System administrators can change the appearance of the vCloud Automation Center console, configure notifications for the vCloud Automation Center appliance, and configure Infrastructure as a Service features.
System administrators can configure system settings to change the appearance of the vCloud Automation Center console and configure inbound and outbound email servers to handle system notifications.
System administrators can change the appearance of the vCloud Automation Center console to meet site-specific branding guidelines by changing the logo, the background color, and information in the header and footer.
System administrators control the default branding for tenants. Tenant administrators can use the default or reconfigure branding for each tenant.
As you make changes, you will see a preview of each change at the bottom of the form. The changes take effect when they are saved.
Prerequisites
Log in to the vCloud Automation Center console as a system administrator or tenant administrator.
Procedure
The name appears next to the logo in the header preview.
The name appears as hover text over the company logo.
This information appears in the preview of the footer for your site.
The Privacy Policy link appears on the footer preview.
The Contact us link appears on the footer preview.
The console is updated with your changes.
Tenant administrators can configure settings for sending notifications to users who subscribe to receive communications from vCloud Automation Center.
System administrators create a global inbound email server to handle inbound email notifications, such as approval responses. You can create only one inbound server, which appears as the default for all tenants. If tenant administrators do not override these settings before enabling notifications, vCloud Automation Center uses the globally configured email server.
Prerequisites
Log in to the vCloud Automation Center console as a system administrator.
Procedure
This option is required only if you choose IMAP server protocol.
This option is available only if you enabled SSL security.
System administrators create a global outbound email server to handle outbound email notifications. You can create only one outbound server, which appears as the default for all tenants. If tenant administrators do not override these settings before enabling notifications, vCloud Automation Center uses the globally configured email server.
Prerequisites
Log in to the vCloud Automation Center console as a system administrator.
Procedure
This email address corresponds to the user name and password you supplied.
This option is available only if you enabled encryption.
A system administrator can adjust concurrency limits for an IaaS Windows server to best use resources, customize email sent from the server, and enable connections to other machines.
vCloud Automation Center limits the number of concurrently running instances of machine provisioning and data collection to conserve resources. You can change the limits.
Multiple concurrent requests for machine provisioning can impact the performance of vCloud Automation Center. You can make some changes to limits placed on proxy agents and workflow activities to alter performance.
Depending on the needs of machine owners at your site, the vCloud Automation Center server may receive multiple concurrent requests for machine provisioning. This can happen under the following circumstances:
The time required for vCloud Automation Center to provision a machine generally increases with larger numbers of concurrent requests. The increase in provisioning time depends on three important factors:
By default, vCloud Automation Center limits concurrent virtual provisioning activities for hypervisors that use proxy agents to two per proxy agent. This ensures that the virtualization platform managed by a particular agent never receives enough resource-intensive work items to prevent execution of other items. Plan to carefully test the effects of changing the limit before making any changes. Determining the best limit for your site may require that you investigate work item execution within the virtualization platform as well as workflow activity execution within vCloud Automation Center.
If you do increase the configured vCloud Automation Center per-agent limit, you may have to make additional configuration adjustments in vCloud Automation Center, as follows:
vCloud Automation Center limits concurent data collection activities to two per agent by default. If you change this limit, you may want to change the default execution timeout intervals for the different types of data collection to avoid unnecessary timeouts.
vCloud Automation Center regularly collects data from known virtualization compute resources through its proxy agents and from cloud service accounts and physical machines through the endpoints that represent them. Depending on the number of virtualization compute resources, agents, and endpoints in your site, concurrent data collection operations may occur frequently.
Data Collection running time depends on the number of objects on endpoints including virtual machines, datastores, templates, and compute resources, for example. Depending on many factors, a single data collection can require a significant amount of time. As with machine provisioning, concurrency increases the time required to complete data collection.
By default, concurrent data collection activities are limited to two per agent, with those over the limit being queued. This ensures that each data collection completes relatively quickly and that concurrent data collection activities are unlikely to affect IaaS performance.
Depending on the resources and circumstances at your site, however, it may be possible to raise the configured limit while maintaining fast enough performance to take advantage of concurrency in proxy data collection. While raising the limit may increase the time required for a single data collection, this may be outweighed by the ability to collect more information from more compute resources and machines at one time.
If you do increase the configured per-agent limit, you may have to adjust the default execution timeout intervals for the different types of data collection that use a proxy agent—inventory, performance, state, and WMI. If the time required to execute one of these activities exceeds the configured timeout intervals, the activity is canceled and restarted. To prevent cancellation of the activity, increase one or more of these execution timeout intervals.
You can change the per-agent limits on concurrent provisioning, data collection activities, and the default timeout intervals.
When typing a time value for these variables, use the format hh:mm:ss (hh=hours, mm=minutes, and ss=seconds).
Prerequisites
Log in to the server hosting the IaaS Manager Service as an administrator. For distributed installations, this is the server on which the Manager Service was installed.
Procedure
Parameter | Description |
---|---|
MaxOutstandingResourceIntensiveWorkItems | Concurrent provisioning limit (default is two) |
CloneExecutionTimeout | Virtual provisioning execution timeout interval |
SetupOSExecutionTimeout | Virtual provisioning execution timeout interval |
CloneTimeout | Virtual provisioning clone delivery timeout interval |
SetupOSTimeout | Virtual provisioning setup OS delivery timeout interval |
CloudInitializeProvisioning | Cloud provisioning initialization timeout interval |
MaxOutstandingDataCollectionWorkItems | Concurrent data collection limit |
InventoryTimeout | Inventory data collection execution timeout interval |
PerformanceTimeout | Performance data collection execution timeout interval |
StateTimeout | State data collection execution timeout interval |
You can configure the automatic notification emails sent to machine owners by the IaaS service about events involving their machines.
The events that trigger these notifications include, for example, the expiration or approaching expiration of archive periods and virtual machine leases.
Tenant administrators can enable or disable IaaS email notifications for machine owners, and machine owners can choose to receive or not receive email notifications. Anyone with access to the directory \Templates under the vCloud Automation Center server install directory (typically %SystemDrive%\Program Files x86\VMware\vCAC\Server) can configure the templates for these email notifications.
You can add email template objects to automatic email templates to return information about URIs, machines, blueprints, costs, and requests.
You can use the following email template objects to return information to automatic email templates.
The WebsiteURIItems object returns the URL of the Items tab on the vCloud Automation Center console, for example https://vcac.mycompany.com/shell-ui-app/org/mytenant/#csp.catalog.item.list. To use this object to provide a link to the My Items page in the console, consider the following sample lines.
The WebsiteURIInbox object returns the URL of the Inbox tab on the vCloud Automation Center console, for example https://vcac.mycompany.com/shell-ui-app/org/mytenant/#cafe.work.items.list. To use this object to provide a link to the My Inbox page in the console, consider the following sample lines.
The VirtualMachineEx object returns a specific item of information about the machine associated with the event triggering the email. The information is determined by the attribute provided with the object; see the table Selected Attributes of the VirtualMachineEx Object for more information. For example, you could use the following line to include the expiration date of the machine in an email.
<xsl:value-of select="//VirtualMachineEx/Expires"/>
Selected Attributes of the VirtualMachineEx Object
Attribute | Returns |
---|---|
Name | Name of machine as generated by vCloud Automation Center |
Description | Machine’s description |
DnsName | Machine’s DNS name |
TemplateName | Name of blueprint from which machine was provisioned |
StoragePath | If a virtual machine, name of storage path on which machine was provisioned |
State/Name | Status of machine |
Owner | Owner of machine |
Expires | Date on which machine expires |
ExpireDays | Number of days until machine expires |
CreationTime | Date and time at which machine was provisioned |
HostName | If a virtual machine, name of host where machine was provisioned |
GroupName | Name of business group in which machine was provisioned |
ReservationName | Name of reservation on which machine was provisioned |
Group/AdministratorEmail | Names of users or groups who receive group manager emails for business group for which machine was provisioned |
In addition, the special attribute Properties lets you search the custom properties associated with the machine for a specific property and return the value if found. For example, to include the value of Image.WIM.Name, which specifies the name of the WIM image from which a machine was provisioned, you could use the following lines.
If the machine does not have the Image.WIM.Name property, nothing is returned.
The VirtualMachineTemplateEx object returns a specific item of information about the source blueprint of the machine associated with the even triggering the email. The information is determined by the attribute provided with the object; see the table Selected Attributes of the VirtualMachineTemplateEx Email Object for more information. For example, to include the daily cost specified in the source blueprint you could use the following line:
<xsl:value-of select="//VirtualMachineTemplateEx/Cost"/>
Selected Attributes of the VirtualMachineTemplateEx Email Object
Attribute | Returns |
---|---|
Name | Name of blueprint |
Description | Blueprint’s description |
MachinePrefix | Machine prefix specified in blueprint |
LeaseDays | Number of lease days specified in blueprint |
ExpireDays | If a virtual blueprint, number of archive days specified |
Cost | Daily cost specified in blueprint |
VirtualMachineTemplateEx also takes the special attribute Properties to let you search the custom properties included in the blueprint for a specific property and return the value if found, as described for the VirtualMachineEx object.
The ReservationHelper object returns information about the daily cost of the machine, as specified by the attributes in the table Selected Attributes of the ReservationHelper Email Object, when a cost profile applies to the virtual or physical machine associated with the event triggering the email.
Selected Attributes of the ReservationHelper Email Object
Attribute | Returns |
---|---|
DailyCostFormatted | Daily cost of machine |
LeaseCostFormatted | Daily cost times the number of days in the machine’s lease. |
You can edit the automatic email templates used by the IaaS service when notifying machine owners and managers.
You can customize the text and format of the automatic email for an IaaS event by editing the XSLT template for the event. You can find the following IaaS templates in the directory \Templates under the vCloud Automation Center server install directory (typically %SystemDrive%\Program Files x86\VMware\vCAC\Server).
Prerequisites
Log in to the IaaS Manager Service host using administrator credentials.
Procedure
A system administrator can create a custom RDP file that tenant administrators and business group managers call in blueprints, or tenant administrators and business group managers can configure RDP settings by applying custom properties to blueprints.
The following is a high-level overview of the sequence of steps required to enable machine users to connect using RDP:
If you are using Internet Explorer with Enhanced Security Configuration enabled, .rdp files cannot be downloaded.
Prerequisites
Log in to the IaaS Manager Service as an administrator.
Procedure
What to do next
See Enabling Remote Desktop Connections for an overview of steps and options for making RDP connections available. Consult your IaaS configuration guide for next steps for your site configuration.
The Display location on request check box on the Blueprint Information tab allows users to select a particular datacenter location at which to provision a requested virtual or cloud machine.
For example, if you have an office in London and an office in Boston, you might have compute resources and business groups in both locations. By enabling the Display location on request check box, your business group users can choose to provision their machines with the resources that are local, for example.
The following is a high-level overview of the sequence of steps required to enable users to select datacenter locations:
The first step in making location choices available to users is for a system administrator to add location information to a locations file.
Prerequisites
Log in to the IaaS web site host using administrator credentials.
Procedure
A fabric administrator can edit a compute resource to associate it with a location. See IaaS Configuration for Cloud Platforms or IaaS Configuration for Virtual Platforms.
To remove a datacenter location from a user menu, a system administrator must remove the location information from the locations file and a fabric administrator must remove location information from the compute resource.
For example, if you add London to the locations file, associate ten compute resources with that location, and then remove London from the file, the compute resources are still associated with the location London and London is still included in the location drop-down list on the Confirm Machine Request page. To remove the location from the drop-down list, a fabric administrator must edit the compute resource and reset the Location to blank for all compute resources that are associated with the location.
The following is a high-level overview of the sequence of steps required to remove a datacenter location:
Visual Basic scripts are run outside of vCloud Automation Center as additional steps in the machine life cycle and can be used to update the custom property values of machines. Visual Basic scripts can be used with any provisioning method.
For example, you could use a script to generate certificates or security tokens before provisioning and then use those certificates and tokens in provisioning a machine.
This information does not apply to Amazon Web Services.
When executing a Visual Basic script, the EPI agent passes all machine custom properties as arguments to the script. To return updated property values to vCloud Automation Center, you must place these properties in a dictionary and call a function provided by vCloud Automation Center.
The sample Visual Basic script PrePostProvisioningExample.vbs is included in the Scripts subdirectory of the EPI agent installation directory. This script contains a header to load all arguments into a dictionary, a body in which you can include your functions, and a footer to return updated custom properties to vCloud Automation Center.
The following is a high-level overview of the steps required to use Visual Basic scripts in provisioning:
A fabric administrator can create a build profile by using the property sets ExternalPreProvisioningVbScript and ExternalPostProvisioningVbScript to provide this required information. Doing so makes it easier for tenant administrators and business group managers to include this information correctly in their blueprints.
System administrators must configure a default tenant for the vCloud Automation Center. They can update SSL certificates and licenses, and monitor logs, services, and license usage statistics.
The system administrator performs the initial configuration of single sign-on and basic tenant setup, including designating at least one identity store and a tenant administrator for each tenant. Thereafter, a tenant administrator can configure additional identity stores and assign roles to users or groups from the identity stores.
A tenant is an organizational unit in a vCloud Automation Center deployment. A tenant can represent a business unit in an enterprise or a company that subscribes to cloud services from a service provider.
Each tenant has its own dedicated configuration. Some system-level configuration is shared across tenants.
Tenant Configuration
Configuration Area | Description |
---|---|
Login URL | Each tenant has a unique URL to the vCloud Automation Center console.
|
Identity stores | Each tenant requires access to one or more directory services, such as OpenLDAP or Microsoft Active Directory servers, that are configured to authenticate users. You can use the same directory service for more than one tenant, but you must configure it separately for each tenant. |
Branding | A tenant administrator can configure the branding of the vCloud Automation Center console including the logo, background color, and information in the header and footer. System administrators control the default branding for all tenants. |
Notification providers | System administrators can configure global email servers that process email notifications. Tenant administrators can override the system default servers, or add their own servers if no global servers are specified. |
Business policies | Administrators in each tenant can configure business policies such as approval workflows and entitlements. Business policies are always specific to a tenant. |
Service catalog offerings | Service architects can create and publish catalog items to the service catalog and assign them to service categories. Services and catalog items are always specific to a tenant. |
Infrastructure resources | The underlying infrastructure fabric resources, for example, vCenter servers, Amazon AWS accounts, or Cisco UCS pools, are shared among all tenants. For each infrastructure source that vCloud Automation Center manages, a portion of its compute resources can be reserved for users in a specific tenant to use. |
About the Default Tenant
When the system administrator configures single sign-on during the installation of vCloud Automation Center, a default tenant is created with the built-in system administrator account to log in to the vCloud Automation Center console. The system administrator can then configure the default tenant and create additional tenants.
The default tenant supports all of the functions described in Tenant Configuration. In the default tenant, the system administrator can also manage system-wide configuration, including global system defaults for branding and notifications, and monitor system logs.
The default tenant is the only tenant that supports native Active Directory authentication. All other tenants must use Active Directory over LDAP or OpenLDAP.
All user authentication is handled through single sign-on. Each tenant has one or more identity stores, such as Active Directory servers, that provide authentication.
The system administrator performs the initial configuration of single sign-on and basic tenant setup, including designating at least one identity store and a tenant administrator for each tenant. Thereafter, a tenant administrator can configure additional identity stores and assign roles to users or groups from the identity stores.
Tenant administrators can also create custom groups within their own tenant and add users and groups defined in the identity store to custom groups. Custom groups, like identity store groups and users, can be assigned roles or designated as the approvers in an approval policy.
Tenant administrators can also create business groups within their tenant. A business group is a set of users, often corresponding to a line of business, department or other organizational unit, that can be associated with a set of catalog services and infrastructure resources. Users, identity store groups, and custom groups can be added to business groups.
vCloud Automation Center supports deployments with either a single tenant or multiple tenants. The configuration can vary depending on how many tenants are in your deployment.
System-wide configuration is always performed in the default tenant and can apply to one or more tenants. For example, system-wide configuration might specify defaults for branding and notification providers.
Infrastructure configuration, including the infrastructure sources that are available for provisioning, can be configured in any tenant and is shared among all tenants. The infrastructure resources, such as cloud or virtual compute resources or physical machines, can be divided into fabric groups managed by fabric administrators. The resources in each fabric group can be allocated to business groups in each tenant by using reservations.
Single-Tenant Deployment
In a single-tenant deployment, all configuration can occur in the default tenant. Tenant administrators can manage users and groups, configure tenant-specific branding, notifications, business policies, and catalog offerings.
All users log in to the vCloud Automation Center console at the same URL, but the features available to them are determined by their roles.
In a single-tenant scenario, it is common for the system administrator and tenant administrator roles to be assigned to the same person, but two distinct accounts exist. The system administrator account is always administrator@vsphere.local. The tenant administrator must be a user in one of the tenant identity stores, such as username@mycompany.com.
Multitenant Deployment
In a multitenant environment, the system administrator creates tenants for each organization that uses the same vCloud Automation Center instance. Tenant users log in to the vCloud Automation Center console at a URL specific to their tenant. Tenant-level configuration is segregated from other tenants and from the default tenant. Users with system-wide roles can view and manage configuration across multiple tenants.
There are two main scenarios for configuring a multi-tenant deployment.
Multitenant Deployment Examples
Example | Description |
---|---|
Manage infrastructure configuration only in the default tenant | In this example, all infrastructure is centrally managed by IaaS administrators and fabric administrators in the default tenant. The shared infrastructure resources are assigned to the users in each tenant by using reservations. |
Manage infrastructure configuration in each tenant | In this scenario, each tenant manages its own infrastructure and has its own IaaS administrators and fabric administrators. Each tenant can provide its own infrastructure sources or can share a common infrastructure. Fabric administrators manage reservations only for the users in their own tenant. |
The following diagram shows a multitenant deployment with centrally managed infrastructure. The IaaS administrator in the default tenant configures all infrastructure sources that are available for all tenants. The IaaS administrator can organize the infrastructure into fabric groups according to type and intended purpose. For example, a fabric group might contain all virtual resources, or all Tier One resources. The fabric administrator for each group can allocate resources from their fabric groups. Although the fabric administrators exist only in the default tenant, they can assign resources to business groups in any tenant.
Some infrastructure tasks, such as importing virtual machines, can only be performed by a user with both the fabric administrator and business group manager roles. These tasks might not be available in a multitenant deployment with centrally managed infrastructure.
The following diagram shows a multitenant deployment where each tenant manages their own infrastructure. The system administrator is the only user who logs in to the default tenant to manage system-wide configuration and create tenants.
Each tenant has an IaaS administrator, who can create fabric groups and appoint fabric administrators with their respective tenants. Although fabric administrators can create reservations for business groups in any tenant, in this example they typically create and manage reservations in their own tenants. If the same identity store is configured in multiple tenants, the same users can be designated as IaaS administrators or fabric administrators in each tenant.
The default tenant is automatically created when you configure single sign-on. You cannot edit any of the tenant details, but you can configure identity stores and appoint administrators.
Prerequisites
Log in to the vCloud Automation Center console as a system administrator.
Procedure
Each tenant must be associated with at least one identity store. Identity stores can be OpenLDAP or Active Directory. For default tenant, you can also use Active Directory in native mode.
Prerequisites
Log in to the vCloud Automation Center console as a system administrator.
Procedure
For example, ldap://ldap.mycompany.com:389 .
The alias allows users to log in by using userid@domain-alias rather than userid@identity-store-domain as a user name.
Use the display format of the user name, which can include spaces and is not required to be identical to the user ID.
For example, cn=Demo Admin,ou=demo,dc=dev,dc=mycompany,dc=com.
For example, ou=demo,dc=dev,dc=mycompany,dc=com.
For example, ou=demo,dc=dev,dc=mycompany,dc=com.
Your new identity stores are saved and associated with the tenant. You are directed to the Administrators tab for the next step in the process.
You can appoint one or more tenant administrators and IaaS administrators from the identity stores you configured for a tenant.
Tenant administrators are responsible for configuring tenant-specific branding, as well as managing identity stores, users, groups, entitlements, and shared blueprints within the context of their tenant. IaaS Administrators are responsible for configuring infrastructure source endpoints in IaaS, appointing fabric administrators, and monitoring IaaS logs.
Prerequisites
Procedure
Repeat this step as needed to appoint additional tenant administrators.
Repeat this step as needed to appoint additional IaaS administrators.
System administrators create tenants and specify basic configuration such as name, login URL, identity stores, and administrators.
Prerequisites
Log in to the vCloud Automation Center console as a system administrator.
Procedure
The first step to configuring a tenant is to add the new tenant to vCloud Automation Center and create the tenant-specific access URL.
Prerequisites
Log in to the vCloud Automation Center console as a system administrator.
Procedure
This URL token is used to create tenant-specific URLs to access vCloud Automation Center.
For example, if you access vCloud Automation Center at https://my-vcloud-suite.local/shell-ui-app , then a tenant with the URL name sales accesses vCloud Automation Center at https://my-vcloud-suite.local/shell-ui-app/org/sales.
Your new tenant is saved and you are automatically directed to the Identity Stores tab for the next step in the process.
Each tenant must be associated with at least one identity store. Identity stores can be OpenLDAP or Active Directory. Use of Native Active Directory is also supported fro the default tenant.
Prerequisites
Procedure
For example, ldap://ldap.mycompany.com:389 .
The alias allows users to log in by using userid@domain-alias rather than userid@identity-store-domain as a user name.
Use the display format of the user name, which can include spaces and is not required to be identical to the user ID.
For example, cn=Demo Admin,ou=demo,dc=dev,dc=mycompany,dc=com.
For example, ou=demo,dc=dev,dc=mycompany,dc=com.
For example, ou=demo,dc=dev,dc=mycompany,dc=com.
Check that the connection is working.
Your new identity stores are saved and associated with the tenant. You are directed to the Administrators tab for the next step in the process.
You can appoint one or more tenant administrators and IaaS administrators from the identity stores you configured for a tenant.
Tenant administrators are responsible for configuring tenant-specific branding, as well as managing identity stores, users, groups, entitlements, and shared blueprints within the context of their tenant. IaaS Administrators are responsible for configuring infrastructure source endpoints in IaaS, appointing fabric administrators, and monitoring IaaS logs.
Prerequisites
Procedure
Repeat this step as needed to appoint additional tenant administrators.
Repeat this step as needed to appoint additional IaaS administrators.
A system administrator can update certificates for the Identity Appliance, the vCloud Automation Center Appliance, and IaaS components. Typically, an update is performed when switching from self-signed certificates to certificates provided by a certificate authority chosen by the system administrator.
When you update a certificate for a vCloud Automation Center component, components that have a dependency on this certificate are affected. You must register the new certificate with these components to ensure certificate trust.
You must update all components of the same type in a distributed system. For example, if you update a certificate for one vCloud Automation Center Appliance in a distributed environment, you must update all vCloud Automation Center Appliances for that installation.
Update components in the following order:
With one exception, changes to later components do not affect earlier ones. For example, if you import a new certificate to a vCloud Automation Center Appliance, you must register this change with the IaaS server, but not with the Identity Appliance. The exception is that an updated certificate for IaaS components must be registered with vCloud Automation Center Appliance.
The following table shows registration requirements when you update a certificate.
Registration Requirements
Updated Certificate | Register new certificate with Identity Appliance | Register new certificate with vCloud Automation Center Appliance | Register new certificate with IaaS |
---|---|---|---|
Identity Appliance | not applicable | Yes | Yes |
vCloud Automation Center Appliance | No | not applicable | Yes |
IaaS | No | Yes | not applicable |
The system administrator can replace a self-signed certificate with another self-signed certificate or a domain certificate after the installation is complete.
Procedure
The system administrator can replace a self-signed certificate with one from a certificate authority. The same certificate can be used on multiple machines.
The labels for the private key and certificate chain headers and footers depend on the certificate authority in use. These examples show the headers and footers for a certificate generated by openssl.
Procedure
Using self-signed certificates is not recommended for production environments.
Option | Action |
---|---|
Import a certificate |
|
Generate a self-signed certificate |
|
After a few minutes the certificate details appear on the page. If you are using a load balancer, the certificate is for the load balancer.
The certificate is updated.
After the Identity Appliance certificate is updated, the system administrator updates the vCloud Automation Center Appliance with the new certificate information. This process reestablishes trusted communications between the virtual appliances.
Use the import-certificate command to import the SSL certificate from the Identity Appliance into the SSL keystore used by the vCloud Automation Center Appliance. The alias value specifies the alias under which the imported certificate is stored in the keystore, and url is the address of the SSL endpoint.
Prerequisites
Procedure
/usr/sbin/vcac-config import-certificate --alias websso --url https://identity-hostname.domain.name:7444
For example:
/usr/sbin/vcac-config import-certificate --alias websso --url https://identity-vm76-115.eng.mycompany.com:7444
The certificate is updated on the vCloud Automation Center Appliance.
After the Identity Appliance certificate is updated, the system administrator updates the IaaS component registry on all IaaS component machines with the new virtual appliance certificate information. This process reestablishes trusted communications between the virtual appliance and IaaS components.
Run this command once from the Model Manager Data machine. This procedure updates the database. All IaaS servers are updated from the database.
Prerequisites
Procedure
C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe
The system administrator can replace a self-signed certificate with another self-signed certificate, a domain certificate, or a wildcard domain certificate after the installation is complete.
Procedure
The system administrator can replace a self-signed certificate with a trusted one from a certificate authority. The same certificate can be used on multiple machines as a wildcard domain certificate.
Procedure
Using self-signed certificates is not recommended for production environments.
Option | Action |
---|---|
Import a certificate |
|
Generate a self-signed certificate |
|
After a few minutes, the certificate details appear on the page.
The certificate is updated.
After the vCloud Automation Center Appliance certificate is updated, the system administrator registers the Identity Appliance with the vCloud Automation Center Appliance. This process reestablishes trusted communications between the virtual appliances.
Prerequisites
Procedure
The Identity Appliance is updated with the new certificate.
After the virtual appliance certificates are updated, the system administrator updates the IaaS server running the Model Manager Data component registry to reestablish trusted communications between the virtual appliances and IaaS components.
Execute the vcac-Config.exe command with the UpdateServerCertificates argument to update the IaaS database with the certificate information.
Type the following command for a list of vcac-Config arguments.
Prerequisites
Procedure
C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe
vcac-Config.exe UpdateServerCertificates -d vcac_database -s sql_database_server -v
For example:
vcac-Config.exe UpdateServerCertificates -d vCAC -s tr-w2008-13.eng.mycompany -v
The version of the command shown here, without the thumbprint argument, downloads the certificate in one step.
The system administrator can replace a self-signed certificate with another self-signed certificate or a certificate from a certificate authority after the installation is complete. Certificate updates are required when the certificate type changes or the certificate expires.
Procedure
The system administrator can replace a self-signed certificate with one from a certificate authority to ensure security in a distributed deployment environment.
The same certificate can be used on multiple machines (as a wildcard). The certificate must be added to the trusted root certificate store on the IIS machine. The IIS machine is the machine on which the Component Website and Model Manager data are installed during the IaaS installation.
This procedure adds the certificate to the trusted root in the certificate store.
Procedure
When you open the site, you should see the message 401 Not authorized, which indicates that certificates are configured on the IaaS server.
After certificates are updated on the IaaS servers, the system administrator updates the IaaS component registry to reestablish trusted communications between the virtual appliances and IaaS components. In a distributed environment, this process is repeated for each IaaS server where you updated certificates.
As part of updating the IaaS certificate, you must re-register the certificate with the vCloud Automation Center. You can use the hostname or IP address of the IaaS machines in the following commands. If you are using a load balancer, supply the host name of the load balancer instead.
If you encounter errors, see the troubleshooting section of Installation and Configuration.
Prerequisites
Procedure
C:\Program Files (x86)\VMware\vCAC\Server\Model Manager Data\Cafe
For example: Vcac-Config.exe RegisterEndpoint --EndpointAddress https://192.168.1.1/vCAC/ --Endpoint ui -v
For example: Vcac-Config.exe RegisterEndpoint --EndpointAddress https://192.168.1.1/vCAC/SslCallback.aspx --Endpoint ssl -v
For example:
Vcac-Config.exe RegisterEndpoint --EndpointAddress https://192.168.1.1/Repository --Endpoint repo -v
For example:
Vcac-Config.exe RegisterEndpoint --EndpointAddress https://192.168.1.1/WAPI --Endpoint wapi -v
For example:
Vcac-Config.exe RegisterEndpoint --EndpointAddress https://192.168.1.1/WAPI/api/status --Endpoint status -v
A system administrator can view the average number of servers and desktop licenses per endpoint. The average is calculated to the current day and the last time data collection ran. License usage information for the past twelve months is available to view.
Prerequisites
Log in to the vCloud Automation Center console as an IaaS administrator.
Procedure
The average number of servers and desktop licenses per endpoint appears.
A system administrator can monitor events and the state of services from the administration console.
The Event Log displays alert and audit events for tenants. Advanced search capabilities are available.
Prerequisites
Procedure
A system administrator can view the status of vCloud Automation Center services from the Event Log on the system administrator console.
Subsets of services are required to run individual product components. For example, identity services and UI core services must be running before you can configure a tenant.
The following tables tell you which services are associated with areas of vCloud Automation Center functionality.
Identity Service Group
Service | Description |
---|---|
management-service | Identity Service Group |
sts-service | Single Sign-on Appliance |
authorization | Authorization Service |
authentication | Authentication |
eventlog-service | Event log service |
licensing-service | Licensing service |
UI Core services
Service | Description |
---|---|
shel-ui-app | Shell Service |
branding-service | Branding Service |
plugin-service | Extensibility (Plug-in) Service |
portal-service | Portal Service |
All the following services are required to run the IaaS component.
Service Catalog Group (Governance Services)
Service | Description |
---|---|
notification-service | Notification service |
workitem-service | Work Item service |
approval-service | Approval Service |
catalog-service | Service Catalog |
IaaS Services Group
Service | Description |
---|---|
iaas-proxy-provider | IaaS Proxy |
iaas-server | IaaS Windows machine |
Advanced Services Designer
Service | Description |
---|---|
vco | |
advanced-designer-service |
Administrators back up the entire vCloud Automation Center on a regular basis. In case of system failure, the system can be recovered by restoring the last known working backup.
A system administrator can rename virtual appliance hosts at backup or restore.
To restore a vCloud Automation Center installation, at least one of the host names must keep its original name.
Follow these actions after you rename a virtual appliance host:
For more information about updating certificates, see Installation and Configuration.
System administrators are responsible for backing up the full vCloud Automation Center installation on a regular basis.
A complete backup includes the following components.
Minimize the number of active transactions before you begin the backup and back up all databases at the same time.
You can rename a virtual appliance host name, when you create a backup or restore an installation. For information about renaming hosts, see Renaming Virtual Appliance Hosts.
Internal installations of the postGres database are not automatically backed up as part of an IaaS backup. You must perform a separate backup procedure for the postGres database.
The database administrator backs up the IaaS MSSQL Server database and the PostgreSQL database.
Using Restore-in-time ensures that the two databases are consistent with each other. If only one database fails, you must restore the running database to the most recent backup so that the databases are consistent.
IaaS SQL Database
Follow your in-house procedures to back up the IaaS SQL database outside of the vCloud Automation Center framework. The backup must meet the following requirements.
PostgreSQL Database
For distributed installations, if you are using an external PostgreSQL database, follow your in-house procedures to back up the PostgreSQL database outside of the vCloud Automation Center framework. The backup must meet the following requirements.
See the PostgreSQL product documentation for more information.
If you are using the internal PostgreSQL database supplied with vCloud Automation Center, in a pre-production environment, for example, you must manually restore the database or enable Restore-in-Time. The database is not automatically backed up.
The system administrator schedules backups of the Identity Appliance SSO on a regular basis.
In general, back up your Identity Appliance, vCloud Automation Center Appliance, and databases on the same schedule.
In addition, back up the Identity Appliance in the following cases:
You can use several methods to create backups.
The system administrator backs up the vCloud Automation Center Appliance by making a copy of the configuration files. These files are used when the virtual appliance is restored to recreate the configuration that was in place at the time of the backup.
In general, back up your Identity Appliance, vCloud Automation Center Appliance, and databases on the same schedule.
Before you start a backup, verify that the size of the encryption.key file is greater than 0. If the file is zero length, type the following command:
Back up the following files:
An alternative to backing up a virtual appliance by copying configuration files is to create a snapshot of the virtual appliance.
Load balancers distribute work among servers in a high-availability deployment. The system administrator backs up the load balancers on a regular basis at the same time as the other components.
Use your site's recommended backup method. The administrator can use VMware vSphere® Data Protection™ to create backups of the entire appliance or vSphere® Replication to replicate the virtual appliance to another site.
The system administrator uses backups to restore vCloud Automation Center to a functional state after a system failure. If IaaS components fail (such as Manager Service machines), they must be reinstalled.
Perform these steps in order, beginning with the first component that needs to be restored. If a component is functioning normally, you do not have to restore it.
If you restore to a backup, any machines that were provisioned after the backup will still exist, but are not managed by vCloud Automation Center. For example, they are not displayed in the items list for the owner. You can use the Infrastructure Organizer to import virtual machines to bring them back under management.
Procedure
vCloud Automation Center uses a security passphrase for IaaS MSSQL database security. The passphrase generates the encryption key that protects the data. The system administrator uses the passphrase created during installation to restore encryption.
Procedure
The system administrator restores the IaaS MSSQL database and the PostgreSQL database.
There are two scenarios for database recovery.
Procedure
What to do next
The Identity Appliance system administrator restores the Identity Appliance from the vSphere High Availability cluster.
Procedure
The system administrator restores the vCloud Automation Center Appliance load balancer (if installed) and restores the virtual appliances that are under it.
If possible, do not change the host name of the virtual appliance load balancer.
Use these steps to restore the virtual appliances under the load balancer.
Procedure
The system administrator restores the Web load balancer and the Manager Service load balancer (if installed) and restores the Website and Manager Service components.
Procedure
vrmUrl
DynamicOps.Vrm.Agent.Core.Properties.Settings
Verify that the passphrase is the same as the original installation to avoid losing encrypted data.
What to do next
The system administrator restores the Web load balancer (if installed) and the Website components.
Procedure
The system administrator restores the Manager Service load balancer (if installed) and the Website components.
Prerequisites
Procedure
Verify that the passphrase is the same as the original installation to avoid losing encrypted data.
vrmUrl
DynamicOps.Vrm.Agent.Core.Properties.Settings
The system administrator reinstalls all DEMs that need to be restored.
Follow the instructions in Installation and Configuration for installing a DEM orchestrator and DEM workers.
When you re-install a DEM worker or orchestrator you might want to use the same names. If you specify names that have already been used, you see a message similar to the following:
Click No to re-use the name and continue with the installation.
What to do next
The system administrator reinstalls all IaaS agents that need to be restored.
After you reinstall the DEM Orchestrator and the DEM Workers, reinstall IaaS agents. For instructions on installing IaaS agents, see Installation and Configuration.
For vSphere agents, keep the same endpoint name used at installation time. If an agent needs to be uninstalled, it should be done so from the Uninstall menu on the Control Panel.
Prerequisites
In the event of a system failure on the Manager Service host, you can activate a failover to the secondary server.
Prerequisites
This procedure assumes that active and passive Manager Service nodes are both installed under a Manager Service load balancer.
Procedure
If the primary server is not running, change the vCloud Automation Center service to Manual start up when the primary server is running again.